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Interactive GSM/Email notification system
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What is Dude
onitoring application
Client application: ndows, Mac, Linux)
Server pac (RoS pe
CCR Series

X86
'CHR

age) only for:




at 1t Does

our Network in layer 2
of your network
yer 3 devices

all your links
wyer 3 probes
\NMP

ccess to your RouterOS (with Winbox)




How It works

essful Installation, login page comes up

ful Login Automatic Discovery feature will
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g E::r'.:tg [~ Add Networks To Auto Scan
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E] Mib Node: v
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B 2 4 6 B 10 14 X 50
™ Layout Map After Discovery Complete

= You may like to discover your Network automatically or
add everything manually



How It works

= I vou are working with legacy versions (V3 or V4), you
are still be able to import your old database here

/dude import-db backup-file=(file name path)

= Or maybe you'd like to change the path of database

/dude set data-directory=(new_db path)

Change path procedure:

1. Disable the Server

2. Move existing directory

3. Change the path of directory
4. Enable the Server



How vou should work with
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How vou should work with
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dowWiyou should work with

Addpress lists: ses to be used in Blocklist and other places

Admins: is particular Dude server

Charts: ny data source in the map

Devices: any of the network maps

Files: ike images for network map backgrounds and sounds
Functions: can be use ipts and advanced queries

History Actions: =1 oo ol perfor d b dmin, like adding or removing devices. Admin log.

Links: in all maps.
Logs: e statuses. Dude also includes a Syslog server, and can receive Logs from other devices.
MIB nodes: ion about MIBs
Network maps: DS
Networks: Il network segments places on the map

ifications: t ways to alert the admin of

Par Allows to configure separate dude window entities for use on multiple monitors or otherwise
\#40 - Probes are responsible for polling specific services on the defices

\sle-- Lists the currently monitored services on all devices

H EH M

Configures the tools that can be run on each device (ie. connect with winbox, telnet, ftp etc.)



How vou should work with

ttings
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ow you should work with

& Preferences

Iv Auto Connect A Startup

v Auto Reconnect f Connection Lost
IV Appear Only On Tray When Minimized
[ Hide Tray lcon

Iv Status Bar




How vou should work with

& Server Configuration

General SNMP ‘Polling Server Agents Syslog Map Chat Repot Discover ... Ok

Default options for Simple Network Management Cancel
Ap

Dot

[#][=|[e] 8w
feme [Vew./[Commuty [ror__Jhts |

v 1-public public 161
vZ-public 2c public 161
no-snmp none




ow you should work with

ices is just few steps:

=

ﬁddress: I—

=

User Mame: IEIE'I'I’III'I—
Passwaord: I—

[ Secure Mode
[ Router 035




ow you should work with

() o New Service

General ‘Nntificatiuns History

Device: (1.1.1.1 IZ' Status: |unknown

Probe: |cpu Problem:

: Agent: Probes Down: ’07
V¥ Enabled dns Time Last Up: |00:00:00

dude

Probe Port: | fp Time Last Down: |00:00:00
gopher )
Probe Interval: I;ppjet direct Time Up: |00:00:00
bkt i 0 .00
Probe Timeaut: | T Time Down: |00:00:00

imap4
MEmory
mikrotik,
netbios
nntp

ping
pop3
prinker
radius
rnd 50:50
rouker
smtp

ssh
switch
tep echo
telnet
kirne
virtual memory ™

Probe Down Count:



ow you should work with

1gS

) configure accurate

General |F'c|||ing Services CQubtages  Snmp  RouterDS  History  Tools ok

Mame: [192.168.16.105 Agent: |default | e || e Cancel

192.168.16.105 - Device

Addresses: [192.168.16.105 €8v| % Somp Profile; |defaul e |[al Apply
DMS Mames: | - User Name: |admin Remaove
DMS Lookup: Iaddress to name j Password: | Mokes
DMS Lookup Inkerval: |E~D min | Secure Mode ~Tools

¥ Router 05
[ Dude Server

MAC addresses: |4C:5E:UC:D?:BE:F1

RIET

_ Reprobe
MAC Lackup: [ip to mac
Ack,
Type: ISome Device j g e== & o - 3
Services: @ - 2 Unack.
Parents: | -
Reboot
Cuskom Field 1: | '

Status: |partially down Reconmact

Cuskam Field 2: |

Zustom Field 3: |




ow you should work with

dependencies

avoid receiving reports about each device status when a parent
ice is unreachable, you can make dependency between devices

o [ ) 172.16.1.1 - Device

General |Polling Services Outages Snmp  RouterOS  History  Tools

Mame: 1?2.16.1.1 Agent: |default

Addresses: 1?2‘16'1‘1 v Snmp Profile: |default
. re

DMS MNames: b User Mame: | admin

DMS Lookup: ¢ none  addresstoname & name to address r——————
p Password: sehokohokoksokkok REn'ICNB

DS Lookup Interval:
F ’ [ Secure Mode

MAC Addresses: ¥ Router OS ¥ Tools

MAC Lookup I Dude Server Reprobe

Type: Ack,
Parents: . Services: . @B up-6 Unack
Custom Field 1: 2161, Reboat

Custam Field 2; | 192.168.1.1 Status: |up
192,1658.1.101

Custom Field 3: | 192.168.1.122
192,168.1.123
192,168.1.137
192,1658.1.205
192,168.1.253

Reconnect

192.1658.1.254
192,165.1.3
192.168.2.1
192.168.2.246
192.,168.3.1
192,165,558, 1



How yvou should work with

Settings l ‘ Discover H ¥ Tools | IE

4

Paste - ﬂ
Lock - m
Drag- |[3]
Select- | »|

Copy -

Add item - |
Remove item - [1] ]

0.0.0.0/0

Map settings -

-
{
3
S
=
2
©
£
0
==

Demo (5660) -35 Demo (5668) -62 : : : :
Re: 113 kbps (54 Mbps) e 72,8 bpe (50 mpsy - Wireless link with traffic data
Tx: 33.9 kbps (54 Mbps) Tx: 2.34 Mbps (54 Mbps)

Demo2 (5680) -57 'S—
Re: 64 bps (6 Mbps)

Tx: 64 bps (54 Mbps) - device

192.168.212.0/24 ’ pras 192.168.222.0/24

192.168.213.0/24 192.168.223.0/24
! - network
- link

192.168.232.0/24 192.168.233.0/24




How Vou should work with
Maps:

o This tab allows you to configure polling times and timeouts

specifically for this map.

& 10.5.104.0/24 - Network Map

General Polling |0ulag&¢ Appearance  Background  Export
v {Enabled:

Probe Interval: = > Fl_l_l—l—l_l—l—l_l_l_l_l_l'

2 Bs 10s 2k 3k 6h 12h 1d

Probe Timeout: Efa L FI_I_I—I—I—I—I—I_I_I_I_I_T

2 Bs 10s 2h 3 6h 12h 1d

Frabe Down Court: = %_!_l_l—l—l_l_!ﬁ—l_!_l_'_'_l_l_T_T

5 @ 7 & § 10 12 14 1€ 18 20 2 5 1N
™ Use Notifications

flash

log to events
log to syslog
|:1|:||:|IJp




HOW yo u should work with
By The Way!!!!!!

[=]

Device tst4st-7.2 (MikroTik Device)
IP:10.0.11.51

MAC: D4:.CA:6D:3C:BB:87

Services (7):

Up: telnet, ssh, ping, http, fip. cpu, disk
System Name: tst4st-7.2

Description: RouterOS RE1100AH
Uptime: 11d 07:56:33.00

RouterOS: €.31 (powerpc)

Notes:

@ =ret @ tsttst-7.2 @ == @ tst-tst-7.2 () ping @ tet-tst-7.2
() nttp @ tst-tst-7 2 @D fte @ tsttst-7 2

@ - @ tstt=t-72




How vou should work with

ist, shows all your links (different types)
Also you can add links directly from the Map

~Switch - CRS125-24G-15-2HnD
Gt i e -» : j«‘ _7"1?"’",‘;?2?’ g AR i

| & Link O

| General IHiStW

Device: I~

| Mastering Type: ¢ simple ¢ snmp (% routeros

Interface: wlan1 I
» Speed: l
: Type: wireless 'E ‘

Remove




How vou should work with

iIng out link history, you can find out graphs

a X

.....................................

||
\ | l)
100 Kbit/s b ﬁ*ﬁ* ‘ |

[ }l ‘r [ J W |
Y o J_MA|_l ALJ 2 N ,L/\A,J' ,,LWAl /\ \

@ =th=r1 @ Gateway.lan - RBSSAGK2 tx @ =th=r! @ Gateway.lan - RBBSIGK2 rx
<

Obit/s




OW Vou should work with

ome Link types by default, but also you
own type

& New Link Type Ll X

Nemo: WMDY
R T —
Snmp Type: lﬁ | Notes \

smwmt [



Mionitoring




Jonitoring

onfigure any actions that can be taken
s changes.

ions are the following:

1-Beep: es a beeping from the PC speaker of the server
2-Flash: 1es the Dude taskbar menu

S BolnolEy ook Saves information to local Event log



onitoring

new Notifications, more types are available

1-Email: 1 to specify Server address

2-Execute locally: = '« nd on the local Windows machine
viewer runs), can pass variables

ceelabiys s Plays sound. Sound files can be uploaded and chosen

4-Group: utes a group of actions

5o --1'< Uses Windows speech ability to say the message in a
omputerized voice

< Saves to local Dude Log file

Saves to remote Syslog server. Need to specify Syslog
address






Now, let’s talk about

RerTik




GenTik

> GSM/ Email notification system,

Based on MikroT
with ¢



What is iGenTik

‘kind on a linux system.

Anything which you want to monitor or get notification for, is a



1Genli

Topology Configuration

. »
Devices © Collapse Al | @ Expand All Ethernet 1(Sensor)

Sensor Status
- [ Igentik
Sensor 1 Ok
- [ Routers
- [ Router 1 16.0Mbps 16.0%
@ Etho 14.0Mbps 1a0%
@ Eth 1 12.0Mbps 12.0%
@ Ethn 10.0Mbps oo
- [ Switches 8.0Mbps 8.0%
6.0Mbps 6.0%
- [ Switch 1
4.0Mbps 4.0%
7 Eth1
2.0Mbps 2.0%
M Eth2 e
Obps v 0.0%
[ Eth3 8 & 8 & 8 & 8 & 8 & 8 & g =
& &8 &8 a a 2 2 - = = - - 2 3
. Eth o o o o o [ o [ o o o o o o
n 2 2 2 2 2 2 2 2 2 2 2 2 2 2
- [ Access Points
" | @ar1 @ Edit @ Delete
M Qancnar 1

Kiy:Okay @ocoendent  [Patial [ Fai Oecn>_§;ﬂ§t.,

copyright 02016 [T1.IL. S CON




IMS

vices including: Servers, Routers, Switches, End Points (Printers,

ility and availability monitor
ility monitor: to monitor provider’s availability and
itor feature)

eatures for APC)

' }receiving, managin ing, reporting and notifying of all Standard

Sraphing and historical Data Analysis (RRD2 Tool for graphing and
MP or through )
support (Master, Slave viewer)

ird TX/RX bandwidth Monitor)
d UDP/TCP.ICM traffic Monitor)



B I

iMS
Triple Layers Topology

iMS
Double Layers Topology

iMS
Single Layer Topology

@ Edge Router

GerTi, QFS N

i G e n'-'. %@ Edge / A;Ze::e/r Firewall

Access Router

&Iq Access Router



.  ICMS

| Hardware with pass throw relays, Battery backup, SMS -

onitoring Server to have an one hour power Backup.
ort (Temperature, humidity monitor and weather

with Cache, Proxy a trol.
ification by Text Message

t Messages by receiving angll (means you can send commands to it by messages
sted numbers or Email Addresses) to get reports or to push doing something)

ote commands to get reports and logs

ote commands to any other device in the Network to
Interface

Block/Unblock Users

Allow/Terminate any connections

= Turn on/turn off or restart Servers, routers ... via APC Master Switch
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iCMS
Triple Layers Topology

@ Edge Router

.
Gehr ik

@ Access Router

iCMS
Double Layers Topology

(> Q Edge / Firewall

7

iICMS
Single Layer Topology

@ Edge / Access / Firewall
U Router

\
11k




IK Extra Modules

lroid /iOS APP)
ol

DC,AC) (S
oring and Contrc

Power Network

s Management system integration and
ation (Kaspersky special features)

(Any VOIP Call Center) logs and reports.



IKro'lik Features Only

Any kind of attack: Wireless Control - VPN Connections: Alert as soon

as a VPN connection get

- IP/Port Scan - Providing wrong pass by clients connected.

- UDP Flood (i.e. DNS) for several times - Tunnel Connections: Alert as

- DDOS Attack - Registration table reports (list of soon as a Tunnel connection

- Phishing Attack connected clients) get connected.

- Hijack Attack - Unwanted wireless login - Queuing Control : Alert if one

- Buffer Attack queue rule gets 50%, 75% or

- Password Attack 100% of Bandwidth

- IP Spoofing - By Adding any route (Static,

- Sniffing Dynamic) in routing table.

- Application Layer Attack - Firewall/NAT/Mangle Control:
Adding any rules in these
tables

- Full Control by Add and
Removing Rule to any part of
the Router Dynamically
depending on Rulesand
trigger's.
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