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Setup and roles

 Windows server 2012:

 Active directory

 DNS

 NPS

 Mikrotik Router

 L2TP/IPSEC VPN Edge

 RADIUS client

 Windows Client

 L2TP/IPSEC VPN client

 Windows domain user



Benefits

 One centralized User Authentication database.

 No need to create PPP secrets on Mikrotik

 Users will use their windows credentials to 
connect to VPN and Active directory

 Group policy will be applied to connected users

 Remote users will get benefit of all network 
resources

 Securing remote user connection using good 
security standards



Windows server 2012 Configuration











Same secret to be 
Set on mikrotik Radius configuration
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•Make sure the user is member of 
the groups allowed to connect



Mikrotik Router Configuration



Create IP pool

Create a PPP profile



L2TP/IPSEC VPN server







Firewall Configuration

/ip firewall filter

add chain=input protocol=udp port=1701,500,4500

add chain=input protocol=ipsec-esp



Windows VPN client configuration









Same pershared key on mikrotik



Verify / test



Verify / test
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