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O060 MHe

= YobaH Anekcen ViBaHoBMY

= OnbIT pabotbl B IT — 18 nert

= OnbIT pabotbl ¢ Mikrotik — 17 net

= TpeHep Mikrotik ¢ 2009 roga

= Mikrotik MTCNA, MTCRE, MTCWE, MTCTCE, MTCUME, MTCIPv6E, MTCINE, MTCSE
« CepTndomumpoBaHHbIN NHXeHeP K TpeHep Ubiquiti

= CeptudunumnpoaHHbin nHxeHep Cisco, HPE Aruba

= CeptndomnumpoBaHHbI NHXeHep Asterisk

= Cisco, Juniper, VoIP, *nix, Windows

[
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IT-LAB — www.itlab.md

= CucTeMHbIn nHTerpaTtop, 25 YenoBek

= [on ocHoBaHuA - 2007

= CeteBoe obopynosaHue — Mikrotik, Ubiquiti, Cisco, HPE Aruba, Juniper, ontnyeckue TpaHcusepbl SFP/SFP+
= High-density WiFi, customized Hotspot systems

= VoIP — Asterisk, konsn-ueHTpbl, cOpTCBUTYKN, BUNNNHrK, IP-tenedoHbl, ATA/GSM/3G/TDM/TDMolP-wnto3bl, rapHUTYPbI
= Cepsepa — HPE, Supermicro, Cisco

= Buptyanusauma — Vmware, Citrix Xen, KVM

= *nix, Windows — mail, www, high-load, AD, streaming, etc

= PeweHuns gnga onepartopoB cBa3un (obopynosaHue, billing, VolP, IPTV)

= MoHTax ceten

= [lporpammupoBaHne — CRM, BPM, ERP, komnnekcHble npoekTsbl (PHP, Android)

= BesonacHocTb — Fortinet, DLP, Firewall, Security scanners, Antiviruses

= Ceptudukaumsa ISO 9001:2015, 1ISO 27001:2013

[
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IT-LAB — www.itlab.md
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Kypcbl Mikrotik

= [NpoBogum kypcel ¢ 2009 roga

= [1Ba TpeHepa, ABNAILWNXCA NPAKTUKYOLWUMU NHXEHEPAMU, KOTOpbIE
«HIOXaoT MOPOX» KaXKAbIN AEHb

= Mbl He NPOCTO 3HAaeM Teopunto, MoXeM MHOIo paCCKka3aTb U3 CBOETO OlbiTa

= Llenb KypcoB — He «rpectu 6abnoy», a gaTb Xopolwune 6a3oBble 3HAHUA

cTydeHTaM M 3acnyXnUTb UX NOANBbHOCTL. [1py BO3HMKHOBEHUN Npobnem MI}%(rOT'.k

Ui peweHnn CINoOXKHbIX 3aa4y OHU O6paT$:|TCF| K HAQM
N (TRAINING CENTER
+ Bog ramma kypcos Mikrotik: MTCNA, MTCRE, MTCWE, MTCTCE, LTI

MTCUME, CIPv6, MTCINE, MTCSE
= [lononHutenbHble TEMbl, TEOPETUYECKAA NOAroTOBKA Nnepen Kaxaom TeMou

= [1ns goctuxkeHnsi BbICOKOM 3PEKTUBHOCTN 0DYyYEHUS KYPChl ANSATCS
MUHUMYM  3-4 Hegenu, He OoTBNekasi oT padboThl

= CTygeHTbl ycneBaloT BNUTATb HOBYHO MH(POpMAaLMIO, NONPaKTUKOBaTbLCH
aoma unm Ha paborte

= Llenb — He BbICOKUIM cpeaHun bann, a KadeCTBEHHbIE 3HAHMUS N HaBbIKA

[
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Kypcbl Mikrotik

= Becenas atmocdrepa, HOBblE 3HAKOMCTBA

[ ]
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Kypcbl Mikrotik

= Xansgsea

/f’irﬂaoua-
DNDNAWN - O

[
MUM MOLDOVA 2019 — O630p kommyTaTopoB Mikrotik It ‘ Iab !

system integrator



UcTopua kommyTtatopoB Mikrotik

RB250GS, ~2010, swOS, only 5 x 1Gbps ports, web-smart switch, Atheros chip,
VLAN, ACL, etc.

CRS125, ~2014, RouterOS, 24x1Gbps ports + 1x1Gbps SFP, full managed L2 \
switch + router + WiFi AP, QCA8513 chip, VLAN, ACL, etc

soal B Cloud Rauter |
B - 'i =i CASIES-246-15-AM

A 2

CRS226, ~2015, RouterOS, 24x1Gbps ports + 2x10Gbps SFP+, full managed L2
switch + router, QCA8519 chip, VLAN, ACL, more features, etc

i T T T W T T T W T T T Cloud Router |
Switch
o vwww

CRSQER-24G-R5 AV

http://mum.mikrotik.com/presentations/MD15/presentation 2985 1450257451 .pdf

[
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http://mum.mikrotik.com/presentations/MD15/presentation_2985_1450257451.pdf

JIlnHenka kommyTaTopoB Mikrotik cerogHs

= https://mikrotik.com/products/group/switches

= 19 mogenewn
= Cepumn CSS1xx(RB260), CSS3xx, CRS1xx, CRS2xx, CRS3xx

= Indoor/outdoor, desktop/rack-mount, non-PoE/PoE(24/48V), passive/active cooling, copper/fiber, web-
smart/full-managed + router, single/dual PSU, 1/10/40Gbps SFP/SFP+/QSFP+ uplinks, RS-232/USB/OOBM

— = :
m‘ , S M‘ﬂ;m | |
oy S )

Mmm} uuuuuuuuuuuuuuuuu
T 1 T O T T T W T T T koD Ll
- L. % N _ N
B ~ T T O AYAYAYAVAVAA i . s |
e T T ez ——— e PN A - |- T N

[
MUM MOLDOVA 2019 — O630p kommyTaTopoB Mikrotik It ‘ Iab 9

system integrator


https://mikrotik.com/products/group/switches

Mikrotik CS55326-24G-2S5+RM

~ 2017

24 nopta 10/100/1000Mbps RJ-45, 2 nopTta
1/10Gbps SFP+ /

—_
Cloud Smart Switch |
CSSING-MGISIRM |

swOS, web smart switch, WEB mgmt only {

Passive cooling, -20°C to 70°C!!!

External power supply ®

PoE in, max 19W
Chipset Marvell 98DX3216A1

IGMP snooping, LACP trunks, DHCP snhooping &
option 82, VLANSs, RSTP, ACLs, etc

~ 170 USD !l

[
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Mikrotik CSS326-24G-2S+RM

« Non-blocking Layer 2 switching capacity

Product code CSS326-24G-2S+RM
- 16K host table
Switch chip model 98DX3216A1 . |EEE 8021Q VLAN
Storage type Flash « Supports up to 4K VLANs
‘ - Portisolation
Storage size 2 MB

« Port security
10/100/1000 Ethernet ports 24 - Broadcast storm control
- Port mirroring of ingress/egress traffic

SFP+ cages 2 _
| - Rapid Spanning Tree Protocol
Dperiing Syptem SWCS . Access Control List
Supported input voltage 10 - 30 V (jack or passive PoE) - MikroTik neighbor discovery
«  SNMP V1
Dimensions 440 x 144 x 44 mm
« Web-based GUI
Operating temperature -40°C .. +70°C tested
Max power consumption 19 W

[ ]
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Mikrotik CS55326-24G-2S5+RM

C55326-24G-25+RM

Mode

Switching
Switching
Switching

Switching

Configuration

Non blocking Layer 2 throughput
Non blocking Layer 2 capacity
Non blocking Layer 1 throughput

Non blocking Layer 1 capacity

1518 byte 512 byte 64 byte

kpps Mbps kpps Mbps kpps Mbps
3,576.1 434278 10,3383 42 3459 65,4762 335238
3,576.1 86,8557 10,3383 84 6917 65,4762 67,047 6
3,576.1 44 000.0 10,3383 44 000.0 65,4762 44 000.0
3,576.1 88,000.0 10,338.3 88,000.0 65,476.2 88,000.0
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MikroTik SwOS

Mikrotik CS55326-24G-2S5+RM

’m[ SFP ” Port Isclation ” LAG H Forwarding ” RSTP ” Stats H Errors ” Hist ” VLAN ” VLANS ” Hosts ” IGMP ” SNMP ” ACL ” System H Upgrade ‘

Portl

Port2

Port3

Port4

Port5

Porto

Port7

Port8

Port9

Portl10

Portll

Portl2

Portl3

Portl14

Portl5

Portl6e

Enabled

Name

|Port1

|Port2

[Port3

|Port4_newill

|Port5_Mk160.2

|Port6_Stalker

|Port7_vi810

|Ports_vi810

|Ports_vi810

|Por‘t10_FIussonic

[Port11_1PS-02

|Port12_IPS-03

|Port13_Astra13

|Port14_Astra10

|Port15_Astra3

|Port16_vi810

Link Status

link on

link on

no link

link on

link on

link on

link on

link on

link on

no link

no link

no link

no link

no link

no link

link on

Auto Negotiation Speed
|+ 1G
v 100M
|

o) 1G
o 1G
4 1G
|+ 1G
v 1G
o] 1G
|

|

L

4

|

|

o] 1G

Full Duplex
yes
yes
no
yes
yes
yes
yes
yes
yes
no
no
no
no
no
no

yes

Flow Control
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Mikrotik CS55326-24G-2S5+RM

MikroTik SwOS

[ Link H SFP ” Port Isclation ” LAG ” Forwarding " RSTP ” Stats H Errors H Hist

VLAN

WVLANS " Hosts ” IGMP H SNMP ” ACL ” System ” Upgrade ‘

VLAN Mode

Portl enabled »
Port2 enabled »
Port3 enabled r

Port4_newBill enabled »

Port5_Mk160.2 enabled v

MikroTik SwOS

[ Link H SFP ” Port Isclation ” LAG H Forwarding ” RSTP ” Stats H Errors H Hist ” VLAN ‘ VLANS

VLAN Receive

only untagged »
only untagged »
only untagged »
only untagged »

only tagged

Hosts ” IGMP H SNMP ” ACL ” System H Upgrade ‘

]
<1
1]
=
—
S
=
(=]
=]

160

160

160

160

I

Force VLAN ID

1

Logout

Insert

Insert

Insert

Insert

VLAN ID Port Isolation Learning Mirror IGMP Snooping Members

160 c2 c2 o O V& @) W) ) ) O D) L) @) @) @) @) @) @) ) ) ) ) ) ) @

199 2 2 o O OI0Igggogl 00000 o00oooog«w oWl

7 7 [ | 00D00®¥«®000®0 0000000000 0@ @l

453 2 2 o O 010100 @00l 000000000 w0 gl O Cut
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Mikrotik CS55326-24G-2S5+RM

MikroTik SwOS

[tk | 57 | Port soltion || 1AG || Forwartin || R | Stae | Evrors | it | veaw | vians || s || 1cowe || sniee |

General

Address Acquisition
Static IP Address
Identity

Allow From

Allow From Ports

Allow From VLAN

static

L A A A A

Watchdog
Independent VLAN Lookup
IGMP Snooping

Mikrotik Discovery Protocol

R ®

*

LY

MAC Address
Serial Number
Board Name

Uptime

cc:2d:e0:59:d8:84
7E1ADSDCO0EE
C55326-24G-25+

52 days 19:03:16

DHCP & PPPoE Snooping

Trusted Ports

Add Information Option

L A T )

Health

Temperature

m

2C

Password Change

0ld Password

New Password

Confirm Password

Backup

Backup to Restore

Choose File | No file chosen

[ ]
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Mikrotik CS55326-24G-2S5+RM

)
oo
00
00
(o1}
00

=

‘e

C88326-24G-25+4
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Mikrotik CS55326-24G-2S5+RM

|

3

i
mmn

b e e e [ e
T { ]

S ﬁ.

+.1C88326-24G-25+
M"wsm (W ETYY m
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Mikrotik CS55326-24G-2S5+RM

Mikrotik CSS326-24G-2S+RM (2 x 10Gbps uplinks) - ~170 USD

Ubiquiti EdgeSwitch 24 Lite (2 x 1Gbps uplinks) - ~ 220 USD

D-Link DGS-1210-26 (2 x 1Gbps uplinks) - ~ 180 USD

TP-Link T1600G-28TS (4 x 1Gbps uplinks) - ~ 190 USD

Cisco SG250-26 (2 x 1Gbps uplinks) - ~300 USD

[
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Mikrotik CRS326-24G-25+RM

~ 2016

24 n%pTa 10/100/1000Mbps RJ-45, 2 nopTa
1/10Gbps SFP+

RouterOS L5, Windows/SSH/Telnet/Webfig
Dual boot RouterOS/swOS
Full L2-managed switch + router (not L3 switch!!!)

Passive cooling, -40°C to 60°C!!!

External power supply ®
PoE in, max 24W
Chipset Marvell 98DX3236

IGMP snhooping, LACP trunks, DHCP snooping &
option 82, VLANs, RSTP, ACLs, etc

~ 240 USD !l
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Product code

CPU

RAM

Storage type

Switch chip model
10/100/1000 Ethernet ports
SFP+ cages

Operating system
Supported input voltage
Dimensions

Operating temperature
Max power consumption

Serial port

CRS326-24G-25+RM

980X 3236A1 800 MHz

512 MB

Flash, 16 MB

98DX3236A1

24

2

swO5S /RouterOS (Dual boot)
9 - 30 V (jack or passive PoE)
440 x 144 x 44 mm

-40°C .. +60°C tested

24 W

RJ45

Mikrotik CRS326-24G-2S+RM

Non-blocking Layer 2 switching capacity
16K host table

IEEE 802.1Q VLAN

Supports up to 4K VLANs

Port isolation

Port security

Broadcast storm control

Port mirroring of ingress/egress traffic
Rapid Spanning Tree Protocol
Access Control List

Mikrolik neighbor discovery

SNMP w1

Web-based GUI
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Mikrotik CRS326-24G-2S5+RM

Switching results

CRS§326-24G-25+RM

Mode

Switching
Switching
Switching

Switching

Configuration

Non blocking Layer 2 throughput
MNon blocking Layer 2 capacity
Non blocking Layer 1 throughput

Non blocking Layer 1 capacity

Ethernet test results

CRS§326-24G-25+RM

Mode

Bridging
Bridging
Routing
Routing

Routing

Configuration

none (fast path)

25 bridge filter rules
none (fast path)

25 simple queues

25 ip filter rules

1518 byte 512 byte 64 byte
kpps Mbps kpps Mbps kpps Mbps
3,781 434278 10,338.3 423459 65,476.2 3356238
3,676.1 86,8557 10,338.3 846917 65,476.2 67,0476
3,576.1 44 000.0 10,338.3 44.000.0 65,476.2 440000
3,576.1 88,0000 10,338.3 88,000.0 65,476.2 88,0000
98DX3236 all port test
1518 byte 512 byte 64 byte
kpps Mbps kpps Mbps kpps Mbps
104,3 1266.6 2735 1120.3 449 2299
104 1263.0 1046 428 4 1045 535
1043 1266.6 2739 1121.9 3435 175.9
1043 1266.6 136,9 560.7 1374 70.3
64,8 786.9 65,9 2699 65,8 337
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I\/Iikr(_)tik CRS326-24G-25+RM

CRS326-24G-2S+RM

Ether 1-8 ports

Ether 9-16 ports

Ether 17-24 ports

Serial
RJAS5

Octal PHY
2X QSGMII
Wire Speed

— - -

T :
LEDs 1 CPU 1 1
' 800MHz : :
- o - —
FLASH
16MB
98DX3236
RAM
512MB

Octal PHY
2x QSGMII
Wire Speed

26 port
non blocking
wire speed
Switch Chip

Octal PHY
2x QSGMII
Wire Speed

SFP+1
Dual 10G PHY
2x XFI
Wire Speed
SFP+ 2
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Mikrotik CRS326-24G-25+RM

CPS 326 Z‘G 254 - rm(e'boq‘mcm i

(I

[
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I\/Iikrotik CRS326-24G-25+RM

S ONREE D R L U S S 0 A R T G :}';r. A S I T R R A T R R

o - - o ——————————— S ————— e . e e =  ——

2 & ey

'_umml i‘

e O S B P X TP S TS b Ty
~ STl 046428+

R O S T P TS P S AR S T W B
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Mikrotik CRS326-24G-2S5+RM

[NlonHoueHHbIn RouterOS L5

A& Quick Set
[ Intefaces
'{‘12 BI'N:'?
w3 PPP

=2 Switch
(2 Mesh

3£/ IPv6 )
42 Routing r

& Queues
4} Dot1X
|| Files

|- Log

H. RADIUS

B New Teminal
#5 Partition

| 4 Make Supout rif
& Manual

& New WinBox

B &

|| 1] | safe Mode |

&9 1P ¥
&’ MPLS »

{r System 2

X Tools ~

session [N

O]
Swich |Pot Port lsolation Host Rue
7 |
MName / | Type Mimor Source | Mimor Target |'
switch1 Marvell 38DX8216

Interface | Interface List Ethemet EolP Tunnel

[#~][=] [2]] [=] [7]

|Narne
X +bonding-old_swCore#1
X
XS
R
R
R
R
S
: Ro#1 Uplink
X ¢;»sfp-sfpplus
S 4rsipsfpplus2
=

RS 4ibsip sfppius3

S eissipsfpplusd
e

RS #*sfp-sfpplush
Rs'" <5 fpplust

‘i*sfp-sfpliusT

RS G.’s‘psﬁ:p{usS

‘i’s‘p-sfmiusﬂ

RS Q.’a‘psfppdusﬂ 0

s ersipsppiusii
5 C.»s‘psfpdusﬂ 2

RS 4'$sfp-5fppﬂu57 3

IP Tunnel GRE Tunnel VLAN VRRP Bonding LTE

Detect Intemet
+ | Type Actual MTU (12 MTU [Tx
Bonding Resources
Bonding
Bonding Uptime: [53d 23:58:30
Bridge
VLAN
Free Memory: |982 6 MiB
VLAN or: |
VLAN Total Memory: [1024.0 MiB |
Ethemet
CPU: ARMv7
Ethemet
CPU Count: |2 -m
Ethemet
CPU Frequency: |800 MHz
Ethemet CPU Load: [5%
Ethemet
Free HDD Space: 4452 KiB

Bhemet Total HOD Size: [16.0 MiB '
Ethemet

Sector Writes Since Reboot: (122 718 J
Ethemet Total Sector Wiites: 573 181 '
Ethemet Bad Blocks: 0.0%
Bthemet Architecture Name: ‘arrn |
Ethemet Board Name: (CR5317-1G-165+ '
Ethemet Version: |6.45.1 (stable)

Build Time: |Jun/27/2019 10:23:23
Ethemet i
Factory Software: |6.41

Ethemet

_.T: Packe!
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Mikrotik CRS326-24G-25+RM

Mikrotik CRS326-24G-2S+RM (2 x 10Gbps uplinks, router) - ~240 USD

Ubiquiti EdgeSwitch 24 Lite (2 x 1Gbps uplinks, very limited functionality) - ~ 220 USD

D-Link DGS-1510-28 (4 x 1Gbps uplinks) - ~ 320 USD

TP-Link T2600G-28TS (4 x 1Gbps uplinks) - ~ 260 USD

Cisco SG300-28 (4 x 1Gbps uplinks) - ~500 USD
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Mikrotik CRS328-4C-20S5-4S5+RM

~ 2018

= 20 noptoB 1Gbps SFP, 4 nopta COMBO
10/100/1000 RJ-45 — 1Gbps SFP, 4 nopta 1/10Gbps

= RouterOS L5, Windows/SSH/Telnet/Webfig

= Dual boot RouterOS/swOS

= Full L2-managed switch + router (not L3 switch!!!)
= Active cooling, -20°C to 60°C!

= Dual internal power supply ©, max 43W

= Chipset Marvell 98DX3236

= |[GMP snooping, LACP trunks, DHCP snooping &
option 82, VLANSs, RSTP, ACLs, etc

~ 450 USD !l

[
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Mikrotik CRS328-4C-20S-4S+RM

Mon-blocking Layer 2 switching capacity
16K host table

|EEE 802104 VLAN

Supports up to 4K simultaneous VLANs
Port isolation

Port security

Broadcast storm control

Port mirroring of ingress/egress traffic
STP/RSTP / MSTP

Access Control List

MikroTik neighbor discovery

SNMP

10218-byte jumbo frames support

|GMP snooping

|EEE 802.3ad and static link aggregation

20 5FP ports

4 ETH/SFP combo ports

4 5FP+ ports

MNon-Blocking throughput: 64 Gbps
Switching capacity: 128 Gbps
Forwarding rate: 95.2 Mpps

RJ45 serial console port

Dual PSU

Maximum power consumption: 43 W
Temperature based fan control

1U rackmount

[ ]
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Mikrotik CRS328-4C-20S5-4S5+RM

Switching results

CRS323-4C-205-45+RM

Mode

Switching
Switching
Switching

Switching

Configuration

Mon blocking Layer 2 throughput
Mon blocking Layer 2 capacity
Mon blocking Layer 1 throughput

Men blocking Layer 1 capacity

Ethernet test results

CRS53284C-205-45+RM

Mode

Bridging
Bridging
Routing
Routing

Routing

Configuration

none (fast path)

25 bridge filter rules
none (fast path)

25 simple queues

25 ip filter rules

1518 byte 512 byte 64 byte
kpps Mbps kpps Mbps kpps Mbps
52016 63,167.8 15,0376 61,594.0 952381 487619
52016 1263355 15,0376 123,188.0 952381 97,5238
52016 64,000.0 15,0376 64,000.0 952381 64,000.0
52016 128,000.0 15,0376 128,000.0 952381 128,000.0
98DX3236 all port test
1518 byte 312 byte 64 byte
kpps Mbps kpps Mbps kpps Mbps
104,3 1266.6 273.5 11203 449 2299
104 1263.0 104,6 428.4 104,5 B35
104,3 1266.6 273.9 121.9 3435 175.9
104,3 1266.6 136,9 560.7 137.4 70.3
64,8 786.9 65,9 269.9 65,8 337
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Mikrotik CRS328-4C-20S-4S5+RM

F—————————————————————————

CRS328-4C-20S-4S+RM

|
| COMBO SFP COMBO I
| SFP1-8 SFP 9-16 SFP 16-20 180 comso |
1-4
I {XOR}* I
| |
| X 1G 8X1G 4X1G |
| Full-Duplex Full-Duplex Full-Duplex Full-Duplex |
| |
SFP+1
| |
Serial
| RJ45 ;— --------------- | |
——— = == I
| ; T ; Zilpos_ ]| L— - = ]/ SFP+2 |
LEDs +—— CPU ! i nonblocking
| 800MHz ' TGP/ wire speed ' | 4x10G |
N, ' Switch Chip | \ , Full-Duplex |
| FLASH G I I
16MB ! - = SFP+3
1
| 98DX3236 i I
| Y o |
e SFP+4
| FAN 1 FAN FAN 2 |
Controler I

* Combo ports allow using either SFP or Ethernet interface at the same time
— — — — — — — — — — — — — — — — — — — — — — — — —
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Mikrotik CRS328-4C-20S5-4S5+RM

i i i
e e o o o o o o
o . e e
o e e o o e e «
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Mikrotik CRS328-4C-20S5-4S5+RM
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Mikrotik CRS328-4C-20S5-4S5+RM

[NlonHoueHHbIn RouterOS L5

|| 1] | safe Mode |

A4 Quick Set
8 Interfaces
'{\12 Bndge
=2 PPP

== Switch
(2 Mesh

&9 1P ¥

55 Py )

&’ MPLS ¥

42 Routing )
o0 System I
& Queues

& Dot1X

|| Files

|- Log

. RADIUS

A Tools )
B New Teminal
@5 Partttion

| = Make Supout rif
& Manual

@ New WinBox

B &

session [N
Ol
Swich |Pott Port lsolation Host Rule
hd |
Name / | Type Mimor Source | Mimor Target |V
switch1 Marvel 58Dx8216
Inteface | Interface List Ethemet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP Bonding LTE
!? =] [#][] (] [¥] [ petect intomet |
[Name + | Type Actual MTU (12 MTU [Tx | Tx Packe!
Bonding Resources 0 bps
Bonding Obps
Bonding Uptime: [53d 23:58:30 f Obps
Bridge 1.1kbps
tm Free Memory: |982.6 MiB PCI 9-‘[';‘;"::
VLAN Total Memory: |1024.0 148 _ 008bps
Ethemet Obps
- Ro#1 Uplink cPU: ARG ] CpU
XS  #i*sfp-sfpplus Ethemet ’ Obps
:-_ CPU Count: 2
S eissfpsfpplus2 Ethemet Dbps
. | CPU Frequency: |800 MHz J
F{S <»sfpsfpplus3 Ethemet CPU Load: ‘5 - p.2 Gbps
.. T =
S C"s‘psfpplusd Ethemet Dbps
Free HDD Space: 4452 KiB |
RS 4o ool L Total HDD Size: 16.0 MiB ' -9 Mops
g o
RS »sipsfpplush Ethemet I.7 Mbps
_ Sector Writes Since Reboot: 122 718
_ Shsipsippius7 Ethemet Total Sector Wites: 573 181 ' 680bps
RS C.’s‘psfppluﬁ Ethemet Bad Blocks: 0.0 % .9 Mbps
g |
dsfpsfpplus? Ethemet Architecture Name: |am Obps
. I | ;
RS #i»sipsfpplus 10 Ethemet Board Name: CRS317-1G-165+ Obps
.|
5 4 sfpsfpplus 11 Ethemet Version: |6.45.1 (stable) Dbps
H . - 7, Tl
s " dssipsipplus12 Bthemet Build Time: |Jun/27/201910:23:23 | Obps
] Factory Software: ‘6‘41
RS #i#sfp-sfpplus13 Ethemet P8 Gbps
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Mikrotik CRS328-4C-20S5-4S5+RM

Mikrotik CRS328-4C-20S-4S+RM (4 x 10Gbps uplinks, router) - ~450 USD

D-Link DGS-1210-28XS/ME (4 x 10Gbps uplinks) - ~ 600 USD

TP-Link T2600G-28SQ (4 x 10Gbps uplinks) - ~ 600 USD

Cisco SG350-28SFP (4 x 1Gbps uplinks) - ~900 USD

[
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Mikrotik CRS328-24P-4S+RM

~ 2018

" %éllen)opTa 10/100/1000Mbps RJ-45 PoE, 4 nopta 1/10Gbps
+

= Power over Ethernet 802.3at/af 48V

= Passive PoE 24V

= 450W for PoE, 30W per port

= RouterOS L5, Windows/SSH/Telnet/Webfig

Cloud Router Switch
P bR

= Dual boot RouterOS/swOS = . -

= Full L2-managed switch + router (not L3 switch!!!)
= Active cooling, -20°C to 60°C!
= Chipset Marvell 98DX3236

= IGMP snooping, LACP trunks, DHCP snooping & option
82, VLANs, RSTP, ACLs, etc

= ~450 USD !l

[
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Mikrotik CRS328-24P-4S+RM

Switching features

Non-blocking Layer 2 switching capacity
16K host table

IEEE 802.1Q VLAN

Supports up to 4K simultaneous VLANs
Port isolation

Port security

Broadcast storm control

Port mirroring of ingress/egress traffic
STP /RSTP /MSTP

Access Control List

MikroTlik neighbor discovery

SNMP

10218-byte jumbo frames support

IGMP snooping

IEEE 802.3ad and static link aggregation

Quick specifications

24 Gigabit Ethernet ports

4 SFP+ ports

RJ45 serial console port

Non-Blocking throughput: 64 Gbps
Switching capacity: 128 Gbps

Forwarding rate: 95.2 Mpps

Maximum power consumption: 44 W (without PoE
devices connected)

Supports PoE+ IEEE 802 3at/af and 26 V
Passive Pok)

Temperature based fan control

1U rackmount

Selectable power output per port (26 / 53 V)

[ ]
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Mikrotik CRS328-24P-4S5+RM

Switching results

CRS323-4C-205-45+RM

Mode

Switching
Switching
Switching

Switching

Configuration

Mon blocking Layer 2 throughput
Mon blocking Layer 2 capacity
Mon blocking Layer 1 throughput

Men blocking Layer 1 capacity

Ethernet test results

CRS53284C-205-45+RM

Mode

Bridging
Bridging
Routing
Routing

Routing

Configuration

none (fast path)

25 bridge filter rules
none (fast path)

25 simple queues

25 ip filter rules

1518 byte 512 byte 64 byte
kpps Mbps kpps Mbps kpps Mbps
52016 63,167.8 15,0376 61,594.0 952381 487619
52016 1263355 15,0376 123,188.0 952381 97,5238
52016 64,000.0 15,0376 64,000.0 952381 64,000.0
52016 128,000.0 15,0376 128,000.0 952381 128,000.0
98DX3236 all port test
1518 byte 312 byte 64 byte
kpps Mbps kpps Mbps kpps Mbps
104,3 1266.6 273.5 11203 449 2299
104 1263.0 104,6 428.4 104,5 B35
104,3 1266.6 273.9 121.9 3435 175.9
104,3 1266.6 136,9 560.7 137.4 70.3
64,8 786.9 65,9 269.9 65,8 337
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Mikrotik CRS328-24P-4S+RM

F—————————————————————————

CRS328-24P-4S+RM

Ether 1-8 ports

Ether 9-16 ports

Ether 17-24 ports

Octal PHY
2x QSGMII
Wire Speed

Serial

R-M'S\:: ————————————
I -7 ;
! I
1
1

LEDs —  CPU

FLASH
16MB

RAM
512MB

FAN

FAN 1 FAN 2

Octal PHY
2x QSGMII
Wire Speed

28 port
non blocking
wire speed
Switch Chip

Octal PHY
2x QSGMII

Wire Speed

SFP+1
SFP+2
Quad 10G PH
4x XFI
Wire Speed
SFP+3
SFP+4
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Mikrotik CRS328-24P-4S+RM

[
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Mikrotik CRS328-24P-4S+RM
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Mikrotik CRS328-24P-4S5+RM

= [NonHoueHHbIN RouterOS L5

/[ 1] | safe Mode
A5 Quick Set

|8 Interfaces

&5 Bridge

wg PPP

== Switch

13 Mesh

3£l IPvE )
#2 Routing I

& Queues
4 Dot1X
|| Files

| Log

S RADIUS

B New Terminal
5 Partition

| 4 Make Supout rif
& Manual

& New WinBox

B &

& 1P »
< MPLS I

i System N

X Tools ¥

sesson [N
Ojx]
Swich |Pot Por lsolation Host Rule
7 |
MName /| Type Miror Source | Mimor Target | hd
switch1 Marvell 38DX8216
Inteface  inteface List Ethemet EolP Tunnel IP Tunnel GRE Tumnel VLAN VRRP Bonding LTE
(v|[=] (][] (@] 7] [ Detect itemet |
[Name / | Type \Actual MTU [L2 MTU [Tx | Tx Packe!

% rding-old_swCore&1 Bonding Resources

X g Bonding

XS  4pbonding_swCisco_IPTV Bonding Uptime: I53d 23:58:30 : |

R tdbridge Bridge LB

R va VLAN FreoMemoy: [38268 | | Pol | Pékbes

R $vla VLAN ' = Obps

R 4 VLAN Total Memory: [1024.0 MiB _ 008bps

S 4isether] Ethemet Dbps
= Ro#1 Uplink .

XS  ¢i»sfpsfpplusi Ethemet S 0 bps
::‘l_ CPU Count:

S #issfpsfpplus2 Ethemet Obps
= CPU Frequency: |800 MHz |

RS  +i*sfp-sfpplus3 Ethemet e ] b.2 Gbps
- — CPU Load: [5%

S «lssfpsfpplusd Ethemet Dbps
- o Free HDD Space: 4452 K8

RS dlbsfosippluss Ethemet Total HDD Size: [16.0 MB ' 3 Mbps
g |

RS +i*sfp-sfpplusb Ethemet b.7 Mbps
- I Sector Wites Since Reboot: [122 718 |

“5::: $idsfpsfpplus7 Ethemet Total Sector Wiites: |573 181 ' 680 bps

RS  +l*sfpsfpplus8 Ethemet Bad Blocks: |0.0 % F9 Mbps
g

dibsfosfpplusd Bthemet Architecture Name: |arrn Obps

- : :

RS  +i»sfpsfpplus10 Ethemet Board Name: |CRS317-1G-165+ Obps
I

S <sfpsfpplus1i Ethemet Version: |6.45.1 (stable) 0 bps
- i : 7 23

5 " Sirsipsipplusi2 Ethemet Build Time: |Jun/27/2019 10:23:23 | Obps
- Factory Software: |6.41

RS 4sfpsfpplus13 b 2 Gbps
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Mikrotik CRS328-24P-4S+RM

Mikrotik CRS328-24P-4S+RM (4 x 10Gbps uplinks, router) - ~450 USD

Ubiquiti EdgeSwitch 24 500W (2 x 1Gbps uplinks) - ~ 570 USD

D-Link DGS-1210-28MP (4 x 1Gbps uplinks) - ~ 600 USD

TP-Link T2600G-28MPS (4 x 1Gbps uplinks) - ~ 520 USD

Cisco SG350-28MP (2 x 1Gbps uplinks) - ~1100 USD

et xaslsnesierle

[
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Mikrotik CRS112-8P-4S-IN

~ 2017

%EBpTOB 10/100/1000Mbps RJ-45 PoE, 4 nopta 1Gbps A

Desktop, rack-mount (e mouter switch Y S—
Power over Ethernet 802.3at/af 48V, Passive PoE 24V
150W for PoE, 20W per port

RouterOS L5, Windows/SSH/Telnet/Webfig

®
FESET

Passive cooling, -20°C to 60°C!

: © (egpeye — )
Chipset QCA8511 : f’,"‘a © © = = :
, Ow |22] 50
CTapblit 4un, orpaHnyeHHas PyHKUMOHaNbHOCTL L2 B ® e ST, |

wkKernese»

Pa3Hble BHewHue bl anga 24V n 48V. B koMmnnekte Tonbko
Bl Ha 24V

~ 215 USD !l

[
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Mikrotik CRS112-8P-4S-IN

Switching features Quick specifications
Non-blocking Layer 2 switching capacity - 8 Gigabit RJ45 Ports
16K host table « 4 SFP Ports
IEEE 802.1Q VLAN « Non-Blocking Throughput: 12 Gbps
Supports up to 4K simultaneous VLANs « Switching Capacity: 24 Gbps
Port isolation « Forwarding Rate: 17.8 Mpps
Port security « Maximum Power Consumption: 10 W (without
Broadcast storm control PoE devices connected)
Port mirroring of ingress/egress traffic « Supports PoE+ IEEE 802.3at/af and 24 V
Rapid Spanning Tree Protocol Passive PoE
Access Control List « Quiet, Fanless Operation
MikroTik neighbor discovery « Desktop-Rackmount
SNMP

9204-byte jumbo frames support
IGMP snooping
static link aggregation

[ ]
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Mikrotik CRS112-8P-4S-IN

CRS112-8P-4S-IN

Ether 1-8 ports SFP 9-12 ports

Octal PHY
2x QSGMII
Wire Speed

4x SGMII
Wire Speed

Serial

LEDs

1

' |

] : 12 port ;!

cpy ! ; non blocking :

400MHz :_1 Gb/s—  \irespeed 1 :

SPI Flash L Y ! SwitchChip !
16MB S -

1

|

L e e e e e e e oo

[
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Mikrotik CRS112-8P-4S-IN
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Mikrotik CRS112-8P-4S-IN

L]

= [NonHoueHHbIN RouterOS L5

| 04| | sefe Mode
& Quick Set

| Interfaces

% Brdge

=g PPP

== Switch

°12 Mesh

& 1P r

g/ IPv6 )

7’ MPLS >

J2 Routing )

oo System N

& Queues
4l Dot1X
|| Files

[ Log

M RADIUS

X Tools M

@ New Terminal
#2 Partition

| o Make Supout rif
& Manual

9 New WinBox

B &i

sesson [N

Ojx]
Swech |Pot ot Isolation  Host | Rule
hd |
|Name f .Type | Mimor Source | Mimor Target |V
switch1 Marvell 380X8216
Inteface  Inteface List Ethemet EolP Tunnel IP Tunnel GRE Tumnel VLAN VRRP Bonding LTE
=] 2] [&] [¥] [oectrtona ]
/| Type Actual MTU [12 MTU [T | Tx Packe
Bonding e r bps
Bonding Obps
Bonding Uptime: 53d 23:58:30 i [ obps
Bridge 1.1kbps
L’m Free Memory: |382.6 MiB PCI 9-‘;‘;:::
VLAN Total Memory: [1024.0 MiB _ 008 bps
Ethemet = Obps
XS . cl';:*:'lz::: s1 Ethemet Sl O bps
g | CPU Count: |2 |
S slesipsipplus2 Ethemet Dbps
=R CPU Frequency: |30El MHz
RS  #ivsfp-sfpplus3 Ethemet CPU Load: | 5% b.2 Gbps
;; —— =
S 4lsspsfpplus4 Ethemet Dbps
g Free HDD Space: |4452 KiB |
RS_4Psibsipphsd Ethemet Total HDD Size: [16.0 MB ' 9 Mops
RS +ivsfpsfpplusb Ethemet b.7 Mbps
- I Sector Wiites Since Reboot: [122 718 |
RS | 4ibsipsfpplus/ Ethemet Total Sector Wiites: |573 181 ' 680 bps
] i
RS  «l»sfpsfpplus8 Ethemet Bad Blocks: (0.0 % F.9 Mbps
g
4i#sfosfpplusd Ethemet Architecture Name: |arrn Obps
- I ' ;
RS  #issfpsfpplus10 Ethemet Board Name: |CRS317-1G-165+ 0bps
I
S <sfpsfpplus1i Ethemet Version: |6.45.1 (stable) 0 bps
¥ i : 7 23
5 " Sirsipsipplusi2 Ethemet Build Time: |Jun/27/2019 10:23:23 | Obps
s | Factory Software: |6.41
RS +4j*sfp-sfpplus13 Ethemet P.8 Gbps
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Mikrotik CRS112-8P-4S-IN

Mikrotik CRS112-8P-4S-IN (4 x 1Gbps uplinks, router) - ~215 USD
Ubiquiti EdgeSwitch 8 150W (2 x 1Gbps uplinks) - ~ 215 USD
D-Link DGS-1210-10MP (2 x 1Gbps uplinks) - ~ 260 USD

TP-Link T2500G-10MPS (2 x 1Gbps uplinks) - ~ 230 USD

Cisco SG350-10MP (2 x 1Gbps uplinks) - ~450 USD

U | EdgeSwitch8IER

[
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Mikrotik CRS317-1G-16S5+RM

= ~ 2017
= 16 noptoB 1/10Gbps SFP+, 1 nopt 10/100/1000
RJ-45 st pes
= RouterOS L5, Windows/SSH/Telnet/Webfig - ~
' L LHEEEEEIIEE TEEEEEETTT THTEETITY ™ (-I Elave Aocten S\l / <
= Dual boot RouterOS/swOS — — e e |

« Full L2-managed switch + router (not L3 switch!!!)
= Active cooling, -20°C to 60°C! \
- Chipset Marvell 98DX8216 - T e
= MPLS hardware offload!!! :

i
= IGMP snooping, LACP trunks, DHCP snooping &
option 82, VLANSs, RSTP, ACLs, etc
= ~ 480 USD !
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Mikrotik CRS317-1G-16S+RM

Boot option for SwOS or RouterOS
Non-blocking Layer 2 switching capacity
16K host table

IEEE 802.1Q VLAN

Supports up to 4K simultaneous VLANSs
Port isolation and Port security

MSTP

HW MPLS forwarding coming in future
software update

SFP 1.25 and SFP+ 10Gbit module support
800 MHz dual core CPU

Dual power supplies

Broadcast storm control

Port mirroring of ingress/egress traffic

Rapid Spanning Tree Protocol (RSTP)

Link Aggregation (LACP)

Access Control List

MikroTik neighbour discovery

SNMP v2/v3

Rackmount and tabletop

Supports -20 to +60 C ambient temperatures
Passive cooling with automatic fan for high
temperatures
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Mikrotik CRS317-1G-16S+RM

Switching results

CRS317-1G-165+RM

Mode

Switching
Switching
Switching

Switching

Configuration

Mon blocking Layer 2 throughput
Mon blocking Layer 2 capacity
Mon blocking Layer 1 throughput

Mon blocking Layer 1 capacity

Ethernet test results

CRS317-1G-165+RM

Mode

Bridging
Bridging
Routing
Routing

Routing

Configuration

none (fast path})

25 bridge filter rules
none (fast path)

25 simple queues

25 ip filter rules

1518 byte 512 byte 64 byte

kpps Mbps kpps Mbps kpps Mbps
13,0852 158,906.4 37,6289 154,947 4 2385833 122,666.7
13,0852 378127 37,8289 3098947 2385833 2453333
13,0852 161,000.0 37,8289 161,000.0 2395833 161,000.0
13,0852 3220000 37,8289 3220000 2395833 322,000.0
98DX8216B0 all port test

1518 byte 512 byte 64 byte

kpps Mbps kpps Mbps kpps Mbps
268.3 32582 361.2 1479.5 3552 1819
984 1195.0 98.6 403.9 98 50.2
254.4 3089.4 309.8 1268.9 3154 1615
1046 12703 104.4 427.6 104.6 536
1046 12703 1034 4235 103.9 532
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Mikrotik CRS317-1G-16S5+RM

- - - - - - - - - T T T T T T T T TN

CRS317-1G-16S+RM

SFP+6 | | SFP+7 | | SFP+8 | | SFP+9 | [SFP+10| |SFP+11

SFP+5 SFP+12
SFP+4 < SFP+13
N

SFP+3 SFP+14

I 16X SFI
SFP+2 | ————[SFP+15

SFP+1 SFP+16 Ether1
Serial | @ & e e e e e e e e e e e e e
RJ45 ! _—__L___ ! ,____I.___.
' Ty ; oot ) o !
1 po 1 1 1
LEDs || D2l o€ | et non blocking 1 ' ARS033 |
' sooMHz | i Wirespeed | T PHYSGMI !
1 1 1 1
— TSrTT( _SwitchChip Dl _
16MB !
98DX8216 !
A
1024 MB
FAN

i
)

[
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Mikrotik

MiroTik
© routerboard.com

CRS317—1G—-16S+

ﬂ/&"/&; 74

n--.‘w --.« o-.u ..... (i
1 OV.JIII L] .‘l‘l ‘..ll*..l |
aﬂsiﬂmrmmm ,i bt )i

;.,LA‘Q

CRS317-1G-16S+RM

(e e B i@

-,"J,.A",(r
epa m...ﬂ._..,z._,

| « o(- of'- «l! .ab ¢

- % l.li o i « .'5.~-':'."
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Mikrotik CRS317-1G-16S+RM

e

[ ]
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Mikrotik CRS317-1G-16S+RM

[NlonHoueHHbIn RouterOS L5

A& Quick Set
[ Intefaces
'{‘12 BI'N:'?
w3 PPP

=2 Switch
(2 Mesh

&9 1P ¥

55 1Py )

2 MPLS N

42 Routing r

{r System 2

& Queues
4} Dot1X
|| Files

|- Log

H. RADIUS

X Tools ¥

B New Teminal
#5 Partition

| 4 Make Supout rif
& Manual

& New WinBox

B &

|| 1] | safe Mode | sesson [N

O]
Swich |Pot Port lsolation Host Rue
7 |
MName / Mimor Source | Mimor Target |'
switch1 Marvell 38DX8216

Interface | Interface List

Ethemet EolP Tunnel IP Tunne! GRE Tunnel VLAN

[#~|[=] [][] [©] [7] [ eectremes |

X

X

X

R 4tbridge
R $vla
R $hvla
R 4vla
S 4isether]

: Ro#1 Uplink

XS  <»sfpsfpplust
|

S ehsipsfpplus2
=

RS  <4j*sfp-sfpplus3

S eissipsfpplusd
e

RS #*sfp-sfpplush
Rs'" <5 fpplust

‘i*sfp-sfpliusT

RS ' alvsip-sipplus8

‘i’sfp-sfmiusﬂ
RS c.»-a‘psfpwuswo
s ersipsppiusii
S C.’s‘psfnduﬂ?

RS 4'$sfp-5fppﬂu57 3

XS  <bonding_swCisco_IPTV

VRRP Bonding LTE

+ | Type Actual MTU (12 MTU [Tx
Bonding Resources
Bonding
Bonding Uptime: [53d 23:58:30
Bridge
VLAN
Free Memory: |982 6 MiB
VLAN or: |
VLAN Total Memory: [1024.0 MiB |
Ethemet
CPU: ARMv7
Ethemet
CPU Count: 2 -m
Ethemet
CPU Frequency: |800 MHz
Ethemet CPU Load: [5%
Ethemet
Free HDD Space: 4452 KiB
Bhemet Total HOD Size: [16.0 MiB '
Ethemet
Sector Writes Since Reboot: (122 718 J
Ethemet Total Sector Wiites: 573 181 '
Ethemet Bad Blocks: 0.0%
Bthemet Architecture Name: ‘arrn |
Ethemet Board Name: (CR5317-1G-165+ '
Ethemet Version: |6.45.1 (stable)
Build Time: |Jun/27/2019 10:23:23
Ethemet i
Factory Software: |6.41

_.T: Packe!
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Mikrotik CRS317-1G-16S5+RM

- Mikrotik CRS317-1G-16S+RM (16 x 10Gbps, router) - ~480 USD
- D-Link DXS-1100-16SC (16 x 10Gbps, only L2) - ~ 1000 USD
- Cisco SG350XG-24F (24 x 10Gbps) - ~3000 USD

[
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Mikrotik CRS312-4C+8XG-RM

~ 2019

8 MultiGig-noptoB 1/2.5/5/10Gbps RJ-45, 4
combo-nopta 10Gbps SFP+/RJ45

RouterOS L5, Windows/SSH/Telnet/Webfig INANANANAVAVAY ]

Cloud Routsr Switch
IO AD IR

Aiore

Tik

Dual boot RouterOS/swOS
Full L2-managed switch + router (not L3 switch!!!)

Active cooling, -30°C to 70°C!

e a Teve: © W eve O e e
227059, 20708, L9-038,

e” e e” 9 e” “eb 26”7 T
® of ‘e of ‘e of ‘e
- & % a* 0 229, L°

' D3 -
aZe® A aZe%s eZa®% %ea%

Chipset Marvell 98DX8212

IGMP snooping, LACP trunks, DHCP snooping &
option 82, VLANSs, RSTP, ACLs, etc

~ 720 USD !l

[
MUM MOLDOVA 2019 — O630p kommyTaTopoB Mikrotik It ‘ Iab

system integrator

Ol



Mikrotik CRS312-4C+8XG-RM

Specifications

Product code
CPU

Size of RAM
Storage

104100 Ethernet ports

1G/2.5G/5G/M0G RJ45
Ethernet ports

Combo 10G Ethernet / SFP
ports

Supported input voltage
Redundant supply

USE port

Serial port

Dimensions

Operating temperature
Operating system

Max power consumption

CR5312-4C+8XG-RM
QCAS531, 650 MHz
&4 MB

16 MB flash

1

8

4

AC power supply 100 - 240 V

Yes

USE type A

RJ45

443 x 183 x 44 mm

-30°C .. +70°C

RouterOS or SwitchOS5, License level 5

60 W
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Mikrotik CRS312-4C+8XG-RM

CRS3124C+8XG-RM

Mode

Switching
Switching
Switching

Switching

Configuration

Mon blocking Layer 2 throughput
Mon blocking Layer 2 capacity
Mon blocking Layer 1 throughput

Mon blocking Layer 1 capacity

1518 byte
kpps
9,761.1
9,761.1
9,761.1

9,761.1

Mbps

118,538.2
237.076.5
120,100.0

240,200.0

512 byte
kpps

28,219.0
28,219.0
28,219.0

28,219.0

Mbps

115,585.0
231,169.9
120,100.0

240,200.0

64 byte
kpps
178,720.2
178,720.2
178,720.2

178,720.2

Mbps
91,504.8
183,009.5
120,100.0

240,200.0
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Mikrotik CRS312-4C+8XG-RM

_— e e e e e e e e e e e e e e = = = = —

CRS312-4C+8XG-RM

10G Ethemet 10G Ethemet e COMBO SFP+
1-4 5-8 1.4 1-4

{XOR}*

4 x10G
Full-Duplex

4 x10G
Full-Duplex

4 x10G
Full-Duplex

== A
! 12 port 1
: non blocking 1
' wire speed :
Serial : Switch Chip 1
RJ45 | X1z
LEDs
L
CPU 1
FLASH| =, 650MHz ‘! ETH
16MB :—1 00Mb/s— MGMT
QCA9531L |
| )
RAM
64MB
UsB Fan Controller 100-240 V
Integrated o
/ \ Dual PSU 100-240 V
with Failover o

Fan 1 Fan 2 Fan 3 Fan 4

|
|
|
|
|
|
|
|
|
|
|
I 1Gbis
|
|
|
|
|
|
|
|
|
|

* Combo ports allow using either 10G Ethernet or SFP+ interface at the same timeJ

e e e e e e e e e e e e e e e e e = = =
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Mikrotik CRS312-4C+8XG-RM

(© routerboard.com
CRS312~4C~8XG

o
z ' N
ERA Ll ‘/E,; w

T

={ad - D
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(TR

o
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Mikrotik CRS312-4C+8XG-RM
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Mikrotik CRS312-4C+8XG-RM

Mikrotik CRS312-4C+8XGRM (12 x 10Gbps, router) - ~720 USD

Ubiquiti EdgeSwitch 16 XG (12 x 10Gbps, only one power supply) - ~600 USD

D-Link DXS-1210-12TC (12 x 10Gbps) - ~ 1800 USD

Cisco SX350X-12 (12 x 10Gbps) - ~2500 USD

[
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Mikrotik CRS326-245+2Q+RM

- ~ 2019
= 24 nopta 10Gbps SFP+, 2 nopta 40Gbps QSFP+
* RouterOS L5, Windows/SSH/Telnet/Webfig

Cloud Router Switch
4520

|
MikroTik

= Dual boot RouterOS/swQOS

= Full L2-managed switch + router (not L3 switch!!!)

Active cooling, -20°C to 60°C!

Chipset Marvell 98DX3232

IGMP snooping, LACP trunks, DHCP snooping & J‘ i

option 82, VLANSs, RSTP, ACLs, etc

~ 600 USD !l

[
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Mikrotik CRS326-245+2Q+RM

Product code

CPU

Size of RAM

Storage

10/100 Ethernet ports
10G SFP+ ports

40G QSFP+ ports
Supported input voltage
Redundant supply

USB port

Serial port

Dimensions

Operating temperature
Operating system

Max power consumption

CRS326-245+2Q+RM
QCA9531, 650 MHz

64 MB

16 MB flash

1

24

2

AC power supply 100 - 240 V
Yes

USB type A

RJ45

443 x 183 x 44 mm

-20°C .. +60°C

RouterQS or SwitchOS, License level 5

69 W
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Mikrotik CRS326-245+2Q+RM

CRS5326-245+20+RM

Mode Configuration

Switching Mon blocking Layer 2 throughput
Switching Mon blocking Layer 2 capacity
Switching Mon blocking Layer 1 throughput
Switching Mon blocking Layer 1 capacity

1518 byte
kpps
26,0159
26,0159
26,0159

26,0159

Mbps

3159375
631,874.9
320,100.0

640,200.0

512 byte
kpps

752115
75,2115
752115

752115

Mbps

308,066.2
616,132.3
320,100.0

640,200.0

64 byte
kpps

24 06525
2406525
4763393

476,339.3

Mbps

12,3214.1
24 64282
320,100.0

640,200.0
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Mikrotik CRS326-245+2Q+RM

_ e e e e e e = e = = = = = e = = = = = e—y

CRS326-24S+2Q+RM

SFP+1-8 SFP+9-16 SFP+17 - 24 QSFP+1-2

8 x10G
Full-Duplex

8 x 10G
Full-Duplex

8 x10G
Full-Duplex

2 x40G
Full-Duplex

sEEmEEEEET
: 26 port 1
, honblocking 1
| Wwire speed :
1 Switch Chip |
Serial '\ 98DX3232 1
1Gb/s
LEDs —=d o
h A}
\ CPU 1
650MHz !
FLASH —100Mb/s— ME';‘I-I\I:T
16MB QCA9531L |
\_ - ——
— /
64MB
Fan Controller 100-240V
Integrated o
| Dual PSU 100-240 V
with Failover o

Fan 1 Fan 2 Fan 3

I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I
I RJ45 :
I I
I I
I I
I I
I I
I I
I I
I I
I I
I

[
MUM MOLDOVA 2019 — O630p kommyTaTopoB Mikrotik It ‘ Iab

system integrator



Mikrotik CRS326-245+2Q+RM

= Mikrotik CRS326-245+2Q+RM(24 x 10Gbps, 2 x 40Gbps, router) - ~600 USD
= Cisco Nexus 5672UP-16G (48 x 10Gbps, 6 x 40Gbps, many features) - ~ 25000 USD
= Cisco Meraki MS425-16 (16 x 10Gbps, 2 x 40Gbps) - ~8000 USD

CCCCC

(N -
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[Mo3numnoHnpoBaHune kommyTtaTopoB Mikrotik

[ ]
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[Mo3numnoHnpoBaHune kommyTtaTopoB Mikrotik

Access layer

CSS326-24G-2S5+RM

Distribution layer

CRS106-1C-5S

Core/DC layer

CRS305-1G-4S+IN

CRS326-24G-2S+RM

CRS105-5S-FB

CRS309-1G-8S+IN

CRS328-24P-4S5+RM

CRS212-1G-10S-1S+IN

CRS317-1G-16S+RM

CRS112-8P-4S-IN

CRS328-4C-20S-4S+RM

CRS326-245+2Q+RM

CSS106-5G-1S

CRS312-4C+8XG-RM

CSS106-1G-4P-1S

CRS112-8G-4S-IN
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Hactpouka CRS - bridge

Ctapbln MeToa — cobupaTb annapaTHbIi CBUTY Yepes

master/slave-nopTbl

Hactpoinka VLAN B MmeHto switch

OT1penbHO HacTpamBatoTcs software/hardware bridge

RSTP B software

| General | Ethemet Loop Protect Overall Stats  Rx Stats ...
—— '
— |
MTU: | 1500 |
Actual MTU: 1500 |
L2 MTU: 1598 |
Max L2 MTU: [4074 |
MAC Address: |4C5E:0C:24:7F 5B | —
ARP: [enabled 7)) Bek |
ARP Timeout: | o | Reset MAC Address
Master Port: |none |3| l_m
Bandwidth (Rx/Tx): |unimted | ¥ | /|uniimted | ¥
Switch: |switch1 |

Type:
MTU: |
Actual MTU: |
L2MTU: |
Maxc L2 MTU:
MAC Address:
ARP:
ARP Timeout:

Swich _Por VLAN |Rue
(] =] [+][%] 7]
[Swtch 7 [VLANID [Ports

swich 164 etherl gateway. swich cou |

VLAN member ports

VLAN ID: [810
Ports: Eaha1gaway
[ether3PTVI 3|4
etherdPTV2 |3
M [ Independent Leaming
Ethemet
1500
1500 |
1598 | | ‘
- | | Torch |
D4.CA6D:26:09:16 ||| CabeTes |
+ | | Reset MAC Address |
| ResetCourters |
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Hactpouka CRS - bridge

= HoBbI MeToa HacTpoukm bridge ¢ Bepcun RouterOS 6.41.

= EgnHoe meHio HacTpoukn software/hardware bridge n Bcex(*) dpyHkumn L2 Ha geBancax Mikrotik —
HakoHeU-To NOYTU yoobHo

= OYHKUMA 06paboTKKM «B XKenese» BKNIYaeTcs aBToMaTUYeckn Ha noprax

= H - hardware offload

= Ecnun 3agencTBytoTca (pyHKUMK, HE nogaepXxunBaemMsolie «B xenese», hw offload oTkntovaetcs
= CospaBaTb MOXHO HecKkornbko bridge, Ho hw offload paboTaeT Tonbko Ans ogHoro bridge

* PeweHve npobnemebl ¢ ogHum bridge — ncnons3osaHne VLAN

| Bridge Port <ether3>

. . | Brdge Ports |VLANs MSTIs Port VLAN Stat
+|=|[v|x| a7y taface: (I 5| | [ o ||| (2o L - L]
| =] Ad | (|| (] ] [a] [T v Hw. Offioad | Cancel |
Bidge Bidge: |bridgedocal 2 g Trteda B
bridge-ptv - ge [ *] Apply Interface Bridge Hw. Offload Gris | ooy | F
bridge ot g.:hem bridge-iptv I—l
: — v Disable an35(IPTV)  bndgeiptv "] Multicast Rout -
bridge-ocal o, I~ H  Adether? bridge-ocal ces e
: Extemal FDB, ¥ Commert H  fdetherd bridgedocal . '
| oo ) [ || WS i ==
idgedocal v are Offloa Copy D 4dwian3 bridgeocal Role: designated port Copy
bridge mp | tteapimp bridge tmp |
Remove Edge Port Remove

[
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Hactpounka CRS - VLAN

- / . 4} sfp-sfpplus11 Ethemet
Ctapbin MPABWUJIbHbBIU meTton — software VLAN e o
i . &pvlan11(VolP)_port 11 VLAN
O6beanHeHune L3 VLAN subinterface B software bridge  #vian120Pv)_por11 VLAN
4irsfp-sfpplus12 Ethemet
P vlan1(DATA) port12 VLAN
[onro HacTpanBaTthb, 3anyTaHHO @vian11(VolP)_port12 VLAN
&vian12(PTV)_port 12 VLAN
" 1=l§p—sfpplus1 3 Ethemet
Harpyska Ha npoueccop!!! OV TODATA ot i3 LA
. ¢bvian11(VolP)_port 13 VLAN
CRS «TOPMO3UT», «MIOXON CBUTY» 4bvlan12(PTV)_port13 VLAN

g Pt WAl NSTa. ot HSTOvres s
Bridge Pots VLANs MSTIs Port MST Ovenides F * = v % T
| | # | interface Bridge
#][=] [][] (] [¥] [sowon | -
[Nowo ¢ [Type [ el -
1 defconf | ’ 16X lspsoksls bridge
R 4lbridge Bridge | 171 Mlan10(DATALport 17 bridge-DATA
R 4tbrdge-DATA Bridge ' 181 tDvlan10(DATA) port 13 bridge-DATA
R  tibrdgePTV Bridge | 191 vl IGDATA) port 12 bridge-DATA
. . ' 201 2 vian 11VolP) port 11 bridge-VolP
R HbridgeVolP Bridge | 211 £DvlanT1(VolP) port 12 bridge-VolP
| 221 Man1VolP)port13 bridge-VolP
| 231 2 vlan 120PTV) port 11 bridge-IPTV
| 241 £Mlan120PTV) port 12 bridge-IPTV
| 251 £van120PTV) port 13 bridge-IPTV

[ ]
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Hactpounka CRS - VLAN

HEMPABUIbHBbIU ctapbin metop — software VLAN
npmeBa3aTth K bridge

PaboTaert, ecnu noBeset
Bce VLAN-bI paboTtatoT Ha Bcex rnoptax bridge

MoryT Bo3HuKaTb L2-netnu

Interface  |nteface List Ethemet EolP Tunnel IP Tunnel GRE Tunnel
- — v % @A |7 | Detectintemet |
'Name ¢ | Type
.. defconf
R 4tbridge Bridge
R 4vian10(DATA) VLAN
R &P vian11(VolP) VLAN
R &vlan12(PTV) VLAN
RS 4irether Ethemet
S #i»sfp-sfpplusi Ethemet
S 4+ sfp-sfpplus2 Ethemet

Bidge Portts VLANs MSTIls Port MST Ovenides Fitters

+[] ][] [a] (¥

#| |inteface Bridge
... defconf

OH Attethern ~ bidge
. defeonf

11H  ttsiosioolus? bridge
... defconf

2IH 4trsfp-sippls? bridge
. defeonf

3IH  ttsfosfoolsi bridge
.o defconf

4 1H rsfp-sioplusd bridge
... defconf

51H itsfposfoplss bridge
... defconf

(= %] At et efrnk s hadna

17 tems
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Hactpounka CRS - VLAN

Hosbin meTtoa HacTponka VLAN B bridge

[Mopoaepxka VLAN B xenese (* cM. Tabnuuy ganblue)
HeT Harpysku Ha npoueccop

[Mopggepxka RSTP B xenese

Bidge Pots |VLANs

| = v % O
Interface
tetherd
£44an35(PTV)

H 4ttether?

H  4tethes3
$twlan2

D 4twlan3

I +teoptmp

Bridge Port <ether3>
Genersl STP VLAN  Status

(=] E3

PVID: 1|

Frame Types: admit all
__| Ingress Fitering

Bridge Ports VLANs MSTIs Port MST Ovemides Fiters NAT Hosts MDB

+ - 7
E1dge | VLAN IDs Cument Tagged Curmreni
New Bridge VLAN
Bridge: bridgedocal + oK
VLAN IDs: [5 E
Tagged: ethers ¥ | ] Aoply
ahe3  [¥[%
Untagged: ETCIIINNN + %
Current Tagged: |
e Curment Untagged:
Ditems enabled

Interface <bridgedocal>
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Hactpouka CRS - VLAN

= Cnncok nHtepdencos B okHe HacTpoukn VLAN He nomellaeTcs
Ha 3KpaHe

= HeT NpoKpyTKU

= Xopowmnn CTUMYI nepexoanTb Ha 4K MOHUTOPDI

Cancel
Aoply
Disable
Comment
Copy
Remove

I+ 40 4> Ar 4> A»
I» * | e I»

Fy
v

dr Ar A Ar Ar A Ar Ar A
I I» I I» I

i
¥
i
¥
¥

g
I
- %%E%?Eﬂ%';%“’g“,“%“'g“%“%“
: -G - - iE |3 i i & g
£ 3 RARARRARE (AR AR AR AR RN AR RARRARRY (RN ARRIERARRARR RN RS
4 £ S
=

[
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Hactpouka CRS — Management VLAN

= CRS =router + switch, mexay
KOTOPbIMU €CTb BUPTYaribHbIN JINHK —

bridge — o — —
I_ Cloud Router Switch _I

= RouterOS v BeCb MEHEO)XMEHT

HaxoAsaTcsa Ha pyTepe S — OOBM

= [1pn HacTpourke VLAN ecTb puck tagged VLAN200
NoTEPATb OOCTYN K MEHEL)KMEHTY U3- | tagged vianaoo
3a TOro, 4Yto NopT kommyTtaTopa c PC
n bridge-nnHK B CTOPOHY pyTepa
OKaxyTcs B pa3HbiXx VLAN mexay

KOTOpbIMU He HacTpoeH InterVLAN |
routing |

= [enaiite HacTpownky 4yepe3 OOBM- | intagged VLAN400 - A
MOPT, KOTOPbIN OCTaETCA | A |
«MNOAKMNIOYEHHBIM» K pyTEPY MUMO — = m— = — d -

KOMMYTaTopa UJin KOHCOJ1b -

[
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Hactpouka CRS — Management VLAN

= MoxHo HacTpamBaTb VLAN 6e3 OOBM-nopTta, paboTtas 4epes switch chip, HO 04eHb OCTOPOXHO U B
CTpOorouv nocriegoBaTefibHOCTU

Intefface <bridge 1>

_ _ Bidoe Pos VLANs MST| General STP VLAN Status Traffic 0K
+|=| [v][=] | ordge: (EEFENN | [ oK = [+]x] [@| VAN P —
 |Bridge A VLAN IDs: [10 s - Name [Typd  EtherType: [0E100 Bl Py ]
bidge] . s | | Cancel R +tbrdge] Bidd - |
& Frame Types: |ad‘nit only VLAN tagged \i‘ Disable
sostopbis? | %] [ oo [ Ingress Fkeing Comment
: - @ —
Untagged: | v Comment

| Address List [=] E3

Interf st Ethemet | [

Intedace |interface List Ethemet  EolP Tunn _l_H_ |.,r x| CI| T|

EEEEIEIUICTT S =
= Twe | #19216810./.. 192168100 | viantomahn) |

RS ' Bonding
R | ttbrdgel Bridge
R 4P vlan 1(MGMT) VLAN

] 4 Ethemet

[
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HacTtponka CRS — IGMP snooping

Multicast-Tpadmk nepegasancs, kak broadcast Ha Iteface <bidge-piv>
BCe MopTbl, 3arpyxas nopTtel, CPU poyTepa v T.0. oo Fote VAN Geneal [sTP VAN Staus Tific
=l [v]% Name: [SEFEEE | cancel
Mopnepxka IGMP snooping ¢ Bepcun ROS 6.40 & %:?i';"l Type: [Bndge | [ ey |
ge-oca MTU: b
R Hdbridgedny -
BknitoueHne IGMP snooping Bbi3biBaeT “w'::s 1:
otknioveHne hw offload (kpome CRS) . r
. S ARP: |enabled ¥
AkTvBaumst IGMP snooping fenaeTcs B CBOMCTBAX R .
bridge-nHTepdenca Adrin, MAC Address: | -
; v/ IGMP Snooping
Bo Bknagke MDB nokasaH crnimcok Multicast-rpynn ;‘,—,:m,mmﬂw1 Iqm—l

1 NOPTOB

Bidge Pots VLANs MSTis Port MSTOvemides Fiters NAT Hosts MDB
T

Brdge / |Group VID  |Poris

bridge-ptv 239.100.10.102 etherd

bridge-iptv 239.255.255.251 etherd

bridge-iptv 229.100.100.13 etherd

bridge-ptv 239.255.255.250 etherd

~

9

[
MUM MOLDOVA 2019 — O630p kommyTaTopoB Mikrotik It ‘ Iab

system integrator



Hactpouka CRS — DHCP snooping

DHCP S
= 3almTa oT HeaBTOpU3MpoBaHHbIX DHCP- =
cepBepos
DHCP Snooping Enabled Switch Trusted
= 3anpelueHbl otBeTbl oT DHCP-cepBepos, nt—zSmputer-mﬁutmng.com
NOAKNOYEHHbIX K untrusted noptam \
= DHCP option 82 — kommyTaTop gobasnser _i
K DHCP-3anpocy ngeHtndoukatop nopra
(ISP, GunnuHr) — N O
DHCP Hacker  Unmtrusted Client Network
DHCP DHCP Snooping DHCP
Discover with Option 82 Enabled Discover
Trusted Untrusted <
DC-SW1 DHCP Client

DHCP Server

[
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Hactpouka CRS — DHCP snooping

= [Npwn BknoveHnn DHCP snooping He 3abbiBanTe ykasaTb trusted nopt

=i

Interface <bridge> Bridge Port <sfp-sfpplus1>
midge |pots VLaNe ms| O |STP VAN Staue  Trafic Bidge Pots |y Gene 'STP VLAN Status OK
(#][=] [~][2] [=] (B ridge | | |+ _| "Hx Interface: | sfo-sfopius 7 3 Cancel
Nome Type: |Bridge ] ey | ! =
— defcord MU | . # | [iteface | Brdge: [bridge 3 Apply
R  4lbridge B | -:: defconf
Actual MTU: 1 . )
ul.alzmwu- 1222 I E!:HWMﬂ g v Jueble
3 11H thsosfy Leam: |auto | ¥| | | Commert
MAC Address: |B8:69:F4:72:DC:DA | .- defcorf _
. : r=r CHI0 |¥| Unknown Unicast Flood Copy
ARP: |enabled B2 2H  Tispspy [v| Unknown Mutticast Flood
| :  taton < Urkrown Moticas —
ARP Timeout: | 3 H 4Dshsi \v| Broadcast Flood
Admin. MAC Address: B8:69:F4:72:DC:DA - .o defconf [v| Trusted
| 4|H ttsip-si
¢ Ageing Time: |00:05:00 ... defconf
1item out of 21 o me SIH Etepsh v Hardware Offload
: ' .1; defconf
fal [N | o W a—a
17 tems (1 selected)

[
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Hactpouka CRS — LACP bonding

= HacTtpowuka bonding c
NOAOEPKKON B «XKefese» He
OoTNnM4yaeTcs oT 0O6bIYHOMN
HacTpoukn bonding B RouterOS:

= dusnyeckme nHTepdencol angd
bonding HyXHO ybpaTtb 13 bridge
port

= CosgaTtb MHTepdenc bonding,
BblOpaTh TOMNbLKO MPOTOKON
8023.ad (LACP), nobasuTth slave-
NHTEpPdENUCHI

= [lobaBnTb bonding-nHtepdenc B
bridge port

= Ecnun umn nogaepxuBaet LACP B
«Kenese», BKMYMTCA hw
offloading

= PaboTaeT B «)Xenes3e» TONbKO B
CRS3xx

Interface <bonding1>
General Bonding | Status Traffic

Interfface Interface List Ethemet E
+ = vxaly

Slaves:  ether7

etherd

Mode: |802.3ad

Primary: |none

Link Monitoring: | mii

Transmit Hash Policy: layer 2and 3

Bidge Ports VLANs MSTIs Port

#|=| [v|x] [a] [¥]

Interface Bridge
4+tbonding1 bridge 1
Trethers bridge 1
2IH fttetherio bridge 1
3IH 4tether’3 bridge 1

Bridge Port <bonding1>
General STP VLAN Status
¥ Hw. Offload
Hw. Offload Group: |switch1

| Multicast Router

Port Number- |1

Cancel

Disable

Comment
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Hactpounka CRS — 802.1x

OuyeHb 3anpawmsaemas Enterprise- _
KnMeHTamun puya Supplicant 2

I'IopT HE BKJTFOHAETCH, NOKa NogKJiro4eHHOoe

CTPOWCTBO He NPoraeT ayTeHTudukaumo A |
{CepTVIdJVIKaT, Mnaporsib, BE ) untagged VLAN2 - - Internet / LAN A
MoXXHO OMHaMM4YecKku npuceamBaTbh NopTy Supplicant 1 gg:emzmz
untagged VLAN B 3aBUCMMOCTMU OT == cther2 N, g cthert

g untagged VLAN12

NOAKNHYEHHOro YCTPOUCTBA N ero
_?_yTeHTM nkaumn (RADIUS Tunnel-Type,

unnel-Medium-Type and Tunnel-Private-
Group-ID)

ether12

10.1.2.3/24
Authenticator

Pexxnmbl paboTtbl dotlx B RouterOS —
supplicant, authenticator

Authentication

- - server
——

[NoggepxmnBaemblie MeETOAbI — | Ny
a TeHTll:/)I nkaumn. EAP-TLS, EAP_TTLS, =3 ~

AP-MSCHAPV2, PEAPVO/EAP- ““LAN
MSCHAPV?2

XopoLlasa noggepxka KnmeHToB B
Wmdows/Mac%&Lmux
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Hactpounka CRS — 802.1x

RADIUS Server <1.2.3.4> =] E3
= WHTerpauua c RADIUS-cepBepom =] [ Genenl RS =
= LleHTpann3oBaHHbIN KOHTPOMb CETEBbIX MOPTOB HA BCEX et S = e O
KOMMYyTaTopax ipsec Loy
Disable
= BO3MOXHOCTb 1cnonb3oBaHuda B kadyectse RADIUS- Called ID: | v | [ Comment
cepBepa Windows NPS u Active Directory Domain: | - Cony
AN I R R __ Address: 1234 Ranove
A RADIUS Dot 1X Protocol: |udp £ Reset Status
A Tools " || Clent | Server State  Active Secret: |
Y- v v .
. Interface ¢+ |EAP Methods Identity Cestificate Status v

' : Client Server State  Active

¢/ Accounting Interm Update Auth. Timeout... Retrans. Time...
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Hactpouka CRS — other hardware features

RSTP, MSTP

MTU 9-10k, jumbo frame

QinQ (0x88a8, 0x9100)

Port security (ewwe ectb Ha Yem paboTtaTs), flood protection, limit unknown broadcast/multicast
Rate control (ingress/egress)

ACL (based on L2/L3/L4)

Port isolation

Port mirroring

[
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L2 features in hardware

= ByabTe BHMMaTEnNbHbI Npy Bbibope moaenun ycTponcTea ans L2

= Ecnu BknounTb PYHKUKIO, KOTOPad He nogaepxuesaetcs B «kenesey, hw offloading otkntouunTtcq,
NonaeT Harpyska Ha npoLeccop

= Bce L2-(pyHKuMKM ecTb B «kenede» Tonbko y CRS3xx => 6epute CRS3xX

RouterBoard/[Switch Chip] Model Features in Switch menu Bridge STP/RSTP Bridge MSTP Bridge IGMP Snooping Bridge DHCP Snooping Bridge VLAN Filtering Bonding

CRS3xx series + + + + + + +
CRS1xx/CR52xx series + + - + 4 + 4
[QCAB337] + + - - +
[AtherosB8327] + + . - S
[AtherosB8227] + +
[AtherosB316] + + - - Tag
[Atheros7240] + +
[MT7621] +
[RTLB367] +
[ICPlus175D] +

[
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CRS=router+switch
—Ha-dpirra [1na 4ero ke3e ceutyy 8aaH RouterOS?

= Y CRS noka HeT nornHoueHHoro L3 B «xenese»
= Cnabble npoueccop 1 NaMATb OrpaHNYMBaloT NMPOU3BOAUTENBHOCTL L3
= Feature-rich L2 switch, not router

= 3aTo nosnHoueHHbIn RouterOS Ha KOMMYyTaToOpe NO3BOSAET.

= Kcnonb3oBaTb MHCTPYMeHTbl ROS ans gebara (sniffer, torch, copy-to-cpu,
IP scan, etc)

= npobpacbkiBaTb ObICTPO K nerko TyHHenu (EolP, L2TP, etc) n nonagath B
nobon VLAN Ha KOMMYyTaTtope Ha pacCcTosHUN

= 3anyckaTb ceTeBble cepBuChl, He Tpebytowme pecypcoB (DHCP, FTP, TFTP,
NTP, etc)

* Y KOHKYPEHTOB HET NOoA0OHbLIX OYHKLUUIN, NMOO OHM eCTb 3a bornblune
NEeHbMN

[
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Yero He xBaTaeT KommyTtaTtopam Mikrotik

BHyTpeHHMe 6nokn B CSS/CRS326 1 ntobbix gpyrnx rack-mount mogensx

Ewe nogymate Hag nHtepdencom Hactpourkm switch/bridge, caenatb 6onee user-friendly
CteknpoBaHue vyepes 10/40Gbps-nopTbl

48-Mn NOPTOBbLIN KOMMYTATOP

LLDP

OpHoBpemMeHHas pabota QinQ n 802.1Q ana 3agady ISP

Dynamic VLAN configuration protocol — GVRP, MRP, ananor Cisco VTP — ansg ynpoLeHUss HaCTPONKK
OONbLKX ceTen

L3 B «kenesey

SDN (Software Defined Networks) — go6asutb pyHkumum SDN ?ueHTpanmsoBaHHoe ynpasreHune, MOHUTOPWHT,
aHanutuka) B The Dude (ecTb noggepxka ceButymHra B OpenkFlow?)

VXLAN, GRE B «kenese»

Netflow/sflow B «xenese»

[
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Yero He xBaTaeT kommyTaTtopam Mikrotik

SPI/NAND 32b
DDR3

= Yunel Marvell umetot
nopoepxky L3, VXLAN,
GRE, SDN, Stacking B
wKenese»

« KomnaHum Mikrotik Hy>HO
«MNPOCTO» AonucaTb
RouterOS

= Bca Hapexpa Ha ROS v8
net 4yepes 87

IPCIeZ x1

Dual Core ARMv7 Processor

Secure Control
&
Network Shield

Multicast

Ingress Policers

Packet Buffer Memory

eRouter & eBridge

Ingress Policy

Header Alteration

Egress Policy

Egress Policers

Tunneling
&
Interfaces

1/25 /10 / 40GbE Network / Interface Ports

OAM

PTP

SyncE

W

12 FlexLink SerDes

IPCIE tDDR3

Serial Flash
UsB

800Mhz ARMv7

2-core CPU

Secure Control

Multicast

MNetwork Shield

Ingress Policers

Packet Buffer Memory

IPv4 / IPv6 Routing

Transmit Queues & Shapers

Bridge

Egress Policy

Ingress Policy

Egress Policers

Network / Interface Ports

SGMII / QSGMII / SFP+
* e s 8 8 s s s .
24*GbE + 4*1GbE

i1

24*GbE + 2*10GbH

24*GbE +4210G0
+ 2*20G Stacking
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Use case - small ISP core upgrade

Upstream ISP 1 Upstream ISP 2
Peering ISPs

..... A TN IllIlIIllIl"""" “""‘““gﬁ‘:":" {

..........................

xmmmg & M. ! Core router #2
Core router #1 RouterOS x86

RouterOS x86

Sepfer side sw\tch #1

Access switches

Customers
Triple play services
(Internet, IPTV, VolIP)

Servers (VolP, DNS, Billing, etc)
Servers (VolP, DNS, Billing, etc)

[ ]
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Use case - small ISP core upgrade
[o 20Gbps Tpaduka
Mikrotik and billing integration
Dynamic QoS
Dynamic clients blocking/unblocking
IGMP snooping
DHCP relay
Cisco or Juniper bY, refurbished ~ 6onee 50k USD, HoBbI ~ 200-400k USD

HoBble Mikrotik switches, DAC cables, SFP transceivers and refurb servers x86 ~ 5k USD
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Use case - small ISP core upgrade

(0| 4| | Safe Mode |  Session N

s Quick Set Interface List
| Interfaces Inteface  nterface List Ethemet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP Bonding LTE
#4 Bidge (=] =] [ ][] [] [ 9] | Detect itemet |
=G PPP [Name / [Type Actual MTU |2 MTU [T Rx Tx Packet (p/s) |Rx Packet p/s)  |FP Tx
== Switch X ____4vbonding-old_swCore#1 Bonding 1504 65535 0 bps b 0 0
~— X ¥ bonding-swW Bonding 65535 0 bps 0 0
‘e Mesh XS | <4bbondin Bonding 1500 65535 0 bps 0bps 0 (
5 1P I ||R 4tbrdge Bridge 1500 1592 333.2kbps 7.8 kbps 32 15
I R s VLAN 1500 1588 Obps 6.0 kbps 0 1
! IPvé R via VLAN 1500 1588 0 bps Obps 0 0
.7 MPLS M (|R $pvla VLAN 1500 1588 332 1kbps 1360 bps 32 4
‘ S sirether! Ethemet 1500 1592 Obps Obps 0 0
% Routing . :; Ro#1 Uplink
59 System I* [|XS  ¢i*sfp-sfoplus1 Ethemet 1504 1592 0 bps 0bps 0 0
e T .. Ro#1 Downlink
S sirsipsfpplus2 Ethemet 1504 1592 Obps Obps 0 0
4i» Dot1X .- Ro#2
B Fies RS +#isfpsfpplus3 Ethemet 1504 1592 4.3Gbps 4.3 Gbps 511844 508 755
. RoH2
|- Log S <4issipsfpplusd Ethemet 1504 1592 Obps Obps 0 0
S RADIUS i w
= RS  +#j*sfp-sfpplus5 Ethemet 1504 1592 1646.2 Mbps 43.8 Mbps 138475 46119
A Tools r 2 STV peering
B New Teminal  ||RS  #i*sfp-sfoplusé Ethemet 1504 1592 742.6 Mbps 921.5 Mbps 72889 86759
a _ .. Cisco IPTV switch - new
5 Parition RS lsipsfoplus? Ethemet 1504 1592 2066 kbps 1880 bps 116 3
| & Make Supout rif w
RS  #i*sfp-sfpplus8 Ethemet 1504 1592 9.9 Mbps 9.4 Mbps 1434 1339
Q@ Manua “:tmp - 3560E (Orange)
@ New WinBox 4i#sfp-sfpplus9 Ethemet 1504 1592 Obps Obps 0 0
. o port 27
l B RS +irsfp-sfpplus10 Ethemet 1504 1592 57 6 kbps Obps 89 0
. I port 28
S alsfpsfpplus1l Ethemet 1504 1592 Obps Obps 0 0
o IPTV - Astra 2
S 4isfpsfpplus12 Ethemet 1504 1592 0bps Obps 0 0
222 IPTV - Aussonic 1N
RS  +irsfpsfpplus13 Ethemet 1504 1592 501.1 Mbps 2.8 Gbps 105 603 240407
.. swCoreH2
RS #jrsfpsfpplusi4 Ethemet 1504 1592 813.5 Mbps 309.9 Mbps 89 909 59 902
- [
RS 4isfpsfopluss Ethemet 1504 1592 1062.2 Mbps 1344.2 Mbps 141152 163841
- I
RS +4i*sfpsfpplus16 Ethemet 1504 1582 924.3 Mbps 284 5 Mbps 92537 47337
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Use case - small ISP core upgrade
o] [ soe i | sewer [N o][c] [stet | s

& Quick Set & Quick Set
8 Interfaces Bidge Ports VLANs \ MSTIs Pott MST Ovemides Fiters NAT Hosts MDB 8 Interfaces Bidge Pots VLANs MSTls Pot MSTOvemdes Fiters NAT Hosts MDB |
24 Brdge | =] [¢][2] @] [¥] 24 Bidge
=2 PPP |Bridge [VLAN IDs + Cument Tagged g PPP ' [ome VD [Ports
== Switch == Switch 2393339 100 sfp-sfpplus13
sfp-sfpplus 16, sfp-sfpplus3 = 239.31.1.28 100 sfp-sfpplus13
°12 Mesh S Mesh 239.40.7.24 100 sfp-sipplus13
s P b sfp-sfpplus 16, sfp-sfpplus3 &5l 1P [ 2393424 100 sfp-sfpplus13
PvE N P - 239.40.5.10 100 sfp-sfpplus13
ut |Pv bridge-danis, sfp-sfpplus 10, sfp-sfpplus 16, sfp-sfpplus3, sfp-sfpplus5, sfp-sfpplus1: x&! IPvé : 2394052 100 sfp-sfpplus13
.’ MPLS P ~’ MPLS P 239.35.2.1 100 sfp-sfpplus13
. 3 , " 2394057 100 sfp-sfpplus13
%G Routing . 48 Routing ‘ 239.406.15 100 sfp-sfpplus13
4o System b bridge-danis, sfp-sfpplus 10, sfp-sfpplus 14, sfp-sfpplus3 s System I 239.32.1.25 100 sfp-sfpplus13
QQueues Q G 2394058 100 sfp-sfpplus13
sfp-sfpplus 10, sfp-sfpplus3, sfp-sfpplus7 239.36.3.10 100 sfp-sfpplus13
<} Dot1X <} Dot1X 2393214 100 sfp-sfpplus13
sfp-sfpplus 3, sfp-sfpplus? B8 Fles 23931124 100 sfp-sfpplusi3
m Fles sfp-sfpplus 10, sfp-sfpplus15, sfp-sfpplus3 — 2393545 100 sfp-sfpplus13
|| Log sfp-sfpplus3 L Log 23931.1.23 100 sfp-sfpplus13
sfp-sfpplus3 RADIUS 239.406.16 100 sfp-sfpplus13
‘@' 8% - 2394059 100 sfp-sfpplus13
A, Tools ) sfp-sfpplus15, sfp-sfpplus3 A Tools | 239.40.7.2 100 sfp-sfpplus13
) . 2394054 100 sfp-sfpplus13
B New Teminal @ New Teminal
sfp-sfpplus 15, sfp-sfpplus3 : ) 2393421 100 sfp-sfpplus13
-- : 10, | 4 Make Supout rif 2393442 100 sfp-sfpplus13
| 4 Make Supout rif uslU, stpstpplusd ; - 239,407 21 100 sfp-sfpplus13
Q Manual sfp-sfpplus 10, sfp-sfpplus5, sfp-sfpplus® - Manu 2393441 100 sfp-sfpplus13
“ New WinBox X & New WinBox 239.36.39 100 sfp-sfpplus13
p us3, sfo-sfopluss, s us7 : 235.3522 100 sfp-sfpplus13
B &t Prafophua3. sfp sfpplusS, oo B & 2393116 100 sfp-sfpplus13
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Use case - university campus network

= Huge traffic: video cams,

I I \/\\'//\\'//\\'//\\'//\\'/A\‘//\V/\\VAVA\'/A = || BT NN NN, || e

||Ve Onllne exams’ |- o T ) o . - =] ‘-- o T ) (o . - ‘53' MWA]
. . . Corgjrouter #1 Core rouger #2

university internal portal/ERP, CCRY036-8G-25+ CCR1036-4G-25+

students wifi access,

\ .__:..-IIIIIII lIllIIIllII IIIIIIIIIII Illllllllll’ﬁ" """""“';:,-.‘,";‘;‘,,J \ .5..-IIIIIII IIIIIlIIIIl IIIIIIIlIII IIIIIIIIIII’"i" ""‘“'""g,’,"‘;’,‘/ f
VoIP, etc | W S S .- o v s s = =h
! re switch #1 Core swikch #2
. S317-1G-16S+RM CRS317-1G-16S+RM
= More than 100 switches
* VLANs | o e e - | e e e =i = o

MooTik

MooTik g Mwoﬂk

. ACL Aggreggtion switches Ag gation swixghes Aggregation §witches
CRS328f4C-20S-4S+RM 28 4C-20S-4SRM CRS328-4C-204S+RM
Port security

[ T = )
| i 0 msmmm 1”’"‘"... I ot

Storm control

Access switches Access switches Access switches Access switches
CRS326-24G-25+RM CRS326-24G-25+RM CRS326-24G-25+RM CRS326-24G-25+RM

[
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Use case — Government organization

HPE CORE SW2 - MODULE B

CRS326-24G-2S+RM

\’_’/

CRS328-24P-4S+RM Birangs imermet hy

\

HPE 1810 Mgmt switch
‘ CORE ROUTERS

21

10 access switches internal VLAN 15

Data, VolP, WiFi % ’

22 . VolP VLAN 14
SW1_DATA Management VLAN 10 SW6_DATA
SW4_VOICE
21
VLANS W1_VOICE Wi-Fi AP’s
@) (

ST P SW2_DATA k\ I )> <( )>
DHCP SnOOping SW7_DATA

SW3_DATA = SW2_VOICE

- -

SW5_VOICE
—> SW8_DATA
Internal LAN
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Use case - premium hotel in Chisinau

- huge traffic (IPTV, Video, WiFi)
- VLANs

- multicast, IGMP snooping

- Power over Ethernet

Servers (IPTV, IP PBX, mail, terminal, etc)

Core §witch
Cisco S¢300-52

Smart TVs Mikroitik WiFi Aps

'\:: in each room

IP phones

Access|switch
CRS328-24iP-4S+RM

Smmmaz.

Access]switch
CRS328-24iP-4S+RM

Access switch

CRS328-24P-45+RM Access switch

Cisco SG300-52P Access switch
Cisco SG300-52P
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BbiBOoAbLI

KommyTartopbl Mikrotik «noB3pocnenn», nx y»xe MoXHO UCnonb3oBaTthb B enterprise/ISP

HebonbLmne npobriemsl 6binn U eCTb, HO OHU HEKPUTUYHBI U peLlatoTca 0bHOBNEHUEM coTa

[leweBne KOHKYPEHTOB

XOpOoLUO NPMHNUMAOTCS PbIHKOM, MPaKTUYECKN OTCYTCTBYET Opak

XKenes3o nossonsaeTr gobaenaTb HOBblE oMYKN B COPTE, OCTASIOCh «pa3orHaTb» KoMmnaHuo Mikrotik

7

SNR T
M/r' 1k
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KOHKYPC!

OTnpaBbTe HA HOMEp +373 69999975 MWUHMUMYM 1O

OLOHOW NpUYnHE U/UNu KOPOTKOU NCTOPUN, 3a YTO Bbl NIOOUTE 1
HeHaBuauTe Mikrotik

SMS/Viber/Telegram/WhatsApp

Romana, Pycckum

Martbl 3anpeLueHsb!!

ABTOpP caMoro opurMHanbHOro CoOBbLLEHNSA MONYYUT NPU3 —
Mikrotik hAP ac?2

Bpy4yeHune nponget BO BpeMs BTOpoun npeseHTaumm B 16-30

[
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CcbInkum

https://mikrotik.com/products/qgroup/switches

https://wiki.mikrotik.com/wiki/SwOS

https://wiki.mikrotik.com/wiki/Manual:CRS3xx series switches

https://wiki.mikrotik.com/wiki/Manual:CRS3xx VLANs with Bonds

https://wiki.mikrotik.com/wiki/Manual:Interface/Bridge
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https://mikrotik.com/products/group/switches
https://wiki.mikrotik.com/wiki/SwOS
https://wiki.mikrotik.com/wiki/Manual:CRS3xx_series_switches
https://wiki.mikrotik.com/wiki/Manual:CRS3xx_VLANs_with_Bonds
https://wiki.mikrotik.com/wiki/Manual:Interface/Bridge

KOHTaKTbI:

Anekceun YobaH
+373 69999975
ac @itlab.md




