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Lockstep.iT

cl Who am [?

Name: Michael Omondi

Preferred Name: Mlke
8+ years in the IT industry.
Introduced to Mikrotik in 2014
Areas of interest:

v'ISP Solutions

v'Wireless Services
v'Network Security

Certifications
v'Mikrotik:- MTCNA, MTCRE, MTCWE & MTCTCE,

v'Other Vendors:- Cisco, CompTIA, Vmware, Solarwinds, Ubiquiti, Cyberoam
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Who Are We?

Lockstep.iT

Staying in Sync

We are an |T company

* Training

 Consultancy

* Designh, deployment and management of computer networks
 Server deployment and management

e Cloud services (storage, backup & archiving, web & application
hosting etc.), Data Center Virtualization and many more.

* For more about us, please visit http://lockstepit.com

Lockstep IT Africa Limited®. All Rights Reserved. ©2016




Lockstep.iT Goal

Provide adequate knowledge to

make you comfortable running
RouterOS in GNS3
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Lockstep.iT Introduction

Staying in Sync

* In 2015, Mikrotik released a virtual RouterOS
instance for x86 64 architecture.

* They called it Cloud Hosted Router (CHR)
* Designed for virtualized environments.
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Lockstep.iT Licensing

* Currently there are 4 levels of licensing.

a) Free- 1Mbps interface speed
b) P1- 1Gbps

c) P10- 10Gbps

d) P-Unlimited
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Lockstep.iTERVUTCR RN I

Staying in Sync

Training classes

Exam preparation

Testing configuration before deployment
Production
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GNS3

* Graphical Network Simulator

Lockstep.iT

Staying in Sync

* Originally developed to emulate Cisco’s 10S

* |t’s capabilities have been extended beyond just Ciscos’
10S

* For this Lab setup version 1.5.2 of GNS3 installation and
its Virtual Machine counterpart will be used.
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Lockstep.iT QEMU

 Quick Emulator

 Developed to virtualize x86_64 architectures in
Linux

* REMEMBER: RouterOS is a Linux

* To successfully build a virtual RouterOS Lab we will
enlist QEMU version 2.5.0
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RS eI System Requirement

Staying in Sync

* 64bit CPU with virtualization support

e 128 MB or more RAM for the CHR instance

* 128 MB disk space for the CHR virtual hard
drive
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Lockstep.iT Testing

CHR has been tested on the following platforms:

* VirtualBox 5 on Linux and OS X
e VMWare Fusion 7 and 8 on OS X
°* Qemu 2.4.0.10n0OS X

* Hyper-V on Windows Server 2012 (Only Generation

1 Hyper-V virtual machine is supported at the
moment)
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g JrTEenay My System Specs

GNS3 can run on Windows, Linux and OSX

For my Presentation, | have used,;
Processor: Intel Core i5 2.50GHz

RAM: 8GB

OS: Windows 10 Pro

Hypervisor: VMware Workstation 12 Pro
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Lockstep.iT SLEPS

* Download GNS3 from her:
https://gns3.com/software/download

* NB: sign in is required or create an account
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https://gns3.com/software/download

Lockstep.iT Download

Staying in Sync

Download GNS3

Select the installer for your favourite OS5

15 A .

Windows Linux Mac
Version 1.5.2 Version 1.5.2 Version 1.5.2

© DpownLoaD © pownNLoAD © DownLoAD

B Install Guide for Windows B Install Guide for Linux B Install Guide for Mac

Download the GNS3 VM Click Here

GNS3 is a Free and Open Source software under GPL v3 licensing
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Lockstep.iT Download

Staying in Sync
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W & | hitps://gns3.com/support/docs/download-the-gns3-vm c

DOCUMENTATION

=
Documentation Downloading the GNS3 VM

The official GNS3 VM (
version you run: https://github.com/GNS3/gns3-guilreleases

Virtual Machine) can be download from our Github page for the corresponding GNS3

CGETTING STARTED

VM is distributed in three different flavors:
vare Workstation to be used with Workstation Pro/Player and Fusion (Recommended)
& VMware ESXi (For experts only)

* VN

Windows Install Guide

Mac OS X Install Guide ® \firtualBox (No nested virtualization support)
Linux Install Guide We highly recommend YiMware because VirtualBox doesn't support nested virtualization, this means any VIV

Adding 10S images running inside the GNS3 VM will be slow because the guest VM cannot access to your CPU virtualization

Creating a simple topology instructions (VT-x or AMD-V)
> Downloading the GNS3 VM Please note that VMware Workstation Player is free and you can get 20% off VMware Workstation Pro and
Using the GNS2 VM are Fusion thanks to our deal with VMware.
The setup Wizard
Changing node symbols

Glossary of Terms

HOW-TO'S
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Lockstep.iT Download

Staying in Sync

% Software - Download - GN.. > = ¢ Documentation - Downlo.. 3 () Releases . GNS3/gns3-gui.. x  + - X
W) @ GitHub, Inc.(US) | https://github.com/GN53/gns3-gui/releases & Search wBa ¥ & O Q0 - =
® Fix Exporting portable projects with QEMU includes base images 2ven when selecting no. 2

® Catch error when md5sum file is corrupted
® requirements.txt : added support for newer aichttp version

® Imprave compaction of .gns3project

Fix crash when winpcap is not installed

Downloads

$ <:i?: GNS53-1.5.2-all-in-one.exe > 48.% MB

@ GNS3-1.5.2.dmg 33.6 MB

Download
the two
circled files

@ GNS3-1.5.2.sourcezip £37 MB
@ GNS3.VM.VirtualBox.1.5.2.zip 469 MB
@ GNS3.VM.VMware.ESX1.15.2.zip 419 MB

$ @53.'\:’I'«'I."..-'Mv.fare.\.".n'orkstation.1@ 419 ME

\
Source code (zip
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|nstallation

Lockstep.iT

Staying in Sync

Once the download is finished;

Run the .exe file, follow the prompts.

NB: you need to be connected to the internet as the
installation will download additional files
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ey Installation Cont..

Staying in Sync

&) GMNS3 1.5.2 Setup — ot &) GMNS3 1.5.2 Setup — >
Choose Start Menu Folder ™ _}
ng{:ﬂme to the GNS3 1.5.2 SEtup Choose a Start Menu folder for the GNS3 1,5, 2 shortouts. ) i)
Wizard
This wizard will guide you through the installation of GNS3 Select the Start Menu folder in which you would like to create the program's shortouts. You
1.5.2, can also enter a name to create a new folder,

Itis recommended that you dose all other applications | |

before starting Setup. This will make it possible to update

relevant system files without having to reboat your Accessibility A
computer. Accessories

Administrative Tools

Click Mext to continue, Box Sync

Dropbox

Free Timer

Google Drive

Internet Download Manager

Java

Kaspersky Internet Security

Maintenance

Microsoft Office 2016 Tools W

[ Mext = Cancel < Back Mext = Cancel
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Lockstep.iT

Staying in Sync

|nstallation Cont..

@ GNS3 1.5.2 Setup —

License Agreement
Please review the license terms before installing GMS3 1.5.2,

Press Page Down to see the rest of the agreement.

GMU GEMERAL PUBLIC LICEMSE
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <http:/fsf.org/=
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The GMU General Public License is a free, copyleft license far
software and other kinds of works,

If you accept the terms of the agreement, dick I Agree to continue. You must accept the

agreement to install GNS3 1.5.2.

< Back I Agree

Cancel

(&) GMS3 1.5.2 Setup — >
Choose Components — 1
Choose which features of GN53 1.5.2 you want to install, )
Check the compaonents you want to install and uncheck the components you don't want to
install. Click Next to continue.
. . Description
Select components to install: |:| A
|:| Mpcap 0.0749
Wireshark 2.0.3
SolarWWinds Response
Dynamips 0.2, 14
QEMU 2.4.0 &0,11.0
VPCS 0.6.1
7] -
Space required: 157.9MB tE_p_L_IIT-"t ¥
< >
< Back Mext = Cancel
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Lockstep.iT Import VM

Once the installation is finished;
Extract the zipped VM (OVA) file
Import it into VMware

NB: you can use VMware player (free) or VMware
workstation (license required).

We will use VMware Workstation 12 Pro.
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Lockstep.iT Import VM

Staying in Sync

Import Virtual Machine >

Store the new Virtual Machine

Provide a name and local storage path for the new
virtual machine.

Mame for the new virtual machine:

GMNS3 VM|

Storage path for the new virtual machine:
C:\UsersiMcCharles \Documents\Virtual Machines Browse...

Help | Import | Cancel
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Lockstep.iT Imported VM

Staying in Sync

O

(@ GNS3 VM - VMware Workstation — X
File Edit View VM Tabs Help - D] SORN =i
Lib %
ey {0 Home 51 GNs3 VM
Type here to search A
7] GNS3 VM
=[98 My Computer
51 GNS3 VM

Power on this virtual machine
£ Shared VMs L . .
- ':E'IEcIlt virtual machine settings

ﬁ Upgrade this virtual machine

~ Devices
i Memory 2GB
Id Processors 1

=i Hard Disk (5C5I) 19,5 GB
=\ Hard Disk 2 (SCSI) 97.7 GB

»JCD/DVD (IDE) Auto detect
EINet\uvork Adapter Host-only
& Network Adapte... Bridged (Autem...
3| Display Auto detect

+ Description
Type here to enter a description of this
virtual machine.

¥ Virtual Machine Details
State: Powered off
Configuration file: D:AVMAGNSS VM
Hardware compatibility: Workstation 9.x virtual machine
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Lockstep.iT What Next?

The Next thing is;
Download CHR from here:

http://www.mikrotik.com/download

NB: The file format to be downloaded depends on the
hypervisor.

For our case we will download the VHDX file.
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http://www.mikrotik.com/download

Lockstep.iT Initial Setup

Staying in Sync

Time to put the pieces together.

Open GNS3
Configure GNS3 to use the GNS3 VM
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SRy  Initial Setup Cont..

ﬁ Setup Wizard 7 e
Server

Please choose a server type to run your GMNS3 network simulations. The GMS3 VM is strongly recommended on Windows and Mac QS X.

®) Local GMNS3 WM

Local server

Don't show this again

Mext = Cancel
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SRy  Initial Setup Cont..

&% Setup Wizard ? =
GHNS3 VI

In order to run the GMS3 VM you must first hawve YMware or VirtualBox installed and the GMS3 WM.owva imported in one of these.

Virtualization software:

& YMware {recommended)

VirtualBox

WORKSTATIOMN )
PRO I SAVE 20%
Leading Edge PC YVirtualization. —

The GMS3 VWM can downloaded here.
Impart the ¥YM in your virtualization software and hit refresh.

WM name:
GMNS3 VM - Refresh

wiCPU cores:

2 -
R.AM size:
4045 MB -
< Back | Mext = Cancel
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Q’Logkstep.iT Finish Setup

&% Setup Wizard ? e

Add virteal machines
Mow that you hawve configured the server type you can choose to add one or more wvirtual machines (vMs) of different types.

Add an I0S router using a real I05 image {(supported by Dynamips)
Add an IOU {I0S on UMNIX) dewice using a L3 or L2 IOU image
| Add a Qemu virtual machine
Add a VirtualBox virtual machine
Add a YMware wvirtual machine

Add a Docker container

< Back [ Einish [ Cancel
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Lockstep.iT Select

Staying in SyNc

& New QEMU VM template

Select “Run Qemu VM server
on the G N S3 VM” Please choose a server type to run your new QEMU VM,
Server type

® Run the Qemu ¥YM on the GNS3 VM

Run the Qemu ¥YM on your local computer

Cancel
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Lockstep.iT

Staying in SyNc

& New QEMU VM template ? e

QEMU VM name
H Please choose a descriptive name for your new QEMU virtual machine,
Give Your VM a g Y <
name

Mame: |F1-:|uterDS |

This is a legacy ASA VM

< Back | Mext = | Cancel
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Lockstep.iT Set Memory

Staying in SyNc

& New QEMU VM template ? *
QEMU binary and memory
Please checdk the Qemu binary is correctly set and the virtual machine has enough memory to work,
* Select the Qemu
binay & location
Qemu binary: | fusrfbin/gemu-system-i386 (v2.5.0) -
¢ SEt the Memory RAM: HEEEMEI -
< Back | Mext = | Cancel
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Lockstep.iT Disk Image

Staying in SyNc

& New QEMU VM template ? X
Disk image Q
. o N Please choose a base disk image for your virtual machine.

* Select “existing image” =
 Browse to the location ® Existingimage || Mew Image

Of you r VH DX a nd Disk image (hda): | chr-6.36. 2.vhdx i

select

< Back Einish Cancel
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Staying in Sync

Qemu VM template is
now set and ready for use

Lockstep IT Africa Limited®. All Rights Reserved. ©2016
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ow

6 Preferences

General
Server
Packet capture
VPCS
v Dynamips
105 routers
¥ 105 on UNIX
10U Devices
v QEMU

~ VirtualBox
VirtualBox VMs

~ VMware
VMware VMs

v Docker
Docker Containers

| Qemu VM templates

'- RouterOS ~ General

Template name:

RouterQ5S

Default name format: {name}-{0}

Server:
Conscle type:
CPUs:
Memory:
Linked base VM:
CQEMU binary:
~ Hard disks
Disk image (hda):
Dizk interface (hda):
* Network
Adapters:
Mame format:
Type:
¥ Optimizations
CPU throttling:
Process priority:
 Additional options
Options:
ACPI shutdown:

vm

telnet

1

236 MB

True
gemu-system-i386

chr-£8.36.2.vhdx
ide

1
Ethernet{(}
1000

disabled
normal

-nographic
False

Edit

Ok

Delete

Cancel

Apply




Lockstep.iT Edit Template

Staying in SyNc

& QEMU VM configuration ? ot

RouterQS
* CI ic k ‘ Ed it’ t h e n ge n e ra I ta b General settings HDD COyDVD Metwork Advanced settings

Template name: Routerds
{ ’
o Cha nge catego ry to Route rs Default name format: |[{name}-{0}
Symbol: :fsymbaols fgemu_guest.svg Browse...

* Change Symbol to that of a Catecory [y ot
ro ute r RAM; 256 MB

wCPUs: 1

Qemu binary: Jusrjbinfgemu-system-i386 (v2.5.0) -

Boot priority: HDD -

Console type: telnet -
oK Cancel
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ey #of Interfaces

Staying in Sync

& QEMU VM configuration ? >

RouterQOS

General settings HOD CO/OvD Metwork Advanced settings

Adapters: | 5 5 ] -

First port name:

Navigate to Network tab, Neme fomer. E2n20) .
Seagment size: u]

Under ‘Adapters’ Specify asetAC: |
Type: Intel Gigabit Ethernet {21000} -

number of interfaces in
the VM

Use the legacy networking mode

] o Cancel
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RS e Iy External Access

Staying in Sync

Virtual Machine Settings *

Hardware  Options

Device Summary Memory
— Specify the amount of memary allocated to this virtual
L!-:l Memary 4.0 GB machine. The memory size must be a multiple of 4 ME.
Processors 2
temy Hard Disk (SCSI) 19.5 GB Memory for this virtual machine: 4048 = MB
T I I VM I s Hard Disk 2 (SCSI) 97.7 GE
o allow VMs externa e ot e
'ﬁ_IE_._lNet'.-\'Drk Adapter  Host-only 32 GE
a ccess’ F=Inetwork Adapter 2 Bridged [Aub:maﬁc}& 16 GB
@Display Auto detect EGE < E Maximum recommended memory
. 4GB (Memory swapping may
Configure GNS3 VM second ocar beyond s sze.)
k d ‘b o d 168 < 6323 MB
network ada pte r to ‘ori ge SEME - g ended memory
255 ME
) 1024 MB
mode s e
&4 ME [ Guest OS5 recommended minimum
32 MB 512 ME
1& ME
& ME
4 ME
o add. .. Remove

Cancel Help

Lockstep IT Africa Limited®. All Rights Reserved. ©2016




Lockstep.iT Get to Work!

Staying in Sync

Drag RouterOS to the blank canvas to set up your desired network

€% OSPF.gns3 - GNS3

— =
Eile Edit View Contrel Device Annctate Tocls Help
‘a \ e Bl == =
e = 4 s ARl @ Q 2]
- | Topology Summary =] )
® » ) Cloud1
» &) RouterOS-1
Cloud 1 » ) Router0s-2
» &) RouterOS-3
* » &) RouterOS-4
« » ) RouterDs-3
B3 5w
——T T =
- ~ \
~ h N \
/7 N\ !
swW1 ! Router0S-5 \ :
d,_l—f I = 1 ]
J [ ] 1 Servers Summary & X
| & | ] 1.1.1.0/30 i Local
P g 192.168.137.0/24 \ I i # Loca
o= '*\ / b GNS3 WM CPU 0.0...
!
DO M AS300 s
o g
= S
-
[T 3
Console (=) ()
GMS3 management console. =

Running GMN53 wersion 1.5.2 on Windows {64-bit) with Python 3.5.1 Qt 5.6.0.
Copyright {c) 2006-2016 GM53 Technologies.
Use Help -= GMS3 Doctor to detect common issues.

Lockstep IT Africa Limited®. All Rights Reserved. ©2016




Lockstep.iT

Staying in SyNc

Use the Cloud to connect your VMs to external resources

&% Mode properties ? =

Cloud 1 configuration

Ethernet MAT UDP TAP LRI WDE MILL Misc.

Generic Ethernet NIO
ethi el
ethi Add

nic_gen_ethiethl

Linux Ethernet NIO {Linux onl Iy
dockerd -
dockero Add

Reset DK Cancel Apply
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Lockstep.iT Console

Staying in Sync

Power up your routers by right-clicking each and selecting ‘start’
Or power all at once with green ‘start’ button at the top.

Console in by right-clicking and select ‘console’

‘@ Router(s-3 - O *

MM MMMM MMM 2 IIT E ¥ EEEEEE
MMM MM MMM IITI E ERERE ERER C

MikroTik Router(5 &.36.2 (c) 1999-2016 http://www.mikrotik. com/

[?] Giw the list of available commands
command [7] Giw 1 L nd and list of arguments

command/word. If the input is ambiguous,
Tab] gives possible options

evel

al System rebooted because of kernel fail
al router was rebooted without proper shu

al router was rebooted without proper shu
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0 Lockstep.iT

At this point, the router can be configured using Winbox.

/tool romon set enabled=yes

90:EC:00 (Test-2) - WinBox v6.36.2 on CHR (x86_64)

Router0QS WinBox
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TR GG Rl Application (In my Case)

Staying in Sync

* Consulting for a small WISP
that wanted to scale up

* Need for uptime/HA with BGP
* Faster convergence with OSPF
* Improved Network Security
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Lockstep.iT Our Proposal

Staying in Sync

Access-Router-7one-4

-4 -F
L e

-r"' "”-\ ’ " / \

l - - “'\ - h
f Upstream-1 \ / \ 2 ! \
p CoreRouter-1 / EdgeRouter-1 \

. \ !

\ 1 \

d —‘_.@’7} LO@" ) [ =< vl
! )

Access-Router-fone-3

.

/ \ o
1 " S =
. As300 | \ ]
\'\ —— - ~ | ’i f
! l [
— 1 I Ass00 | Access-Router-Zone-2
P - - ~ \ I 1 _
’ \ \ | d —
\ \

ff Upstream-2 Y, CoreRouter-2 ,"
/

. \
] - \ \ -
o —— =<
K )
"-,‘ ;' 14 ‘"\ / \

!
AN As200 / A ’;’ 13 \EfgeRou ter-% Access-Router-Zone-1
T,
S = S’ =~
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BGP Setup

[admin@CoreRouter-1] > /routing bgp instance set default as=500 redistribute-static=no

Lockstep.aT

Staying in Sync

ipetties £ ‘

[admin@CoreRouter-1] > /routing bgp peer add remote-address=41.217.X.Y remote-as=200

[admin@CoreRouter-1] > /routing bgp instance set default redistribute-static=yes

NOTE: Swap IP address and AS Number with the
correct ones for each of the Core Routers and

the Upstream Routers.

Lockstep IT Africa Limited®. All Rights Reserved. ©2016




OSPF Setup

[admin@EdgeRouter-1] /routing ospf instance> add name=default

Lockstep.aT

Staying in Sync

[admin@EdgeRouter-1] /routing ospf instance> set 0 router-id=1.1.1.1
[admin@EdgeRouter-1] /interface bridge> add name=loopback
[admin@EdgeRouter-1] > ip address add address=X.X.X.X/32 interface=loopback

[admin@EdgeRouter-1] /routing ospf network> add network=Y.Y.Y.0/22 area=backbone

NOTE: Swap Router ID, Network statements,
Loopback IP Address with the correct ones for
each of the participating routers.
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0 Staying in Sync

Session  Settings Dashboard

LR ] Safe Mode Session: Uptime:3d 08:00:42 Memory;|104.7 MiB Time;07:57:58 CPU;4% B E
A Quick Set
1 CAPsMAN Fiter Rules | NAT Mangle Raw Service Ports  Connections Address Lists  Layer7 Protocols
TR o+ = | T Reset Counters || 00 Reset All Counters al ¥
1 Wircless H Action  |Chain Src. Address |Dst. Address |Proto.. |Src. Port  |Dst. Port  |In. Inter... |Out. Int... | Bytes Packets -
@ Dridge .o» Add Spammers to the list for 1 day
&2 PPP 1] .Ij add... forwa.rd 6 tcp) 255871, 0B ]
.o» Awoid spammers action
== Switch 1 HKdrop  forward 6 ftep) 25587.1... OB 0
22 Mesh .o; Add Spammers to the list for 1 day
? 2 etadd.. output 6 ttcp) 255871, 0B ]
s P P .o; Mwoid spammers action
3£ |PvB I 3 _ ﬁ?rf? output B ftcp) 25587.1... 0B 0
7 MPLS P | e ) T
2 Routing I drop | forward 7iu 53 430.3 KiB 20259
G Kdrop  input 6 tcp) 53 163 B 4
&G} System Pl 7 %dwp nput 7 ... 53 24338 7
g Queuss ] #Kdrop  input 7. 5060 87.8 KiB 204
9 K drop  forward 7iu... 5060 720.5 KiB 1660
(] Files 10 $crop forward 25365KE 56649
Log 1 HKdrop  input 0B 0
:ﬂ Radi 12 K drop  forward 1iic... 113.9 KiB 1822
¥ adus 13 drop input 1ie.. 0B 0
&,cé Tools [+ .- drop invalid connections
@ New Teminal 14 ] _..Rdmp forward" . — 6 fop) 3704 8 KiB 71165
®4 MetaROUTER 15 X 0B
™ - G 6 tcp) 0B ]
Vs Partition = 6 tep) 0B 0
| & Make Supout rif SYT
& Manual e o : - - s :
9 New WinBox 20 HKdrop  input 17 fu... 125MB 138504
@ Exit 21 HKdrop  input 0000 25528525 0B ]
22 tems
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Lockstep.iT

cl Other Tools

e GNS3 is bundled with useful

tools such as;

» VPCS (Virtual PC Simulator)- This is a simple
network testing tool that has essential
commands like traceroute, ping, arp built
in.

» Wireshark: A powerful protocol analyzer
that can be used to capture and analyze
packets
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Q. How do we move from simulation to
production Or to another platform?

» GNS3 stores all project files under one folder which is movable
to another computer. RouterOS template image file (.img)
should also be copied together with the project itself and
placed into 'GNS3/images' folder on target machine.

» Qemu stores images in gcow2 (copy-on-write) format. These
images can be run separately from GNS3.

» If in production environment different hypervisor is used,
gcow2 image can be converted to various formats using
'‘gemu-imgqg convert' command
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Advantages

» Training —Almost as realistic as building a
mock network with real equipment

Lockstep.iT

Staying in Sync

»Network Validation —Allows you test network
designs and changes before they are applied
to a production network

» Reduces downtime
> Increases RO
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* CHR is a fully functional RouterOS

Lockstep.iT

Staying in Sync

* Any descent computer that supports
virtualization can be used for Lab scenario

* GNS3 Lab configurations can be migrated to other
systems or production.

 Wireshark and other tools are bundled with GNS3
for testing and analysis

* The uses are only limited by your imagination
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Lockstep.iT Thank You!
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L Lockstep.iT

Staying in Sync

LocksteplT Africa Limited,
Vision Plaza, Mombasa Road, Suite G14.
P.O. Box 13530 - 00400, Nairobi ,Kenya.
Website: www.lockstepit.co.ke | Email: info@lockstepit.co.ke

Landline : 02023 12683 | Mobile Safaricom: 0704 979 336
Mobile Airtel : 0787 763 577
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