& A N
MiIKror 1k
The Solution for Managing Wireless Users with
MikroTik RouterOS

Presented By Mohammad Javad Sabri

MikroTik MUM Dubai October 17, 2016



* Mr. Mohammad Javad Sabri

| * Master of Science Computer engineering
e MikroTik Certified Consultant

ﬁ ﬂ * MTCNA, MTCWE, MTCTCE, MTCUME

r , ‘ e WWW.mjsabri.com

* info@mjsabri.com

* | Love MikroTik

\k: Y
Mikror ik

MikroTik MUM Dubai October 17, 2016



Table of content

* Applications
 What is HotSpot ?
 What is User Manager ?

* Getting start to Configuration Hotspot
e Configuration in User Manager

e Connect To Wireless network and test Solution

I\I‘"\: [ J
Mikror sk
MikroTik MUM Dubai October 17, 2016




Applications
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What is HotSpot ?
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What is User Manager ?
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Getting start to Configuration Hotspot
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AHP
Accounting

% IPv6 Addresses

7 MPLS . Cloud

29 OpenFlow DHCP Client
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DNS Settings =] E3

1 F
Servers. +
Cymamic Servers: Cancel

| v Allow Remote Requests | Apply

Max LUDP Packet Size: (4096

Static

Query Server Timeout: | 2.000 5 Cache
Query Total Timeout: | 10.000 3
Cache Size: (20438 KiE

Cache Max TTL: | 7d 00:00:00
Cache Used: |11
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HotSpot setup
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HotSpot setup

T

Users User Profiles  Active Hosts  |IP Bindings Service Pots  Walled Garden Walled Garden |P List

Reset HTML (| Hotspot Setup

Interface

Address Pool  |Profile Addresses ...

Hotspat
Servers | Server Profiles
L
Mame
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HotSpot setup

Hotspot Setup

*

Hot5Spot Interface: )| wian 7

Back Cancel
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HotSpot setup

Hotspot Setup =] E3

Local Address of Networc: J| BUERTES 1R P

v Masguerade Metwork

Back Cancel
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HotSpot setup

Hotspot Setup =] E3

Address Pool of Networlc:] | EREESRES 1R[] | BT -

Back Cancel

\k: Y
Mikror ik

MikroTik MUM Dubai October 17, 2016



HotSpot setup

Hotspot Setup =] E3

Select Certficate: | TN | +

Back Cancel
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HotSpot setup

Hotspaot Setup =] E3

IP Address of SMTF Server:
Back Cancel
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HotSpot setup

Hotspat Setup

DMNS Servers: —
Back Cancel
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HotSpot setup

Hotspot Setup =] E3

ONS Name: [TPETIEES ]
Back Cancel

\k: Y
Mikror ik

MikroTik MUM Dubai October 17, 2016



HotSpot setup

Hotspot Setup =] E3

MName of Local HotSpot User:
Password for the User;

Back Cancel
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HotSpot setup

Hotspot Setup

Setup has completed successfully
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Login page
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Customize page
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Customize page

File List =] E3
= 2| | Backup Restore Upload...
File Name Type Size Creatio
=] auto-beforereset backup backup 143 KE  Juls
D hotspot directary Juls
=] hotspat /alogin html html file 12938  Juls
=] hotspot /emor html hitml file 298 B Juls
=] hotspot /emors bd bt file 3615 B Juls
=] hotspet Aavicon ico ico file 03B Juls
(D hotspat.img directary Juls
=lhatspat fimgdogobotiom pog..pog file £L LN T
. [“lhotspotfoginbtml  hemifle 34888  ful
. TILTTH e o128 Juls
(D hotspaot Av directary Juls
=] hotspat.Mv./alogin htm html file 13038 Juls
=] hotspot v /emors b bt file 3810 B Juld =
L »
32 tems (1 selected) 8.8 MiB of 16.0 MiB used 44% free
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Connect hotspot to user manager
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Connect hotspot to user manager

Coud Hotspot

DHCP Client _
Servers | Server Profiles || Users  User Profiles  Active Hosts  IP Bindings

w5/ |Pv6

1 MPLS I DHCP Relay
| DHCP Server + T
7 OpenFlow
3 Routing . DN3 Mame DNS Name HTML Directory | Rate Limit (o)
Firewal * ﬁdefauh hotsnnt

a0y System [ e ™ ﬂ'hspn:nf‘l ......................... m|kmt|khntspnthntspnt ...............................................................................
g GQueues __
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Connect hotspot to user manager

Hotspot Server Profile <hsprofi: =] E3
General Login RADIUS I QK I

wilse BADIUS 7 | canese
Default Domain: il Aoply
Location [D: b Copy
Location Name: hd Remove
MAC Formnat: | 2000 o XK *

v| Accounting
Interim Update: b

MAS Port Type: |19 (wireless-802.11) ¥
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Connect hotspot to user manager

poeen 1
Q Queues dh (=1| || | Reset$
Files H | |Service Called ID

& Tools [
@ New Teminal
=5 MetaROUTER

% Fartition 0 items
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Connect hotspot tO user manager

General | Status oK
Service: [ fippp i [ Ilogin Cancel
| hotspot wireless
dhcp Apphy
Called ID: - Disable
Domain: - Comment
Address: |192.168.1.60 Copy
Secret: |mikrotik Remove
Reset Status

Authentication Port: (1812
Accounting Part: | 1813

Timeout: | 300 ms

Accounting Backup

Realm: -

Src. Address: bl
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Connect user manager to hotspot

L Radius
& Tools

B Mew Teminal

=5 MetaROUTER

% Partition
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Connect user manager to hotspot

Radius Incoming
FPort: | 3755 Cancel
Requests: ([ Apply
Bad Requests: Rezet Status
Acks: |0
Maks: 0
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Getting start to Configuration User Manager
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Login to User Manager

1. First go to this address http://yourrouteraddress/userman
2. Login to User Manager With user = admin and without password
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http://yourrouteraddress/userman

Login to User Manager
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Connect user manager to hotspot

MikroTibk

Houters

U=zers

SEESEiONS

Customers

Logs
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Connect user manager to hotspot

Router details x|

=T e T

IP address: |192.168.1.40

Shared secret. |mikrotik

Time zone: | Parent time zone i
Disabled:
Authaorization success
v Authaorization failure
Log events: .
Accounting success
Accounting failure

4 Radius incnmming

CoA support: [»
CoA port: |3799|

Add
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Create Profiles and limitations
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Create limitations

MikroTsk Profiles | Limitations

Routers

Uzers ¥ Name

SEeRsions

Customers

Logs

Payments

Profiles

Setfings

Reports

0 A =sessions
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Create limitations

Limitation details 1]
N pr———
Name: |512Kbps-1GB 1
T aarmimn I
a4 | imits
Download: (0B
Lpload: (DB
Transfer: |1G
Lptime:
A Rate limits
Rate limit: R 256K TH512K
Burst rate: Rx1348k Tli?ﬁﬂk
Burst threshold: Fbeilgzk T11384|d
Bursttime: R 16 TH 16
Min rate: Rx 128K TH 256K
Priority: | 4 ~
WO I ——

Add
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Create Profiles

MikroT sk J Prnﬂles" Limitations

Profile:| +

Routers

U=zers

Cessions
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Logs

Payments
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settings
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Create Profiles

Create profile

Mame512Kbps-1GB

[ e
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Create Profiles

W Limitations

Profile: | 512Kbps-1GB vl o+
MName: |512Kbps-1GB

Mame for users:

Owner: admin
Validity: |30d
Starts: | At first logon ~

Price: |0.00 |
| Shared users: |1 w
=ave profile | Remove profile |

Linlimited prnﬁlp

| Add new limitation ||
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Create Profiles

¥ Period
Days: v Sunday

v Monday
v Tuesday
v Wednesday
¥ Thursday
v Friday
v| Saturday

Time! 5.00:00 23:50:50

¥ Limits

% 512|{t|p5-1GEI

New limit Cancel Add
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Create Profiles

Profiles | Limitations

Profile: | 512Kbps-1GB |
MName: |512Kbps-1GB

Mame for users:

Owner: admin

Validity: |30d
Starts: | At first logon ~
Price: |0.00
Shared users: |1 v
Sawve profile Remove profile
Profile mitatons
[] |active Constraints
O |aways Transfer imit: 1024.0 MIB ,
Rate limits: 256K/512K 348K/768K 192K/:
Add new limitation Remove selected limitations
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Create Users in User Manager
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Create Users

M{f{r {:‘.'T;k Add _E::Iit Generate

""""" One

Batch

Yo Username

Routers

U=zers

SESSIONS
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Logs
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Create Users

User details |E|

& [Main

Usermname: [Userl

Password: (1234

CiicabloAd [

e e T T Bl I I

Owner: admin

w Constraints
w Wireless

* Privajed Lo
Assign profile: I 512Kbps-1GB ol

[ s ]
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Create Users

MikroTik

W Username W OTill time % Total time left
Lserl Mot set
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Sessions
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Test Solution

Please Connect to HotSpot AP2 and Login to Hotspot with userl for

user and 1234 for password

e =
i | | S
(SR | e L

nassword | eeee|
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Test Solution

Please go to http://hotspot2.mikrotik/status for Check status and log off

E'|' me Userl
P address: | 10.5.50.254
bytes up/down: | 310.4 KiB / 841.5 KiB
nnected: | 2ml2s
status refresh: | 1m
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http://hotspot2.mikrotik/status
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