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Welcome to this Workshop !

First, some basic concepts about encryption .....




* As you know, to unlock or even lock anything like a door you need a key.
* This applies to computer networks, too.
* There are two encryption methods in computer networks.

» Symmetric Encryption

» Asymmetric Encryption
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One of the most common Asymmetric Encryption methods is using computer
certificates.

In this method, we need to provide a certificate from a well-known Certificate
Authority (CA) and import it to our "Local Computer Personal Certificate

Store”.

After importing, we can use it to encrypt and sign our data.

*Note: you should have your CA, public key certificate in your “Trusted
Certificate Authority” list.



How certificates work and help us to encrypt our data in “HTTPS-(SSL)”
communications...
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Let's go to implementing SSTP ¢ OVPN on our MikroTik RouterBoard as a
Server and Microsoft Windows as a Client ......




Imagine that our Network Topology is:

Internet pr— ADSL
VPN

Local Address = 172.16.62.0/24
Gateway = 172.16.62.1

MikroTik
RB 2011 UiAS-2HnD
SSTP & OVPN Server

o

DNS Name = mik.kavoshco.comn

IP Address = 89.165.56.10/24
Local Computers Local Servers Gateway = 89.165.56.1

(Clients)




* First, basic configurations are set, including IP address, MikroTik identity
(Name), admin password, ....

* Then, as a first step of implementation, we should configure SNTP and
MikroTik Clock, because validity time is very important in issuing and
using a certificate.

(See next slide)




Configuring MikroTik Clock & SNTP Settmg

0 admin@89.165.56.10 (Kavosh-MikroTik) - WinBox v6.35.4 on RB450G (mipsbe)
ey

=] x

j[j [ﬁ Session-|£9.165 5610

|v! Enabled

Mode: |

Primary NTP Server: | 104 209 134.106

Secondary NTP Server: [172 16622

Dynamic Servers:

Poll Interval: [900:

Active Server:

Last Update:

CPU{3% Memory/224 4 MiB Uptime-24d 23:55:34 W (&)




* Now as a second step, we need to create a CA Certificate and issue a
certificate for our SSTP and OVPN Server and finally sign it with our
CA Certificate.

* After that we should export CA Public Key to import it to our client’s
“Trusted Root Certification Authorities” List.

(See next slides)




Providing CA & Server Certificates

admin@89,165.. 10 (Kavosh-MikroTik) - inBox 4 on mipsbe) -
[©] in@89,165.56.10 MikroTik) - WinBox v6.35 RB450G ( =} X
Session 7Settings Dashboard

|3| [#] | SafeMode | Session:[89.16556.10] CPU-1% Memory 2243 MiB Uptime 24d 235512 Ml ()
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Signing Certificates

' admin@B89,165.56.10 (Kavosh-MikroTik) - WinBox v6.35.4 on RB450G (mipsbe) — (m } >
Session Settings Dashboard

CPU2% Memory 224.4 MB Uptime25d 00:06:31 ll 5

Cerficates | SCEP Servers SCEPRA Reguests OTP
(#][=] [¥] [ mpor ][ canir || Card Verty || Reveke || Create Cen.

(o - —— CA‘CA '3'4 Cancel
O e

CA CRL Host: {89.165.56.10 j &

|:[es.16556.10




Exporting CA Public Key

. admin@89.165.56.10 (Kavosh-MikroTik) - WinBox v6.35.4 on RB450G (mipsbe)

<
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[o][e] [ Sdealluch | Session:[83.165.56.10]

CPU{3% Memory{223.7 MiB Uptime25d 01:0357 Ml (5

Of x
Certficates | SCEP Servers SCEP RA Requests OTP |
l [Meme  lmer [CommonName |Subject At.N...[Key Sze  [DaysValid _ [Trusted  |SCEP URL lea I+
AT CA rootcakavoshcocom i =S
KA Server mik kavoshco.com i Show Categories CA
Detail Mode
Show Columns > |
Find Ctri+F
= E3 Find Next Ctr+G
Certiicate: [N ¥ | [ Epon Select All CtieA
Export P [ |~ Cancel =3 Add INS |
=) (¥ (6)[e) [ e 2 >~ ] e =1 ;
[Fie Name 7 Type | Size |Creation = Sign
) Last-VOIP-POTI-HA-Queue backup badu.p 5157 K8 27: o
ELM\DIP-PO‘I’!-IMMM 645 KB Sign via SCEP
cert_expot_CActt P 12308 :
‘ Dpub directory Aor/08/2015 17:24:43 et e
(Dskins directory Jan/02/1970 04:33:13

4

Sitems 20.9 MiB of 512.0 MiB used 95% free
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Importing CA Public Key to Client Local Certificate Store

(Trusted Root Certification Authorities List)

Administrator Last-VOIP-P..

-

Computer

&

KavoshCo.

File Action Viev

Last-Man. = = =

Personal
v Trusted Root Certification Authorities
Certif -+~
Enterpris All Tasks » Import...
Intermed View z
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. Untruste: Refresh
Third-Pa q bes
PRIVATE ST Export List...
Client Av Help

de
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Quick Launch cert_export_..
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* Now as a third step, we should create an IP Pool, a PPP Profile and PPP Secret

which should be used with Server Certificate in Configurations after enabling
SSTP and OVPN.

* Finally, in Server Configurations, we should enable “ARP Proxy” on our
MikroTik Router “Local Network” Interface.

* It’s required to remotely access Local Network.

(See next slides)




Providing Same “IP Pool” for SSTP & OVPN Clients

. admin@89.165.56.10 (Kavosh-MikroTik) - WinBox v6.35.4 on RB450G (mipsbe) = = >
Session Settings Dashboard

CPU{0%  Memory 223.9 MiB Uptime 254 001228 M (5

Name: | SSTP_POOL |
Add [172166281172166291 | %
Next Pool: [none |5 -




Creating “PPP Profile” for SSTP & OVPN Connections

. admin@89.165.56.10 {(Kavosh-MikroTik) - WinBox v6.35.4 on RB450G {mipsbe) = = >

Session Settings Dashboard

[ ][] | SafeMode | Session:(89.16556.10) CPUS%  Memory/2239 MiB Uptime-/25d 001807 M ()

A Quick Set
i CAPsMAN
| Intedfaces
i Wirsless
53 e
=3 PPP
= Switch
©13 Mesh
5 IP
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#2& Routing
4 System
Qm
8 Files
|+ Log

2 Radius

o || g (g

[ New Teminal
®S5 MetaROUTER

| Make Supout
& Manual
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B e

Genecal Protocols | Limes | Gueue | Scapts |
Name: [SSTP_Profie ] Cancel "::‘"P'ﬁ = = S
no yes required (& default
Local Address; |172.16.62.1 F -
IR =
Remote Address: |SSTP_POOL =2 | Moot Cro Cyes @ defaut [ Commert |
dl - ,U:- & € required € defaul
Brdge no v yes
Bridge Port Priorty: | | - Remove Remove
Bridge Path Cost: | -
i Fiter: | it
Outgoing Fier: | | =
Address List: | % =
DNS Server: [172.16.62.2 =
WINS Server: | -
- Change TCP MSS
Cno & yes ¢ default
- Use UPnP
T no C yes & default




Creating “PPP Secret” for SSTP & OVPN Connections

. admin@89.165.56.10 (Kavosh-MikroTik) - WinBox v6.35.4 on RB450G (mipsbe)

Session Settings Dashboard
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| rtefaces
i Wirsless
34 Bndge
=g PPP
5= Switch
=13 Mesh
== 1P

& MPLS
#2 Routing
) System
gm
[ Files

|2 Leg

B Radus
2% Todks r
[ New Terminal
®4 MetaROUTER
#5 Partiion

| % Make Supout i
& Manual

& New WinBox

B e
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|4L|I:JD:|41[PPPMMI

CPU{2%  Memory 2239 MiB Uptime 254 00:39:41 Ml 5

|[Password | Service |Caller ID Local Address  Remote Address | Last Logged Out ]

[




Enabling & Configuring SSTP Server

. admin@89.165.56.10 (Kavosh-MikroTik) - WinBox v6.35.4 on RB450G (mipsbe) = (m | =
Session Settings Dashboard
[ ][] | safe Mode | Session:[23.165.56.1¢ CPUJ3%  Memory 2239 MiE Uptime|25d 00:41:16 M (&)
A& Quick Set
1 CAPsMAN
| Intesfaces
i Wireless
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g PPP - =
= Swch — : . ‘
°2 Mest Mmlmm'mjmlmmlwm
P P [#~|[=] [~][¢] [e2] [¥] [ PP Scanner || PPTP Server || SSTP Server || L2TP Server || OVPN Server || PPPOE Scan | Fing
- MPLS r | Name + | Type [L2MTU [Tx R | Tx Packet [p/s) | Fx Packet [FP Tx |FP Rx |FP Tx Packet fp/s) FP Rx Pz ¥ |
#Z Routing r
@& System F [w| Enabled oK
=m Port: 443 | Cancel
= i
i1 Log Max MRU: |1500 ]
Radius 1
i_rw- . MARU: |-
[ New Temninal K live Th = lED -
B T Default Profile: BTG | = |
#5 Pariion . Authertication: |v| mschap2 || mschap1 ] >
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@ New WinBox TLS Version: [any 3
[ §="1 (| Vesify Client Certficate
[_] Force AES

Cprrs



Enabling & Configuring OVPN Server

. admin@89.165.56.10 (Kavosh-MikroTik) - WinBox v6.35.4 on RB450G (mipsbe) =2 (m } =
Session Settings Dashboard

CPU!3% Memory{223.3 MiB Uptime{25d 004621 Ml (5

intedface | PPPOE Servers Secrets Profles Active Connections | L2TP Secrets |

(#~|[=] [ ~][>¢] [3] 7] [ PPP Scanner || PPTP Server || SSTP Server || L2TP Server || OVPN Server || PPPOE Scan | et
| Name /| Type [L2MTU [T ] p/s) |FxPacket(p/s) |FPTx |FP Tx Packet ip/s) FP RxPzv




Enabling “ARP Proxy” on Local Interface

. admin@89.165.56.10 (Kavosh-MikroTik) - WinBox v6.35.4 on RB450G (mipsbe) =2 = >
Session Settings Dashboard
]ﬂ@ | SafeMode | Session:[83.165.56.10) CPU3% Memory/2235 MiB Uptime25d 01:0028 Ml 5
I
I
I - ol
" | intedace | Bhemet EolP Tunmel IP Tunnel GRE Tunmel VLAN VRRP Bondng LTE
ﬂu LU al J (Fra_]
R |Tx Packet (p/s)  |Fx Packet (p/s) |FP Tx [FP Rx |FP Tx Packet fp/s) | rpmpaaumn [+~]
erface <ethe erver : 56.1 kbps 130 78 Obes Obps 0 i
Ethemet Overal Stats RxStats Tx Stats  Status ————-
Goneet | £ 5 1l 322 B kbps 266 3n Obps Obps 0 0
Name: [ether2 > Local_Network] 403 2 kbps 359 232 Obps Obps 0 0
302 kbps 35 4 Obps Obps ° [}




* After all server configurations are completed, we should configure the client side.

* To configure a Microsoft Windows operating system as a SSTP Client, a VPN
connection should first be created and “VPN type” should be changed to “SSTP”.

* To configure a Microsoft Windows operating system as an “OVPN Client”, some
OVPN client applications such as “OPEN VPN GUI” should be installed and then
provide a Config File that includes client configurations and finally use it to
connect to your OVPN server.

*Tip: (You can use Sample Configuration file that is located in "sample-config”
folder and modify it according to your server configurations.

(See next slides)
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File

Configuring SSTP Client on Microsoft Windows

1 EX > Control Panel > All Control Panel Items * Network and Sharing Center

Edit View Tools Help

Control Panel Home

View your active networks
Change adapter settings

Freedom 2
Private network

Change advanced sharing
settings

Change your networking settings

Set up a broadband, dial-up, or VPN connection; or set

% Set Up a Connection or Network

Choose a connection option

5"0 Connect to the Internet

Setup

oa or dial-

Set a new router or

access point

Et. et up a new network
al

& Manually connect to a wireless network

’ nect to a workplace
Set up a dial-up or VPN connection to your workplace.

View your basic network information and set up ¢y

Access
Home!
Conne

>

HomeGroup
Internet Options

Windows Firewall

Cancel

< [ Connect to a Workplace

3

How do you want to connect?

— Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

A @ O

—> Dial directly

Connect directly to a phone number witl

A e

out going through the Internet

e Connect to a Workplace

4

Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: ‘ mik kavoshco.com [ 89.165.56.10

Destination name: ‘ Kavosh_SSTP

[ use a smart card
[#] Remember my credentials

G [C] Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.

Create

Cancel

~ O Search Contro
; Kavosh_SSTP Properties
General Options ity N rking Sharing

Type of VPN
Secure Socket Tunneling Protocal (SSTP)

~

Advanced seftings

Data encryption:
Require yption (i

if server d

Authentication
() Use Extensible Authentication Protocol (EAP)

Properiies

@ Allow these protocols

D Unencrypted password (PAP)
D Challenge Handshake Authentication Protocol (CHAP)
Microsoft CHAP Version 2 (MS-CHAP v2)

Automatcally use my Windows logon name and
] Wi
password (and domain, fany)

5

Cancel




Connecting to the MikroTik SSTP Server

NETWORK & INTERNET

CAWindows\system3?
Wi-fi = oS

VPN

Airplane mode

Add a VPN connection
-
Data usage
Sabanet VPN
-
Dial-up Saba IntrAnet
Ethemnet Ko VPN
= £99  NETWORK & INTERNET l R
Proxy e
P.1P Tunnel . »
] i
VPN

Alrplane mode

Kavosh_SSTP

Connecting to Kavosh SSTP

+ Add a VPN connection

CiWinaoasistemiR MO eve - PNG 172166222 4 =i
e 2 —
Sabanet VPN
VPN

Dial-up E Saba IntrAnet
Eit E Kavosh VPN
Proxy

E 1P Tunnel

Kavosh_SSTP
Connected

VPN Advanced Settings
Allow connections over Metered netwol
@ on

Allow VPN to connect while Roaming

@ on

B Advanced options Disconnect
Related settings

VPN Advanced Settings
Alow VPN connections over Metered networks
@D o

Allow VPN 1

nnect while Roaming

Related settings




Connecting to the MikroTik OVPN Server

§# Specify the type of the r

# To connect to the VPN Serwi .

$¢ specify 'dev tun'. (Layer-3 " -

# To connect to the VEN Server as a bridging equipment of "Site-to-Site VEN",

# specify 'dev tap'. (Layer-2 Ethernet Bridgine Mode)

dev tun

o e Sadar et e 1
# Specify either 'proto tcp' or 'proto udp'

proto tcp

FRESSINBIIRAIIIRIF AR aaan s )
# The destination hostname / IP address, and port number of the target VEN Server

remote mik.kavoshco.com 1194 OR

FRERBSRRERABERIIBII MR E R TI IR e
# Other parameters n s5sary to connect to the VPN Server.
# It is not recommended to modify it unless you have a particular need.

resolv-retry infinite |
obind |
L t-key . r FDAT P . .
persist-tn  Sample of “Open VPN Configuration File
et Seaplesy Oen VEN Cuifig

verb 3
auth-user-pass

FEEGEERI IR R nd e ana s R e el et i
# The CA certificate file -(CA Publik Key).
<ca>

BhMCbmExC zAJBgNVBAGMAMShMOSWCQYDVQQHDAJUYTELMAKGA 1 UECqWChmEXCZAJ
BgNVBASMAMShMRWWGYDVQQDDBNSb290Q0Eua2F2b3NoY28uY29tMBAXDTEZMDCY
RTIxM]jIzOVoXDTMxMDCyM]IxM]Iz0VowXzELMAKGA1UEBhMCbmEXCzAJBgNVBAgM
AmShMQsw QQOHDA/80JP9SC4h38A==

</ca> [— [ ——— Ficke
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