aaaaa

How To Bridge Private Two LAN

Bridge LANs Over The Internet
Between Main Office and Branch Office

Kyaw Ko Ko Thu



aaaaa

MUM Yangon 2015

Kyaw Ko Ko Thu
Network Engineer

CCNA, MTCNA
kyawkokothu74@gmail.com

Kyaw Ko Ko Thu



How To Bridge Private Two LAN
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VPN Tunneling Protocol

O PPTP (Point-to-Point Tunneling Protocol)

O L2TP (Layer 2 Tunnel Protocol)

( SSTP (Secure Socket Tunneling Protocol)

 Open VPN (OpenVPN is a fairly new open source technology)

O IKEv2 (Internet Key Exchange (version 2)
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VPN (Virtual private network
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MikroTik Router OS support Protocol

PPTP
SSTP

L2TP

OVPN

IPIP

GRE

EOIP (MikroTik Router OS Proprietary protocol)
VPLS

COoOO00000D0 O
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EOIP (Ethernet Over IP)

d  MikroTik RouterOS Proprietary protocol

(d That creates an Ethernet tunnel between two routers on top
of an IP connection.

d EolP tunnel may run over IPIP tunnel, PPTP tunnel or any
other connection capable of transporting IP.

d When the bridging function of the router is enabled, all
Ethernet traffic (all Ethernet protocols) will be bridged just as
if there where a physical Ethernet interface and cable
between the two routers (with bridging enabled).

d This protocol makes multiple network schemes possible.
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JANA has reserved

e Media Access Control number of an interface.
The address numeration authority IANA allows
the use of MAC addresses in the range from
00:00:5E:80:00:00 - 00:00:5E:FF:FF:FF freely
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Use for those services

** Access Branch Office resource from Main
Office

JPPPOE
JADHCP
JApplication Server

JEtc..
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Bridge LANs Over The Internet
Between Main Office and Branch Office

8.1.0/
/ I \) A N
j. o I 8.10.0/24 !
/;\t‘&d 192.168.10.11/24
|
<o) >
Main Office B h Office
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Bridge Interface

Same Broadcast Domain

Bridge Interface
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SSTP Tunn6|(Secure Socket Tunneling Protocol )

e Secure Socket Tunneling Protocol (SSTP)

transports a PPP tunnel overa TLS 1.0
channel. The use of TLS over TCP port 443
allows SSTP to pass through virtually all
firewalls and proxy servers.
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EOIP (Ethernet Over IP) Overhead

SSTP-

 Note: EolP tunnel adds at least 154 byte
overhead (120 byte SSTP + 14 byte Ethernet +
20 byte IP)

 Note: RSA Key length must be at least 472 bits
if certificate is used by SSTP

PPTP-

 Note: EolP tunnel adds at least 42byte
overhead (8byte GRE + 14 byte Ethernet + 20
byte IP)
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s* Advantages

(] @ Easy to setup
] e Portability

] @ Security

aaaaa

Advantages and Disadvantages

+»* Disadvantages

J @ Only for MikroTik
Router OS

] @ Increase Overhead

(] e More Bandwidth
Requirement
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EOIP (Ethernet Over IP) configuration

-create SSTP Tunnel

MikroTik Router board

Application Svr

192.168.10.254/24

A.B.C.D

&

Main Office

MUM Myanmar 2015

")

| 192.168.10.0/24

192.168.100.72

@ MikroTik Router board

192.168.1.1/24
AR NS
192.168.1.0/24 ‘

Branch Office

EOIP Over SSTP

Internet connection
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SSTP Server Enable (Main Office

® admin1@1.1.1.1 {Main_office) - WinBox v5.20 on %86 (x86) = |ﬂ |£]
L Safe Mode Uplime:|22d 17:41:45 Memory/1731.9MiB CPU{8% (vl Hide Passwords B (7
Interfaces SILNCE IEI
Wireless Interface | Ethemet EolP Tunnel IP Tunnel GRE Tunnel YLAN VRRP Bonding LTE
Bridge dhv | == 7 % = ?
PPP | |Name [Type [L2mMTU [T I s |TxPac...|RxPac.. | T Bytes [Rx Bytes o | T Drops | Rix Drops| T Errors | Rix Enors | [+
Mesh DR <-®<sstp SSTP Server Obps 0 bps 0 0 87.2KiB 2581.6 KiB 0 0 0
i DR ¢-®<sstp- SSTP Server 175.8 kbps 0 bps 137 1] 143 MiB 38B 0 0 0 0
1P DR <o<sstp SSTP Server 0bps 0bps 0 0 528 24188 0 0 0 0
IPvE [ ||DR  $d<sstp SSTP Server Obps 0bps 0 1] 1048 7.5KiB 0 0 0 0
MPLS N DR <$-9<sstp- SSTP Server 0 bps 0 bps 0 i} 528 388 0 0 0 0
R 4P eoip-tunnell EolP Tunnel B5535 175.8 kbps 0 bps 137 ] 212.2 MiB 19.8 MiB 1] 0 1] 0
Routing I |IDR ¢9< .. SSTP Server 37.3 kbps 3.1 kbps 9 5 21.7 MiB E.9 MiB 0 0 0 0
Syst I R  4tbridgel Bridge 16383 17.5Mbps 1235.1 kbps 1603 1308 23.3GiB 2807.1 MiB 0 0 0 0
yERem R <4i*LAN Ethernet 16383 175 Mbps 1381.7 kbps 1603 1309 7438 GiB 157.0 GiB 0 0 0 0
Queues R ¥ AN Ethemnet 1485.7 kbps 16.4 Mbps 1080 1579 139.3GiB 756.1 GiB 0 76 1] 8
Files
Log
FRadius SSTP Server = E3
Tools O PP [=]E3 - T
New Terminal Intertace | PPPoE Seivers Seciets Profiles  Active Connections Port: |443 e
ancs
ISDN Channels #-|[=| [ 7|[22] [3] 7] | PPPScanner || PPTP Sewver || SSTP Server || L2TP Server || ovPN Server || PPPoE Scan | Max MTU: [1500 =
iy
KvM [Name / IT_vpe ‘L2 MTU |Tx [Hk ITx Pac... IFIx F‘al:...]Tx Dmps[FIx DropslTx Errors IRx Em:us" Max MRU:
Make Supout rif DR <¢-®<sst, - SSTP Server 37.3kbps 3.1 kbps 9 5 1] 0 0 1]
DR 4besstpr SSTP Server Obps  Obps 0 0 0 0 0 MRRU: [+
gt DR <®<sstp- SSTP Server 175.8 kbps 0bps 137 0 0 0 0 0 -
Exit DR 4-®<sstp- SSTP Server Obps 0bps 0 0 0 0 0 0 Keepalive Tmeout (60 | a
DR 4-9<sstp- 5 SSTP Server 0bps 0 bps 0 0 i} 1] 0 0 Default Profile: | default =
DR edcsstpl | . SSTP Server Obps  Obps 0 0 i 0 0 0 i 5]
— Authentication
[v| pap [v| chap
[v] mschapl [v] mschap2
Certificate: |none El
["] Verify Client Centificate
6 items out of 10

Py 11:19 AM
2[5 GF e ) 1282015 =

o] @ 1|0 @le 8| al
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ADD SSTP User name & password

@ admin1@1.1.1.1 (Main_office) - WinBox ¥5.20 on x86 (x86) = |ﬂ |£]
(||| | 5afe Mode Uptime{22d 17:58:32 Memory(17323 MiB CPU{5% [+ Hide Passwords I ()
Interfaces [x]
Wireless Interface  PPPoE Servers Sectets | Profiles Active Connections
Bridge #|=| [][5:] [22] [7] | PPP Authentication & Accounting |
(FiRP | [Nape _Passward ervice aller 1D [ Poofil | Remote Address | ~
Mesh 3 New PPP Secret 1112
1.1.1.4
IP J @ Name: [Usenl\!ame_ ] l 0K I 1.1.1.6
1.1.1.
IPv6 : g Password: \"‘“"” | - Cancel 111 180
MPLS b4 . :
it = 1.1.1.101
o avie: e (= Com
Spem | el )
Queues Profile: \defau[l II 3]
ke Local Address: \1,1.1.5 IA
Lo
g. Remote Address: [1 116 I -~ Remove
Radius
e r Remote IPv6 Prefix | e
New Terminal oA ‘ | =
ISDN Channels
KWM Limit Bytes In: | |~
Make Supout.rif Limit Bytes Out: ‘ | -
Morniet enabled
Exit
6 items

) @le 8FEfe =

~ 11:36 &AM
2 5 G} al OB of28/2015 M

ose| @
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SSTP Client Configuration(Branch Office

=

® admin@192.168.1.254 ( - WinBox v6.28 on RB450G {mipsbe) _Iﬂlﬂ

Sessions Settings Dashboard

Safe Mode | Session:[192.168.1.254) 1)

A5 Quick Set
&8 Interfaces
45, Bridge
=3 PPP Interf
nterrace
== Switch
13 Mesh General Dial Out | Status | Trafic|
gl IP Connect To: || A.B.C.D"
& Sytom I pot (463
& Queues | PPPGE Servers Secrets Profiles  Active Conny Prowy: |
(] Files
- (4= [][3] [ca] [] [ pre scome | oo prPa (14
k‘g Log [Name [Type [L2MTU Certificate: [none =
Radius R 4-®pppoe-outl PPPoE Client z .

& Tooks R e o SSTP Client [ ] Veiify Server Certificate

[v] Verify Server Address From Certificate
New Terminal [ PFS
= MetaROUTER
5 Parii User: l User Name l
[_'.1 Make Supout.rif PResroats [,."“.x., E‘
& Manual Profile: [defadt-enmyption | 3]
: New WinBox Keepalive Timeout: |60 |~

Exit
[ ] Dial On Demand
[] Add Default Route
2 items out of 7 (1 selected) Default Route Distance: [1
Allows: [ mschap2 mschapl
chap pap

7 11:23 AM
2[5 7 i ) ofz8i2015 =

= @ Do @ e e &
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EOIP (Ethernet Over IP) configuration

-Create EOIP Tunnel

A.B.C.D

SSTP Server
MikroTik Router board 1115

192.168.10.2

0

Application Svr

P
QS ssss
: | 192.168.10.0/24

e

Main Office

MUM Myanmar 2015

S

EOQIP Over SSTP

Internet connection
SSTP Tunnel

192.168.100.7

1

SSTP client
I-I.1'6 MikroTik Router board

-168.1.1

192.168.1.0/24

==

<>

Branch Office
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EOIP (Ethernet Over IP) configuration

- Create EolP tunnel On Main Office

. New Interface
General | Status

Name:
Type:

MTU:
Actual MTU:
L2 MTU:

MAC Address

ARP:

Local Address:
Remote Address:
Tunnel ID:

Keepalive:

DSCP:
Dont Fragment:

enabled

Traffic

EolP Tunnel

aa:bb:cc:11:22:33

enabled

b B
1.1.16
0

inherit

no
v| Clamp TCP MSS

+

4

*

+l

%
0]
L |x]

%
3
]
@

Apply

i

]
A

H

Remove

P |
Y
s

MUM Myanmar 2015

Enable EOIP tunnel

Local Address and
Remote Address is SSTP
Tunnel Ip address
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EOIP (Ethernet Over IP) configuration

- Create EolP tunnel On Branch Office

New Interface =] E3
Genersl | Status | Trfic e Enable EOIP tunnel
Type: [EolP Tumel (oo || @ Local Address and
g — Remote Address is SSTP
L2 MTU: f ]
MAC Address aa:bb:cec:11:22:33 L Rz:ie : Tunnel Ip address
ARP: enabled * | =
Local Address: 1.1.1.6 -
Remote Address: 1.1.1%
Tunnel ID;: 0
Keepalive -
DSCP: inhert -
Dont Fragment: no
v Clamp TCP MSS
enabled

MUM Myanmar 2015 Kyaw Ko Ko Thu



EOIP (Ethernet Over IP) configuration

-Create Bridge interface On Both side
- Bridge local interfaces with EolP tunnel on both side

@1.1.1.1 {(Main_office) - WinBox v5.20 on #86 (x86) = |ﬂ‘ |£]
|| e Safe Mode Uptime22d 18:02:55 Memory]1732.4 MiB CPUJ8% (vl Hide Passwords W (7
Interfaces IEIEI IEI
Wirel LTE
retess General \ STP Status Traffic oK o (Find
it L Name: Iblidge1 ] Cancel s
PPP ‘ — Tz [Rx ’ [Tx Pac‘A“J Rz Pac... lTx Bytes [Hx Bytes | TxDrops lle Drops|Tx Errol_;JHk Errors | ]77
Mesh O Type: |Bridge | Apply Obps 0bps 1] 0 87.2KiB 2584.0KiB 0 0 0 0
i O MTU: l1500 ] 131.9 kbps 0 bps 85 1] 30.9MiB 38B 0 0 0 0
i g : Obps Obps 0 0 528 3958 0 0 0 0
IPv6 | [ L2 MTU: [16383 ] Obps 0bps 0 ] 528 2768 0 0 0 0
- |9 m 0bps 0bps 0 a 1048 9.9Ki8 0 0 0 0
LiFES i MAC Address: |02:38:54:25.E0:1C | 0b 0b 0 0 528 388 0 0 0 0
: |02:38:54:25:E0: = ps ps
Routing > ||H ARP: | bled ”ﬂ 131.9 kbps 0bps 85 0 228.8 MiB 19.8 MiB 0 0 0 0
- o[ - enave 38.6 kbps 2.8kbps 7 4 231 Mig 7.2MiB 0 0 0 0
giem A Admin. MAC Address: | |+ 129Mbps  10162kbps 1259 1101 255GiB 3011.1 MiB 0 0 i 0
Queues A 12.9 Mbps 1139.6 kbps 1259 1101 746.1 GiB 157.3GiB 0 0 0 0
Fias H IM 1153.8 kbps 11.4 Mbps 308 1172 133.5GiB 758.3GiB 0 76 0 8
Log Bridge O x|
Radius Bridge Ports I Filters NAT Hosts
I> -
locks [#][=] ][] [=] [w] Z
Nevs Temminal Ilnlelface /| Bridge | Priority (h... [F’ath Cost ‘Hmiznn [Hnie [F!cn)( Pat... ‘ JV
ISDN Channels A LAN bridge1 80 10 designated port
42 eoip-tunnell bridge1 80 10 designated port
KvM
Make Supout.rif =
enabled unning
Manual
Exit
2 items
11 items

sl @ 2|0 @€ PO =

MUM Myanmar 2015
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EOIP (Ethernet Over IP) configuration

-Now both sites are in the same Layer2 broadcast domain. You can set up IP
addresses from the same network on both sites.

*Add EOIP interface

*ADD Bridge

*ADD to LAN port and SSTP-Out in
Bridge

192.168.10.25¢/24

*Add EOIP interface
*ADD Bridge

ADD to LAN port and SSTP-Out in
Bridge
192.168.1.0/24
Application Svr 9_[6

1
S | \) é
A R ’
1 2l .10.0/24
% | 192.168.10.0/24 92.168.10.0/2

‘@}
IP-192.168.10.11
Net-255.255.255.0

GW-192.168.10.254

Main Office Branch Office
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EOIP (Ethernet Over IP) configuration

SSTP Server SSTP Client

WAN Interfa

SSTP Tunnel

EOIP Tunnel

EOIP tunnel Interfac

EOIP tunnel Interface)

LAN Interface

Bridge 1
MAIN Office

# Enable SSTP Server and SSTP Client .Create SSTP Tunnel
# Add to LAN Interface and EOIP Tunnel Interface in Bridge
Interface

Branch Office
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EOIP (Ethernet Over IP) configuration

- Create SSTP tunnel
- Create EolP tunnel
I -_Brldg_e local interfaces with EolP tunnel

(&) 2dmin@02:08:84:7F:03:51 (Branch_office) - WinBox v6.32.2 on RB951G-2HnD (mipsbe!

LodIRe] Safe Mode | LoiR e Safe Mode
Intefaces Ay Quick Set
Vireless + al ¥ LcAPsMAN | =l (¥
Bridge | Address _ Network Inteface = Interfaces Address /| Network Interface
PPP Wi D w1116 1115 sstpout
- 1 Wicioas %°152.168.1.1/24 152.168.1.0 LAN
Mesh ID *1.1.15 1116 sstp L 4 Bridge D °192.168.100.72/24 192.168.1000 WAN
1P f : =% PPP
IPvE J < NS 150 WAN = Switch
MPLS I 4r192.168.10.25... 192.168.100  LAN osm — EolP Tumel | 1P T — AT REEEIE —
Routing I g IP Dl e al [y
SRES : Inteface Ethemet EolP Tunnel ||P Tunnel GRETunnel VLAN VRRP Bonding LTE MPLS ! Name / [Type Actual .. [L2MTU [Tx Rx
Queues + al [y # Routing P |[IRS @eoiptunnell  EolP Tunnel 1458 65535 7.4 kbps
Files - System |
= Name + [ Type MTU  [L2MTU [Tx Rx T
9 R 4peoiptunnell EolP Tunnel 1500 65535 200kbps 7.4kbps Q Queues Bridge
Radius Files Bidge Ports Fiters NAT Hosts
Tools I Bridge Log
New Teminal Bidge Pots |Fiters NAT Hosts @ ok + | a| [\
sl . |Interface Bridge Priority (h... |Path Cost |Horizon |Role
2o Chemeh + a3l [T <, Tools ‘ FALAN bridge 1 80 10 designated pot
KvM Inteface + |pidge Priorty (... |Path Cost | Horizon | Role B New Terminal feoiptunnell  bridge 80 10 designated port
Make Supout rif | AELAN bridge 1 80 10 designated po
Hheoptonnel]  bridgel 80 10 designated po £3 Mot2ROUTER
Manual #5 Parit
Ve Partition
E « Make Supout sif
€ Manual 1iten]
B B —
1
2items
2items
7 tems

@ admin1 @192.168.10....
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EOIP (Ethernet Over IP) configuration

-Test DHCP requests over EolP

LoRiie Safe Mode

A5 Quick Set
i CAPsMAN
# Interfaces
. Wireless
&5 Brdge

=% PPP

= Switch

® 2 Mesh

MPLS
# Routing
System
& Queues
Files
Log
# Radius
=, Tools
B New Teminal
< MetaROUTER
#2 Partition
- Make Supout rif
& Manual
B Bdt

(\_,- admin@02:08:84:7F:03:51 (Branch_office) - WinBox v6.32.2 on RB951G-2HnD (mipsbe) E o & X4
v| Hide Passwords [l ()
=
+ 7
Address Network Interface hd
D w1116 1.1.1.5 sstp-out1
9 192.168.1.1/24 192.168.1.0 LAN
D =7192.168.100.72/24 192.168.1000 WAN
Inteface Ethemet EolP Tunnel ||P Tunne! GRE Tunnel VLAN VRRP Bonding LTE
+ 7
Name Type Actual ... [L2MTU (Tx Tx Packet {p/s) Rx Packet (p/s) s
RS  4peoipiunnell EolP Tunnel 1458 65535 19.7 kbps 89.8 kbps 10 32
Bidge Ports | Fiters NAT Hosts
= s N
+ T 1 BN Administrator: C:\Windows\system32\cmd.exe ‘iﬂ@
Inteface Bridge Priority (h... |Path Cost |Horizon |Role 1 »s\Eastern>ipconf ig
AN bridge 1 80 10 designated pd )
+teoiptunnel 1 bridge 1 80 10 et M indows IP Configuration
1iten|
Tunneling Pseudo—Interface:
DN
" 1a5
Tunnel adapter :-7B46-41F6-9016-861 E6D2B5F@'
E Media disconnected
2items
3items

admin@02:08:84:7F0... = @ adminl @192.168.10....

MUM Myanmar 2015

Kyaw Ko Ko Thu



EOIP (Ethernet Over IP) configuration

-Test Mikrotik Neighbor discovery software (Winbox)

(& admin@02:08:84:7F:03:51 (Branch_office) - WinBox v6.32.2 on RB351G-2HnD (mipsbe)

[SlE =
0 |[ | | safe Mode | Hide Passwords [ ()
s Quick Set [x]
. CAPsMAN ‘ + e [ ¢
™ Intefaces Address / | Network Interface b
D 1116 1115 sstp-out1
Wi
- Wiolese 192.168.1.1/24 19216810  LAN .
#+ Brdge D °192.168.100.72/24 192.168.1000 WAN © MikroTik WinBox Loader v2.2.18 =1 ®
=% PPP
o Connect To: [ 192.168.10.254 | comnect | ' =]
43 Interface  Ethemet EolP Tunnel | IP Tunne! | GRE Tunnel VLAN VRRP Bondng LTE Lgio - AG Aeklress | TP Address | Identity Version | Board Name
i - 02:08:84 192.168.1.1 Branch_office 6322  RB951G-2HND
i IP L J 3 £ ? Password; | 02:38:54 192.168.10.254 Main_office 5.20 x86
MPLS r = : - D4CA:6D: 192.168.88.1 113 RB260GSP
||| [Name ‘[ Type Actual ... L2ZMTU [Tx Fx Tx Packet p D4:CA:6D: 192.168.88.4 MikroTik 113 RB260GSP
# Routing I RS 4Peoiptunnell EolP Tunnel 1458 65535 8.0kbps 30.3 kbps
System
e Bridge l Note:
Flles Bidge Pors |Fiters NAT | Hosts
Log * al [y | Address /|
‘,'.Q Radius 192.168.1.1
= - [Inteface Bridge Priority (h... |Path Cost |Horizon |Role Root Pat...
%, Tools AN bridge 1 20 10 designated port
B New Teminal 4eoip-tunnell bridge 1 80 10 designated port
< MetaROUTER P 1, »
#5 Parition
+ Make Supout rif
€@ Manual [1ten I
B e — 1
\
2items

admin@02:08:84:7F... ® 2dmin1@192.168.1... ® MikroTik WinBox L... i & » ; jpgimage_downlna... a | g ¥ 3:42 PM

S
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a* Applications Places W 2 Wedio:11am B mtgit

FreeRDP: 192.168.1.253

10:06 AM
¥ [Fb l@ '{b 94302015

- WinBox v6.28 on RB450G {(mipsbe)

Interface

/| Type [LzmMTU |72 |TxPacket(p/s]  |RxPacket(p/s) |
4#WIFI_network  Ethemet 1520 5.6 kbps 2

Atbiidgel Bridge i bt e 2
4P eoip-tunne _ EolP Tunnel 65535 ~ 37kbps 122.4 kbps ns;
<ivetherl Ethemet b

sivether2 Ethemnet
sipetherd Ethemnet
¢ipetherS Ethemet
4-»pppoe-out1 PPPoE Client
4-&sstp-outl SSTP Client

‘DD
o

_,
e

DIDIDIDDDD

245.8 kbps
23.8 kbps 36
4.0 kbps ]

559.4 kbps

2031 kbps

w

Ei[mtgit@mail:'iDesktop] ] @[megit@mait-/neskmp] | A FreeRDP:192.168.1.253 I é [FreeRDP: 192.168.1.200]
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a* Applications Places

4 2 Wed10:32 AM 8 mtgit

FreeRDP: 192.168.1.253

P B .

Bridge Interface: [sstp—ouﬂ

3 PPP Entiy Timeout: | 00:00:03

~ Filters

Src. Address: [1.1.1.1

Dst. Address: |1.1.1.2

52 Switch - Collect Sre. Address6: [::/0
V| Sic. Address Addresst
“15 Mesh S g:_ El 2’:: AddressE Dst. AddressE: ]::ID WE (T
MAC Protocol Pait MAC Protocot: |al | =]
€53 System »
@0 [v] Protocol [] VLAN Id Protocol [any =]
icues [v| DSCP

[ Files Port: [any £
[] Loa VLAN Id: [any =]
I Radius DSCP: [any | =

l\
R Tools ...  |Protocol |Sre. |Dst. |VLAN Id|DSCP | TxRate |RxRate |TxPack...|Rx m [+
(@8] New Terminal 0 i 471111 111.2 5 110__J
=] 3 FLEL ALK LB et T c.am 35.0 ROPS 4
MetaROUTER
Partition
[ Make Supout.rif
@& Manual
[B Exit

|Total Tx: 7.3 kbps | Total Fix: 149 9 kbps | Total T Packet: 10 Total Rx Packet: 114

@[mtgit@mail;'fbesktop}] Bl [mtgit@mait:~/Desktop] J A FreeRDP:192.1681.2.. | A [FreeRDP:192168.1... @[mcgh@maiu-mesktop]] @ [Wireshark'Downloa...J 1/4

©
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a* Applications

Places

4 2 Wed10:50AM & mtgit

-

[=8] New Terminal

I~

(Running)

FreeRDP: 192.168.1.253

o] & 5 2 @ 5[C

@ admin@192.168.1.254 (R - WinBox v6.28 on RB450G (mipsbe)

v P B s g

— Filters

. Stat
Interface: |eoip-tunnell |#|  Ssic Addess: |0.0.0.0/0 | ‘E
Entry Timeout: |00:00:03 |s  Dst Address: [0.0.0.0/0 | ':
~ Collect Sic. Addressé: /0 ]
Sic. Address [ Src. Address6 l New Window
e o Dst. Addresst: [=/0 ]
[ MAC Protocol Pait MAC Protocot [all =]
[v| Protocol [ vLAN Id Protocal |any =]
[v| DSCP
Pott: |ary | =]
VLANId: [ang [=]
DSCP: [any |=]
|Et.. 7 |Pret..|Sre. |Dst. |VLAN Id|DSCP  |TxRate |RxRate |TxPack..|RxPack..| -
800 (ip) 17 (.. 192.168.1.255:137 [netbio... 192.168.1.66:137 [netbios... Obps  Obps 0 0
86dd.. 17(.. 547 0.0.0.0:546 1320bps  Obps 1 0

| Total T 1320 bps | Total T Packet: 1

| Total Rx Packet: 0

Ei[mtgie@mail:-meskmp]] E[mtgi‘:@mnit'lDesktop] ‘A FreeRDP:lSZ.lﬁB.l.Z...‘A FreeRDP:192.168.1.2...l @[mtgh@maiu-mesktop]l @ [Wireshark - Downloa... | 1/4 @
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a* Applications Places W 2 wediziz7zpm B mtgit

FreeRDP: 192.168.1.253

-

el & b @ F (M TPEG 2

101258 220.754307000 1.1.1.1 1.1.1.2 GRE 478 Encapsulated 0x6400 (unknown)

S = 5 5
TZSP: Ethernet: =
Ethernet II, Src: 00:00:00_00:00:00 (00:00:00:00:00:00), Dst: 00:00:00_00:00:00 (00:00:00:00:00:00)
Internet Protocol version 4, sSrc: 192.168.1.254 (192.168.1.254), Dst: 192.168.1.253 (192.168.1.253)
User Datagram Protocol, Src Port: 37230 (37230), Dst Port: 37008 (37008)
TZSP: Ethernet:
etharnat IT Srcs N0-00-00 000000 (0000000000000 Det e N0-00-00 A0-00-00 o000 0000000 )
Internet Protocol version 4, Src: 1.1.1.1 (1.1.1.1), Dst: 1.1.1.2 (1.1.1.2)
version: 4
Header Length: 20 bytes
= Differentiated services Field: 0x00 (DSCP Ox00: Default; ECN: Ox00: NOt-ECT (NOT ECN-Capable Trlansport))
0000 00.. = Differentiated sServices Codepoint: pefault (0x00)
vee. .00 = Explicit Congestion Notification: Not-ECT (Not ECN-Capable Transport) (0x00)
Total Length: 88
Identification: 0x42b8 (17080)
® Flags: Ox00
Fragment offset: O
Time to Tive: 64

i) [ [ B # F

Cc Routing Encapsulation (47)
= Header checksum: 0x33bb [validation disabled
[Good: False]
[Bad: False]
Source: 1.1.1.1 (1.1.1.1)
pestination: 1.1.1.2 (1.1.1.2)
[source GeolIP: Unknown]
[Destination GeoIP: Unknown]
{ Generic Routing Encapsulation (0x6400 - unknown)
= Flags and version: 0x2001
= Checksum Bit: No
Routing Bit: NO
ceae s Key Bit: ves
sorel) wwew we e se e Sequence Number Bit: No
strict source Route BiT: NO
Recursion control: O
wees e 0000 O... Flags (Reserved): 0
weees s waeime s iOO% version: Enhanced GRE (1)
pProtocol Type: Unknown (0x6400)
Key: 0x003c0000
= pata (60 bytes)
pata: fFFffffffffffocsbfdf30c4b080600010800060400010c8h. ..
[Lenath: 601

00 00 45 58 42 0040 By  -..--- E. .xB...0Q
01 01 01 00 00 3Cc ENNEE B .d..<
f f ™ 4b 08 06 ataae e | e
08 00 00 4b =S Al

00 00 [o]0] o]0}
PATANATAY [alal [atal

Dive waia vans aaas

sl anivavey e w6 s

[
oo

o
.
]

.| . - [,

[ Ll

1

@[mtgu@maiu-mesl«op]] @[mtgh@mnit'lDesktop]‘ Q [IAL Gateway - Packe... ‘A FreeRDP:192.168.1.2...l Q FreeRDP:192.168.1.2... ]A FreeRDP:192.168.1.2...‘ 1/4 o,
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a* Applications Places W 2 Wed10:11 AM [x] mtgit
- - — 3 = + o .. 10:05AM
f,.start| s S = e \ v P 9/30/2015 =

b - WinBox v6.28 on RB450G {mipsbe)

| Safe Mode |

A& Quick Set
1 Interfaces

3P f
£23 System ¥
B Queues

] Files

[ Log

H Radius

SR Tools )
New Terminal
] MetaROUTER
€ Partition

D Make Supout.rif
& Manual

B Ext

CF’U:{ZE’/; MemotyéZBSMB [v| Hide Passwords [ ()
Interface List 5 x|

‘lnlﬂlace]Ethemel EolP Tunnel [P Tunnel GRE Tunnel VLAN VRRP Bonding LTE

=] [l[x] [a] [7]

~|Name /| Type |Rx

|TxPacket(p/s)  |RxPacket(pss) |
0

-

246.5 kbps 207.6 kbps
76.3kbps 1129 Kbps

\cmd.exe - ping 192.168.10.200 -t
C@A4

Ethernet SL=s =S
Bridge
EolP Tu

4i»WIFI_network
+tbridge1

4 eoip-tunnell
4 etherl

4% ether2
4petherd
4ipetherS
4-»pppoe-outl
4-#sstp-outl

0
229
124

92
23

w0

Il:DII:UaJJ:UJUJJ‘

Pinging 192.168.18.2 of data:
Reply from 192.168. a S ite=3ms
Reply 192.168. = = it e=38ms
Reply 192.168. ;3

Reply 192.168.

Reply 192.168.

Reply 192.168.

Reply 192.168.

Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply

TTL=64
ITL=64
TTL=64

=64
TTL=64

192.168.1 s TTL=64

bytes=32

Bl [mtgit@mail:~/Desktop]

‘ items (1 selected)

FreeRDP:192.168.1.253

[mtgit@mail:~/Desktop] A [FreeRDP:192.168.1.200]
— n <

MUM Myanmar 2015

1/4
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a* Applications

=

Places

W 2 Tue 9:15AM B mtgit

el & & 4 @ OlC[®

New Terminal
] MetaROUTER
@ Parition

[ Make Supout.rif
& Manual

B ext

l_..“ [remode desktop.odt -’ Bl [mtgit@mail:~/Desktop] } @ [cisco = Google Searc...

@ admin@192.168.1.254

[#-][=] [~llx] [=]

) - WinBox v6.28 on RB450G (mipsbe)

FreeRDP: 192.168.1.253

- 3:10 AM
* 7 B gpgms B

Intettace | Ethemet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP Bondng LTE

Interface <sstp-outl>

|TxPacket(p/s] | Aix Packet (p/s)
1 1

5.9 kbps 1

2.0 Mbps 203 262
133.6 kbps 136 128

| #|34.0 kbps

41.5 kbps 88 103

| 2[7p¢s

| 7|36.5MiB

| #[261 898

|2l0

Il T 6.7 kbps
R« 34.0kbps
1

L

Il T« Packet 9p/s
Bl R« Packet: 7 p/s
1

bl

| enabled | unning

e - 1
CE 192.168.10.200 - Remote Desktop Connection

2 B

Computer dhcp

new dhcp

oﬁ!_ [FreeRDP:192.168.1.... l :mtgit@mail:-lDesktap ] ‘ FreeRDP:192.168.1.2...‘ 1/4 0
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a* Applications Places W 2 Wed10:12AM 8 mtgit

=

FreeRDP: 192.168.1.253

o] B @[ @ B G TP BG

@ ad 1192.168.1.254 - WinBox v6.28 on RB450G (mipsbe) |5 x]

[L2MTU |Tx |Tx Packet(p/s) | Rx Packet (p/s)
R «i*WIFl_network  Ethemet 1520 96.2 kbps 17 18
R 4tbrdgel i s St 236 264
|RS dPec  EolP Tunnel 65535 1863.8 kbps | ‘ 83 222
[ ||[R  sivether St bl bt 360 467
~ RS ¢ivether2 Ethemet 1520 3.7 Mbps 238.9 kbps 4339 253
R <isetherd Ethemet 1520 257.3 kbps 51.4 kbps 37 68
R ¢iretheis Ethemet 1520 1016 bps 0bps 2| 0
R 4®pppoe-outl PPPoE Client 450.5 kbps 4.0 Mbps 368 453
R 4®sstp-outl SSTP Client 64.5 kbps 1936.6 kbps 84 366

@B 2 Minutes remaining

Copying 1 item (43.2 MB)

Ei[mtgit@mail:"lDesktop] ] @[mtgh@mait'lDes!«op] | A FreeRDP:192.168.1.253 I é [FreeRDP: 192.168.1.200]

MUM Myanmar 2015 Kyaw Ko Ko Thu



a* Applications Places W 2 Wed10:15AM [x] mtgit

L EN

'ﬁ Speedtest.net by Ookla - The... x
6_ fj [ .speedtest.net ‘ -4, Search ﬁ E ‘ ﬁ‘ e =

. 10:10AM
12 gr30p015

BETE|

OOKLA SPEEDTEST PINGTEST AWARDS
() SPEEDTEST wd ADVERTISE 4 BECOME AHOST @3 My RESULTS () SUPPORT &% SETTINGS § LOGN § CREATE ACCOUNT

SatSite 2.5G macro BTS o

Lightweight, low power base station Software upgrade to 4G LTE ;
® O

_ ————— — QZ Minutes remaining
Slow ‘ @ PING 0 DOWNLOAD SPEED @ @ UPLOAD SPEED Copyha TR _
2 5 ms 1 1 6 Mbps 1 33 Mbps
S p ee dS H T ——— - Name: UniFi~ins::IIer
H AR From: T wWari
Make your PC SRREERECET Tpc:l ,. Desktop (Ca\l.?ssers\ndministrator,SERVER\Desktop

g 1 (17 2 MB)
140 KBfsecond

faster by fixing SLOW PC PERFORMANCE? Are you on

system issues Run a test to identify issues
and Ehebd U Jour FiC Yatanarpon,Telepo“rt Internet

%, Service? \_~J
i .\i/ :J Fewer details

g’
Take our Broadband Internet Survey! TS

Cancel |

Measure the quality of ‘
o ; @

your connection. .
: Satellite Internet
\ BEGIN TEST
Global Satellite Services -

T R Satellite Internet

Yarga
®

Hosted by
nma Po

i and

Advertise on Speedtest.net

AP e ()

Bl [mtgit@mail:~/Desktop] [mtgit@maili~/Desktop] é FreeRDP:192.168.1.253 \ [FreeRDP:192.168.1.200] Bl [mtgit@mail:~/Desktop] 1/4
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Thank You

Kyaw Ko Ko Thu



Good Bye

Myanmar MikroTik User Meeting
Welcome To Next Years
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