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Theory of IPv6
• IPv6 is designed to be the successor to IPv4.
• Projections show that all five RIRs will run out of IPv4 addresses 

between 2015 and 2020.
• With an increasing Internet population, a limited IPv4 address 

space, issues with NAT and an Internet of things, the time has come 
to begin the transition to IPv6!

• IPv4 has a theoretical maximum of 4.3 billion addresses, plus private 
addresses in combination with NAT. 

• IPv6 larger 128-bit address space provides for 340 undecillion
addresses.

• IPv6 fixes the limitations of IPv4 and includes additional 
enhancements, such as ICMPv6.
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Scope IPv6

Addresses have scope

• Link-local: The scope is the local link (nodes on the same subnet)

• Unique-local: The scope is the organization (private site addressing)

• Global: The scope is global (IPv6 Internet addresses)

 Addresses have lifetime

Valid and Preferred lifetime

Link-LocalSite-LocalGlobal
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Types of IPv6 Addresses
• Unicast

• Address of a single interface
• Delivery to single interface

• Multicast
• Address of a set of interfaces
• Delivery to all interfaces in the set

• Anycast
• Address of a set of interfaces
• Delivery to a single interface in the set

• No more broadcast addresses

MUM Myanmar 2019



IPv6 Address Representation: Link Local

Mandatory address for communication between two IPv6 devices

Automatically assigned by router as soon as IPv6 is enabled

Remaining 54 bits
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Link-Local & Site-Local Unicast Addresses

Link-local addresses for use during auto-configuration and 
when no routers are present:

Site-local addresses for independence from changes of TLA / 
NLA*:

interface ID1111111010 0 interface ID

1111111011 0 interface IDSLA*
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IPv6 Address Representation: Global Unicast

Global unicast and anycast addresses are defined by a global routing 
prefix, a subnet ID, and an interface ID.
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Global Unicast Addresses
public topology(45 bits)

interface IDSLA*NLA*TLA001

public

topology

(45 bits)

site

topology

(16 bits)

interface

identifier

(64 bits)

TLA = Top-Level Aggregator
NLA* = Next-Level Aggregator(s)
SLA* = Site-Level Aggregator(s)
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IPv4 and IPv6 Coexistence
• The migration techniques can be divided into three categories: 
• Dual-stack, Tunnelling, and Translation.

• Dual-stack: Allows IPv4 and IPv6 to coexist on the same network. Devices 
run both IPv4 and IPv6 protocol stacks simultaneously.
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Tunneling

• Tunnelling:  A method of transporting an IPv6 packet over an IPv4 network. 
The IPv6 packet is encapsulated inside an IPv4 packet.
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Translation

• Translation: The Network Address Translation 64 (NAT64) allows IPv6-
enabled devices to communicate with IPv4-enabled devices using a 
translation technique similar to NAT for IPv4. An IPv6 packet is translated 
to an IPv4 packet, and vice versa.
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IPv6 Address Representation EUI 64

IPv6 uses the extended universal identifier (EUI)-64 format to do
stateless autoconfiguration.

This format expands the 48-bit MAC address to 64 bits by inserting
“FFFE” into the middle 16 bits.

To make sure that the chosen address is from a unique Ethernet MAC
address, the universal/local (U/L bit) is set to 1 for global scope (0 for
local scope).
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Tunneling IP6 via IP4

This allows encapsulating IPv6 packets in IPv4 packets for transport
over IPv4 only network.

This will allow IPv6 only end stations to communicate over IPv4 only
networks.
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IPv6 Package in Mikrotik
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LAB
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Topology

2001:db8:acad:1::1/64 2001:db8:acad:3::1/64

Ether 5 
192.168.100.2/30

Ether 5 
192.168.100.1/30

R1
Tunnel 1:1:1:1::1/64

R2
Tunnel 1:1:1:1::2/64

Ether1 
2001:db8:acad:1::2/64

Ether1 
2001:db8:acad:3::2/64
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IPv4 in R1
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Tunnel Interface in R1
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IPv6 Configuration in R1 and PC1
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IPv6 route in R1 (Default Route) 

::/0 is Default Route in IPv6
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IPv4 in R2
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Tunnel Interface in R2
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IPv6 in R2 and Host
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IPv6 Route in R2 (Default Route)
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Ping Tunnel from PC1 
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Ping R1 and PC1 from PC1
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Ping R2 and PC 2 from PC1 

MUM Myanmar 2019



Ping Tunnel from PC2
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Ping R2 and host from PC2
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Ping R1  from PC2
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Thank You Myanmar 
dutymlg@gmail.com

+62 816559940
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