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Theory of IPv6

* IPv6 is designhed to be the successor to IPv4.

* Projections show that all five RIRs will run out of IPv4 addresses
between 2015 and 2020.

* With an increasing Internet population, a limited IPv4 address

space, issues with NAT and an Internet of things, the time has come
to begin the transition to IPv6!

* IPv4 has a theoretical maximum of 4.3 billion addresses, plus private
addresses in combination with NAT.

* IPv6 larger 128-bit address space provides for 340 undecillion
addresses.

* IPv6 fixes the limitations of IPv4 and includes additional
enhancements, such as ICMPve6.



Scope |Pvb

Addresses have scope

 Link-local: The scope is the local link (nodes on the same subnet)

* Unique-local: The scope is the organization (private site addressing)
* Global: The scope is global (IPv6 Internet addresses)

> Addresses have lifetime
Valid and Preferred lifetime




Types of IPv6 Addresses

Unicast
 Address of a single interface
* Delivery to single interface

e  Multicast
 Address of a set of interfaces
* Delivery to all interfaces in the set

* Anycast
e Address of a set of interfaces
* Delivery to a single interface in the set

e No more broadcast addresses



|IPv6 Address Representation: Link Local

< 128 Bits >

< 64 Bits >

FES80::/10

10 Bits

Mandatory address for communication between two IPv6 devices
Automatically assigned by router as soon as IPv6 is enabled



Link-Local & Site-Local Unicast Addresses

Link-local addresses for use during auto-configuration and
when no routers are present:

1111111010 0 interface ID

Site-local addresses for independence from changes of TLA /
NLA*:

1111111011 0 SLA* i interface ID




IPv6 Address Representation: Global Unicast

123 132 /148 164

: : ' ' g

Registry—>i
ISP Prefix ——»
Site Prefix
Subnet Prefix

Global unicast and anycast addresses are defined by a global routing
prefix, a subnet ID, and an interface ID.



Global Unicast Addresses
public topology(45 bits)

001] TLA NLA* SLA* interface ID
public site interface
topology topology identifier
(45 bits) (16 bits) (64 bits)

TLA = Top-Level Aggregator
NLA* = Next-Level Aggregator(s)
SLA* = Site-Level Aggregator(s)



IPv4 and IPv6 Coexistence

* The migration techniques can be divided into three categories:
* Dual-stack, Tunnelling, and Translation.

 Dual-stack: Allows IPv4 and IPv6 to coexist on the same network. Devices
run both IPv4 and IPv6 protocol stacks simultaneously.

g_ IPv4 and IPvE

f

Dual-stack gr »
IPv4 and IPv6 ﬁ Ui I-51a
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Tunneling

* Tunnelling: A method of transporting an IPv6 packet over an IPv4 network.
The IPv6 packet is encapsulated inside an IPv4 packet.

IPvd-only Network

Dual- Dual-
stack stack

‘g

IPvE-only Network

=

IPvE-only Network
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Translation

* Translation: The Network Address Translation 64 (NAT64) allows IPv6-
enabled devices to communicate with IPv4-enabled devices using a
translation technique similar to NAT for IPv4. An IPv6 packet is translated
to an IPv4 packet, and vice versa.

=

|PvE-only Network

=

|Pvd-only Metwork

MNATG64 Router
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|IPv6 Address Representation EUI 64

IPv6 uses the extended universal identifier (EUI)-64 format to do
stateless autoconfiguration.

This format expands the 48-bit MAC address to 64 bits by inserting
“FFFE” into the middle 16 bits.

To make sure that the chosen address is from a unique Ethernet MAC
address, the universal/local (U/L bit) is set to 1 for global scope (0 for
local scope).

o0 a0 27 17 FC oF

Ethernet MAC address (48 bit) 'y
o0 a0 27 17 FC oF

FF | FE




Tunneling IP6 via |P4

This allows encapsulating IPv6 packets in IPv4 packets for transport
over IPv4 only network.

This will allow IPv6 only end stations to communicate over IPv4 only
networks.

| Dual-Stack Dual-Stack |

Router Router

IPv6 ‘\) IPv4 IPv
Network Network Network
IPv6 IPvB
Host Host

Tunnel IPv6 in IPv4 packet
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|IPv6 Package in Mikrotik

# g, Dridge
g PPP

== Switch
“a Mesh

255/ |P

Lwé| |Pvh

<" MPLS
< OpenFlow
#¢ Routing

Package List
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T | | Check For Updates Enable Disable Uninstall || Unschedule || Do
MName 4 |Version Build Time Scheduled
& advanced4ools 64210 Nov/14/2018 15:04:25
S calea 64210 Nov/14/2018 15:04:25
& dhep 64210 MNov/ 14,2018 15:04:25
& gps 64210 MNov/14/2018 15:04:25
...... Shotspt 64210 Nov/14/2018150425
....... Sipve 64210 Now/id/2018 150425
&led 64210 MNov/ 14,2018 15:04:25
& lte 64210 MNov/ 14,2018 15:04:25
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Topology

I R1 7.
§ R2 /% \
< Tunnel 1:1:1:1: 1/64 Tm/and 1:1:1:1::2/64
Ether §\ Z P
] Z _
2001:db8:acad™4::2/64 S Z Ether 5
y S5 > 192.168.100.2/30

" Etherl
Ether 5 2001:db8:acad:3::2/64

192.168.100.1/30

2001:db8:acad:1::1/64 VN yanmar 2B 2001:db8:acad:3::1/64



IPv4 in R1

(=] [«*||2%] (3] | T Find

Address ¢ | Networlk Interface b
0 152.168.100.1/30 192168.100.0  etherb

MUM Myanmar 2019



Tunnel Interface in R1

Interface <God4unnell:

General ‘ Status  Traffic

Mame: |Gtod+tunnell

Type: |Gtod Tunnel

MTL: v

Actual MTU: (1430

L2 MTU: |65535
Local Address: (192.168.100.1 .
Remote Address: [192.1638.100.2 i
|IPsec Secret: (1111 .
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IPv6 Configuration in R1 and PC1

|PvE Address <1:1:1:1::1/64>

Address: [1:1:1:1::1/64 Address: [2001.db8:acad:1::2/64
From Poaol: - From Poal: -
Interface: |&od4unnel * Interface: |etherT +
Internet Protocol Version & (TCP/IPvE) Properties
|PwE Address List ceneral
=] A1 I i i o lmori sl it
Address ¢ |From Pool Interface
G EE:' revtetses Gloddunnell (") Obtain an 1Pv6 address automatically
G ............ EE: Eﬂﬂ1dhﬂacad12ﬁﬁd .................................................... H hE"H ............................. (@) Use the following IPvé address:
DL I:E:I fed0::3:clad:6401/64 Gtod4unnel 1 IPvE address: 2001:dbBiacad: 1311
DL =Pfedl: dbca:6dff feef-ad5d. ether |
DL el d6cabdf feef-adhe... ethers Subnet prefix langth: &
Default gateway: 2001:db8:acad: 1132
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IPv6 route in R1 (Default Route)

IPw6 Route <:./0>

(zeneral

Dst. Address:

Gateway:

Attributes

=i

1:1:1:1::2

reachable God4unnel

|

IPvE Route List

Gateway

1:1:1:1::2 reachable Gtod4unnell

T
DAC P 2001:db8:acad:1::/64

Gtod4unnel1 reachable
ether1 reachable

::/0 is Default Route in IPv6
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IPv4 In R2

Address List

Address: |132.168.100.2/30 0K e (| =] ||| 22 T cind
Metwork: |132.168.100.0 - Cancel Address /| Network Interface | ¥

__________________________________________ T192.168.100.2/30  192.168.100.0  ether5
Interface: |etherd ¥ Apphy
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Tunnel Interface in R2

Interface <God4unnel1:
General ‘Status Traffic

Mame: |Gtodiunnel

Type: |6tod Tunnel

MTL: i

Actual MTU: 1430

L2 MTL: |65535
Local Address: | 152.168.100.2 .
Remote Address: | 192.168.1001 .
|Psec Secret: 11111 .
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IPv6 in R2 and Host

|PvE Address <2001 .db8.acad: 3::2/64> IPvE Address <1:1:1:1::2/

Address: | 2001:.db8:acad: 32764 DK Address: (1:1:1:1::2/64

From Poal: e Cancel From Poal; b

Interface: etherl * Apphy Intefface: |Rod4tunnell *
”:I""I E -'I!"I:II:IFESS Uit Internet Protocol Version & (TCP/IPvE) Properties

+ — "}_ﬁ} {Q:g 'T General

YT . TFrom Pool |interface Lo o 94 6 st ssned slomatily o etk st s oty
G Teiiii2ed Btodtunnell
G 5r2001.dbBacad:3:2/64 etherl gjbﬁga;f”?“;*j::‘m‘“"*’
........................................................................................................................................................................ ce the following IPvG address:
DL =rfed0::3:c0a8:6402/64 Btod+4unnel1 v addrece: (onordbeed s |
DL  Trfel0dbcaGdffef2:110c... etherl subret ,
ubnet prefix length:

DL  =rfed:d6ca:6diffef2:1110... etherh Defauit gateay: (200 L dbeiacadizi 2 |
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IPv6 Route in R2 (Default Route)

|IPvE Route <::/0=
Attibutes

Zeneral

Oist. Address: E

reachable Gtod4+unnell

*

Gateway: 1:1:1:1::1

|Pvw6 Route List

Oist. Address /| ateway
AS PO 1:1:1:1::1 reachable 6tod4unnell
DAC P 1:1:1:1:/64 Etod4unnel1 reachable

DAC = 2001:db8:acad:3::/64 ether1 reachable
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Ping Tunnel from PC1

Bl Command Prompt
C:\Users\Duty>ping 1:1:1:1::1

Pinging 1:1:1:1::1 with 32 bytes of data:
Reply from :1: time<ims
Reply from :1: time=1ms
Reply from :1: time=1ms
Reply from :1: time=1ms

11
11
11
11

Ping statistics for 1:1:1:1::1:
Packets: Sent = 4, Received = 4, Lost = @
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum = 1lms, Average = @ms

(0% loss),

EM Command Prompt
C:\Users\Duty>ping 1:1:1:1::2

Pinging 1:1:1:1::2 with 32 bytes of data:
Reply from :2: time=1ms
Reply from :2: time=1ms
Reply from :2: time=1ms
Reply from :2: time=1ms

11
11
11
11

Ping statistics for 1:1:1:1::2:
Packets: Sent = 4, Received = 4, Lost = ©
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 1ms, Average = 1ms

(0% loss),



Ping R1 and PC1 from PC1

B Command Prompt
C:\Users\Duty>ping 2001:db8:acad:1::1
Pinging 2001:db8:acad:1::1 with 32 bytes of data:

Reply from 2@01:db8:acad:1::1: time<lms
Reply from 2001:db8:acad:1::1: time<lms

1
Reply from 2001:db8:acad:1::1: time<lms
1

Reply from 2001:db8:acad:1::1: time<lms

Ping statistics for 2001:db8:acad:1::1:

Packets: Sent = 4, Received = 4, Lost = @ (©% loss),

Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum = @ms, Average = @ms

B Command Prompt

C:\Users\Duty>ping 2001:db8:acad:1::2

Pinging 2001:db8:acad:1::2 with 32 bytes of data:

Reply from 2001:db8:
Reply from 2001:db8:
Reply from 2001:db8:
Reply from 2001:db8:

Ping statistics for
Packets: Sent =

acad:1::2: time<lms
acad:1::2: time=1ms
acad:1::2: time=1ms
acad:1::2: time=1ms

2001:db8:acad:1::2:
4, Received = 4, Lost = @ (0% loss),

Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum = 1ms, Average = @ms




Ping R2 and PC 2 from PC1

B Command Prompt Ed Command Prompt

C:\Users\Duty>ping 2001:db8:acad:3::2 C:\Users\Duty>ping 2001:db8:acad:3::1

Pinging 2001:db8:acad:3::2 with 32 bytes of data: Pinging 2001:db8:acad:3::1 with 32 bytes of data:
Reply from 2001:db8:acad:3::2: time=1ms Reply from 2001:db8:acad:3::1: time=4ms

Reply from 2001:db8:acad:3::2: time=1ms Reply from 2001:db8:acad:3::1: time=2ms
3::1: time=2ms
3::1: time=2ms

3
Reply from 2001:db8:acad:3::2: time=1ms Reply from 2001:db8:acad:
3

Reply from 2001:db8:acad:3::2: time=1ms Reply from 2001:db8:acad:
Ping statistics for 2001:db8:acad:3::2: Ping statistics for 2001:db8:acad:3::1:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss), Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds: Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 1ms, Average = 1ms Minimum = 2ms, Maximum = 4ms, Average = 2ms




Ping Tunnel from PC2

E® Command Prompt

\Users\Duty»ping 1:

Pinging 1:1:1:1::2

Reply from 1:1:
Reply from 1:1:

1:1

1:1
Reply from 1:1:1:1::

l l = n

Reply from 1:1:

Ping st

prru-lmﬂtl
Minimum

o
i
1
1

:1mex1m5
time<1ims
time<1ims
time<ims

time

Maximum

milli-seconds:

Average

EN Command Prompt

:\Users\Duty>ping

Pinging 1: l l 1:
Ple from

r from 1:
y from 1:

-—.[_I[_Ir 0X 1rn—4‘
Minimum

o |
:1:1:1:
y from 1:1:1:1::
A w A -l--
1

1:1:1:1::

with 32 byt
1:1: times lrnr

trip time
Maximum

time=1ms
time=1ms
time=1ms

4, Lost = & (6%
milli—:e:nﬂds:




Ping R2 and host from PC2

BN Command Prompt BN Cormmand Prompt

CiaUsersi\Duty»p

L

Pinging 2601:db8:
Reply from _le:
Reply from
Reply from

F':-.—_'[_ll_r +rum
Reply Frum : Ci : :
Reply from 2001:¢ cad:3::1: time<:

[ T 7 T e T s I i

Reply from

Reply from 28@1:db8:acad:3::1: time<:

Ping stati 'c For 2881:db8:acad:3::1:
. ; i = 4, Lost = @ (i
Approximate round trip times in milli-seconds:
Minimum = 8&ms, Maximum = ©ms, :




Ping R1 from PC2

B Command Prompt BN Command Prompt

Z:\Users\Duty>»ping 2861:db8:acad:1::2 C:\Users\Duty>ping

=t

[ O o T o N W IO

Pinging 2881:db8:acad:1::2 with 32 by
Reply from 2861:db8:acad:1::2: time=1m eply from 2001 : cad:1::1: time=3m
Reply from 28@1:db8:acad:1::2: time=1m teply from 2801:c cad:1::1: time=2m
Reply from 2801:db8:acad:1::2: time=1m teply from 20@1:¢ cad:1::1: time=2m
Reply from 28@1:db8:acad:1::2: time=1ms teply from 20@1:db8:acad:1::1: time=2m

'inging 2801:db8:

f |
I_.n m
LA

|_.|1

|_.|'I

Ping statistics for 26 db8:acad:1::2:
Packets: Sent = 4J Pe cived = 4, Lost

Approximate round trip times in milli-sec
Minimum = 1ms, Maximum = 1ms, Avera

‘pprﬂvlma— round trip times in mi
Minimum = 2ms, Maximum = 3ms,
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