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ABOUT ME

I am Soragan Ong

I am MikroTik 
Certified Trainer

I work for Alagas 
Network 



WHO IS ALAGAS NETWORK?

➤ MikroTik Value Added Distributor based in Singapore 

➤ Distributing MikroTik since 2010 

➤ 2Gbps in Singapore in 2014, second in the world after 

Japan 

➤ MikroTik Training Centre Since 2016



802.11



WHAT IS 802.11?

➤Family specification 
of Wireless LAN 

➤Developed by IEEE 
➤Origins in 1985 by 

FCC
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ESTABLISHING WIRELESS CONNECTION

➤ Beacons 

Networks to advertise presence 
➤ Probes 

Clients to find networks 
➤ Authentication 

Verify that the client is allowed to join network 
➤ Association 

Established data link between Access Point and Station
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BEACONS



BEACONS

➤ Broadcast regularly, typically every 100ms 
➤ Frames contain: SSID, BSSID 
➤ Supported Rates, Parameters (Channel, Security, etc)



PROBES



PROBES

➤ Search for specific network 

➤ Multiple Channel 

➤ Contain network name (SSID) and bit rates



AUTHENTICATION



AUTHENTICATION

➤ Verify client has access to join the network 

➤ If key is used 

• Authentication Request with Cleartext Challenge 

• Authentication Request with Encrypted Challenge



ASSOCIATION



ASSOCIATION

➤ After client is authenticated 

➤ Officially join the wireless network 

➤ Data



LEAVING 
NETWORK



Deauthentication

Acknowledge

Disassociation



Beacon

Probe request

Probe response

Authentication request

Authentication response

Association request

Association response
DATA

Beacon

Beacon Beacon

Beacon

Deauthentication
Acknowledge

Disassociation



DEMO
Let’s do it together! 

Let’s attacked together!  
Let’s fix together!



TOOLS FOR DEMO
➤ Sniffer (Built-in) 

➤ Wireshark (Free Download) 

➤ An easily obtained attack 
device (US$9-12)



Sniffer Tool











LET’S DO IT



1. Access Point ( SSID: IthinkIamSECURED ) 

2. Connect to the AP 

3. Everything work just fine 

4. Until…….



STEPS

1. Access Point ( SSID: IthinkIamSECURED ) 

2. Connect to the AP 

3. Everything is working perfectly 

4. Until…….
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Question?



HOW TO PROTECT?



PROTECTED MANAGEMENT FRAMES 802.11W

➤ Prevent : 

➤ Eavesdropping 

➤ Forging 

➤ Unicast 

➤ Multicast 

➤ PROBLEM: Not all wireless device support
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Question?

Approach me :)

soragan.ong@alagasnetwork.com

soragan.ong

@sguox


