ROUTEROSHIDDEN FEATURE TRICKS &

IMPLEMENT SOCIALWIFION MIKROTIK
HOTSPOT.




ABOUT PRESENTER

* Mikrotik enthusiast. Since 2011
* MTCNA MTCRE /recently/

* Linux

* VoIP



OUTLINE

- Scripting
* Control, Monitor with SMS

* Port knocking concept, usage
* Wan Aggregation
* Social WiFi login




PORT KNOCKING
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EFFECTIVNESS

You using a generic PC
without any special VPN

Your public
IP here

MikroTik

Mikrotik firewall logic:
Oh! | see the port-knocking sequence
from source IP X, | will open a firewall
and NAT for IP X to reach
192.168.10.129!




DEMONSTRATION

DEMONSTRATION OF PORT
KNOCKING



FIREWALL TRICKS

- Brute force is a trial
and error method

. . Jun/07/2017 15:45:50 system, info, account  user admin logged in from 202.70.34.82 via telnet
use d b y d p p | ICa t 10N Jun/07/2017 15:45:50 system, info, account  user admin logged in from 202.70.34.82 via telnet
Jun/07/2017 15:46:04 system, info filter rule changed by admin
p ro 9 rams t O d eco d e Jun/07/2017 15:46:04 system, info filter rule changed by admin
Jun/07/2017 15:46:17 wireless, info wlan1: data from unknown device 40:F3:08:2D:5E:97, sent deauth
enc ry pt ¢ d d d t d SUC h Jun/07/2017 15:46:39 system, emor, critical  login failure for user fdsfsdfd from 202.70.34.82 via ssh
as p assSWwWoO rd S Jun/07/2017 15:46:43 system, emor, critical  login failure for user fdsfsdfd from 202.70.34.82 via ssh

Jun/07/2017 15:47:04 system, emor, critical  login failure for user root from 202.70.34.82 via ssh
Jun/07/2017 15:47:.05 system, emor, critical  login failure for user root from 202.70.34.82 via ssh
Jun/07/2017 15:47:07 system, emor, critical  login failure for user root from 202.70.34.82 via ssh
Jun/07/2017 15:47:09 system, emor, critical  login failure for user root from 202.70.34.82 via ssh
Jun/07/2017 15:47:12 wireless, info wlan1: data from unknown device 40:F3:08:2D:5E:97, sent deauth




SSHBRUTEATTACK STOP FIREWALL FILTER

W AA W - hA W W - HUS‘.‘ AT N e ‘U\s A &U\’ !-l llllll

s+ SS5H bruteforcers
chain=input action=drop protocol=tcp src-address-list=ssh_blacklist dst-port=22 log=no log-prefix=""

chain=input action=add-src-to-address-list connection-state=new protocol=tcp src-address-list=ssh_stage2
address-list=ssh blacklist address-list-timeout=lw3d dst-port=22 log=no log-prefix=""

chain=input action=add-src-to-address-list connection-state=new protocol=tcp src-address-list=ssh_stagel
address-list=ssh_stage2 address-list-timeout=lm dst-port=22 log=no log-prefix=""

chain=input action=add-src-to-address-list connection-state=new protocol=tcp address-list=ssh_stagel
address-list-timeout=1lm dst-port=22 log=no log-prefix=""

@ ssh_blacklist 73.203.198.13 9d 15:12:12
@ ssh_blacklist 91.197.232.11 9d 23:30:18
@ ssh_blacklist 179.132.156.24 9d 21:55:46
@ ssh_blacklist 191.210.123.230 9d 15:04:07
@ ssh_blacklist 193.201.224 215 9d 22:05:04

/
{




SCRIPTING

* Provides a method to automate tasks through the use
of user defined scripts.

 Examples

- Cable testing

* Wan availability

* Automated backup

* Get health status /Using 3g modem/



AUTOMATIC BACKUP

Schedule <Daily_Backup =

Mame:; |Dail';.-'_Backup | (04

Skart Date: |JUI‘|,I'1 1/2017 | Cancel

Start Time: |01:00:00 =] Apply

. Interval: |1d 00:00:00 | R
C reate ba CkU p fl |e Ot |ac|rnin | Cornmenk

. Palicy: [v! Ftp reboat Copy

W :

alt 10s g e Remove

password sniff

Send e-mail with backup W senstive [ romon

| | dude

attaCh ment Fun Counk: |17-"

Mext Run: |Jun,f12.f2l:ll? 18:31:44

On Event:
ilog warning "Backup Starting” ;I

Re m Ove n e W Iy C re a t e d b a C k U p fl | e .l' Z&;fatin;g:ckup save name=daily dont-encrypt=vyes

ilog warning "Sending ko email”

kool e-mail send file=daily . backup to=erdenetsogt, d@gmail . com

S e n d L O SErver=maxgroup.mn port=587 user=it_update@maxgroup.mn
g passward=xxxxxe from=it_update@maxgroup.mn subjeck=Backup

delay 30s

[file remove daily.backup
ilog warning "Backup Done!,”

Wait 30s

|enahled



CABLETEST

Script <cable

Marne: |cabletest

0]%

Owne ! |admin

Cancel

=B

Palicy: ftp reboot
read write
policy best

password (v sniff
sensitive roman
[ dude

Apply

Cormenkt

Copy

Remove

Last Time Started: |Jun,|'1 112017 18:01:09

Run Scripk

Run Count: |11

Source:

dlocal link;
flinterface ethernet cable-test etherS once do={
iset link $"status";

H
sif ($link = "no-link™) do={
llog ervor "Interface down!! Sending mail...."
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TMEMOEY

EeMOory

TMEMOEY
TMEMOFY
TMEMOEY
TNEMOrY
TNEMOEY
MEMOorYy
TMEMOrY

TMEMOFY

MEeMory

TEMOKY

TNEMOorYy
MEMOrY
TNEMOEY
TMEMOEY
MEMmOorYy
MEMOory
MEMOrYy

wireless, info
wireless, info

syskem, info
syskem, info
syskem, info
system, info
syskem, info
scripk, error
wireless, info

wireless, info
wireless, info

wireless, info

syskem, info, account

scripk, error
syskem, info

syskem, info, account

sCripk, error
sCripk, error
scripk, error

358:BC:14:DB:62:9F, sent deauth
WaRZ: data From unknown device
35:6C:14:0B:62:9F, sent deauth
35:BC:1A:DB:62: 9F@WANZ:
connected

changed script settings by admin
address list entry added by admin
address list entry removed by admil
changed script settings by admin
address list entry added by admin
Interface down!! Sending mail, ...
35BCI1ADE: 62 9F@WAMNZ:
disconnected, extensive data loss
WaRZ: data From unknown device
35:6C:1A:0B:62:9F, sent deauth
WANZ: data from unknown device
33:BC:14:DB:62:9F, sent deauth
S3EBCI1ADE: 62 9F@WAMNZ:
connected

user admin logged in via local
Interface down!! Sending mail. ...
address list entry added by admin
user admin logged out via local
Interface down!! Sending mail. ...
Interface down!! Sending mail. ...
Interface down!! Sending mail, ...




CONTROL, MONITOR WITH SMS

Termminal =B
 Determine usb port and modem g flove up £ base level -
,-’l:l:-mand. ‘ Tze l:ommanc-l at the base level
* Enable SMS and Receive enabled Fager T - mactive T
# DEVICE HAME CHAHHELS USED-BY
' CReckSend Sms e > o -

SMS Settings [O][x]

|v| Receive Enabled
S TR

Channel: ICI .
* Execute script via SMS ecrets [ ]

. . Inbnx
-:cmd [secret] script [scriptname] Mowedtnbers |7
N— Keep Max SM5: l:l -




EXAMPLE

Source:

eeeee MIONGOLIA UNI... = 20:47

< 0 @

Hlocal datke; -
Hlocal kime;

et date [fsystem clock get dake];

rsek time [[fsvstem clock gek time];

tlocal UPTIME [[fsyskem resource gek upkime]

tlocal CPU [[fsyskem resource gek cpu-load]

Hlocal TEMPR. [[sws health get temperature]

'global 5T5;

dF ([fping 8.8.8.8 count=3] = 0) do {:set 5T5 value=DO0WH} else={:sek 5T5 value=LP}
:|Dl:a| MSG "*='I'=***********INFO***********

tdate $time

Uptime = $UPTIME

CPI Load = $CPU %

Temperature=$TEMPR,

internet skakus = $575"

ftoal sms send port=usbl channel=0 phone-number="380858321" message="¢M33"

<

@ O } 96% mmm

91 091080

- Temperature=

internet status = UP

Today 18:30

:cmd 1222 script info

Today 20:34

Net_Irlee

*************INFO***********

jun/11/2017 21:44:46
Uptime = 00:05:38
CPULoad =2%
Temperature=
internet status = UP

:cmd 1222 script info

ok KR Kok ok ok ok |\ [ () %% ok K ok ok ok ok ok o

jun/11/2017 21:45:18
Uptime = 00:06:10
CPU Load =1%
Temperature=
internet status = UP

(O T S A



WAN BONDING /AGGREGATE/




WAN BONDING CONCEPT

“*Mark connection for input wan interfaces respectively

“*Mark routing for output wan interfaces that matches
connection

* Use PCC method for divide traffic

“*Config route for marked routes



Session Settings Dashboard
) || (4| | SafeMode | Session: 00:0C:42:BC:B5:2F I
% Quick S HES
soss [
4 CAPsMAN Inteface | Interface List Ethemet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP Bonding LTE
 Interfaces = v a7 nd
1 Wireless
== — Name / | Type Actual MTU |L2MTU |Tx Rx x Packet (p/s)  |Rx Packet (p/s)  |FP Tx
@, Bridge R <»WAN1 Ethemet ! 1500 1598 1364 3.1 Mbps 254 290 122
3 PPP R 4pWAN2 Wireless (Atheros ARS... 1500 1600 118.1kbps 3.0 Mbps 252 252
. defconf
= Switch R  4tbridgedocal Bridge 1500 1598 6.3:!:;3 198.8 kbps 537 536
o Mesh RS <ipether2master  Ethemet 1500 1598 0bps 0 0 6.
S <¢ivetherd Ethemet 1500 1598 0 bps 0 bps 0 0
LI " s dsethert Ethemet D 11% 1Gog ~ % L°
7 MPLS " |RS  4isetherd Ethemet y ° 16io.dat - 538 ¢
S <ivetherbmaster  Ethemet 0
4 Routing Mg ether7 Ethemet Download status  Speed Limiter Options on completion 0
‘55 System M |S 4ivetherd Ethemet . . 0
L QYS‘ s hetherd S I;rtp.//ovh.net/gles/‘ﬂ'ilo.:at :
’ ueues S edetherl0 Ethemet tatus eceiving data... 0
Files X 4 PPP Client File size 1.000 GB 0
] Log . Downloaded 115467 MB (11.27%)
14 items (1 selected) Transfer rate 786.145 KB/sec

B Radius

% Tools

@ New Teminal
=/ CD

#4 MetaROUTER

Time left
Resume capability

19 min 59 sec

<< Hide details

Yes




DEMONSTRATION VIDEO GOES HERE



HOTSPOT
Benefits of Offering Free WiFi

Which of the following best describes Which of the following best describes
Vo S
yo

Spend

same tim




facebook
Facebook WiFi

Check In

Presence analytics explained




HOTPSOT + SOCIAL = MUTUAL BENEFIT

1. Configure RouterOS act as
Hotspot server

2. Redirect request to external
Captive portal

3. Setsome walled gardens

4. Retreive datafrom social
service

5. AAA server authorize user
able to access internet



DASHBOARD USER MANAGEMENT

Matthew Gonzalez
Designer
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dowell. mn@gmail.com
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ee0e0 MONGOLIA UNL.. = 14:30

hs.snapsol.mn
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MikroTik-H yyn3ant 6onHo
2017-06-16 Event

Social Wifi launched!
1-3pm Erdenetsogt.D

Your bandwidth: 5m/5m

DEMONSTRATION:

SSID=RADIOS
LOGIN USINGYOUR FB



THANKYOU

QUESTIONS &
SUGGESTION



