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Ponente: Ing. Adrian Diaz Cota INDEX
"Administrador de redes desde el ano 2000
"Certificaciones Mikrotik:
MTCNA, MTCWE, MTCRE, MTCINE

"Administrador Windows y Linux
"CTO Index Datacom
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Objetivos R

* Compartir como mejorar la administracion y
gestion en dispositivos, (Routers, APs) de la
familia MikroTik.

* Minimizar tiempos offline.

* Eficientar el soporte a la infraestructura.
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Administracion The Dude V6 INDEX

* Sistema de monitoreo, gestiona dispositivos
v elementos de la red.

* Soporta autodescubrimiento.

* Cliente nativo en Windows, en Linux y
Mac Os (con Wine).
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Administracion The Dude V6 INDEX

2 Disponible como pagquete opcional a partir de |la
version 6.34 rcl13.

2 Hay que instalar la nueva version del cliente
(pcs).
0 Esta version esta en desarrollo por lo que puede

presentar inconsistencias, para produccion se
recomienda v3.6 o v4 beta3.



The Dude V6

Hardware

2 Mikrotik CCRs
2 RouterQOS X86

0 RouterOS CHR (Cloud Hosted Router)
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Caracteristicas
v'Rapida implementacidn
v'Versatil
v Gestidn a través de SNMP v1, v2, v3
v'Notificacidn de eventos por audio, Popup, Correo, SMS
v'Syslog integrado

v'Customizable (iconos, fondos, informacidn, etc)
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The Dude V6 INDEX

Caracteristicas

v'"Winbox integrado con la herramienta

v Gréficos de servicios (latencias, ancho de banda, sefial
wireless, etc.)

v’ Analisis de espectro
v’ Programacién de respaldos via scripts

v No hay que pagar por el uso
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Migrando de version 3.6 o beta 4

Exporte y salve su DB en formato .tgz o .xml segun la version
Habilite the dude V6xx
/dude set enabled=yes

Cargue el respaldo al host de ROS en el que se instalo el paquete
The Dude

Importe la DB al server V6
/dude import-db backup-file=(file name path)
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Instalar Nuevo Cliente

[ wiki.mikrotik.com/wiki/Manual:The_Dude_v6&/Installation @ D (i}

MIPSLE
Main package

F @
T @

Extra packages
GENERAL

Netinstall E E E =

The Dude client . - - B

Changelog
MDS E E E E
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Primer Inicio

& adminCMERERE- The Dude £.34.2 - O >

@ Preferences Help YIRELESS LINES == WWW |

Server: Connect
Mode: © plain ™ secure

Port: |2211

Save

Remove

ger Name: |a|:|min

Password: |
[+ Remember Password
ih B

Address |User Name

Client: e 0 bps / tx 0 bps Connecting TolTGGGG_s




The Dude V6

Primer Inicio

& . ]
@ Preferences | Help . IISTANCGE VY IRELESS LINKS - !_g__!
| Seftings | | s : : : ; _ DmEE
Contents A Lk [| 521 | M= (|| £ LY Settings Discover *Tools | i '-___-'_" Layer: m
" [E] Address Li
A Admins
] Agerts
£ Charts @ Device Discovery %
] Devices | : y
r% Files General | Services  Device Types | Advanced
] Functions
B Links Scan Networks: [10.5.104.0/24 -
= ] Logs :
(27 hcton Agert e [ =
[P Debug
£7 Event [ Add Networks To futo Scan
[P Syslog Black List: ]nune _ﬂ i
] Mib Modes v
7 % Device Name Preference: |DNS, SNMP, NETBIOS, IP |
Discovery Mode: © fast {scan by ping) © reliable (scan each service)
2}
Recursive Hops: o] - I) e e T
B 2 4 6 8 18 14 L
[~ Layout Map After Discovery Complete
Connected [Cliertt: e 3628 bps /t 157 bps

Server: mc 216 bps /126,
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INDEX

The Dude V6

dmin@ 1YL T66.7 7.5

5;@ Lo | I/ | | sete | o | T | 8] 22

] Address Lists

Layer: inks =] Zoom: [100% =]

%gggg

FH
;

CICIENEL A
iy

§3

[E] admin 152.168.1...
CCR-5ecundario

/)

|Chient: o 563 bpe  tx 197 bpe |Server: oc 216 bpe /tx 1.37 kbpe
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Etiquetas dinamicas Basadas en SNMP

..--“\

AP Edif700_POSICIONS
Mac-2.4 Reg:

3 -._H\.
60:be:b5:09.36:28
ad:e4:b8:.2b:f2:3d
ed:90:7Te:ef:.0e:1a I 192 168.0.23
90:b6:B6:1d:d9:f9 i AP: TORREZ 3POCISION
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Etiquetas dinamicas basadas en
ros_command

-
IEIEI IT | Settings | | Digcowver || * Tools | @ Laper: |linksz - Zn:n:nm:“

BB-LM

RouterQOS: 6.32.3 (tile)

Rut-Activas 714

Peers 9

d Ejemplo: Rut-Activas [ros_command (“/ip ro pr count-only”)]
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&) | Preferences Help
M S| © Settings

Cortents

5 Functions
] History Astions
] Links
=8 Loss
£ Action
L7 Debug
Event
L7 Syslog
[ Mib Nodes
= Network Maps
[ Backbone
B Local
H test-1
[ Networks
] Notifications
=1 Panels
[ admin 192.168.1...
5 admin 152.168.1
] Probes
& Services
] Tools

(Client: < 4.7 kbps / 1 157 bps

[Server: o 3.29 kbps /x 10.1 Kbps

T (DRBANDWIDTH CONTROL -> WWY
== =S|
|4 ~| Zoom: [33% -

L 2 ||| & | Settings Discover | ~vTools @ ™. | Layer: [irks

L San Blas N Guadalupe y Calvo
Higuera

Zaragora, .Santa Maria del Oro %

!/ Ahdr
\ 4 o .Sinaloa de Leyva
€l Colorpde 7, ¥

Santa Catarina de

, Badiraguato Tepehuanes

Topia

Santiago
. Papasquiaro

=
¢ Nuevo Ideal = -
l‘. ; -
_San Juan del Ric

Santa Maria de Otiez “ u

_Canatlin
Panuco de /
,Tayohita g
Durango
' Nombre de Dios
‘Coyotitan

El Quelite \ " b
. Mezquital

Connected

Mapa
monitoreando
dispositivos
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Actualizando Firmware con The Dude

La centralizacidn y actualizacidon de
equipos mikrotik es posible realizarla de
manera centralizada

JdLas diferentes versiones de Firmware
se agregan dentro de files



The Dude V6

Método de actualizacion
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@ Preferences
&S v O

Contents
] Address Lists
A Adming
] Agents

Chartz
Devices = 1
ez

] Functions
7 Histomy Actions
] Links

+ [ Logs

FA kdik bladas
£ >

Help

Settingz

[ Seleccionamos el equipo y la versidn de Firmware a instalar

Y 1Y |
v 0| =|=|
3 List  Tree Ty 2 ¢ Mappings
| 3 ‘irelezs Registration  Simple Queue
dh % csv| | *Upgade Architecture; | all - Map:| all ﬂ P
St 8,324 |ame Yerzion Architect.. | Board |Iparade Status Packages A
| & [ o 'H_' B304 mipsbe RB2011ILS
| « 7 ok o £.29.1 mipsbe RES51Ui-2HRD
| W [T ok Ap-5j G20 mipzhe RBS51 i-2HnD rauteras-mipshe
| [0 ok EB-LK B.32.3 tile CCR1036-12G-45
| [0 ok BE-LM-R B.32.3 tile CCR1036-12G-45
w [ o failed ClGaR1 hd
£ ?
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Gestion de paquetes y firmware

b M
List Tree FRouterl)S | Types Mac Mappings

Device  Group  ‘Wireless Registration  Simple Queue

ik % csv| | T Upgrade Architecture: |mipsbe - 3« | |Map: iI aficina-remota-5.] vl P

Statuz M ame YWersion Architecture  |Board lpgrade Status Fackages
1 o [ ok Ap-5i (.35 mipzhe REIS1Ui-2HnD
| o (7 ok F1-5l £.35 mipzbe REIS1Ui-2HnD

4 Filtro por Arquitectura
4 Filtro por Mapa
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Gestidon de paquetes y firmware

& admin@192.168.17.55 - The Dude 6.34.2

@ Preferences Help } WONTROLLERS == WW!
i % sy Sethings 8§ NEE
Conterts List Tree Router03 | Tupes Mac Mappings
] Address Lists Device | Group  ‘Wireless Regishiation | Simple Queus
& Adrming
] Agents i % v | ~Uparade Architecture: |a|| ﬂ b ap: | all j B
% Ehar.ts Stabuz Mame Werzion Architect... | Board Upgrade Status Packages b
= F.F"'m T R15) £.324  mipshe RES51UI-2HND ¢ Tploading routeros-mipshe
= F' =2 y F oo [ ok ApSi £323  mipshe RERTLIi2HRD
5 H‘.":“' 'DES i R S BE-LM £323  te CCR1036-12G-45
story ACHons Foow ) ok BB-LM-F £323  te CCR1 03612545
[ Links failed OB a1
# B Logs % i Vg A
= Mib Modes Fox [l g _
+ 1 Mehuork bans v 4 ?
Client: rs 2.31 kbps / t« 197 bps Server m 5.3 kbps / t4 6.08 kbps Connected
T — —

dMantenemos informacidn del estado de la actualizacion
L Es posible formar grupos de dispositivos para la actualizacion masiva
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Gestion de paquetes y firmware

€ admin@192.168.17.55 - The Dude 6.34.2

@ Preferences Help
SO Setings

Contents
7 Address Lists
A Adwing
] Agents
] Charts
] Devices
(% Files
3 Functions
3 Histary Actions
] Lirks
+ [ Logs
] Mib Mades
+ F Mehaerk Mans

Cligrt: ¢ 18.3 kbpz / tx 16.9 kbps

ET

HNEE
2 List| Tree RouterDS  Types Mac Mappings
Device Group ‘Wieless Flegisiation Simple Quevue
T - 1 #h & v | vUpgade -
Hame Devices Hotes
: Mipzhe RS Anei
Tilera (7] Mates
ok Add
non Settings
== Qemave
Ipgrade ¥

b

Server m 18.2 kbps / b Torrrope———rzormected

FYAREUESSTLINAG =~ W)

Force Upgrade »

d Upgrade
Jd Force upgrade subimos o bajamos de version

sube la version



The Dude V6

Respaldando la BD

Terminal =] E3
[[indexBMikraTik] /dude> -
[index@MikroTik] sdude>
[index@MikroTik] sdude>
|[index@MikroTik] sdude>

|[index@MikraTik] /dude> E

J[index@MikeoTik] Sduder> export-db bhackup-file="db-index-Z0-04-Z016" -
status: exporting: 60% complete

—— [0 quit|D dump|C-z pause] *

L et e — &t ] T

[index@MikroTik] Adude>
[index@MikroTik] Adude> export-dbh backup-file="db-index-zZ0-04-2015""
statu=s: enabling back after export: reading db oblject #1635

—— [Q quit|D dump | C-= pause] -
[Z1 autozupout.rif 1if file 3208 8 KiB Ao 2002016 09:39:15
[=] db-index-20-04-2015 file J8.9 MiB Lpr/20/2016 18:47:53
[ dude dude ztore Aord20/20 6 18:47:53 | -
B3 itemz [1 zelected] 2675 MIB of 1024.0 MIB Luzed T3% free

O export-db file= realiza un respaldo desde ROS

O import-db restablece un respaldo
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The Dude V6 INDEX

Mantenimiento la BD

Con V6 se a integrado Vacuum-db

JdCompactar la DB desde la consola de ROS es
posible

dVacuum reconstruye la DBy reindexa de manera

continua reduciendo asi el tamano




The Dude V6

Aplicativos
v Administracion centralizada de los dispositivos e

infraestructura

v Almacenamiento de las credenciales de los
equipos de manera que esto agiliza el soporte

v Tools para agregar accesos customizados

v Etiquetado de equipos que estan en migracion,
fuera de operacion o danados.
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Gestion y Administracion INDEX

RoMon (Router Manager Overlay Network)
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RoMon INDEX

RoMon (Router Manager Overlay Network)

2 Es un protocolo propietario de MikroTik no activo
por defecto que permite enlazar hacia los
dispositivos routerOs con version 6.28 o superior en

una red a través de winbox v3.x
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RoMon (Router Manager Overlay Network)

2 A cadarouter en lared Romon sele asigna su IDde
manera dinamica en base a la MAC Address este

identificador también puede ser customizado por el
usuario.

Podemos definir |a o las interfaces sobre las que va a
anunciarse.
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RoMon (Router Manager Overlay Network)

2 Solo opera con interfaces Ethernet y wireless

2 Es posible gestionar multiples secrets globales o por

interfaces



RoMon

Discovery

e
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RoMon

Winbox

Discovery

e
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RoMon

Winbox

Ping

Discovery

<
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RoMon

Winbox

Ping

Discovery

SSH

<
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Conectando con peer RoMon

S 'WinBox v3.1 [Addresses)

Fie Tools

Cormect To: | 10,4 Wil v Keap Pasmword
R aciin Open In Maw Window

Password: |~

Add/Set Connact To RoMON J Connect

Managed | Neighbors
T Sat Master Password | al |[#]
Addreas Lisar il
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@ WinBox v3.1 (Addresses)

File Toaols
Connect To: | (vl Keep Password
Logi: |I:A5d % Secure Mode
= v| Autosave Session
Pesswon Dpen In Mew Window
Sezzion: | <own> 1= | Browsze...
Maote:
o dUna vez conectados a

RaMON Agert: | 10,2380

 AdddSet Disconnect From RokON . u n eq u I po Corrl e nd O

RoMon podemos ver a

Managed FIoMON Neighbars los vecinos que

T | | Fefiesh ind . s

:E.{:\dci_r.ex_s_ . :.Cm't N :chp_x .Ffat.h__ L fLéM'i'LI _:Iden_tit.y_l - .\-f'_erx.ic_un :E'cuan:i :": ta m b I e n CO r re n RO IVI O n
4C:5E:0C64:E1:DA 200 1 4C:5E:0C:64E1:DA 1500 ProduccionTil.. 6323

1 ke
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Aplicativos

2 Cuando soportamos clientes que estan detras de un
firewall y solo tenemos acceso a alguno de los equipos.

2 Cuando los técnicos de campo registran nuevos clientes en
una célula y aun no tenemos configurado todos los
parametros solo requerimos que lleven activo el RoMon.
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CAPsMAN

2 Protocolo propietario para la centralizaciéon de
la configuracion y gestion WIFI de los APs
(Controlled Access Point System Manager).

2 CAPsMAN V2 esta soportado a partir de
RouterOs 6.22 rc/.
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CAPsMAN hyetobe

Consta de dos partes el equipo centralizador donde corre
CAPsMAN vy los aps que forman parte del controlador a
través de el CAP

CAP requiere al menos RouterOS L4

No hay restriccion de la cantidad de CAPs a provisionar
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2 Conexion entre CAPsMAN y CAP es segura usando DTLS

2 El trafico de los clientes de los CAPS no lleva encriptacion

9 QOperaencapa2oencapas3
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2 Controla interfaces fisicas y Aps virtuales
2 Es capaz de gestionar equipos en 2.4y 5.8
0 Gestion manual o automatica de frecuencias



CAPsMAN

- Cluick Set

CAPstaN

———

#a nterfaces
o “Wireless
o Bridge
=c FPP
= Switch
“ 2 Mesh
S L
MPLS
4 Fouting
Syztem
g- Hueues

Files

(IeTe]

Habilitando CAPsMAN

1 wfaces  Provigioning Configurations  Channel:  Datapaths
= KT Manager |2
CaPs banager
v Engbled[3 T
Certificate:  auto L
CA Certificate: | auto * a
Require Peer Certificate
Generated Certificate:  CAPsMAMN-4CSEOCE 41 7C5
Generated CA Certificate:  CAPsMAMN-CA-4CSEOCE4T LS
Paclkage Path: | firrmware
Upgrade Policy: | suggest zame wersion ¥

Securty Ckg.

ak.

Cancel

Apply

<
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Estableciendo la politica de actualizacion

CaFs Manager
v Enabled - Jsuggest — trata de actualizar
Certificate: | auto ¥ | . Cancel el firmware al CAP sino lo
Ca, Certificate: | auto ¥ a D logra le permite registrarse
Require Peer Certificate J require — Forza la

actualizacion si no se logra
no permite el registro del
CAP

Generated Certificate: | CaP=pMAN-ACE5EOCE 4T ..
Generated CA Certificate:  CAPshMAMN-CA-4C5EOCE ..

Package Fath:  Afirrmware

pagrade Paolicy: require zame version ||
hiane

require =ame Yersion
zuggest zame wersion
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Opciones de Configuracion

1 ]| E
Interfacez  Provisioning| Configurations | Channelz  Datapaths  Security Cfg. | Access List Remote CAP | Radio  Fegistration Table

E|2:|Tr

M ame 551D Hide S5I0 | Load Bal... | Country Channel Frequency Band -

CAPz Configuration <cfg-Aps-frecuencia Autos

Wirelesz | Chanmel Datapath | Security D Deﬁ n iC i O, n d e SS I D y
E 3 REV - cfg-&ps-frecuencia Auto 4
C o [ = resto de P4a rame.tros
c 5510: | IndexSoluciones - basado en plantlllas
c Hide 5510 - .
rd Load Balancing Group: hd preconﬁgu radas O
' County . llenado de parametros
Max Station Count; bl m a n u a I e S
Multicazt Helper: -
HT T« Chains: bl
HT Rx Chaing: bl
HT Guard Intereal: hd
. »
3




CAPsMAN
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Manejo de canales de manera manual o dinamica

=K

Interfaces  Provisioning  Configurations  Channel: | Datapaths  Security Cfg. | Access List  Flemote CAP | Fadio  Registration T able

g = |0 T

Hame Frequency Width
channel-11 2452mHz
channel-auto

channell 2412mMHz
channelb 2437MHz

4 itemz [1 zelected)

Band

2ghz-biadn
2ohz-biain
2ohz-biain
2ghz-biasn

Extengion Channel | T Power hd

I arne:

Frequency:

Safidth:

Band:

Ertension Channel:

Tx. Power:

2437 MHz &

-

2ghzbig/in | % &
2ghz-b
2ghz-b.!

2ghz-oniyg
2ghz-onlyn
Aghz-a

ak.
Cancel
Apply
Comment

Copy

Remove

Aghz-a/n
Aghz-ainsac
Aghz-oniyac

Highz-ohlyh

Es posible definir las
plantillas con los
canales a utilizar

dTenemos la opcion de
autoseleccion de canal



CAPsMAN

Controlamos las credenciales de conexion

Interfaces

+

Mame

hatzpat
pazsword]

T

Authentication Type|Encryption
WA PSKOWPAZ . aesz com
WA PSKOWPAZ . aesz com

Provigioning  Configurations

Channelz:  Datapaths

Security Cka.

Group Encryeption

]| E3

Access List | Remote CAP Radio  Registration T able

Pazzphraze

HHKHH

HHHHH

EAP Methods

ecurity Configuration

M arne:

Authentication Type:
Encryption:

Group Encryption:
Pazzphraze:

EAF Methods:

EAP Radius Accounting:
TLS Mode:

TLS Certificate:

securty]

WA PSE

WRAZ PSE

tkip

WP EAP

WRAZEAP A

F

-

ok,
Cancel
Apply
Cormrment

Caopy

Remove

2 iternz
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* Gestion de el CAP + la interface o interfaces

[=1|E3

Inteffaces FProvisioning | Configurations  Channels | Datapaths  Secunty Cfg. | Access List |

e = v ¥ O T

#

Fadio MAC Identity Regexp | Common Mam... | Action

b azter Configurati..

sisinded Radio MaALC:

2 E4&
3 ool Hw Supported Modes:
4 00

Identity Rege:x=p:
Cormrmon Mame Fegexp:
IP Addrezz R anges:
Action:

b azter Configuration:

Slawve Configuration:

larme Format:

M arme Frefis:

enabled

E4.80:8C:BB:FC: 2D

create dynamic enabled

red-privada

“Wirtualdp2

identity

L
1

# 4

L

L

Lienci...
Apply

Remove

=

SWirku.

wirkLg
wirkLi
wirkLi

Q declaracion de
filtros y acciones
para provisionar el
o los CAPs
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Estado de CAPs Remotos

CAPstAN

Configurations Channelz  Datapaths  Securnity Cfg.  Access List  Aemote CAF | Radio  Registration Table ...

= 7 Frovizion Uparade Set ldentity

M arne Board Serial Wersion [dertity State |Hadios -
LAP-ALSEOCSEEORA — RBISIURHnD 558204445347 B35 of-adcapd | Run 1
[ACAEOC:EOA6EE]  RBIA1URZHnD 558204B7BB... B35 cappata | Run 1.
[E4:80:8C.EBB:FC:23] REIRIU-ZHRD E282055096.. B.35 cap-pazilo Fun 1

Jitemsz [1 zelected)

Q Provision : Registramos al CAP
O Upgrade: Actualizacion Manual
d Set Identity: Identificacion de el CAP Remoto
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Politicas de Access List centralizada

CaPstAaN

Security Cfg.  Access List | Bemote CAP Fadio  Fegistration Table

e = || O T

R bMAC Address MaAC Mazk  |Interface  Sign... | Action [ w

0  <04:C2:3E:FF: 44 all accept -
1 < 80:00:EE:8C:39:... all accept
2 FEADBZAFAT 29 all accept
3 EEC.E392:.C0:07... all accept
4  FECE392:48:7A: all accept
5 484:DB.ACESEE. . all accept
& < 44:6D:5719EC... all accept
7 4B4:.CE:FE.DC: 3. all accept
8 & 20:62:90:A5:5F.. all accept
9  S04:C2.3E:FF2F.. accept
10  ACEE9E:30:D... all accept
11 <= 458:54:.3FFE: 49 all accept
12 4$C4:42:02E9EE... all accept
13 415EE:B9:F201:... all accept
14 <E0:BE:B5:53:08:... all accept

o+ zpdras lankan -

- »

471 itemsz [1 zelected)
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Tabla de Clientes registrados

CaPstaN

Interfaces  Provisioning Configurations  Charnels  Datapaths  Secuonity Cfg. Access List Pemote CAP Radio  Registration Table

T
Interface MAC Address T= Rate R= Fate 1R* Signal | Uptime -
AP10-HARZ02-203 9C: 2 70037 AR 27 108Mbpz-40MHz/15 121 BMbpz-40MHz/15 -Al 00:04:17 57 |
&P13-E stacionanmiento A1366:D7:8E:03 Rdkbps Rdkibps -A8 04:3%:27.06
&P13-E stacionanmiento F&:CF:.Ch:81:.4FCE Rdkbps 18kbp= -h3 00131917
AP13-E stacionamienta J4:23BABE5E:FE 11Mbps 5.5Mbps -7 00175692 |
AP13-E stacionamienta 2BABRADBZAZ 24bps JErbps 73 00:04:08.62
APIHABAZ0-432 FEARTABEACTF hE.AMbpe-20MHz15 13Mbpe-20MHz/15 -67 00:58:67.17 |
APIHABAI0-432 OC:15:39:74:A4: 06 E.AMbps-20MHz15 13Mbpe-20MHz/15 -1 00223529 |
. »

dinformacion Centralizada de los dispositivos



CAPsMAN

Provisionando el CAP

ETd Check Far Updates

Farne Werzion

& routeros-mipsbe E.341

& advanced-toolz 6.34.1

& dhcp E.34.1

= hotzpaot E.341

ipwE E.34.1

& mpls E.34.1

= ppp E.34.1

& routing E.34.1

& zecurity E.34.1

= spstem E.34.1

| = wirelezz-cm? | 6341

wirelezs-fp E.34.1

4 Se sugiere tener instalado y habilitado el
paquete Wireless-cm2 en el CAP

Build Time

Feb 02,2016 14:08:42
Feb/ 022016 14:08:42
Feb 02,2016 14:08:42
Feb 02,2016 14:08:42
Feb 022016 14:08:42
Feb 02,2016 14:08:42
Feb 02,2016 14:08:42
Feb/02/2016 14:05:42
Feb 02,2016 14:08:42
Feb 02,2016 14:08:42
Feb/02/2016 14:05:42
Feb 022006 14:08:42

Downgrade

Scheduled

<

RIS d
N E X
SOLUCIONES [P



Aw Ouick Set
. CAPsbdaM

W |nterfaces

. wireless 1

5, Bridge

=% PPP

= Switch

“ 2 Mesh

@5 |p
bPLS

4 Routing
System

& Queues
Files
Log

7 Radius

s, Tool

@ Mew Terminal

CAPsMAN

Provisionando el CAP

Interfaces | Mstreme Dual  Access List

Registration Connect List

b 2 T

cap |2

Interfaces:

Certificate:

Digcoveny Interfaces:

CAaPshaM Addresses:
CaPshaMN Hames:
CAPstAM Certificate Common Hames:

Bridge:

Requested Certificate:

Locked CAPstAN Common Mame:

request

wlani

Lock To CAPsbdaMN

RB-zapzman

[ylalyls]

Security Profiles

Aligrment

Channels

Wirelezs Sniff

#l
L1

L

4p  #l

1

1

|

<
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[ Definiendo la interface
Wifi e interface de
busqueda de controlador

 Asignamos la IP o el
nombre de el servidor
CAPsMAN
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Aw Quick Set
_ CAPskAN

W Interfaces

o wireless 1

&, Bridge

=z FFPF

== Switch

=2 Mesh

s P
kMPLS

4 Houting
System

&8 Queues
Filez
Log

7L Radius

a, Todls

B MNew Terminal

Provisionando el CAP

Interfaces  Mstreme Dual  Access List

Registration Connect List  Security Profiles  Channelz

L R I CaP 2 Freq. Uzage @ Algnment | “wireless Smiff
CAP =] E3
v Enshied T3 0K,
. = dk
Interfaces: | Mdany ¥ |- Camcel
Certificate:  request ¥
. Apply
Dizcovemy Interfaces:  vland e
Lock To CAPskAM
CAPzkAMN Adddrezzes: =

CaPzbaM Mames:
CAPzkaM Certificate Cormrman Mames:

Bridge:

Requested Certificate:

Locked CaPzhaM Common Mame:

REB-capzman

none

*+l

dDefinimos el bridge
para local forwarding
en caso de aplicar
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* Interface wireless controlada por CAPsMAN

WWireless T ables

Interfaces | Mstreme Dual  Access List  Registration  Connect List Secunity Profiles . Channels

L ol =] T CaP Scannher Freq. Usage Alighment Wi EI U .
na vez establecida
M ame Tupe Twu R Tu Packet [pfz] FuxPa

- managed by CAPshdam T A
-- channel; 2437/20-Ce/gn(30dBm]. S50 Red-Privada, CaPzbdaM forwarding Ia CO neXIO n Con

Eat= T wlaed wireless [Atheroz AR Obps | Obps o] LI
-- managed by CAPshddh CA PSMAN nOS da
-- S5I0: hotzpotDEMO s, CaPskdak forwarding .

D wlanl 7 Virtlial AP Obps  0bps 0 un informe de el

canal potencia SSID
y si el trafico es
local o a través de el
controlador

-
2 items out of 8
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* CAP con 1 interface fisicay 2 Virtuales

CaPzAN

Interfaces  Provizioning Configurations  Channel:  Datapaths  Secunity Cfg. Access List Bemote C

L = | T b anager B,
M ame Type BTL L2 MTL  Tw
DRSME 4pecap2t | ] Interfaces 1a00 e00
DRSE 4 cap2-1-1 Interfaces 1500 1600
DSE & cape-1-2 Interfaces 1500 1600
DSMEB <4 of-ad-cap3-1 Interfaces 1500 1600
DSE 4 of-ad-cap3-1- Interfaces 1500 1600
DRSE 4 of-ad-cap3-1-2 Interfaces 1500 1600
DB 4 vtaz-adman-1 Interfaces 1500 1600
DSE 4 vtaz-admon-1-1 Interfaces 1500 1600
AP MAster
+ 2

APs Virtuales
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Aplicativos

Nos brinda la unificacion y centralizacion de el
WIFI, dandonos visualizacion y detalle de lo que
sucede con los dispositivos conectados en los
diferentes CAPs ya no mas dolores de cabeza en el
soporte de alguna eventualidad con la conexién de
algun dispositivo (iphones,ipads,Android,etc).
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Application Programmable Interface

2Esta implementada en diferentes lenguajes como PHP
C C++ etc, en la wiki podemos encontrar mayor
informacion

http://wiki.mikrotik.com/wiki/Manual:API#Summary

2La APl envia cadenas de instrucciones al Router, este
las procesa y nos devuelve el resultado.
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Application Programmable Interface

APermite a los usuarios crear soluciones a la
medida

ADisponible a partir de la version 3x

QUtiliza por default el puerto 8728 y con SSL el
puerto 8729
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>ip service set api disabled=no/yes

> ip service set api-ssl disabled=no/yes

IP Serwvice Lisk

2 winbox Sz9l
LE PATRA TN S0ss
= L _PATRATEN 4435 none

S items (1 selected)


http://wiki.mikrotik.com/wiki/Manual:API#Summary

<
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Ejemplo Implementacion API

Sistema para gestion unificada de células y clientes

€ c *E 9L A® B D

Clientes ~ Conexiones Facturas Cobranzas ~ Tickets ~ Proveedores + v Hola Rocio | Salir

VARIOS CONTROLES SISTEMA

Localidades Saldos
Células Log del Sistema
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Ejemplo Implementacion API

Sistema para gestion unificada de células y clientes

Clientes -

Conexiones Facturas Cobranzas ~ Tickets ~

Usuario API:

Contrasefa API:

Puerto API:

GUARDAR

Proveedores

wB U 3 A4 O

Hola

o | Salir

&

dDamos de alta
una ceélula con
los parametros
de gestion
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i krotikc
12 DE OCTUBRE (10,221 2.60)

Plan
]

Localidad
Fracc. Brisas del Vale (sonora)

Domicilio

Entre Calle 1
]

exeo Call2 JAsignacién de célulay plan para
. la creacion de configuracion via
API
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Clientes ~ Facturas Tickets ~
(25) Zar
all
Mikrotik - Hora de consulta: 21:53:15 - Id Ganexion: 14 Gréfico Tiempo Real
Sefial -59@9Mbps dBm s
]
Mac D4 -AAFO:38 3 3 3 3 3 3
Ruido 53 dBm ; 3) 3] 13) 3] 3] 13

©CQ 95/96 % (TX/Rx)
Tasa TX/RX 24Mbps / 24Mbps

Distancia & km

Uptime 5d7h16m28s

Consumo RT Subida 0.17 kbps - Bajada O kbps

Kbps
~

21:52:20 21:52:30 21:52:40 21:52:50

I Bajada M Subida

IsPreaper

Clienes ~ Conexiones Facturas Cobranzas ~ Tickets ~ ' D GeneraCiO,n de gralﬁ Cas y
lectura de parametros

Mikrotik - Hora de conaulta: 22:10:43 - Id Gonexidn: 35 Grafico Tiempo Real

Senal dBm
1P 10 i, i
Mac (Geinilisiiaiieni i [2331] v i
Ruido dBm R | 2187 | llzan =t
cca % (TRx) — == 200
Tasa TX/RX 2000
Distancia km [ 1588 |
Uptime g ===
Consumo RT Subida 57.89 kbps - Bajada 2171.62 kbps £ 1500
1000
S0 B
|18 (18] g |55 157 49 49
o T — —_
2210:00 221040 22:10:20

M Bajada I Subida

ISPKeeper
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El Resultado

ID  Dia Hora  Numero Mensaje Usuario Tipo D E nVi O d e S M S

Agradecemos liquidar su factura antes del 10/may/2016, H H
83 dtinpiiepinpiiamils Gy o3 cvitar 12 suspension del servicio. AT A S cicnte VI a S I Ste m a CO n
L

Y R Mikrotik
82 21/04/2016 13:30:38 R niormamos gue sus dias de pago son del dia 01 al dia 07 Jdeeieeeesiasmme  Sliente O Ute r I rOtI

del mes

[Mostrando lltimos 10 registros]

Numero: el

ENVIAR SMS

Mensa)e:
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El Resultado

DHCP  Metwarks Leazes | Options  Option Sets | Alerts
=F L
Addresz AL Address Client ID Server Active Address | Active MAC Addre. | Active Hos. | Expires After Status
G el FA-am-ar-FA-BRCT 1-ad-04-8e - BR -7 dAleed 1 E4:8D:8C:F4:66:C7Y bolza det... 29d 13:06:17 bound
N2 aleinzuie] i R
RHER 2 ACBE:0C: 74:46:93 1:4c:Bec:74:46:93  dhepl 1 AC:5E:0C: 74:46:93  MikraTik 25d 13:49:46 bound
1.0 PO AC:BE:OC:F1:23:E9 1:4c:Bec:f1:23e9  dhcpl 1 AC:5E:OC:F1:23:E9 Colsta oy . 29d 23:56:32 bound
i BRE - Camo VAjzquez” T7 5 0
[ T E4:80:8C:832:658:90 1:e4:8d:8c:82:68:... dhcpl 1 E4:8D:8C:82:68:90 Joge C--- 25d 13:49:42 bound
oB34 - Tarres Mona., 22 " C
10 AC:BE:0C:CEB:F9:ES 1:4c:Becichif3ed dhepl 1 AC:5E:0C:CB:F9:E9 goZ 21d 20:43:08 bound
5 TEE - AMMENES o — e
T FA-AN-Ar-E1:AE:33 1:e4:8d:Be:el:ae:... dhcpl 1 E4:80D:8C:E1:AE:33 MikraTik 26d 22:22:13 bound
2788 - MelesioF Lo
BRER E4:80:8C:82:64:41 1:e4:8d:Bc:82:6a:... dhcpl 1 E4:80:8C:82:64:41  joze fierro .. 29d 02:35:42 bound
22 TES - Apala 5okt o o oo —
10. E4:80D:8C:BY:87:57 1:e4:8d:Bc:b7:87:... dhcpl 1 E4:80:BC:BY:-87:57 juanjo’ . a... 11d 12:37:10 bound
;2 VEE -Fierroleywa . _ . . . _ Gl
[ [I—— E4:80:8C:8E:BE:FF 1:e4:8d:8c:8e:bE:ff  dhcpl 1 E4:8D:8C:8E:BE:FF Josze Fermn. .. 27d 01:19:18 bound
SRR A DEE i e .
T - ACRFE-NT-NR-ARE-T 14 bec: 55631 dhcpl 1 AC:5E:0C:05:56:31  Joze T0_ 0 _ . 24d 02:21:13 bound
VB4 -Ochoaleywa . - . . __ ...
TO. T T . AC:5E:0C:05:56:4F  1:4c:bec:5:56: 4f dhcpl 1 AC:5E:0C:05:56:4F  Jezus Mart. . 29d 01:48:25 bound
363 -EscallWEELC D T . L.
10 AC:BE:OC:CB:FA:Z2 1:d4c:BecichifazZ? dhcpl 1 AC:5E:0C:CB:FA: 22 Joze Foooo. .. 14d 12:06:31 bound
10. o ACBE:OC:CE:28:81 1:d4c:Becice:28:81  dhcpl 1 AC:5E:0C:CE:28:81 Hermanas .. 29d 23:51:36 bound
12302 - Estrella W ale B |
107 AC:BE:0C:C2:8E:41 1:d4c:Bercic2:Be: 41l dhcpl AC:BE:OC:C2:8E:41  estrella 26d 09:22:28 bound
10— o ACBE:OC:11:FB:98 1:4c:Berc:11:fbc38 dhcpl ACEE:OC:T1:FBE:98 Pilp Covnee. .. 29d 23:50: 32 bound
-
183 items

' A
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2 Asignacion
delPy
conversion a
estatica en
DHCP server
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El Resultado

[Iueue List
Simple Queues | |nterface Queues  Oueus Tree  Queus Types
=1 || | oo ResetCounters | 00 Reset All Counters
# Mame Target |pload kax Lirnit Davwnload b . ' A
43 0 & dhepsD4CAEBD:ED:DEERA: d4: ca:6d:Ed: d&: &3/ dhepl 10, 2t M * d A SI gn&l On
44 0 i dhep<D4CABD:BD:83:301:d4:ca:Bd:bd: 83: 3d/dhcpl » 10. 24 b4
200 & dhep<D4CABD:CABD13/7:d4: cabd cabd: 18 Adhepl s 10, 24 44
25 0 & dhopsD4CABDCAF2T2A dd cabd calfZ 72/ dhepl > 0. 2 Ak de COl %
90 & dhepsD4CABD:F316:31/1:d4:caB6d:f316: 31 Adhopl > 10, 24 A4
80 £ dhcp<D4CAEBD:FF16:834 d4:cabd:F3:16:83 dhepl 10, 24 44 .
240 & dhopsD4CAEDFECA 24/ :d4:ca B 8 ca 24 /dhepT > 0. M At SI n.pl 6
10 0 & dhep<E4:8008C.82:59.59/1 &4 8d: B 82: 5559,/ dhep » 10. 24 4b4 ’
( 15 0 {2 dhep<E4:80:8C:0268:90 /1:24:8d: 8c:82:68: 9ddhcpl - 10 2h4 b4 :I .
40 iE dhep<Ed:BD:BC 8464197 24:8d 8. 82:6a: 19/ dhcpT » 0 Zhd Abd SUbI da
30 £ dhcp<E480:8C:82:64: 41 :e4:8d:8:82:6a: 41 Adhepl 10, 24 44 ’
17 0 & dhep<E4:30:8C:8C: 20:55/1 : 24:8d: Bc: Be: 2d: 55 Adhcpl > 10. 2 4h4 .
14D & dhop<E4:80:8C:80:30: 971 :24:8d:8c:8c:9d: 97 /dhcp > 10. 2M am baJ aja
13 0 & dhep<E4:80:8C:8C:90:9F A1:e4:5d:8c: Be: 9d: 9 dhep > 10. 24 b4 ’
400 & dhop<E4:B0:BC:8E:BR:E94 :e4:8d: Bc: Be:bB: 29/ dhep 1 10, 24 A4 /7
33D £ dhop<E4:80:80:6E: BE:FF/1:e4:8d: Be:Be:bb: i /dhep > 10. 2M M raf @%
3 0 & dhep<E4:B0:EC:96:7C:6B A1:e4:8d:8c: 96: Fo:Gb/dhepl 10, 24 44
00D £ dhcp<E4:80:8C:BE: 54 5F A1 e4:8d: Be:bE:a: 5f Adhepl > 10 24 44
50 & dhep<E4:80:BC:E7-376571:24:8d: B b 78757 Adhep 10. 2h 44
10 £ dhep<E4:80:8C:C0:98: 091 24:3d: 3c:c0:90: d9 A dhep > 10, 24 44
20 & dhcp<E480:BCETAE: 33/ e4:8d 801 ae: 33 dhep > 10. 24 4h4
3B 0 & dhcpsE4:B0:EC:F4ERC7M:e4:8d: Be:f4:BE:.c 7 Adhop 1 10, 24 44 L
. +
308 iternz [1 zelected) 0B gueued 0 packets queued
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Algunos Beneficios:

* Control de el/los equipos

* Desarrollo a la medida

* Acceso a usuarios sin conocimientos previos
* Rapidez de gestion

* Centralizacion
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Muchas Gracias !!!

hitt: //www.index.commx  hittp://www.mikroti k-mexico.com mx

adiaz@index.com.mx
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