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Presentacion Personal
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Principales redes WISP que
administramos

4 redes con mas de 100 domicilios cada una
2 a 5 dispositivos por CPE
Mas de 1200 hosts gestionados

Redes separadas geograficamente por mas de
400km



Necesidades

Monitoreo de la red
Econémico

Avanzado

Facil de usar

Acceso remoto
Notificaciones en tiempo real
Registro (log)



The dude

* Diagramas de la red
* SNMP
* Estado en tiempo real

* Notificaciones por Telegram
* Graficas de trafico

* Logs propios y remotos



Desventajas de tener The dude dentro
de la red

* Depende de hardware propio
* Sj pierde internet, perdemos comunicacion.

* No se podia garantizar el monitoreo de otros
Sitios



Ventajas en un VPS

Disponibilidad de conexion a internet
99.9% de SLA

Ancho de banda alto

Baja latencia

Libre de Mantenimiento



¢Que es un CHR?

 Cloud Hosted Router

e Es una version RouterOS destinado a correr
coOmo una maquina virtual

System Requirements

Minimal requirements:

o 64bit CPU with virtualisation support
e 128 MB or more RAM for the CHR instance
o 128 MB disk space for the CHR virtual hard drive

CHR has been tested on the following platforms:

e VirtualBox 5 on Linux and OS X
e VMWare Fusion 7 and 8 on OS X
e Qemu24010on0SX



Ventajas de un CHR

Ip publicas

Servidor VPN

Servidor para btest

Soporte para DUDE

Hardware independiente del nuestro
Siempre activo

Siempre conectado a internet
Seguridad



Resources

Uptime: [23:09:33

Free Memory: |1863.8 MiB

Total Memory: |1935.3 MiB

CPU: |Intel

CPU Count: |1

CPU Frequency: [2394 MHz

CPU Load: [4%

Free HDD Space: |9.9GiB

Total HDD Size: [9.9GiB

Sector Writes Since Reboot: |11 680 944

Total Sector Writes: |11 680 945

Architecture Name: |x86_64

Board Name: |CHR

Version: |6.39.1 (stable)

Build Time: |May/03/2017 08:17:10

|
|
|
|

| Check For Updates | | Enable || Disable | | Uninsta

r]n_m.e / | Version | Build Time s
~ Bdude 6.39.1 May/03/2017 08:17:10
B routerosx86 6.39.1 May/03/2017 08:17:10
B advancedt... 6.39.1 May/03/2017 08:17:10
B dhep 6.39.1 May/03/2017 08:17:10
B hotspot 6.39.1 May/03/2017 08:17:10
Bipvé 6.39.1 May/03/2017 08:17:10
S mpls 6.39.1 May/03/2017 08:17:10
Sppp 6.39.1 May/03/2017 08:17:10
BSrouting 6.39.1 May/03/2017 08:17:10
B security 6.39.1 May/03/2017 08:17:10
S system 6.39.1 May/03/2017 08:17:10
Bups 6.39.1 May/03/2017 08:17:10
B wireless 6.39.1 May/03/2017 08:17:10
Busermanager 6.39.1 May/03/2017 08:17:10

¥ jaime@chr.jafica.com (chr.jafica.com) - WinBox v6.39.1 on CHR (x86_64)

Session  Settings

Dashboard

s o ican

A Quick Set
1 CAPsMAN
|#8 Interfaces
1 Wireless
&% Bidge
=2 PPP

©13 Mesh

s P

8! IPv6

<’ MPLS
42 Routing

.| | | || e | e

|Name / | Type |Actual MTU [L2MTU |-
DR <¢-®d2p-cuautla-1> L2TP Server Binding 1450
DR ¢-»<d2p-miiam> L2TP Server Binding 1450
DR <¢-»d2ppapagayos> L2TP Server Binding 1450
DR <¢-»<pptp-abuelto_mk> PPTP Server Binding 1450
DR ¢-»<pptp-cuautia2> PPTP Server Binding 1450
DR ¢-®<pptp-integral> PPTP Server Binding 1450
DR <¢-><pptp-netmetalcuema> PPTP Server Binding 1450
DR 4-»<pptppungarabato> PPTP Server Binding 1450
DR <-><pptprey> PPTP Server Binding 1450
DR <¢-»<pptp-snwf> PPTP Server Binding 1450
R  <isether Ethemet 1500



Instalacion The dude en un CHR

Descargar el paquete

Subirlo al Equipo (ftp,sftp,winbox,webig)
Reiniciar.

verificar



wol | s | s | e

Package List

Verificar en Package List

Check For Updates Enable Disable Uninstall || Unschedule || Dow
_]N_ame / | Version |Build Time
B dude 6.39.1 May/03/2017 08:17:10
& routeros-x86 6.39.1 May/03/2017 08:17:10
8 advanced+ools 6.39.1 May/03/2017 08:17:10
8 dhep 6.39.1 May/03/2017 08:17:10
8 hotspot 6.39.1 May/03/2017 08:17:10
Bipvé 6.39.1 May/03/2017 08:17:10
Smpls 6.39.1 May/03/2017 08:17:10
Sppp 6.39.1 May/03/2017 08:17:10
B routing 6.39.1 May/03/2017 08:17:10
B security 6.39.1 May/03/2017 08:17:10
& system 6.39.1 May/03/2017 08:17:10
Bups 6.39.1 May/03/2017 08:17:10
B wireless 6.39.1 May/03/2017 08:17:10
B user-manager 6.39.1 May/03/2017 08:17:10



Conexion de las redes al CHR

PPTP

Facil de implementar
No requiere hardware

Blogueo por parte de
operadores moviles

Bajo nivel de seguridad

L2TP IPSEC

Facil de implementar

Compatible con la mayoria
de dispositivos moviles

Requiere mas pasos en la
configuracion

Mayor seguridad

Permite el uso de VPN en
equipos Apple



VPN

intedace | PPPOE Servers Secrets Profies  Active C

+|[= | (7] | PPP Scamer ||

N 2 |T
N X ROUTERDE
R ¢-pjafica.com PPTP (

BORDE

Interface |PPPoESetvets Secrets Profiles Active Connections L2TP Secrets
E]. [2][2] [@] [7] . PPP Scanner || PPTP Server | SSTP Server || L2TP Server || OVPN Server || PPPOE Scan |
/ | Type |Actual MTU [L2MTU |Tx |Rx | Tx Packet (¢
DR _f__?_glapouautlv L2TP Server Binding 1450 16.6 kbps 17.2 kbps
DR 4-»d2p-miriam> L2TP Server Binding 1450 Obps Obps
DR <¢-»d2ppapagayos> L2TP Server Binding 1450 29.5kbps 3394 kbps
DR <¢-»<pptp-abuelito_mk> PPTP Server Binding 1450 Obps Obps
DR <¢-®<pptpcuautla2> PPTP Server Binding 14 238 bps 256 bps
DR <-><pptpintegral> PPTP Server Binding 3.1kbps
DR <-><pptpnetmetalcuema> PPTP Server Binding Obps
DR 4-»<pptppungarabato> PPTP Server Binding Obps
DR <-o<pptprey> PPTP Server Binding Obps
DR 4-»<pptp-snwf> PPTP Server Binding 1024 bps
DR  4-®<pptp-uni-durango> PPTP Server Binding 1450 Obps Obps



Monitoreo del estado de un enlace

* SNMP activado en el equipo
* Obtener el valor OID

adaleladeleZ2.3 FE-PAtEOm_ 1 _3.6.1.



C

Contents
= ] Charts
5] BATERIAS JAFI...
5] BATERIAS JAFI...
] SG CUACUER
] baterias integral
] Devices

£} Log
] Mib Nodes
= ] Network Maps
] CUAUTLA
] HOTSPOT
5 INTEGRAL
5 JAFICA
Bsnwr °
£ VPN
] Networks
] Notifications
= ] Panels

reacion de funcion en dude

€ get_wireless_mk - Function

Name:
Description: Iobtiene nivel se sefial MK

Ok
0id("1.3.€.1.4.1.14588.1.1.1.2.1.3.108.55.107.€1.113.118.3")

Code:




Creacion del Origen de datos

Ex=

5] BATERIAS JAFI...

] SGCUACUER
] baterias integral

3 Devices

(% Files

] Functions

(5 History Actions

] Links

{77 Log

] Mib Nodes

=1 ] Network Maps

[ CUAUTLA
£ HoTSPOT
] INTEGRAL
5 JAFICA
5 SNWF

£ veN

Conge /]
F=-BATERIAS JAFI...

@ SNWF tx

@ SNWF x

ping @ MASTER JUNTAS
JUNTAS_ENVIA @ JARIO/SANTACRUZ tx
@ SNWF x

@ SNWF tx

jafica.com @ INTEGRAL rx

@ SNWF rx

@ SNWF tx

jafica.com @ INTEGRAL tx
chrjafica.com @ CUAUTLA x
jafica.com @ CORE CUAUTLA tx
jafica.com @ CUAUTLAtx
jafica.com @ CUAUTLA

@ SNWF x

WAN @ LA LAJA

Type

builtin
builtin
builtin
builtin
builtin
builtin
builtin
builtin
builtin
builtin
builtin
builtin
builtin
builtin
builtin
builtin

/ | Last Value Notes

0.162428
2.27906E+07

140

3.35336E+06



rigen de datos

€ enlac_cuerna - Data Source

Generd|(}m
Vv Enabicd

didd

Device: [NETMETAL CUERNAVACA = | =

g

get_wireless_mk()

5s
00: DD | )

Last Value Time: | T7:52:23—"
Last Value: |-51

Settings that control how much detail is stored for
how long time

default
Raw Value Keep Time: l :I' l) - - - - -

T T T T T
default 10s 1m 15m 2h 12h 3d 10d 30d 365d 5y

Code:

Interyal:

default
10 Min Value Keep Time: [0 = |19 N :

T T T T T
default lh 3h 12h 2d 5d 10d 30d 180d 3y 10y

default
2 Hour Value Keep Time: 2NN =] 2

T T T T T T T
default 6h 1d 3d 7d 14d 30d 90d 2y 5y

default
1 Day Value Keep Time: I j’ l) - : . - . - :

T T
default 2d 5d 10d 20d 60d 180d 2y Sy

Approximate Storage Size: |28.8kB




Creacion de la Grafica

1 Charts :DaaSouroes
|)=||E) @R I ‘M‘_éﬂtsu;

Name / | Notes
BATERIAS JAFICA 12V

BATERIAS JAFICA 24V

SG CUACUER

baterias integral

®' SG CUA CUER - Chart

WECHISG CUA CUER L
+][|[][@] (=] [#4]&][ew] B ==
# | [Souce Lo =
1 enlac_cuema
Bemerts: | 2 SNR_CUERNA Notos
Copy
p 5 Remove




Grafica del enlace

v HnEE
Settings ¥ Export Zoom: | ) | 08:50:37 v
60dbm

SNR

40dbm

20dbm

0dbm

-20dbm

-40dbm SENAL

-60dbm
12:00 13:00 14:00 15:00 16:00 17.00 18:00 19:00 20:00

@D enlac_cuerna @ SNR_CUERNA
< >



Estado de Bateria

| Settings || ~Expot | Zoom: T F— [r014e55 |
30 T

Apr/25 Aprf26 Aprf27 Aprf28 Aprf29 Apr/30 May/01

@ V RGPE @ v_filo @ vvalle @ V_PELONA [ MIEE



Requisitos para Monitorear Baterias

* Solamente es posible en equipos con Monitor

de voltaje. T -
T

¢ RB750Up Fan Switch: ETCHEIN | & OK
P b Fan On Threshold: |35 @ Cancel [

[

PR Vokage: [23.8V Apply
ot MantbOX Temperature: 43C

P——

e RB Metal
Supported input voltage
Voltage Monitor Yes

PCB temperature monitor

Dimensions 177x44x44mm, 193¢



Diagramas de la red

LA CIENEGA "
movil laja
131V

Rx: 0 bps. .
vEN T 0 bps R

R 0 by
T b3, SECTORIAL 24
REAL DE GUADALUPE
\ i
LA NUEVA L g i
R 58,2
» v
E R 7 1722041 LR i
L j2zoa T4: 3.67 Mops OMNI_2.4
Re: 5.0 My
swwr B 5 »,\ /m
fr: 241 kbps

R 2,73 AP_CASERIO
— e AP

% bps
CLETO Tx: 331 kbps Tx: 5.14 Mbps
a0z N / ¢ uanco
RE_ADMINISTRADOR _,/_/M
uziun 2
[T

Tx: B.17 Mbps, C_NATALIA
= e (1722037,
e _ il
3 .
MNETMETAL CUERNAVACA INTEGRAL / o, SIS
i 5 Py J55T8,
g o
Tx: 1.78 Mops. Taz 2 ee

NETMETAL CUAUTLA JARIOSANTACRUZ SXT PLACER,

e i hiE ——

Roc: 16,5 hops, ABUE
Tx: 7.1 kbps ™ POWER REY i Rr: 0 bpmm——
17225.0.28 =i 30 K e MKREY =T 0 b e

L POWER CUAU -
/ 172.25011
R 0 bps MASTER CUADR
Tx: 0 bos CsERILLA .
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f 17226820
Red g:: 172268229

MASTER OTLATEPEC

Valle del Pedregal

— \

(S 7=, NP R MASTER SALITRE OMNI
[ 5 TS -

MASTER TAMACUIARO OMNI
[N, - 1. Y S—)



Estado de Ping a dispositivos

A PELONA
AASTER CUADRILLA

routeros
routeros

JAFICA
INTEGRAL

AASTER ( Device NETMETAL CUAUTLA ()

AASTER

IP:172.25.0.13

AASTER 1 MAC: 6C:3B:6B:3D:71:74
IASTER Jl [services_info()lsnmp_name(][snmp_description(}lsnmp_uptime(][snmp_contact()][snmp_location{}iros_info()]Notes:

JASTER
AASTER
AEXICO_
AEXICO_
AEXICO_
AEXICO_
1K REY
1K REY
IETMET.
'APAGAY(
'APAGAY(
'APAGAY(
'OWER Cl
RB_ADMIN
RB_ADMIN
RB_ADMIN
XB_ADMIN
RB_ADMIN
REAL DE ¢

Ps

100 ms
90 ms

80 ms

19:20
@ »ing @ NETMETAL CUAUTLA

UWNW«LL«-,W)‘A J“MMLMMT‘LW«ML»LWW

19:30 19:40 19:50 20:00 20:10




Registros del LOG

Apr/26 21:55:28 syslog: Service ping on AGUACATE/CHUCUMPUM is now down fimeout)
Apr/26 21:56:40 syslog: Service ping on AGUACATE/CHUCUMPUM is now up ()

Apr/28 04:19:44 syslog: Service ping on EL FILO is now down (ICMP ermor received (6)TTL exceeded)
Apr/28 08:45:43 syslog: Service ping on EL FILO is now up ()
Apr/29 00:01:19 syslog: Service ping on AGUACATE/CHUCUMPUM is now down ttimeout)




Notificaciones

* Registros en el log
* Correos electronicos
 Mensajes instantaneos por telegram

— O

Telegram




@) | Prfonces || Hep |

LE I ESIRES

-

Contents /| A

Notificaciones

alF e v x) o) 8]8]o

= ] Chats
[ BATERIAS JAFI...
5] BATERIAS JAFI...
= SG CUACUER
] batenias integral
] Devices
(% Files
] Functions
] History Actions
] Links
£ Log
[ Mib Nodes
= 5] Network Maps
] CUAUTLA
EJ HOTSPOT
5 INTEGRAL
5 JAFICA
B snwr

5 ven

| EN&W;%
- E]Pa

3 dude -f:187.21...
] jaime :ffff:189.19...
] Probes
E3 Root
£ Services
. [E] Tools

® TELEGRAM JAIME - Notification

General | Schedue Advanced
\EWCS TELEGRAM JAIME

[V Enabled

Type: |execute on server

Command:

| vinset Variable |

/tool fetch
url="https://api.telegram.org/bot3335258€9 :ARHS2m
XqyPm3UYIgXpl70Gr59KUl8gelUugM/sendMessage?
chat_id=3¢€842€95&parse_mode=HIML&text=El servicio
[Probe.Name] en <b>[Device.Name]</b> esta ahora
<b>[Service.Status]

([Service.ProblemDescription]) </b><pre>Reporte
generado a las [TimeAndDate]</pre>" keep-
result=no




Notificacion en el Celular

¥ 4l 22%C 6:33 PM

x ""'-\ JaficaBot
A alt vez hace mucho tiempo

El servicio [Probe.Name] en £Qué puede hacer este bot?

[Device.Name)] esta ahora [Service.Status)
([Service.ProblemDescription]) Reporte generado a
las [TimeAndDate]

Notificar principales sucesos de la red
Jafica Telecomunicaciones

El servicio ping en ELASTIX esta ahora
down (timeout) Reporte generado a
las May/10/2017 18:32:44

El servicio ping en ELASTIX esta ahora up ()
Reporte generado a las May/10/2017
18:33:00




Gestion de clientes residenciales

Llevar un registro detallado de pagos
Relacion de equipo-cliente

Cortar servicio a clientes morosos
Activar servicio a clientes que ya pagaron



Configuracion en Mikrotik

* Pool para clientes (basico, plus, morosos)
* Nodo principal tiene todos los DHCP servers

* Nodos secundarios hacen DHCP Relay

* Ventajas:
* Facil de buscar leases en el Mikrotik de borde
* Address list para mensajes al cliente



Pools para servicios

| Pools | Used Addresses

[#][=] [

|Name 7 |Addresses |
_SPCAMP-BASICO 172.30.3.10-172.30.3.127
SPCAMP-MOROSO  172.30.3.240-172.30.3.254
P CAMPO-PLUS 172.30.3.128-172.30.3.239
| &aCLT-BASICO 172.30.2.10-172.30.2.127
| P CLT-MOROSO 172.30.2.240-172.30.2.254
| $PCLT-PLUS 172.30.2.128-172.30.2.239
P CNG-BASICO 172.30.8.10-172.30.8.127
$PCNG-MOROSO  172.30.8.240-172.30.8.254
P CNG-PLUS 172.30.8.128-172.30.8.239
< FILO-BASICO 172.30.5.10-172.30.5.127
PFILO-MOROSO  172.30.5.240-172.30.5.254
<P FILO-PLUS 172.30.5.128-172.30.5.239
<P LAJA-BASICO 172.30.6.10-172.30.6.127
P LAJA-MOROSO  172.30.6.240-172.30.6.254
P LAJA-PLUS 172.30.6.128-172.30.6.239
P LAN 172.30.0.10-172.30.0.30
< LOCAL 172.30.0.34-172.30.0.62
P NUEV-BASICO 172.30.7.10-172.30.7.127
P NUEV-MOROSO  172.30.7.240-172.30.7.254
<P NUEV-PLUS 172.30.7.128-172.30.7.239
<P P1-VALLE 172.30.0.70-172.30.0.126
5 P24ajacienega 172.30.0.140-172.30.0.190
< P34a nueva 172.30.0.200-172.30.0.254
P RDGPE-BASICO  172.30.4.10-172.30.4.127
<P RDGPE-MOROSO 172.30.4.240-172.30.4.254
<P RDGPE-PLUS 172.30.4.128-172.30.4.239
<" VALL-BASICO 172.30.1.11-172.30.1.127
$PVALL-MOROSO  172.30.1.240-172.30.1.254
< VALL-PLUS 172.30.1.128-172.30.1.239



Servidores DHCP

DHCP;Networks Leases Options Option Sets Alerts

\| =] [#][%¢] | W] | DHCP Config || DHCP Setup |

| Name / |Inteface | Relay |Lease Time  |Address Pool | Add AR...|
CAMP LAN 1723031 1d 00:00:00 CAMP-BASICO no
CLY LAN 172.30.2.1 1d 00:00:00 CLT-BASICO no

CNG LAN 172.30.8.1 1d 00:00:00 CNG-BASICO no

FILO LAN 172.30.5.1 1d 00:00:00 FILO-BASICO no

LAJA LAN 172.306.1 1d 00:00:00 LAJA-BASICO no

NUEV LAN 172.30.7.1 1d 00:00:00 NUEV-BASICO no
P1-VALLE LAN 172.30.0.65 5d 00:01:00 P1-VALLE no
P2-LAJA/CIENEGA LAN 172.30.0.129 10d 00:01:00 P24ajacienega no
P3-nueva LAN 172.30.0.193 10d 01:01:00 P34a nueva no
RDGPE LAN 172.30.4.1 1d 00:00:00 RDGPE-BASI... no

VALL LAN 172.30.1.1 1d 00:00:00 VALL-BASICO no
server] LAN 1d 00:01:00 LAN yes
server_hotspot HOTSPOT 10d 00:00:00 pool_hotspot no
Server_voip VOIP 10d 00:10:00 voip no




Registro lease

DHCP Lease <VALL-BASICO,172.30.1.62>
General | Active
RS lVALL-BASICO|
MAC Address: |04:18:D6:84:AD.CD
("] Use Src. MAC Address
Client ID: [1:4:18:d6:84:ad:cd
Server: |VALL

Lease Time: |08:20:00

|| Block Access
|| Always Broadcast
DHCP Options:
DHCP Option Set: |
Rate Limit:

Insert Queue Before: :ﬁrst
Address List: javiso

enabled

«|

‘¢|‘

el

st

S

L‘A

4 ¢I

=]
(X




Diagrama de administracion de
Clientes
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Script <DHCP>

Script para DHCP

[=]

Name:mﬂﬂﬂ

Owner: |jaime

Policy: [v/ftp [ I reboot
[v! read v write
W policy  [Vitest
|v| password v/ sniff
[V senstive (v
[] dude

Last Time Started: |May/05/2017 13:04:01

Run Count: 7916

# reload-dhep

log waming DHCP

/ool fetch
url=http://172.16.1.200/jafica/servers/dhcpv
alle php dst-path=dhcp rsc

/import dhcp.rsc

log waming “"DHCP FINALIZADO"

e

/ip dhcp-server lease

:1log warning "ADRIAN ROJAS ANZURES sn luis 10";

:log error "44:D9:E7:BC:09:41";

:local item [find mac-address="44ID9IE7:BC:09:41"); :if
item!="" do={make-static [find mac-address
"44:D9:E7:BC:09:41"]; set address="FSG-CUA-BASICO" server=
"FSG-CUA"™ comment="ADRIAN ROJAS ANZURES sn luis 10"
lease-time="30000" address-lists="aviso"” numbers=Zitem) else

add mac-address="44:D9:E7:BC:09:41" address=
"FSG-CUA-BASICO" lease-time="30000" server="FS5G-CUA"
comment="ADRIAN ROJAS ANZURES sn luis 10" address-lists=
"aviso"”
:1log warning "ADRIANA LUCERO PAZ SOSA SN FERNANDO 10";
:1log error "44:D9:E7:C8:5C:63";
:local item [find mac-address="44:D9:E7:C8:5C:63"); :if
icem!="" do={make-static [find mac-address=
"44:D9:E7:C8:5C:63"]; set address="FSG-CUA-BASICO"™ server=
"FSG-CUA" comment="ADRIANA LUCEROC PAZ SOSA SN FERNANDO 10"
lease-time="90000" address-1lists="" numbers=°"item’! else=



Mensajes a Usuarios a travées de
WebProxy, address list y firewall

Proximo a vencer
Ultimo de dia de pago
Servicio Suspendido
Avisos Promocionales



Configuracion de Webproxy

Web Proxy Settings

000

[ Anonymous

Parent Provy: | [+
Parent Proxy Pott: | g

Cache Administrator: [webmaster -~

EE} ‘z‘ @ loo Reset Counters Hon Reset All Counters

# | |Src. Address |Dst. Address |Dst.Port |Local Pot |Dst. Host |

Max. Cache Size: none _ﬂ KB

Max Cache Object Size: [2048 | KiB
(] Cache On Disk

Max. Client Connections: [BDD

Max. Server Connections: [600

Max Fresh Time: |3d 00:00:00

|| Serialize Connections
("] Aways From Cache

Cache Ht DSCP (TOS). |4

Cache Path: lweb-pmxy

0 e 8082 1172.16.1.200/jafica/servers/valle ficha php
1 o 8081 1172.16.1.200/afica/servers/valle/aviso php
2= ] | 8085 1172.16.1.200/jafica/emor/no_pago php

Web Proxy Rule <>

|

|

Dst. Port: [/ |
Local Port: []/8085 | & |
|

|

|

Dst. Host: [1|172.16.1.200/jafica/emor/no_pago.php | &

Path: | 1%

Method: | [ad
Action: |deny 3] ™ Reset Courten

N Redrect To: [172.16.1.2004aficalemor/no _pago.php | &

Hits: |220675 l

enabled




OO WN

Firewall Filter

: MOROSOS
o accept forward 1 (icmp)
o accept forward 6 tep) 80
o accept forward 17 (udp) 53
o accept forward 172.16.1.200 6 tcp) 8080,9080,21,22,8443,80,9081
K drop forward

* Se acepta ping
* Acepta puerto 80 para proxy
e Acepta udp 53 dns

* se bloguean puertos

720B
2088
0B
S.3KB
1229 KB

12

3
1145



Firewall NAT

.. MOROSOS
o accept dstnat 172.16.1.200 6 tcp) 80 morosos 26884 KiB 38672
17 =l redirect dstnat 6 ttcp) 80 Morosos 8085 120MB 155914
- ULTIMO
18 o accept dstnat 172.16.1.200 6 ttcp) 80 ficha 60.3 KB 860
19 2| redirect dstnat 6 ttcp) 80 ficha 8082 755.0KiB 881
o AVISO
20 o accept dstnat 172.16.1.200 6 ttcp) 80 aviso 749 KB 1243
21 =l redirect dstnat 6 tcp) 80 aviso 8081 7243KB 9104

* Acepta el addres lits con destino al servidor
« 80=> 8081,8082,8085



Firewall Mangle

# Action |Chain Src. Address |Dst. Address Protocol |Src. P...|Dst. Port In. Interf... |Out. Interface | Packet M... C...| Src. Addre...| Per Connection ... New Packe...|New
... aceptar para el webproxy
3 o’ acc... prerouting 6 ttcp) 80 morosos
4 & acc... prerouting 6 ttcp) 80 aviso
5 & acc... prerouting 6 tcp) 80 ficha

LM IT AL I ITA IEI AT A AAM S

* Regla antes del Balanceo de conecciones.



Mensajes a los usuarios

()} 172.25.255.2/sei [ :

Estimado cliente, .... le informamos que
la fecha limite del pago de su
mensualidad esta por vencer

Recuerde enviar su pago al correo
pagos@jafica.com
y al whatsapp
Horario de atencion 9am - 9pm lun-vier

El aviso se cerrara automaticamente
Cerrar Aviso

3 172.25.255.2/server tir A

Estimado cliente. ....
le informamos que hoy Viernes 05 de
Mayo del 2017
es el ultimo dia de pago, sin que se corte
su servicio

No olvide, horario de atencion 9am a 9pm,
lunes a viernes.

El aviso se cerrara automaticamente
Cerrar Aviso

O 172.16.1.200/j: rror/no_pago. [1] 3

SERVICIO SUSPENDIDO

Estimado Cliente, su servicio ha sido
suspendido por la falta de su pago, para
seguir disfrutando se su servicio, le sugerimos
realizar su pago a la brevedad.

Si ya realizo su pago, porfavor envie un
mensaje en whatsapp al’



¢ Preguntas?



Gracias

Figueroa Castaneda Jaime Armando
jaime@jafica.com



