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MU Presentacion Personal

“ Nombre: Mario Clep
“ Profesion: Ing. en Telecomunicaciones

< CTO - MKE Solutions

% Consultor y Entrenador MikroTik RouterOS

+ Experiencia desde 2005

@ - marioclep@mkesolutions.net

= - marioclep
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MUM MKE Solutions

<+ Consultora en Telecomunicaciones

< Establecida en 2008

<+ Certificada en ISO 9001:2015 MI(E
solutions

“ Soporte IT

<+ Entrenamientos Oficiales

@ info@mkesolutions.net H @mkesolutions
n /mkesolutions Q /mkesolutions

@R wwwMKESolutions.net () +54 9 358 4210029
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(MU Soporte IT
D

iseno, desarrollo e implementacién de soluciones.

N

* Incidencias puntuales.

% Soporte mensual (OutSourcing).

“ Revisidén y Optimizacién  + Asesoramiento

SAMSUNG

” Oy 3O 0 Py l1222.
. s
< @ Oraculo MKE Solutions &

% Actualizacion < Soporte Prioritario

:: Change for Interface ether1 Value
(link-downs)

::: Type event: INFO

;2 Variable: 1ink-downs

:: Category: interface

:: Values Before: 11 - Actual: 13

MKESolutions

% Mantenimiento preventivo < Guardia 24x7

o Type event: WARNING

::: Variable: uptime

.. Category: reboot

:: Values Before: 1w4d20:07:47 -
Actual: 00:01:10

MKESolutions

Device: Obrador Rivadavia

IP Address: 1.1.2.232 / Eternet
Argentina

.2 Reboot Device

:i: Type event: WARNING

::: Variable: uptime

.. Category: reboot

.- Values Before: 11:55:11 - Actual:
00:05:29

% Monitoreo “ Implementaciones Adicionales'«
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Oracul®

&

2
» R &L o= 5 S ” <P L2
Of&CU@ v — M, <
monitoreo de redes Status ~ Dashboard ~ Devices Maps Syslog Settings Backups Events ConfigHistory Timeouts Account
2® NETWORK ONLINE & TOTAL DEVICES U TOTAL PORTS & EVENTS UNREAD D CONFIG HISTORY & DISK USAGE wh T
O o Ping to Santa Rosa
98.23% 226 76419 2 1450 54%
4 Online ¥ Offline A Warning O Timeout A No Login & Sensors ¥ Ports & Add Options A With Warning Status @ Monitoring Devices € Files Backups € Disk Backups é o
222 4 4 0 73147 3230 42 2 1 21537 27G
H
@ Oraculo Server Status (&) Overview (1 Hour)
Date O Uptime License Status © Bot Telegram U WebService Device AV1ih  RTT PL Downs Alarms Reboot PF Important m R Trip Tims (aillis) Curs 260,59 Mgs 170.44 Max: 184,24 Mine 17.08
2018-04-11 14:3028 RO ovrsourcvs | vamo_cicase | oc | oc [ — o 0 0 0O OomEmm v e em | gEm | eem
# CPU info CPU avr # Memory # Mem Used & Disk System & Disk Used S m a a a a “
3 Cores - Virtual a7769a6388d5 2.67 1.92 1.97 3.9 GiB 95% 59 GiB 56% . m - a a a a “ Pkt_lost (0)
] 0% 99.97%
Packet Loss to Santa Rosa
@ GeoMAPs Category X ZoomOut I — 0 ms. 0) 0] 0] g
: BHTE ' e o5 729% 933152 ms G 0 Qo2
North : 60
United Atlantic A Last Devices Timeout '
ates H
Ocean Device Category Last Seen Last Probe Status
P TN 40 minutes ago 44 minutes ago )
MR | ail Thiger D ) 20 hours ago 20 hours ago Anma a _saa cbemafnribaal Ny, L,
== "".;:'r"_" "'_': _ _ M Packet Loss (%) cur: 0.00 Avg: 1.47
”"ZEPGJ”; 5 March 28 March 28
e IS O march 27 March 27
Cpu (23)
LaSt Events CPU Load Santa Rosa
When Device Event Variable Before Actual
Sou.tI? Atlantic i Africa’ A _ m Change value for peer connect active o
Pacific Ocean Cache de Facebook BGP
2
S« Made for A _ (bgp. Change value for peer active connect R
=L Cache de Facebook BGP ;
IKIOR 1
A _ m Change value for peer connect active *
L Cache de Facebook BGP
Leaflet | Oraculo - Map data © OpenStreetMap contributors, CC-BY-SA, Imagery Mapbox ) e —r v m—— e e c—_—
AGET DS () Cregevauelorpeer  active OMeCt | woims 0 arte 0 frae T maa
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[MUM Introduccion y Objetivos

Mas alla de proteger el router deshabilitando los servicios que no se utilizan e

implementando reglas de Firewall, también es necesario (!) implementar reglas que

controlen el trafico desde/hacia sus clientes.

N/
%*

RFC2827 (BCP38).

“ RFC3704: RP-Filter.

“ Puertos mas comunes a proteger.
< IDS / IPS / mitigadores.

< BGP Blackholing.

“ Buena comunicacion (y predisposicion) del proveedor.
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Tarch (Running)

— Basic

El problema...

Interface:

Entry Timeouk:

— Filkers

Qo oo 0

Src, Address:

Dsk, Address:

_Collact S e =

0.0,0,0/0

Eth. Pro... |Protocal Sri. Disk, WLAM Id |[DSCP |Tx Rate |Rx Rake % |Tx Pack... |Rx Pack...
&00 (ip) 17 (udp) 31.76.153.225: 35975 " 27610 Obps 744 bps i i
800 (ip) 17 (udp) 32.19.202,196: 39903 ' 27147 Obps 744 bps 0 1
800 (ip) 17 (udp) 32.37.142 . 48:61061 ' 27201 Obps 744 bps 0 1
&00 (ip) 17 {udp) 31.83.117.100: 17851 \ 27041 Obps 664 bps 0 1
800 (ip) 17 (udp) 31.56.178.81:27634 ’ i Jr Obps 656 bps [ 1
800 (ip) 17 (udp) 31.102.163,139:44750 ’ 2 /oo Obps 656 bps [ 1
800 (ip) 17 (udp) 31.193.74.77:10115 ’ 2 sabd Obps 624 bps [ 1
800 (ip) 17 (udp) 31.196,149,127:19034 ; = e Obps 624 bps [ 1
800 (ip) 17 (udp) 31.200,180,117:52663 ; Pl X e Obps 624 bps [ 1
800 (ip) 17 (udp) 30.211.242,93:50994 ’ 2390 Obps 616 bps [ 1
800 (ip) 17 (udp) 31.6.180,1583:50773 ’ 2l 126 Obps 616 bps [ 1
800 (ip) 17 (udp) 31.73.1958,161:17520 ’ 2 a49 Obps 616 bps [ 1
800 (ip) 17 (udp) 31.92.41,152:153751 ’ 2l 107 Obps 600 bps [ 1
800 (ip) 17 {udp) 31.103.203,105:33230 ’ 2F23E Obps  &00 bps I 1
800 (ip) 17 (udp) 31.164.165,10:253313 ’ 2l 204 Obps 600 bps I 1
800 (ip) 17 (udp) 31.175.155,111:11108 ’ L Obps 600 bps I 1
800 (ip) 17 (udp) 32.18.148,207:55999 ’ =t Obps 600 bps I 1
800 (ip) 17 (udp) 30.204.1958,217: 27609 ’ ol w¥its Obps 592 bps I 1
800 (ip) 17 (udp) 31.11.133,75:39361 ’ et e Obps 592 bps I 1
800 (ip) 17 (udp) 31.33.125.24:46028 ’ L L= I Obps 592 bps I 1
800 (ip) 17 (udp) 31.77.218.1358:16417 ’ I X Obps 592 bps I 1
a0 {ip 17 {udp) 31.858.132.122:50210 27391 Obps 592 bps (] 1

900 items Tokal Tx: 0 bps Tokal Rx: 13.9 Mbps Tokal Tx Packet: 0 Tokal Rx Packet: 26 543
S
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— Basic

El problema...

Entry Timeouk:

— Filkers

* Src, Address: 0.0,0,0/0

Qo oo 0

G Dsk, Address:

Eth. Pro...

Protoco

S
MIKror i

500 (ip)
a00 fip)
a00 fip)
a00 fip)
200 (ip)
&0 (ip)
&00 (ip)
200 (ip)
&00 (ip)
200 (ip)
200 (ip)
&00 (ip)
&00 (ip)
500 (ip)
500 (ip)
500 (ip)
500 (ip)
500 (ip)
500 (ip)
500 (ip)
500 (ip)
500 (ip

200 ikems

17 (udp) 31.76.153.223: 35975
17 {udp) 32.19.202.196:39908
17 (udp) 32.37.142.48:61061
17 {udp) 31.83.117.100:17551
17 {udp) 31.56.178.51:27634
17 {udp) 31.102.165,139:44750
17 {udp) 31.193.74.77:10115
17 {udp) 31.196.149,127:19054
17 {udp) 31.200.180.117:52663
17 {udp) 30.211.242.93:50994
17 {udp) 31.6.180,183:50773

17 {udp) 31.73.1938.161:17520
17 (udp) 31.92.41.152:15751

17 {udp) 31.103.203.105:35230
17 {udp) 31.164.165.10:258313
17 {udp) 31.175.155.111:11108
17 {udp) 32.18.148.207:55999
17 {udp) 30.204.198.217:27609
17 {udp) 31.11.133.75:39861
17 {udp) 31.33.125.24: 46025
17 {udp) 31.77.218.135: 16417

D=k,

. BB BB B =B B S B B 2 BB B B B B B B B B B E

Toktal Fx:

YWLAM Id DSCP | TxRate |RxRake ™ |Tx Pack... Rx Pack...

bps

Obps 744 bps
Obps 744 bps
Obps 744 bps
Obps 664 bps
Obps 656 bps
Obps 656 bps
Obps 624 bps
Obps 624 bps
Obps 624 bps
Obps 616 bps
Obps 616 bps

Obps 616 bps
Obps 600 bps

Obps  &00 bps
Obps 600 bps
Obps 600 bps
Obps 600 bps
Obps 592 bps
Obps 592 bps
Obps 592 bps
Obps 592 bps

S D o U s U s B e O e U U s B D s B R N BN N s B O O U B e R |
e R Tl e e T e e e e S e R S S N el el el el el el R ==Y

Total Tx Packet: O Tokal Rx Packet: 26 843

<N\
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Analisis
<+ Interfaz de entrada: WAN

* Todo el trafico es UDP.
“ |IP origen aleatoria.
“ Puerto de origen aleatorio.

<+ |IP destino > Cliente atacado.

<+ Puerto de destino aleatorio.
+ Paquetes recibidos: 26800.

* Paquetes enviados: 0.

S _—
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[TUI ;Que es DoS / DDoS?

“ Los ataques de denegacion de servicio tienen como principal objetivo atacar el

vinculo mas débil para provocar una caida del servicio: capacidad contratada,
capacidad de procesamiento, enlaces troncales, distribuciones, AB del cliente, etc.

Victima

Protocolo Factor de Ambplificacion

Atacante

DNS 28 - 54
O e NTP 257
SNMPv2 6.3
NetBIOS 3.8
—
& CharGEN 358
Mikror 1k i MKE




(MU ;Que es el IP Spoofing!? ®

< Sustitucidon de la direccidn IP de origen de un paquete IP por otra totalmente falsa.

% Un router normalmente inspecciona la cabecera IP, busca la direccion IP de destino
y la compara con su tabla de enrutamiento para determinar cual es el préximo

salto, pero no hace nada con la direccion IP de origen.

Y A ux
[ 4 2w

SRC: 8.8.8.8 SRC: 8.8.8.8 SRC: 8.8.8.8
DST: 200.0.0.10 DST: 200.0.0.10 DST: 200.0.0.10

J

O
&’ src: 10§@.0.10 > 8.8.8.8 .

Nagm® DST: 200.0.0.10

KK ] |
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(MU ;Se puede hacer algo!?

“ Filtrar el trafico valido antes que sea demasiado tarde!

R2
M £
[

SRC: 8.8.8.8 SRC: 8.8.8.8 SRC: 8.8.8.8

DST: 200.0.0.10 DST: 200.0.0.10 DST: 200.0.0.10
O /
’ src: 10§0.0.10>8.8.8.8 .
Nag® DST: 200.0.0.10

< R2 no tiene manera de reconocer si el nuevo origen 8.8.8.8 es verdadero o falso.
“ Implementar BCP38 6 uRPF.

)
MKE
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(MU BCP38 - Ingress Filtering

<+ Que?! BCP38: Best Current Practice 38 > RFC2827

% Cuando!? Mayo de 2000.

* Porqué?!? Eliminar los ataques DoS provocados por IP Spoofing y detectar el

verdadero origen del ataque.

* Como! Bloqueando el trafico que ingrese al router con direcciones IP de origen

diferentes a nuestras propias direcciones.

<+ Donde? En las interfaces locales de nuestros routers.

ik 3 Croc ducuments

hugast stan ards
April Retrieved

o Y IETF
qqqqqqqq o

ietf
ff editor Standard

it
Edltur
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Diagrama de Flujo en RouterOS

-.-*

yes

f \\t‘ ;4' -
n-interface :
Bridge == Prerouting

: es \ '
, \ \ "l
Routing™~_ || . =7 out-interface~_ | |77 .
_ *r m ‘o Postrouting
INPUT IPSec I !'\DC
. input Output
INTERFACE| | | Decryption J I | T
yes f
IPSec Routing IPSec Interface
Palicy Decision Encryption HIB
no
Local Local
Process IN Process OUT

* lip firewall filter add chain=forward | chain=input...

.......

LAN

& I ] |
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Reglas de Firewall

Firewall

Filker Rules  MAT Mangle Raw Service Ports  Connections Address Lists |La',-'er? Protocols

*|

| = |« |22 [E] | T Finit REDES LOCALES

Mame ¢ |Address Creation Time
@ REDES LOCALES 192,168,77.0/24 Julf1z2/2017 02:5...
@ REDES LOCALES 10,30.50.0/29 Julf12/2017 02:5,.,

Firewall Rule <= Firewall Rule <= Firewall Rule <=

General |.ﬁ.d'-.u'ann:ed Exkra | ackion Skatistics | General Advanced ‘Extra Action  Statiskics | General ' Advanced Extra Ackion ‘Statistics
Chain: |Forward Sre. Address List: (¥ |REDES LOCALES Action: |drop
Sre. address: Disk, Address Lisk: Log
Dst. Address: L aver7 Protocol Log PPt [
Protocol: Cantent:
orc, Pork: Connection Bykes:
Dk, Pork: Connection Rate:
Ay, Pork: Per Connection Classifier:
In. Interface: LaM Src. MAC Address:
Ouk. Intetface: T —




(MU Reglas de Firewall

| ip firewall address-list

add address=192.168.78.0/24 list="REDES LOCALES"
add address=10.30.50.0/29 list="REDES LOCALES"

[ ip firewall filter
add chain=forward in-interface=LAN src-address-list=!"REDES LOCALES" \ action=drop
comment=BCP38

add chain=input in-interface=LAN src-address-list=!"REDES LOCALES" \ action=drop
comment=BCP38

-
MikroTik MikroT ik MKE



MU

DDoS en accion

M/Kr

11k

Torch (Running)
_ Basic Rkers [ Sl:art
Interface: ether3 + Src, Address: |0.0.0.0/0
‘ Stop ‘
Entry Timeout: 00:00:03 s  Dst, Address: 0.0.0.0/0
Close
Eth. ... ~ Dst. Tx Rate Rx Rate Tx Packet Rate  |Rx Packet Rate v
00 (ip)§ 17 (udp) 4. 18 244.69:43735  200.200,200,1:41589 0 bps 0 bps 0 0 +
800 (ip)§ 17 (udp) 2.27.45.121:43736  200,200,200.1:41590 0 bps 0 bps 0 0
800 (ip)§ 17 (udp) 6.238.169.63:43741 200,200,200.1:41595 0 bps 480 bps 0 1
800 {ip)f§ 17 {udp) 0.250.191.202:43744 200,200.200,1:41598 0 bps 0 bps 0 0
800 {ip)§ 17 {udp) 6.152.157.161:44325 200,200.200.1:42179 0 bps 480 bps 0 1
800 (ip)f§ 17 {udp) 0.137.228.188:44345 200,200.200.1:42199 0 bps 0 bps 0 0
800 (ip)§ 17 (udp) 0.147.29.231:44393 200,200.200.1:42252 0 bps 0 bps 0 0
800 (ip)§ 17 (udp) 8.129.151.151:44402 200,200.200.1:42256 0 bps 480 bps 0 1
800 (ip)§ 17 (udp) 6.0.6.137:44409 200,200,200,1:42263 0 bps 0 bps 0 0
800 (ip)§ 17 (udp) 3.60.171.66:44423  200,200.200.1:42277 0 bps 0 bps 0 0
800 (ip)§ 17 (udp) 6.103.110,152:45409 200,200.200.1:43263 0 bps 0 bps 0 0
800 (ip)§ 17 (udp) 2.169.120.162:45422 200,200,200.1:43276 0 bps 0 bps 0 0
800 (ip)§ 17 (udp) 11.129.24,120:45431 200,200.200.1:43285 0 bps 4580 bps 0 1
800 (ip)§ 17 (udp) 4.102.212.5:45444  200,200.200.1:43298 0 bps 0 bps 0 0
200 (i . 09 200,200,200,1:43302 | 0 bps 0 bps 0 0 ¥
500 items Total Tx: 0 bps Total Rx: 4.3 Mbps Total TxPacket:0  |Total Rx Packet: 9032
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DDoS en accion

Session: |E4:80:80:52:FF.06 CPU:100: B
Firewwall

Fiter Bules MAT Mangle PFaw Service Ports Connechions | Address Lists  Layer? Protocols

= | | Tracking Finc

Src. Address Dzt Address Frotocol Timeout TCP State Orig./Repl. Rate Urig./Hepl. Butes v

C 0.0.0.0:68 2hh. 205 255 25567 17 [udp) 00 00: 00 0 bpz/0 bps J28 B/0B -
Cz 216.251.194:12734 200,200, 200.7: 10207 17 [udp) 00 00: 07 0 bpz/0 bps Z3B/0B
Cs . c34.204657080 00.200.2000:4505 17 (udp) o00007 Obps/Obps 6BA0B
15— 2171771342208 200.200.2009:09729 1F (udp) 000007 Obps/Obps L
Cz 2132.57100:11105 200.200.200.1:8513 17 [udp] 00: 00:07 0 bps/0 bps Z3B/0B

Cz 2181 178.168:12796 200.200.200.7:10209 17 [udp) 00:00: 07 0 bpz/0 bps Z8B/0B

Cz 3.21.141.233:5641 200.200.200.7:3054 17 [udp) 00 00: 08 0 bpz/0 bps Z3B/0B

Cz 4623022127 A00.200.200.7:144 17 [udp) 00 00: 08 U bpz/0 bps Z8B/0B

Cz 2 14 1074537 200, 200.200.7:1950 17 [udp) 00 00: 06 0 bpz/0 bps Z8B/B

Cz 3.99.25.173:9392 200.200.200.7:6805 17 [udp) 00 00: 08 0 bpz/0 bps Z8B/0B

Cz 2.110.51.185: 4548 200.200.200.7:1961 17 [udp) 00:00: 08 0 bpz/0 bps Z8B/0B

Cz 1211291782766 A00.200.200.7:173 17 [udp) 00 00: 08 0 bpz/0 bps Z8B/0B

Cz 2.136.45.37:3338 200,200, 200.1: 751 17 [udp) 00 00: 07 U bpz/0 bps Z8B/B

Cz 2.178.47. 4518312 A00.200.200.1:16225 17 [udp) 00 00: 07 0 bpz/0 bps Z8B/B

Cz 3.228.77 5715289 200,200, 200.7:12702 17 [udp) 00 00: 0& 0 bpz/0 bps Z3B/0B

Cz B.10.134.144:2718 200, 200.200.7:131 17 [udp) 00 00: 06 0 bpz/0 bps Z8B/0B

Cz B.32.163.236:11107 200.200.200.1:8520 17 [udp) 00 00: 07 0 bpz/0 bps Z8B/0B

Cz B.188.242.147:56RR 200.200.200.1:3073 17 [udp) 00 00: 08 U bpz/0 bps Z8B/B

Cz B.233.200.104: 2977 200.200.200.7:330 17 [udp) 00 00: 08 0 bpz/0 bps Z8B/0B

Cz 7.2.147.141:50680 200.200.200.7: 2463 17 [udp) 00 00: 08 0 bpz/0 bps Z3B/0B

Cz £ 14.212.107:3340 A00.200.200.7:753 17 [udp) 00 00: 07 0 bpz/0 bps Z8B/B

Cz 7.55.204.166: 3653 A00.200.200.7:1072 17 [udp) 00 00: 0& 0 bpz/0 bps Z8B/0B

Cz £.98.51.67:3373 200, 200.200.7: 786 17 [udp) 00:00: 07 U bpz/0 bps Z8B/B

Cz £ 123.134.98:12805 200,200, 200710272 17 [udp) 00 00: 07 0 bpz/0 bps Z8B/0B

Cz 7144 167.45:3983 200.200.200.7:1396 17 [udp) 00 00: 07 0 bpz/0 bps Z3B/0B

Cz FIBE 1435 2222803 A00.200.200.7:216 17 [udp) 00 00: 06 0 bpz/0 bps Z8B/B

Cz A00.200.200.7:13267 17 [udp) 00 00: 06 0 bpz/0 bps Z8B/B »

71905 15854
817 item= out & 47553

tax Entries: 218040




RAW en RouterOS vé

\ \ ' \ '
yes \ \ ,' es \ "
LY

~ - — d ~ “v‘_ — > - —

n-interface~_ (| . . Routing ™~—~_ | | . out-interfface~_ | |~ :
@orutmg | - Forward Bridge_——— TPostroutnng
INPUT IPSec Input Output

INTERFACE Decryption
yes ,

IPSec Routing IPSec Interface

Policy Decision Encryption HTB

no

Local Local OUTPUT

Process IN Process OUT INTERFACE

yes

RAW Connection Mangle Destination
PREROUTING P Hotspot-IN Prerouting Tracking Prerouting NAT
C N\
\ ]
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(MU Reglas Optimizadas (RAWY)

Session: 192.168.10.27 CPU:|2%

Filter Rules NAT Man‘\ehRaW |SP' \vice Ports Connections Address Lists Layer? Protocols

= = ¢ ¥ O %‘ 00 Reset Counters | 00 Reset All Counters Fing all
¥ Action  |Chain Src, Address |Dst, Address Prot... |Src, Port  Dst, Port  |In. Int... |Out, I... Bytes Packets
0 o acc... prerouting 17 (... 68 ether3 7.5KiB 230
1 A drop prerouting ether3 394,0 MiB 14 755 732
MNew Raw Rule
General |Advanced Extra Action Statistics General Advanced Extra Action Statistics General Advanced Extra Action |Stal:istics
Chain: |prerouting ¥ Src. Address List: [ 1] REDES LOCALES | ¥ | & Action: ’
Src. Address: e Dst, Address List: R Log
Dst, Address: v o v W
. = Log Prefix: |
Protocol: b Per Connection Classifier: v |
Src. Port: v Src. MAC Address: e Regl A Si m pl ifi Cad a! ! ! |
Dst, Port: v
IPsec Policy: e —
Any, Pork: bt I
In. Interface: | | ether3 v - Le=Siurotid v |
Out, Interface: v Priority: M

KK ] |
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Resultados Finales (RAWY)

Session:  192.168.10.27 CPU:IBS% o

Filter Rules MNAT Mangle Raw IService Ports Connections Address Lists Layer? Protocols

= |22 | | Y| | 00 Reset Counters || 00 Reset All Counters
# Action | Chain Src. Address Dst, Address Prot... Src, Port  Dst, Port  |In, Int... Out, I... |Bytes Packets
0 o acc... prerouting 17(... 68 ether3 6.6 KiB 221
1 K drop prerouting ether3 383.2 MiB 14 351 777
Interface <ether3: m| k.4 B Profile (Running)
Overall Stats Rx Stats Tx Stats Status Traffic |, = CPU: |all v Stark
Tx/Rx Rate: 624 bps /61,9 Mbps Cancel Stop
Tx/Rx Packet Rate: 1 p/s 120 941 pJs
! p! ! p! e Close
FP Tx/Rx Rate: 592 bps }/59.3 Mbps = teiiniabh e
FP Tx/Rx Packet Rate: |1 pJs 11123589 pJs e ——— MName / |CPU Usage v
bridging 0 0.0
Tx{Rx Bytes: |36.6 MiB /11293.4 MiB Torch U 89.0 B
L2 = A L S
Tx/Rx Packets: |36 529 {121 179 088 Cable Test ethernet o0 2200
. Firewall 0 165
Tx/Rx Drops: |0 10 Blink Jatiokia 0 0.0
Tx/Rx Errors: |0 10 Reset MAC Address management 0 15
networking 0 425
Reset Counters profiling 0 3.0
unclassified 0 3.0
winbox 0 0.5
wireless 0 0.0
BT 624 bps
BlRx: 61.9 Mbps
& 4dddaddddddaddiiiiiniiiiiieiiiiiiieiiiiiiieiiiiiiniiiiiiiiiiiiiniidii.i




-
b4
|

% I ] |
Mikror 1k



MU Conclusion &

+ BCP38 no evita que se generen ataques de DoS, cuando se originan desde redes
validas, ni impide que se reciban estos ataques desde la interfaz publica.

“ La implementacién de estas reglas significan un aumento insignificante del CPU de
un router cuando el trafico es normal.

“ El no disponer de dichas reglas implica un aumento considerable del CPU cuando se
produce este ataque, provocando inconsistencias en la red, mayores latencias y
reinicios del equipo.

* Si todos los ISP implementaran BCP38, no existiria este ataque.
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