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MUM MKE Solutions

<% Consultora en Telecomunicaciones

< Establecida en 2008

% Certificada en ISO 9001:2015 MKE
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MUM Soporte IT

< Diseno, desarrollo e implementacion de soluciones.
< Incidencias puntuales.

% Soporte mensual (OutSourcing).

% Revision y Optimizacion % Asesoramiento
+ Actualizacion “ Soporte Prioritario

< Mantenimiento preventivo % Guardia 24x/

< Monitoreo < Implementaciones Adicionales
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Desarrollo de la presentacion:

Conceptos Iniciales:

“* VRRP: qué es!, como funcional! como se configura!

% Sincronizacion: como replicar la configuracion del

Master al Backup

“ Recursos y bibliografia
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MUM VRRP

VRRP -Virtual Router Redundancy Protocol
*VRRPv2: RFC 3768 | VRRPv3: RFC 5798

*ES un protocolo de redundancia de routers.
*NO ES un protocolo de enrutamiento dinamico.

*NO ES un protocolo de balanceo de carga.




MU VRRP

Como trabaja ?

*Dos o mas routers forman parte de un Cluster o Virtual Router (VR),
compartiendo el mismo ID (VRID).

*En cada uno de ellos se levanta una interfaz virtual (vrrp) sobre la

interfaz a redundar.

L a prioridad asignada a la interfaz vrrp determinard el rol de cada
router (master o backup).

» lodas las interfaces vrrp dentro del mismo VRID comparten la misma
MAC-ADDRESS virtual.

 [odos compartiran la misma direccion IP Virtual.
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Configuracion basica - parte 1

192.168

Address <192.168.1.253/24>

Address: |192.168.1.253/24
Network: | 192.168.1.0

Interface: efher?

Address <192.168.1.254/24>

Address: |192.168.1.254/24
—» Network: |192.168.1.0

1.253/24 192.168}1.254/24

IP: 192.168.1.100/24
GW: 192.168.1.1

Interface: effer?

=] E3
oK
: — Cancel
* Apply
=] E3
oK
: = Cancel
* Apply

(O Obtener una direccién IP automéaticamente

(%) Usar la siguiente direccidn IP:

Direccion IP:
Mascara de subred:

Puerta de enlace predeterminada:

192168 1 .100
255.255.255. 0
192168 1 . 1
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Configuracion basica - parte 2

VR: 192.168.1.1/32

General YRRP :Scripts Traffic
Interface: :e.‘hm"
VRID: 1
Priority: i110

Interface <vmipl>
General VYBRP  Scripts  Traffic
Interface: :affw.?
VRID: |1
Priority: :100

Interval: 1.00

Address <192.168.1.1>

Address: |192.168.1.1 |
Network: 19216811 | &

7

Interface: vip ¥

0K

Cancel

Apply

'¢|‘

Interval: :1.00 :s l

’¢|‘

Bl Interface <vrpl> =]

0K

Cancel

Apply

Disable

Cancel

Apply

Disable
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VRRP Master

Address List
Interface  |nterface List Ethemet EolP T{ o =
v =l Address / Network Interface
e ] e | . w1921681.1 19216811 1L L
| Name /| Type $1921681.10/24 19216810  ether?
| 4vether] Ctheme! £192168.10.31/24 192168100  etherl
R <¢idether2 Ethernet
RM &P vrpl VRRP

VRRP Backup

Interface  Interface List Ethemet EolP T
+- & [ ¥

| :Name :Type

R <¢i*etherl Ethernet

R <%ether? Ethernet

E & virpl VRRP

Address List [m]

+ =1h 1
iAddress Network Interface
............. 7 192.168.10.32/24 192.168.10.0  etherl
°192.168.1.11/24  192.168.1.0 ether2
192.168.1.1 192.168.1.1 vigp ¥
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mum VRRP

A Saber, consideraciones:

»Jodo el control se hace a traves de paguetes multicast, tanto en [Pv4
como en [Pvé.

£l router con mayor prioridad es asignado como master, el resto seran
backup hasta que éste falle.

 [odos los routers pertenecientes al mismo VR deben tener el mismo
intervalo de publicacion.

| a direccion IP virtual debe tener mascara /32.

» [anto la IP virtual como la real, deben pertenecer al mismo segmento
de red.
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SINCronizacion
de configuraciones
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Sincronizacion

Sincronizacion de Configuracion

*Nos apoyaremos de un script (cron), que ejecutaremos cada clerto
intervalo para replicar la configuracion deseada en el router backup

Este cron copiara 3 script del master al backup:
o clean.queue: Limpia las reglas a importar
e queue.rsc: Contiene las queues a Importar

e final.queue: Script de finalizacion (opcional)

*Veamos escenario de sincronizar las simple queues

https://github.com/elmaxid/vrrp_with_sync_mikrotik

-
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MUM Sincronizacion

Script: clean.queue

:log warning "--------—-—-————-- INICIANDO IMPORTACION -----——=—=——=———————————- v
:log info "Limpiando queues";

/queue simple remove [find];

:delay 3s;

:log info "Listo!";

:log warning "Esperando archivo de importacion final >>>>>";

Script: final.queue

:log info "Listo!";
:log warning "-------—--—--—---- IMPORTACION FINALIZADA ———————————m—mmm oo ",
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Sincronizacion
Script en Master: cron

:log info "INICIO DE BACKUP";

:log info "Guardando queues'";

/queue simple export file="queue";
:delay 5s;
:log info "Listo.!";

:log info "Limpiando reglas Router Slave";

/tool fetch address=192.168.1.10 user=ftp password=£ftpl23 \
src-path=clean.queue mode=ftp upload=yes dst-path=clean.auto.rsc ;

:delay 5s;

:log info "Listo.!";

:log info "Actualizando Router Slave";

/tool fetch address=192.168.1.10 user=ftp password=£ftpl23 \
src-path=queue.rsc mode=ftp upload=yes dst-path=queue.auto.rsc ;

:delay 5s;

/tool fetch address=192.168.1.10 user=ftp password=ftpl23 \

src-path=final.queue mode=ftp upload=yes dst-path=final.auto.rsc ;
:log info "Actualizado!";
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Sincronizacion

Queues en VRRP Master y Backup

Simple Queues | Interface Queues ’ Queue Tree ‘ Quele Types ‘

e (| = |« || 22| || || | = Reset Counters || 00 Reset All Counters

# Marme Targek Upload Max Limit  |Download Max Limit |Packet Marks
0 @ServerMalserver 192168502 SM SN
1 15 Webserver 192,168.50.5 5SM oM
2 i Askerisk 192.168.50,7 5M =

Jueue Lisk

Simple Queues | Interface Queles ’ Queue Tree ’ Queue Types ‘

e = ||| 2| | F | | i Reset Counters || 00 Reset All Counters

# Marme Target Upload Mazx Limit | Download Mazx Limit |Packet Marks Tokal Mazx Limit (b..
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Sincronizacion

Script en Master: log en Master

Mow 03/2017 21:44.:24
Mow 03/2017 21:44:26
Mow 03/2017 21:44:29

Mow 03/2017 21:44:36
Mow 032017 21:44:36
Mow 03/2017 21:44:41
MNowi03/2017 21:44:41
Mo 03/2017 21:44:50
Mo 03/2017 21:44:50
Mowf03/2017 21:44.57

MEMOyY
MEMOyY
MEMOFyY

MEMOyY
MEMOFY
MEMOY
MEMOyY
MEMOFY
MEMOEY
MEMOyY

syskem, info
syskem, info
syskemn, info, account

scripk, info
scripk, info
scripk, info
scripk, info
scripk, info
scripk, info
scripk, info

log action changed by admin
undao: log action changed by admin
user admin logged ouk via local
uset admin logged ouk via local
INICIO DE BACKLP
Guardando queues

Lisko,!

Limpiando reglas Rouker Slave
Lisko,!

Actualizando Router Slave
Ackualizado!

MKE
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Sincronizacion

Script en Backup: log en backup

Mow 032017 20:26:45
Mow 032017 20:26:45
Mow 032017 20:26:46
Mow 032017 20:28:58
Mow 032017 20:29:04
Mow 032017 21:29:36
Mow 032017 21:40:26
Mow 032017 21:40:53
Mow 032017 21:41:41
Mo /032017 21:41:41
Mow 032017 21:41:41
Mo 032017 21:42:26
Mow 032017 21:42:26
Mo 032017 21:42:26
Mow 032017 21:42:29
Moy 0312017 21:42:29
Mow 032017 21:42:29
Mow (032017 21:42:34
Mow (032017 21:42:34
Mow 032017 21:42:34
Mow 032017 21:42:34
Mow 0312017 21:42:35
Mow 032017 21:42:40
Mow 032017 21:42:40
Mow 032017 21:42:40
Mow 032017 21:42:41
Mow 032017 21:42:40
Mow /0372017 21:42:40

n“n Now/03/2017 21:42:41

MEMary
MEMary
MEMOLyY
MEMOLyY
MEMOLY
MEMOLY
MEemaory
MEMaLyY
MEMaryY
MEMOLyY
MEMOEY
MEMOY
MEMary
MEMary
MEMaryY
MEMaLy
MEMDLY
MEMOLY
MEMOY
MEMary
MEMary
MEMOEyY
MEMOLyY
MEMOLY
MEMOLY
MEMaky
MEMary
MEMary
MEMOLyY

scripk, info

scripk, warning
syskem, info, account
wIrp, info

wrrp, info

syskem, info, account
system, info, account
syskem, info, account
syskem, info

syskem, info

syskem, info

syskem, info, account
scripk, warning
scripk, info

scripk, info

scripk, warning
syskem, info, account
syskem, info, account
syskem, info

syskem, info

syskem, info

syskem, info, account
syskem, info, account
scripk, info

scripk, warning
syskem, info, account
scripk, info

scripk, warning
syskem, info, account

---------------- IMPORTACION FINALIZADA -----m-mmmmmmm e e oo
uset Ftp logged ouk From 192,168.168.11 via ftp

virpl now MASTER, master down kimer

virpl now BACKUP, got higher priority 110 From 192,168,168.11
uset admin logged ouk from 14:10:9F:05:76:05 wvia winbox
user admin logged in via local

uset admin logged in From 14:10:9F:05: 76:05 via winbox
simple queue removed by admin

simple queue removed by admin

simple queue removed by admin

uset ftp logged in from 192,168,168.11 via fkp

---------------- INICIANDO IMPORTACION -----==--mmmmmmmmemeeee
Limpiando queues

Lisko!

Esperando archivo de importacion final »==>>=

user frp logged out from 192.168.168.11 via ftp

user ftp logged in from 192,168,168.11 via fkp

simple quewe added by Ftp

simple quewe added by Fp

simple quewe added by Fp

user ftp logged ouk from 192,1658.168.11 via ftp

user ftp logged in from 192,168,168.11 via fkp

Lisko!

---------------- IMPORTACZION FINALIZADA -----mmmmmmmmme e e oo
uset Ftp logged ouk from 192.163.168.11 wvia ftp

Lisko!

---------------- IMPORTACION FINALIZADA -----m-mmmmmmmm e e oo
uset ftp logged ouk from 192.168.168.11 via ftp

)
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MUM Sincronizacion

Queues en Master y Backup

Simple Queues | Interface Queues CQueue Tree  Queue Types

e (= [« || 22| [ || | 3= Reset Counters || 0o Reset All Counters

3 Marme Targekt Upload Max Limit | Download Mazx Limit |Packet Marks To
0 Bserver.. 192.188.. SM ] I
1 & Webser... 192,168,.., 5M S
a it Asterisk  192,165.... SM S

QJueue Lisk

Simple Queues | Interface Queues CQueue Tree  Queue Types

e (| = |« || 22| [ || | = Reset Counters || 00 Reset All Counters

& Marmne Target Upload Max Limit | Download Maz Limik |Packet Ma
o & Server Mailserver 192,168,502 SM =1L S S
1 = Webserver 192,168,505 5M ol

2 i% Asterisk 192,168.50.7 5M aM
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VRRP: https://wiki.mikrotik.com/wiki/Manual:Interface/VRRP

- Scripts: https://github.com/elmaxid/vrrp_with_sync_mikrotik

Presentaciones MUMs:

* Redundancia de Routers con VRRP
* Mario Clep - MUM Lima, Perd 2012

e https://mum.mikrotik.com/presentations/PE | 2/marioclep.pdf

MU MKE



https://wiki.mikrotik.com/wiki/Manual:Interface/VRRP
https://github.com/elmaxid/vrrp_with_sync_mikrotik
https://mum.mikrotik.com/presentations/PE12/marioclep.pdf

mum MikroTik User Meeting

;Preguntas!?

MUCHAS GRACIAS!

Maximiliano Dobladez
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