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Ponente

Ing. Adrian Arturo Diaz Cota

= Administrador de redes desde el afio 2000
= Administrador Windows y Linux

= CTO Index Datacom
= Certificaciones:

‘Mh?roﬁk\ MikroTik MikroTik ‘Mﬁmﬁk\
MTCRE
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= Empresa dedicada al desarrollo y comercializacion de soluciones en
tecnologias de la informacion y comunicacion.

= Mas de 15 anos en el mercado.

= Servicios de Internet Simétrico, Asimétrico y E-PyME; Ethernet Local
y Multilocal.
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= Soluciones en Redes de Banda Ancha, Internet mévil, Telefonia IP,

WISP,
Los Mochis, Culiacan y Mazatlan, Sinaloa.
N/ Obregdn, Navojoa, Sonora.
Z8ZS Cabo San Lucas, Baja California Sur.
www.index.com.mx
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wireless,

Distribuidor oficial de Mikrotik Routerboard
Centro de entrenamiento oficial en Mikrotik RouterOS

Q Los Mochis, Sinaloa.
ZVAN Ciudad de México

Empresa dedicada a servicios de Internet residencial
+ de 3000 abonados

o Presencia Sinaloa y Sonora
ZYA y
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Ubjetivos

= Compartir experiencias en implementaciones para mejorar la
administracion y gestion de Redes.

= Conocer mas a fondo las opciones de DHCP.

= Eficientar el soporte a la infraestructura.

L
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,lue es DHEP?

=El servicio de DHCP (Protocolo de Configuracion Dinamica de
Host), nos ayuda a asignar de manera dinamica la configuracion IP
a los dispositivos que se conectan a la red.

= DHCP server siempre escucha por el puerto UDP 67.

= DHCP cliente escucha por puerto UDP 68.

<
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,lue es DHEP?

= Este protocolo es especialmente util hoy en dia, practico para llevar
a cabo la conectividad de nuestros dispositivos (portatiles,
smartphones, smartTV, etc).

= I[magina tener que poner a mano la direccion IP de tu celular.

L
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Proceso bésico de asignacian

SERVIDOR
DHCP

I/ /NNPN/NIN. 5252 5255
- vwviwiviviewveive. am:

1. DISCOVER
255.255.255.255:68

. OFFER
Svr Oferta IP + Servicios

3. REQUEST

Cliente solicita IP ofertada

4. ACK
Asignacion IP y Opciones

(S p—
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DHCP Server

=E| servicio DHCP de Mikrotik soporta la entrega de funciones
basicas.

* Reserva (lease) de direccion IP/mascara
* Default Gateway

« Nombre de dominio

* Servidor(es) DNS

« Servidor(es) WINS, para clientes windows

< p—
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Rogue DHCF

Si la red no esta administrada
es posible que nos inyecten
mas servidores DHCP y crear
un caos.

DHCP ‘

server ‘

<
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Rogue DHEH

dhep alert on br-wifi: discovered unknown dhcp server, mac £4:8D:8C:4D:.C3:A3.ip 172.16.233

DHCP Netwoks Lesses Options Option Sets Alets |
apr/08/2018 23:48:19 dhcp,critical,error dhcp alert on br-wifi: discovered unknown
:lEl .E] . E] dhcp server, mac E4:8D:8C:4D:C3:A3, ip 172.16.233.100
/ | Alert Timeout apr/08/2018 23:49:43 dhcp,critical,error dhcp alert on br-wifi: discovered unknown
Interface: br-wfi [*] OK dhcp server, mac E4:8D:8C:4D:C3:A3, ip 172.16.233.100
’ A apr/08/2018 23:50:14 dhcp,critical,error dhcp alert on br-wifi: discovered unknown
Valid Servers: | |+ | Cancel dhcp server, mac E4:8D:8C:4D:C3:A3, ip 172.16.233.100
Nett Tmeout: [01:00:00 |a [ Aoply [admingdica] > ]
Unknown Servers: | E4:8D:8C:4D-C3:A3 Disable
Comment
docal Router [/system identity get name]; Copy
/ool e-mail send to=adminr@midominio.com
="Aerta DHCP Server Detectado” Remove
body=" DHCP server No Autorizado fue »
detectado en Sinterface of SRouter with aip
address of Saddress”
1item (1 selected)
enabled
e
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DHCP Server Autoritativo

Prevenir las operaciones
de Rogue (servidores no autorizados)

Darle mas prioridad de respuesta a
nuestro servidor

DHCP Server <dhcp2>

Name: |dhcp2

Interface: |br-wifi
Relay: |
Lease Time: |3d 00:00:00

OK

Cancel

Apply

Bootp Lease Time: |forever

Address Pool: :dhcp _pool2

Src. Address:
Delay Threshold: |

Authoritative: |after 2s delay

Disable

Copy

Remove

after 2s delay
Bootp Support: | after 10s delay

(S p—
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Upciones de DHCP Server

= Los parametros estandar del protocolo DHCP ya estan definidos, de
modo que las opciones no pueden cambiar.

=S0lo se pueden realizar modificaciones en las opciones que el
usuario cree para cada servidor DHCP.

L
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Upciones de DHCP Server

= Los campos Options del servidor DHCP estan vacios hasta que el
administrador agregue opciones manualmente.

= Lista completa de parametros predefinidos en el RFC 2132.

< p—
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tiemplo Upciones de DREP Server

= opcion 66 y 150: TFTP (protocolo trivial de transferencia de
archivos)

= opcion 120: SIP server

= opcion 43: |dentifica vendedor especifico

= opcion 121: Rutas estaticas

<
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DREP Server opcidn bb

AUTO APROVISIONAMIENTO e
Envia la autoconfiguracion via servidor TFTP P SN P

Peticion IP + opcion 66
Oferta IP + TFTP IP

Solicita Archivo de configuracion

—
| Envia Archivo de configuracion

< e
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DHCP Server opcidn BB

DHCP Option <TFTP-0-66>

DHCP Network <172.16.233.0/24>

AUTO APROVISIONAMIENTO | e e ox Aross: 17216 22324 o
Code: 66 Cancel Gateway: 172162331 | # Cancel
Value: |s'10.10.100.9 Apply Netmask: | v Poply
Raw Value: |31302e3130223130... -
w Value: | - Copy DNS Servers: | v Comment
Remove Domain: | ‘ v Copy
URL que usard el teléfono WINS Servers: | R
para leer los parametros NTP Servers: | v
. . . JHCP Ootion ¢Tel-66>
de aprovisionamient = CAPS Managers: | $
Name: |Tel66 ook
Next Server: | ‘ =
Code: |66 | | Cance
, - Boot File Name: | | v
Value: |htp://172.16.233.245 provision/mwzdd| [ oo™ | [ R
. : : — ions: D ¥
Raw Value: |687474703a2231373226313626323... DHCP Options: IEKN| ¥ | &
Copy DHCP Option Set: | R
Remove
< p—
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DHCP Server opcidn 12|

Envio de Rutas

Peticion |p

YHCP
R R NI —a ‘ \
S,

77GTN ii \
Oferta IP + opcién 121
didas por DHCP
VPNs Rutas APren —
=

I/ NN NI 2442, 525

| ]

GW 2

Sk

Dispositivo de Red

<
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DREP Server opcidn |21

[=]/E3
DHCP Networks | Leases Options Option Sets Alerts
Envio de Rutas :dr: fel 1 £ = DHCP Network <172.16.233.0/24> |
mie2m02s 2wt Address: (EZRIPEENEY ‘
172.172.1.0/27 17217211 i \
FO rm atO . - hotspot network Gateway: [172.16.233.1 v Cancel |
. 172.254.1.0/24 172.25411 Netmask: | ] el ‘
Oxnnddddddddgggggggg DNS Server: o]
. Domain: v o
En hexadecimal WINS Servers: . =N
Remove
NTP Servers: -
CAPS Managers: -
Donde: . =[x
Name: OK | Next Server: v
n=mascara, Code: [121 Bl v
i Value: [0x180A0A05AC10E905| || Apply DHCP Options: [[OPT-121 LAk
d=de5t|n0, aw Value: |180202055¢100905 o DHCP Option Set: v
g=Puerta de enlace / [ Remove |
1 DS 10.10.5.0/24 172.16.233.5
< S
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DREP Server opcian 43

CONTROLADORA

= E3 LI LI LI 0T

Diversos fabricantes utilizan controladoras para el
manejo de los equipos WIFI, los cuales pueden

detectarse automaticamente y unirse utilizando la
opcion 43 de DHCP. AWAWAWN_,[WN&%.@u_a%

- vivivivivivie vielwivie @

IP de la controladora
Sufijo de la opcion, cada marca contiene su

propia especificacion ((( ))) ((( | ))) ((( | ))) ((( | )))
Convertimos la direccion IP a hexadecimal _ i 2

Parametros de Red + IP de Controladora

< p—
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Upciones DHCP para CAPsMAN

DHCP Network <172.16.233.0/24>

[CAPS Managers: |132.168.10.50

Address: [172.16.233.0/24
Gateway: |172.16.233.1 s Cancel
Metmask: e Apply

DNS Servers: -
Comment

Domain: v

Copy
WINS Servers: - Remove
NTP Servers: -
$
F.
-

152.168.10.100|

|

dhcp,debug,packet NTP-Server =94.228.40.3,152.118.24.152

dhcp,debug,packet

CAPWAP-Server =192.168.10.50

caps,debug CAP Sulking->Discover
caps,debug CAP discovery target list:

caps,debug (::

caps,debug ffff 10.10.100. 100 5246

CAPsMAN

—EIICICICICIET

SERVIDOR DHCP
CAPWAP

\ w\ﬂ
) @) @) )

Parametros de Red + IP de Controladora

< |
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Lease de dinamico a estatico

[Clx]
DHCP Netwoiks Leases |Options Option Sets Alets
#= )] ] [7] [oecksan | [Fing ]
| |Address ¢ |MAC Address |Client 1D |Server Active Address ‘k:tive MAC Addre... Active Host Name |Ekp'res After  |Status | ¥
D 192.168.114.34 A4:71.74:3E:89.17 dhep1 192.168.114.34 A4:71:743EB9:17 HUAWEIL_P9_lite 00:20:21 bound | &
D 192.168.114.40 D8.CF.5C.C6:F2:20 1.dB:cf:9c:c6f2:20 dhepl 152.168.114.40 D8.CF.SCC6:F2:20 iPhone 00:40:47 bound
D 192.168.114.41 D4:63:C6:FE:1E:D1 dhepl 192.168.114 41 D4:63.C6:FE:1E:D1 android-8a3da2169%e45af41 00:35:46 bound
D 192.168.114.79 A8:96:75:0A:54:F0 dhep1 192.168.114.79 _— ambit bound
|D 152.168.114.85 34:2D:0D:F0:9C:1D 1:34:2d:df0:9¢c:1d dhepl REYR[REIE:C DHCP Lease <192.168.114.85.192.168.114.85>
D 192.168.114... D4:63:C6:09:2F.74 1:d4:63:c6:9:%.74 dhepl 192.168.114.106 General | Adive
D 192.168.114... A8:96:75:21:1BL5 1:a8:96:75:21:1b:... dhepl 192.168.114.107 H
D 192.168.114... 4C:91:0C:10.CA:10 dhepl 152.168.114.114 . bound
. D 192168.114.. 9C:DF:B176:6D:FB dhepl 192.168.114.126 Address: [192165.114.85 bound [~
Reservamos |a |P al C||ente para D 192168.114... A4SEGOIABCBA 1a45e603abe:.. chopl 192168114142 | MAC Address: [342D.0D:F0SC-1D e | [P
D 192168.114... DC:66:72:BC:DC:... 1.dc:66:72bcdc:... dhepl 192.168.114.145 ) bound
: | : d d D 192168.114.. 30:07.4D:4958:04 1:30:7:4d:49:584 dhcpl 192.168.114.159 Clent ID: |1:34:2d:df0:3c:1d bound
aSIQnar a gunas pr0p|e a eS- D 192.168.114... 00:0C:42:.05.3FCF 1.0c42d5:¥cf  dhcpl 192.168.114.169 Server: [dhep bound
D 192.168.114... DO0:04:01:F3.D4:D4 dhep1 192.168.114.176 - Check Status | |bound
D 192168.114... 50:9E:A7-2E:2D:16 1:50:9e:a7-2e:2d:... dhcpl 192.168.114179 bound
D 192.168.114... A4:07:B6:19:EB:61 1:a4:7b6:19eb:61 dhepl 192.168.114.195 bound
D 192.168.114... 00:.0C:E7:48:50:61 dhepl 152.168.114.212 bound
D 192.168.114... B4:4B:D242:5E:35 1b4:4b:d2:42:5:... dhepl 192.168.114.218 bound
D 192.168.114... DC:44:B6:11:50:7A 1:dc:44b6:11:50:... dhepl 192.168.114.221 bound
D 152.168.114... 80:58:F8:F5:41:57 dhep1 192.168.114.222 bound
D 152.168.114... D4:63:.C6:5C:25:77 1:d4:63:c6:5¢:25:... dhepl 192.168.114.224 bound
D 152168114 . 08:E6:89:37-AA03 1.8e6:89:37aa:3 dhopl 192.168.114 225 bound
D 192.168.114... 04:D6:AA:18:80:1B 1:4.d6:33:18:80:1b dhcp! 192.168.114.239 bound
D 192.168.114... CO:C9:76:B5:A0:9D 1:c0:c9:76:b5:a0:... dhepl 152.168.114.244 bound
D 152168.114... BABF-F6:2F:63:84 1b4bif6:X:68:84 dhcpl 152.168.114.245 \dvnamic |enabled |bound bound
n 10210 11R 1L NA-ND-1A-AA-0C-00 1-Adddh-15:-24-00-07 dbhanl 102.1C0 115 1C TTRTIT - - o mr e T haund hd
¢ [ e
80 items (1 selected)
@. N M% -lk
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Parametros permitidos:
240k/1280k 320k/2560k 240k/1960k 300/300 8 160k/640k

240k/1280k / /1 8 160k/640k

240k/1280k

(a] E3; [s]|E3)
Simple Queves | Interface Queues Queue Tree  Queue Types Simple Queues | Interface Queues Queus Tree  Queue Types
JL LJ ﬂ J 00 Reset Courters || 00 Reset All Counters = JL LJ ﬂ J 00 Reset Counters || 00 Reset Al Counters F
i \u TN |||..|..,.¢| uulr- Ty T v Dot v 3 |w
0D Bdhcpc32D0DF0SCAD/3.. 19216811485 2400k M 51k 256 s | | | |
Grimie urimiea ) " o o107 168 114 86 a5
uimted 2 uriimited 8 DHCP Lease <192.168.114.85,192.168.114.85> A imited
==
Address: [EPR[SRETES ¥ Cancel IGCEER 152 168.114.85 ¥ Cancel
MAC Address: |34:2D:0D:F0:9C:1D MAC Address: |34:20:00:F0:5C:1D
Use Src. MAC Address Use Src. MAC Address
i Disable
Client ID: |1:34:2d:d0:5c:1d - Client ID: | 1:34:2d:d0:5¢:1d | &
| o | (Lot ] = Ha | [ ]
erver: dhcpl - erver: |dhcp
Lo Tre: L e Tr— Losme Trve: L I~ T P
] S Check Staus . i S Check Status |
T | Aways Broadcast 68.115.12 F4F5:24- B C493  android Tcbd 1FF0GE98dF 00:22:26 bound | q Always Broadcast 68.115.108 50:C8:E5:61:C1:4F android-3648c49939dd 428 00:54:22 bound |
O 68.115.34 44:6EE5QA2A:98 android-85daB1F47d 1624 00:58:31 bound [ 68.115.111 AC:FD:EC:0C:54:25 iPhone-Dirce 00:59:19 bound |
q DHCP Options: - 68.115.60 54:27:58:@7:05:81 android-6719c6%d37ce86 00:33:16 bound q DHCP Options: | - 68.115.122 8C.79:67:1B.CA:76 android5d3e 11603244255 00:29:02 bound |
| C0 11RC2 AC-1C-TANT-C0-1C_ Nannsa lnhana NO-EB-T6 haund | n L0 11F 1724 AC-22- W AAIR-M sedesid £70L.7109810900R0 NO-24-2T beos T.{ |
DHCP Option Set: | v e DHCP Option Set: v ’
L] | Rate Limit: [2400c/1m / / /6 512/256k | e = { Rate umt: (20001024 =
Ly Insett Queve Before: [t 3 hotspot1 00:00:08 Obps  Obps [Fl Insert Queue Before: |fist B hotspot 1 00:00:08 Obps Obps
:P e |& hotspot1 00:00:08 Obps  Obps |P Address List: | a hotspot1 00:00:12 Obps  Obps
P hotspat1 00:00:07 Obps  Obps :P hotspot1 00:00:20 Obps  Obps
| | hotspot 1 00:01:24 Obps  Obps
"§|enabled bound hotenat1 DOAADE Nboe  Nhne |ﬂ|=“db'°d bound hatennt1 000016 Nhne  Nhne

<
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Firewall
Fiter Rules | NAT Mangle Raw Service Pots Connections Address Lists Layer7 Protocols
d = |« & |0 T |00 ResetCounters | 00 Reset Al Counters al
[#] [Action [Chain |Src. Address |Dst. Address |Proto... |Src. Pot | Dst. Pot  [I.|O|Src. Address List |Bytes
| Drop Facebook Intemet imitado Sin Youtube
41 HKdrop forward Acceso Intemet Total sin Redes Sociales
| Drop Facebook Intemet imitado Sin Redes Sociales
| 42 K drop forward Acceso Intemet Limitado sin Redes Sociales ... 9.6 MiB
| 43 «acc... forward 6 ttcp) 80,443 Acceso Intemet Total 18.2GiB
.. Permitir Redes Sociales
| 44 +/acc... forward Acceso Intemet Limitado con Redes Sociale.. 2235 KiB

| i Permitir Redes Sociales
|94 tems (1 selected)

.

: Packets

40514 | |

2349MB 1573584 [

163836 .. |

641 |

| *

Asignar uno 0 mas address
list para darle tratamiento en
las politicas del firewall.

DHCP Lease <172.16.1.1,172.16.1.1>

General ‘k.tive
Address: | ¥
MAC Address: |74:04:35:99:52 5
[] Use Src. MAC Address
Client ID: | ~7
Server: |dhcpl 3|
Lease Time: | v
[ | Block Access
|| Aways Broadcast
DHCP Options: | $
DHCP Option Set: | ~
Rate Limit: | hd
—r -
List: | Acceso Intemet Total sin Redes Sociales K3
[No-Spatfy Kk
No-Youtube *|%
enabled | bound

Comment

T

Status

(S p—
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