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SEGURIDAD EN UNA RED
CON HOTSPOT (Hardening)
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e _[Session Ti... Rx ... | TxR... T

2,31 00:06:44 2d 22:55:12 351.6 .., 10.3M...
172,31.19.., 23:56:11 1d 19:53:43 204.1 ... 9.9 Mbps
172,31.55.,, 00:10:47  08:31:09 97.3k... 6.7 Mbps

172,31,53.., 0%:53:10 20d 05:53... 156.5 ... 6.0Mbps
172,31.5,... 00:42:14 3d 19:55:59 67.3 k... 5.4 Mbps

. 172,31,58.,, 020448  02:19:21 61.6k.. 5.0Mbps
172,31,33.., 00:11:10 63.2k.. 4.9Mbps

o 1723161, OL0%29  00:55:50 76.0k.. 4.9Mbps
172.31.60... 04:32:55 10d 20:22... 20.5k... 3.6 Mbps
172.31.6....  08:20:11  01:42:06 26.9k... 3.1Mbps
172.31.21.., 00:43:46 3d01:47:30 73.2k... 3,0 Mbps.
172,31,5.97 00:15:37 16d 20:33... 36.5k... 3.0Mbps
172.31.49... 04:31:08  13:06:12 110.1 ... 2.7 Mbps

. 172.31.7.79  01:38:39 2d 22:52:59 85.4k... 2.5Mbps

amo... 172.31.60.., 05:18:19 18d 16:24.,. 28.6k... 2.3Mbps.
oo 172,31.62.. 004553 17,2k, 2,3 Mbps

niol 172,31.21.., 00:42:32 21d00:00... 16.5k... 2.3Mbps
luiepg 172,31,67.., 00:16:49 1d 23:31:54 48.7 k... 2.3Mbps
. fpkSyz 172.31.48..,  08:01:20 8d17:35:43 26.6 k... 2,2Mbps.
pgb... 172.31.72... 21:54:22 28d 15:97... 53.9k... 2.2Mbps

Fe e e ot B TS RN e =T Er A nak
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mercadowispmexico@

MAC Address

lUptime  |Rx... |TxRaf

. 192.168.1...
. 172.16.11..,

172.16.10...

. 192,168.1
o 192,168.1..,

192.168.1...

. 192,168.1...
. 172.16.70..,
. 172.16.23...
. 172.16.14...
v 192,168.1.,
==l

CCOFDL7:AA: .
FC2D:SE:ED:...
D4:C9:4B:1E:...

ABS1:56:D6:.,
ADSLETCT.,
9CIEZ:3F:D7:...
ABIALISEIFDL..
04:1B:6D:CC:, .
84:9F:B5:7A:..,
B4:BF:F6:CD:...

01:55:11 29.0 k... 1067.3
14:56:16 58.1 k... 1064.5

03:40:00 35.8 k... 1037.9
. DH3S41 357k, 10293
. 1d04:44:33 12.0 k.., 1027.5

01:23:37 38.7 k... 1026.9

00:09:29 47.6 k... 1025.4
15:29:55 27.3 k... 1025.4
22:15:36 44.0k... 1024.1
20:46:45 29.3 k... 1013.4

00:11:03 31.7 k...
43 7R 0k

Resources

ptime: |1d 04:46:13

- w. [1595.? MiE

cou; [neg ]

CPU Count: |18

]

Free HDD Space: |330.1 MiB.

Total HDD Size: 512,0 MiB
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hardening - .. endurecimiento
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v Que es Hotspot?

v Qué es Hardening?

Problemas en un hotspot "por qué?”

Solucion
Demostracion
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Please log on to use the intemet hotspot service

login
password
oK

HOTSPOT GATEWAY
MikroTik

Pawered by MikroTik RouterOS
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Please log on to use the intemet hotspot service

login
password
oK

HOTSPOT GATEWAY
MikroTik

Pawered by MikroTik RouterOS
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Please log on to use the Intemet hotspot service

login
password
K|

HOTSPOT GATEWAY
MikroTik

Powered by MikroTik RouterQS
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Qué hace un Servidor DHCP?
=

Es el encargado de entregar direcciones
Ip dinamicas y otros parametros a los
equipos en la red para ello hace uso de
un pool o rango de direcciones



=
MERCADOWiSPMEXICO




=
MERCADOWiSPMEXICO




=
MERCADOWiSPMEXICO




MERCADOWISPMEXICO

Please log on to use the intemet hotspot service

login
password
oK

HOTSPOT GATEWAY
MikroTik

Pawered by MikroTik RouterOS
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Please log on to use the Intemet hotspot service

login
password
K|

HOTSPOT GATEWAY
MikroTik

Powered by MikroTik RouterQS
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Please log on to use the Intemet hotspot service

login
password [
@

HOTSPOT GATEWAY
MikroTik

Powered by MikroTik RouterQS
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=== |dentificacion del -
-Q problema

Puede suceder que sea mucho mas facil
y rapido identificar y encontrar el
problema, pero reconocer cual es el

motivo no tanto. W
A
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‘memory  dhcp, warning dhcp-HOTSPOT-TAYOLTITAffferingflease 172.16.150.161 for 50:9E:A7:74:68: 1F without success
memary  dhcp, warning 'dhcp-HOTSPOT-TAYOLTITA fferingilease 172.16.151.52 for 30:07:4D:74:30:86 without success
‘memory  dhcp, warning 'dhep-HOTSPOT-TAYOLTITA Feringflease 172.16.150.161 for 50:9E:A7:74:68: 1F without success
‘memory  dhcp, warning dhcp-HOTSPOT-TAYOLTITARfferingllease 172.16.151.52 for 30:07:4D:74:30:86 without success
‘memory  dhep, warning fdhcp-HDTSPGTJA‘r‘OLTITA fferingflease 172,16.150.161 for 50:9E:A7:74:68: 1F without success
‘memory  dhep, warning dhcp-HOTSPOT-TAYOLTITA E_ferln lease 172,16,151.52 for 30:07:4D:74:30:86 without success
‘memory  dhcp, warning 'dhcp-HOTSPOT-TAYOLTITAlfferinglleass 172.16.150.161 For 50:9E:A7:74:68: 1F without success

31.
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memory  dhcp, warning dhcp-HOTSPOT-TAYOLTITARfferingllease 172,16.150.161 for S0:9E:A7:74:68: LF without success
:memur'_y' dhcp, warning ?dhcp-HOTSPOT-TA‘r‘OLTITA fferingjlease 172.16.151.52 for 30:07:40:74:30:86 without success
‘memary  dhep, warning 'dhep-HOTSPOT-TAYOLTITARferingllease 172.16.150.161 For 50:9E:A7:74:68: 1F without success
memory  dhcp, warning dhcp-HOTSPOT-TAYOLTITARfferingllease 172.16.151.52 For 30:07:40:74:30:86 without success
‘memory  dhep, warning dhcp-HOTSPOT-TAYOLTITARfferingllease 172,16,150.161 For S0:9E:A7:74:68: IF without success
‘memory  dhep, warning dhcp-HOTSPOT-TAYOLTITARfferingllease 172.16,151.52 For 30:07:4D:74:30:86 without success
‘memory  dhep, warning 'dhcp-HOTSPOT-TAYOLTITARferingllease 172.16.150.161 For 50:9E:A7:74:68: 1F without success

& Tools

@ Mew Terminal

32.
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dhep, warning

dhep, warning

dhep, warning
dhecp, warning
dhep, warning
dhecp, warning

dhep, warning
dhcp, warning

dhep, warning
dhcp, warning

dhcp, warning

dhep-HOTSPOT-TAYOLTITA offering lease 172,16, 148,40 for 34:84:76:71:58:48 without success
dhcp-HOTSPOT- TMOLTITR offering lease 1?2 16, 148 40 fur 34: an 7B:71: SB 48 wthaa.t SUCCEsS
dhep-HOTSPOT-TAYOLTITA ofﬁemg Iease 172,16, 148 40 Fur 34:84:76:71:56:48 wi:hcu.t SUCCESS

_'dhcp-l-DTSPOT-TA‘FOLTITA offering lease 1?2 16, 148 40 for 34 BA 7B: ?1 5SB! 43 Mha.t syccess

dhep-HOTSPOT-TAYOLTITA offering lease 172.16,148.40 For 34 8A7B:71:5B:148 without success

:dhcp-l‘iOTSPOT TAYOLTITA offering lease 172.16.148.40 for 34:84:7B:71:5B:48 without success

dhcp-HOTSPOT-TAYOLTITA offering lease 172.16,148.40 for 34:8A:7B:71:58:48 without success

'_“dh!:p-l'IOTSPOT-TA‘r‘OLTITQ offering lease 172.16,148.40 for 34:8A:7B:71:5B:48 without success
dhcp-HOTSPOT-TAYOLTITA offering lease 172,16, 148,40 for 34:84:76:71:56:48 without success

dhep-HOTSPOT-TAYOLTITA offering lease 172.16.148.40 for 34:84:78:71:5B:48 without success

dhcp-HOTSPOT-TAYOLTITA offering lease 172.16,148.40 for 34:84:78:71:58:48 without success

33.



dhep, warning

dhep, warning

dhep, warning
dhecp, warning
dhep, warning
dhecp, warning

dhep, warning
dhcp, warning

dhep, warning
dhcp, warning
dhep, warning

dhcp-l-iOTSPOT -TAYOLTITA ofl’erlng lease 172, 16.148.40 For 34:8A:7B:71:5B:48 without sUCCess
dhcp-HOTSPOT- TMOLTITA offering lease 172, 16, 148 40 fur 34:84:76:71: SB 43 withmt SUCCEsS

'dhcp-HOTSPOT-TAYCOLTITA ufFenng lease 172.16. 148 40 for 34:84:7B: 71:5B:48 wi:hcu: success

dhcp-HOTSPOT- TA‘FOLTITP. offering lease 1?2 16, 148 40 for 34: BA 7B ?1 SE: 43 wthat syccess

 dhep-HOTSPOT-TAYOLTITA offering lease 172.16,148.40 For 34:84:7B:71:5B:48 without success

dhcp-HOTSPOT-TAYOLTITA offering lease 172.16.148.40 For 34:8A:7B:71:58:48 without success

'dhcp-HOTSPOT-TAYOLTITA offering lease 172.16,148.40 for 34:8A:7B:71:5B:48 without success
dhcp-HOTSPOT-TAYOLTITA offering lease 172.16,148.40 For 34:9A:76:71:5B:48 without success

dhcp-HOTSPOT-TAYOLTITA offering lease 172.16,148,40 For 34:84:76:71:56:48 without success
dhcp-HOTSPOT-TAYOLTITA offering lease 172,16,148,40 for 34:84:78:71:5B:48 without success

dhcp-HOTSPOT-TAYOLTITA offering lease 172.16,148.40 for 34:84:78:71:5B:48 without success
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MEemary
Mernory
MEemary
MEMary
Memory
MEemory
MEemory

dhcp,
dhcp,
dhcp,
dhcp,
dhcp,
dhcp,
dhcp,

J—
Y e

“.——

X

Warning
Warning
warning
Warning
Warning
Warning
warning

dhcp-H

dhcp, warning
dhcp, warning
dhcp, warning
dhcp, warning
dhep, warning
dhcp, warning
dhecp, warning
dhcp, warning
dhep, warning
dhcp, warning
dhep, warning

dhcp-HOTSPOT-TAYOLTITA offering lease 172.16,150, 161 fi
dhcp-HOTSPOT-TAYOLTITA offering lease 172,16,151.52 folf30:07:4D:74:3D:86
dhcp-HOTSPOT-TAYOLTITA offering lease 172,16,150,161 fg
dhcp-HOTSPOT-TAYOLTITA offering lease 172,16,151.52 for§30:07:40:74:3D:86
dhcp-HOTSPOT-TAYOLTITA offering lease 172,16,150,161 fg
dhcp-HOTSPOT-TAYOLTITA offering lease 172,16,151.52 for§30:07:40:74:30:86
OTSPOT-TAYOLTITA offering lease 172,16,150,161 fq

dhcp-HOTSPOT-TAYOLTITA offering lease 172.16,148.40 For 34:8A:76:71
dhcp-HOTSPOT-TAYCOLTITA offering lease 172.16,148.40 for 34:84:76:71
dhcp-HOTSPOT-TAYOLTITA offering lease 172.16,148.40 For 34:84:76:71
dhcp-HOTSPOT-TAYOLTITA offering lease 172.16,148,40 For 34:84:76:71
dhcp-HOTSPOT-TAYOLTITA offering lease 172.16,148.40 For 34:6A:76:71
dhcp-HOTSPOT-TAYOLTITA offering lease 172.16,148.40 For 34:84:76:71
dhcp-HOTSPOT-TAYOLTITA offering lease 172.16,148.40 for 34:84:76:71
dhcp-HOTSPOT-TAYCOLTITA offering lease 172.16,148.40 For 34:8A:76:71
dhep-HOTSPOT-TAYOLTITA offering lease 172.16,148.40 For 34:6A:76:71
dhcp-HOTSPOT-TAYOLTITA offering lease 172,.16,148,40 for 34:84:78:71
dhcp-HOTSPOT-TAYOLTITA offering lease 172.16,143.40 for 34:84:76:71

- fm ==

S0:9E:A7:74:68: 1FR.

Problema en ciclo dhcp "Offer”

:56:48 without success
156148 without success
15648 without success
15648 without success
:5B:48 without success
:5B:48 without success
:SB:48 without success
:5B:48 without success
:5B:48 without success
:5B:48 without success
:SE148 without success

Notaste la diferencia del ejemplo anterior?

S0:9E:A7:74:68: 1Fpvithout success

ithout success

S50:9E:A7:74:68; 1Fpvithout success

jikhout success

S0:9E:A7:74:68: 1Fpvithout success

35.
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MEemary
Mernory
MEemary
MEMary
Memory
MEemory
MEemory

dhcp,
dhcp,
dhcp,
dhcp,
dhcp,
dhcp,
dhcp,

J—
Y e

“.——

X

Warning
Warning
warning
Warning
Warning
Warning
warning

dhcp-H

dhcp, warning
dhcp, warning
dhcp, warning
dhcp, warning
dhep, warning
dhcp, warning
dhecp, warning
dhcp, warning
dhep, warning
dhcp, warning
dhcp, warning

dhcp-HOTSPOT-TAYOLTITA offering lease 172.16,150,161 f
dhcp-HOTSPOT-TAYOLTITA offering lease 172,16,151.52 folf30:07:4D:74:3D:86
dhcp-HOTSPOT-TAYOLTITA offering lease 172,16,150,161 fg
dhcp-HOTSPOT-TAYOLTITA offering lease 172,16,151.52 for§30:07:40:74:3D:86
dhcp-HOTSPOT-TAYOLTITA offering lease 172,16,150,161 fg
dhcp-HOTSPOT-TAYOLTITA offering lease 172,16,151.52 for§30:07:40:74:30:86
OTSPOT-TAYOLTITA offering lease 172,16,150,161 fq

dhcp-HOTSPOT-TAYOLTITA offering lease 172,16,148,40 fo
dhcp-HOTSPOT-TAYCOLTITA offering lease 172.16,1458.40 fo
dhcp-HOTSPOT-TAYCOLTITA offering lease 172.16,.148.40 fo
dhcp-HOTSPOT-TAYOLTITA offering lease 172.16,148,40 Fo
dhcp-HOTSPOT-TAYOLTITA offering lease 172.16,148.40 fo
dhcp-HOTSPOT-TAYOLTITA offering lease 172.16,148.40 fo
dhcp-HOTSPOT-TAYOLTITA offering lease 172.16,148.40 fo
dhcp-HOTSPOT-TAYCOLTITA offering lease 172.16,148.40 fFo
dhcp-HOTSPOT-TAYOLTITA offering lease 172.16,1458.40 fo
dhcp-HOTSPOT-TAYOLTITA offering lease 172.16,148.,40 fo
dhcp-HOTSPOT-TAYOLTITA offering lease 172.16,1438.40 fo

-

- fm ==

3480, 7B 71
3488, 7B 71
34887671
3h88: 7B 718
34848 76:71:
34:848:7B:71:F
3488 7B 71
34:84:76:71:
3484 76:71:56:140
34:80:7B: 71!
34840 7B: 71

Problema en ciclo dhcp "Offer”

hithout success

iithout success
ithout success
jithout success
ithout success
ithout success
ithout success

bithout success
bithout success

ithout success

438 Biithout success

Notaste la diferencia del ejemplo anterior?

S0:9E:A7:74:68; 1Fpwithout success
ikhout success
S0:9E:A7:74:68: 1Fpwithout success
ithout success
S0i9E:A7:74:638: 1Fpwithout success
ithout success
S0:9E:A7:74:68: 1Fvithout success

36.
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MEmary fdhcp, error hcp-HOTSPOT-MACHOBA‘r‘D failed to gwe out IP address: pocul <hs-puol -HOTSPOT-MACHOBAYO > is empty |
memary  dhcp, error dhcp-HOTSPOT-MACHOBAYO: Failed to give out IP address pool <hs-pool-HOTSPOT-MACHOBAYO > is empty
memory  hotspot, error, info, .. Jfailed to get IP address for host 88:AE:07:74:C0:2E/172.16.70,61: pool empty (6)
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MEMOorYy dhep, error hcp-HOTSPOT-MACHOBA"f‘D Failed to gwe out IP address: pool <hs-puol -HOTSPOT-MACHOBAYO > is empky
memory  dhcp, error dhcp-HOTSPOT-MACHOBAYO: Failed to give out IP address: pool <hs-pool-HOTSPOT-MACHOBAYO > is empty
memory  hokspot, error, info, .. ailed to get IP address for host §8:AE:07:74:CD:2E/172.16.70,61; pool empty (6)
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Mame: |dhcp-HOTSPOT-TAYOLTITA

Interface: |vlan-HOTSPOT-TAYOLTITA
Bootp Lease Time: [Forever 5
Address Pocl: | hs-pool-HOTSPOT-TAYOLTITA

Gtk J._f,tatit

41.
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Hotspot

@ CC:20:E0:5F:87..

@E4:8D:6C:4F:0F: 74
@968:72:51:40:F9:DE

PE4:8D:6C:90:A6.,

@64:01:54:5F:6F: D7

@ 64:01:54:52:C5:,

@ 44:09:E7:BA: AD...

&9 CC:20:ED:00:24.,
§PE4:80:80:50:EF: FF
PE4:8D:6C:51:05.,
&VE4:8D:8C:51:05.,
QE4 BD:ECIFAILY,,,

n:0f: 7R

43.
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Hotspot

@ E+:80:8C:4F:0E: 74

@68:72:51:40:F9:DE

@VE4:80:5C:90:46. ..
& 64:01:54:5F:6F:D7
@64:01:54:52:C5:...

@44:09:E7:BAAD. ..

@ CC:20:Em:00:24. .,
§9E+:80:80:50:EFFF
&PE4:80:8C:51:05. ..
@PE+:B0:8C:51:05. .
@E4:80:8C:FAL9..,

AuNf 7R

44,
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pr;'UBp'EUIQ 05 45: 49
Apr{08/2019 05:45:52
Apr08/2019 05:45:55

prf08/2019 05:45:59
Apr|08/2019 05:46:02
Aprf08/2019 05:46:22

pri08/2019 05:46:23
Apr/08/2019 05:46:26
Apr/08(2019 05:46:29
Apri0812019 05:46:32

memory

memory
memory

‘memory

memory
memaory
memory
memaory
memory

‘memoary

4

wireless, info
‘wireless, info
‘wireless, info
‘wireless, info
wireless, info
system, info, account
wireless, info

wireless, info

wireless, info
‘wireless, info

C4:01:7C:EA:ABEB@wlan1 established connection on 2442000 -
C4:01:7C:E6: A5 EB@wlanl: lost connection, received disassof unspecified (1)
C4:01:7C:E6:A8:E8@wlanl established connection on 2442008, SSID Sevilla Premium
C4:01:7C:E6:AB:EB@wlan]: lost connection, received deauth§class 2 frame received (&)
C4:01:7C:E6:A8:EB@wlan! established connection on 244200 , 5SID Sevilla Premium
user admin logged out via local

C4:01:7C:ER:AB:EG@wlan]: lost connection, received deauth§class 2 frame received (6)
C4:01:7C:E6:A8:EB@wlan] established connection on 2442008, SSID Sevilla Premium
C4:01:7C:E6:ABEB@wlan]: lost l:unnectlnn, rel:ewed deauth Iass 2 Frarne recawad (&)

45.



Meighbor |

P Address  |MAC Address Ide... Platform < Version ‘Board Name {Pv6  |Age (s) |Uptime I
10.50.1.184¢  00:00:00:00:00:00 no | 130 00;00:00
10.50.3.184  74:4D:28:17:70:C8  Mikr,., MikroThk  6.40.9 (bugfix) RESS2Ui-5acznD 51 11:00:26
10,500,131 ik Aul... MikroTik  6.42.4 (stable) RB962UIGS-SHacT2HnT 16:07:14

faduin@MikroTik] > /ip address print

lags: X - disabled, I - inwvalid, D - dynamic

# ADDRESS HETWORK INTERFACE

0 192.168.220.254/24 192.168.220.0 etherl

1D 10.50.1.1658/20 10.50.0.0 wlanl

admin@MikroTik] > /interface print detail

“lags: D - dynamic, X - disabled, R - rumning, § - slave

0 R name="etherl"™ default-name="etherl” type="ether" ntu=1500 actual-wmtu=1500 12ntu=1598 max-1Zntu=2028 mac-addresgxF4C:5E:0C:14:8B:D5
last-link-up-tine=jan/02/1970 00:00:42 link-dowms=1

1l R name="wlanl" default-name="ylanl" type="wlan" mtu=1500 actual-mtu=1500 lZmtu=1600 max-lZmntu=2290 mac-addres§=4C:5E:0C:14:8B:D6 fLa
link-douns=0

adwin@MikroTik] > ping www. facebook.com
SEQ HOST

0 31.13.70.36

1 31.13.70.36

2 31.13.70.36

sent=3 received=0 packet-loss=100%

46.
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> Address | MAC A _ de. | Wersion Roard Name l1Pve |Age(s) |Uptime
10.50.3.184  74:4D:28:17.70:C8  Mie.., MicoTk 6409 (bugfl)  RESS2WSacdD o 18 111951
10,50.0,131 E4:80:8C:53:31:38 Aul... MikroTik 6.42.4 (stable) RB962UIGS-SHacT2HRT  no 17 18:26:38

T al
0 R name="etherl” defaulc-name="etherl”™ type="ether” mtu=1500 actual-mrtu=1500 1Zmtu=1598 max-1Zmtu=2028 mac-address@4C:SE:0C: 14:8B:D5
last-link-up-time=jan/02/1970 00:00:42 link-downs=1

1 R name="wlanl™ default-n

-link-up-time=4an

ane="wlanl" type="wlan™ mntu=1500 actual-mtu=1500 lZmntu=1600 max-1Zmtu=2250 mac-aﬂdreaslﬁ[:: ZD:ED:4E: 27:43]1&8!
0 370 00:27: inK z)

0 B8.8.8.8 56 43 4Sus
1l 8.8.8.8 56 43 16%ns
2 8.8.8.8 56 43 50ms
3 B8.8.8.8 56 43 79us
4 8.6.8.8 56 43 3Bms
5 5.8.8.8 56 43 1Zlms
6 5.8.6.8 56 43 4fus
7 B.8.6.8 56 43 90ms
8 B8.8.8.8 56 43 f9%us
sent=9 received=9 packet-l0s33=0% nin-recr=38ms avg-rtt=768ms max-rtt=169ms
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SOLUCION | &




BB

- MPLS
ﬁ Routi'ng.
oo System
g Queues
___ Files

: .| Log
M Radius

ARP
Accounting
Addresses
Cloud
DHCP Client
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Name: | dhept -,
— A If]bfidge-HS-CﬂSﬁ'BOSQLES “* e hial
| 1> [ aoph
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/ip dhcp-server lease print ;

A

DHCP Server

DHCP  HNetworks Leases ‘Optinns Option Sets  Alerts

+H r:‘ L ‘ < . =| _ ? | Check Status
‘Address {MAC Address Eciie... / |Server \Active Address |Active MAC Addr... Active Ho... ]Expires A... Status
172.16.20,200 4C:91:0C:1.., dhcp-HOTS, .. 172,16.20,200 4C:91:0C:1A:63:F3 android-d... 16:31:35 bound
172.16.20.202 80:6C:1B:24... dhcp-HOTS, .. 172.16.20.202 80:6C:1B:2A:9D:, .. android-2... 03:02:14 bound
172,16,20,203 BC:3D:85:84... dhcp-HOTS, ., 172.16,20,203 BC:3D:85:84:09:66 HUAWEL ...  14:48:46 bound
172,16,20,206 AM39:F7:11... dhcp-HOTS... 172.16,20,206 AD:39:F7:11:F1:42 android-2... 18:22:48 bound
172.16.20,209 S5C:77:76:2D... dhcp-HOTS... 172.16,20,209 S5C:77:76:2D:1A:64 android-e...  21:06:34 bound
172,16,20.210 00:08:22:96.,. dhcp-HOTS.,. 172.16,20,210 00:08:22:96:7C:EC android-1...  23:28:31 bound
172.1A.20.214 ON:NR:72:45. .. dhrn-HOTS... 172.1A.20.214 NM:NR:27: AS:AR:F9 andrnid-h...  21:00:3A hound

7018 items
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N

2 IP ARP -
__

. MPLS Accounting + _j ‘ J‘ ‘ = ?‘

¢ Routing Addresses 1P Address - |MAC Address Interface

s i o DCH  B9172.16.20.26 3C:05:18:73:57:7C vlan-HOTSPOT-
DCH  ©1172.16,20.27 60:72:08:8E:6C:B2 vlan-HOTSPOT-
DCH  ©1172.16,20.28 40:4E:36:0E:34:EC vlan-HOTSPOT-
DCH  9172.16,20.29 AD:57:E3:36:AE: 74 vlan-HOTSPOT-
DCH  51172.16,20.30 D0:04:01:FB:97:0D vlan-HOTSPOT-
DCH  ©1172,16,20.31 B9:53:AC:89:D1:3F vlan-HOTSPOT-
DCH 3172.16,20.32 CC2DiED:76:65:38 vlan-HOTSPOT-
DCH  9172.16,20.33 39:80:DF:5C:4B:54 vlan-HOTSPOT-
DCH E172.16,20.34 D0:04:01:7F:F0:37 vlan-HOTSPOT-
DCH  £172.16,20.36 E8:93:09:2C:04:E8 vlan-HOTSPOT-
DCH  172.16,20.37 90:06:28:08C:45:45 vlan-HOTSPOT-
DCH  ©172.16,20.38 1C:23:2C:4E:ED:BF vlan-HOTSPOT-
DCH  E172.16.20.40 4C:91:0C:18:00:71 vlan-HOTSPOT-
DCH  9172.16,20.41 £4:01:54:52:53:54 vlan-HOTSPOT-
DCH  €3172.16.20.42 34:23:BA:EF:29:20 vlan-HOTSPOT-
70280 items
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<= [interface print

/interface vlan set number="#INTERFACE" arp=reply-only

Interface List

Interface [ IMtiface List  Ethernet  EolP Tunnel IP Tunmel GRE Tunnel VLAM YRRP Bonding LTE
+ 4, \\\_/ M ﬂ Interface <vlan-HOTSPOT-MUMME19>
== e ) =
: : General | Loop Protect Status  Traffic
Name / Type  ActualMTU |LZMTU |Tx Rx Tx Packet (£
R &pvlan-HOT... VLAN ' 1500 1576 909.7 kbps 331.4 kbps Name: | vlan-HOTSPOT-MUMM:19 | Cancel
R dpvlan-HOT.., YLAN 1500 1576 15,4 Mbps 2.6 Mbps
R 4vlan-HOT... VLAN 1500 1576  968bps 0 bps Type: |YLAN | l Apply |
R 4bvlan-HOT,., YLAN 1500 1576 257.9 kbps 39.0 kbps . -
R @vlan-HOT... ULAN 1500 1576 4.3 Mbps 774.1 kbps MTU: |1500 . . |
R 4pvlan-HOT... VLAN 1500 1576 15.5 Mbps 1549.3 kbps Actusl MTU: 1500 |
R 4pvlan-HOT,.. YLAN 1500 1576 13.1 Mbps 1714.3 kbps :
R 4hvlan-HOT... VLAN 1500 1576 9.3 Mbps 1218.5 kbps L2 MTU: 1576 |
R #vlan-HOT... VLAN 1500 1576 3.5 Mbps 521.4 kbps : = Copy
R 4pvlan-HOT.., YLAN 1500 1576 14.1 Mbps 1436.4 kbps MAC Address: |E4:8D:584:72:2E |
R 4pvlan-HOT... YLAN 1500 1576 167.2 kbps 95,9 kbps i —
R &vlan-HOT... VLAN 1500 1576 440 bps 2.7 kbps ARP: |reply-only [* o
R 4vlan-HOT... VLAN 1500 1576 6.3 Mbps 638.4 kbps ARP Timeout: | - e
R $vlan-HOT... YLAN 1500 1576 5.4 Mbps 371.5 kbps " -
R Epvlan-HOT,., YLAN 1500 1576 6.5 Mbps 695.1 kbps
53 items
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/ip dhep-server network
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/ip dhcp-server network

L ‘P Network <172.16.20,0/223 a0

QK

Cancel

DNS Servers: |8.8.8.8

Coamment

.
v
8.8.4.4 |-

Copy
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Calculadora IP

Address (Host or Network) Netmask (i.e. 24) Netmask for sub/supernet (optional)
172.16.20.1 A 32 ‘move to:
'~ Calcular limpiar

Address: 172.16.20.1 10101100.00010000.00010100.00000001
Netmask: 255,255.255.255] = 1321 11111111.,11111111.11111111.11111111
Wildcard: «0.0. 00000000.00000000.00000000.00000000
=>

Hostroute: 172.16.20.1 10101100.00010000.00010100.00000001

14 Class B, Private Internet

AprendaRedes.com, Versién: 0.38

64.



=
MERCADOWISPMEXICO




o
o

MERCADOWISPMEXICO

Estan en la misma direccion de red

s JIE IR R “‘[—r’
Dynamic || # | |is | ®| ves

Address Metwork, s | Interface
D 9P172.19.1.252 |172.19.1.1 <pppoe-ORLANDOL. ..
D l"‘[31:’1?2.1‘5‘.1.252 172.19.1.2 <pppoe-SILVIABRO, .,
D 172.19.1.252 |172.19.1.3 <pppoe-MARTHAD. ..
D '%' 172.19.1.252 172.19.1.4 <pppoe-JUANLOPEZ =
D I:‘|::1':'17"2.19.1.252 172.19.1.5 <pppoe-CLALDIAA. ..
D $P172.19.1.252 |172.19.1.6 <pppoe-ANTONIAD. .,
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Rutas con tineles PPP
[32

Routes ‘I"-.Iexthnps Rules WYRF

=] [~]] =] |¥

Connected * | |is | ¥ vye

. |Dst.Address  /JGateway
DaC | P172.19.1.0 <pppoe-ORLANDOL. ..
DA Pi172.19.1.2 <pppoe-SILYIABRO. ..
DacC 172.19.1.3 <pppoe-MARTHAIO, .,
DaC 172.19.1.4 <pppoe-JUANLOPEZ. ..
Dac | P172.19.1.5 <pppoe-CLALUDIAA...
DacC P172.19.1.6 Zpppoe-ANTONIAD, ..
DA E 172.19.1.8 <pppoe-CRISTHIAN. ..
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/1p firewall

ARP

Accounting
Roukin Addresses

o7 yskem Cloud

& Queues DHCP Client
Files DHCP Relay

DHCP Server

D5
%, Tools Firewall
@ New Terminal Hotspot

B LCD IPsec
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firewall filter

action=accept chain-input connection-state=established,related
action=accept chain=input dst-port=179 protocol=tcp
action=accept chain=input dst-port=8291 protocol=tcp
action=drop chain=input connection-state=inwvalid

action=drop chain=input in-interface-list=Internet
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List of MikroTik Certified Consultants

https://mikrotik.com/consultants/latinamerica/mexico

NS — i
MIK!'OI 'k Buy  Jobs Hardwara Software Support  Training

Support

Forum  Consultants

North America. + Latin America

Latin America —

— Miguel Angel Felix Garcia [
Bolivia MTCRE, MTCWE, MTCTCE, MTCUME, MTCIPVEE, MTCINE
zhrl}lzil LOS MOCHIS, Mexico

e

Colombla Experience and successful cases: Network Design, Routing OSPF, BGP, MPLS, VRF, Traffic
Costa Rica Engineering, VPN, Firewall, Load Balance, Failover, Tunnels, QoS, Wireless Solutions,
Dominican Republic CAPsMAN, Hotspot, Radius and Remote WISP Consulting.

Ecuador

(L) 5216881055479 @ www.mercadowispmexico.commx (< Emall (2 5216681055479
El Salvador

72.



México 2019

—
—

MERCADOWISPMEXICO




