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West Sumatra




SKY NETWORKS SOLUSINDO

Dididikan Jan 2007 dengan kapasitas 1xT1
(z1.5Mbps link)

Coverage Area Padang City

Hancur total karena gempa besar pada 30
September 2009

Namun mulai Januari 2008, kami sempat
melihat Kepulauan Mentawai sebagai prospek
besar dengan bisnis VSAT reseller.



SKY NETWORKS SOLUSINDO

= /

[ T
‘,
8 i
¢ i ”WJ‘!H\'
Wo, T
rks Tota g Iu%o “ﬂf}i N | =
oLy : 1 [ =
T -
»f'\‘ :_1 " / =
- P
gt -
\
s ] 0 ] (] ] ’ Vievle



SKY NETWORKS SOLUSINDO
® = -

Semua server
dan peralatan
pendukung
hancur dan
hilang.




Gambaran Umum

 Presentasi ini adalah kelanjutan dari
presentasi saya sebelumnya pada bulan
Oktober 2015 di Yogyakarta, dengan
judul ‘“Hotspot on BGP-VPLS Network”

 Diimplementasikan pada sebuah hotel
yang muncul setelah gempa besar
September 2009.

o Sistem lama dibuat oleh syarikat lain
yang mana menggunakan Kkecepatan
yang sama untuk semuanya (staff and
guests).

« Semua bandwidth yang tersedia habis
digunakan oleh staif dan tak ada tersida
untuk tamu / guest.



Gambaran Umum (cont.)

- Managemen hotel memutuskan untuk
membuat perbedaan kecepatan berda-
sarkan :

- Jabatan / posisi pada hotel
- Tipe kamar tamu

« Konfigurasi yang sama pada presentasi
ini berjalan di atas network BGP-VPLS
di tempat pelanggan (hotel).

« Konfigurasi pada presentasi ini adalah
rekonstruksi pada router lab; yakni:
RB9s2Ui-5aczanD.

- Beberapa data (usermanag)er) disalin
dari router pelanggan (hotel



Persiapan

Package List

?‘ Check For Updates Enable Disable I Uni

- |Name / |'Version Build Time |
| Sadvanced-tools 6333  Dec/03/201516:0810
| S dhep £.33.3 Dec/03/2015 16:08:10
& hotspot 6333 Dec/03/2015 16:08:10
& mpls 6.333 Dec/03/2015 16:08:10
2 ppp 6333 Dec/03/2015 16:08:10
& routing 6333 Dec/03/2015 16:08:10
& security 6333 Dec/03/2015 16:08:10
8 system £.333 Dec/03/2015 16:08:10
8 user-manager 6.33.3 Dec/03/2015 16:08:10

8 wireless £.33.3 Dec/03/2015 16:08:10




Configuration - Interface

[admin@MikroTik] > /system identity set name="SKYnet"
[admin@SKYnet] > /interface bridge add name=loopback

[admin@SKYnet] > /interface bridge add name=SKYnet protocol-mode=rstp arp-reply-only
[admin@SKYnet] > /interface bridge port add bridge-SKYnet interface-etherd

[admin@SKYnet] > /interface bridge port add bridge=-SKYnet interface-ether5

[admin@SKYnet] > /interface bridge port add bridge=SKYnet interface-wlanl

[admnin@SKYnet] > /interface bridge port add bridge-SKYnet interface-wlanl

[admin@SKYnet] > /interface ethernet set [find name-ether3] master=ether2

[admin@SKYnet] > /interface wireless set [find name-wlanl] mode=ap-bridge band-=2Zghz-b/g/n

frequency=2412 ssid="SKYnet" wireless-protocol=802.11 default-forwarding=no
rx-chains=0,1 tx-chains=0,1 ampdu-priorities=0,1,2,3,4,5,€,7

[adnin@SK¥net] > /interface wireless set [find name-wlanZ] mode=ap-bridge band-5ghz-a/n/ac
frequency=5200 ssid="SKYnet"” wireless-protocol=802.11 default-forwarding=no
ampdu-priorities=0,1,2,3,4,5,6,7

[admin@SKYnet] > /interface set [find name-wlanl] disable=no

[admin@SKYnet] > /interface set [find name-wlan2Z] disable=no



Configuration - Ip Address

[admin@SKYnet]
[admin@SKYnet]
[adminlSKYnet]
[admin@SKYnet]

WoOW OV W

add:

address

=R =%~
D 5

(= =

1CI11

=

add
add

; add

add interface=etherl disabled=nc

address-=-152
address=162
address=152

.168.88.1 interface-loopback
.168.88.9/30 interface=-ether’
.168.88.€5/26 1nterface=5SKYnet



Configuration - DHCP & DNS

[admin@SKYnet] > /ip pool add name-=SKYnet ranges-192.1€8.88.€€-192.168.88.12¢€

[admin@SKYnet] > /ip dhcp-server network add address=192.168.88.€64/2¢6
gatewvay=192.168.88.65 dns-server=192.1€8.88.€5

[2admin@SKYnet] > /ip dhcp-server add name=SKYnet interface=SKYnet lease-time=15m
address-pool=SKYnet add-arp=yes authoritative=yes

.+« bDOOTCp-support=none disabled=no

[admin@SKYnet] > /ip dns set servers=180.131.144.144,180.131.145.145

allow-remote-requests=yes cache-max-ttl=1d



Configuration - Hotspot (1)

radius-default-domain=SK¥Ynet split-user-domaln=yes use-radius=yes
[admin@SKYnet] > /ip hotspot walled-garden ip add action=accept
dst-address=192.1€8.88.0/25 disabled=no

[admin@SKYnet] > /ip hotspot add name=-SKYnet address-pool=SKYnet
interface=5SKYnet profile=default disabled=nc

[admin@SKYnet] > /ip hotspot profile set default login-by=http-chap,http-pap



Configuration -~ Hotspot (2)

[admin@SKYnet]
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file set

(find default=yss] address-list=staff

name=staff transparent-proxXy=yes

hotspot user pr

hotspot

LISEeL

ofile
transparent-prox
prc
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Y=YES
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file add

Cransparent-proxys=

hot SPpOT user

hotspot user
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transparent-prox

hotspot user pr

hotspot user

hotspot user pr

PLC
Cransparent-proxy
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add
v=vyes

file add
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add

Cransparent-proxys

hotspot user

hotspot

transparent-prox

prof
transparent-prox?:

user profi

name=hotel address-list=hotel
nam==-management address-list=management
name=single address-list=single
name=superior address-list=superior
name=deluxe address-list=deluxe
name=suite address-list=suite
name=family address-list=family

nams-meeting address-list-meeting

name=voucher address-list=voucher



Hotspot User Profile - GUI

Users User Profiles |Acl:ive Hosts IP Bindings Service Ports Walled Garden

+ = 7
Name / | Idle Timeout |l(eepalive Timeout | Shared Users |Address List w
@deluxe 00:05:00 00:02:00 1 deluxe
@family 00:05:00 00:02:00 1 family
& hotel 00:05:00 00:02:00 1 hotel
@management 00:05:00 00:02:00 1 management
& meeting 00:05:00 00:02:00 1 meeting
esingle 00:05:00 00:02:00 1 single

@staft 000500 000200 lstaff
@ suite 00:05:00 00:02:00 1 suite
ﬂsuperior 00:05:00 00:02:00 1 superior
ﬁvnucher 00:05:00 00:02:00 1 voucher

10 items




Dynamic Address List

= dari router pelanggan / hotel =

Firewall
Filter Rules NAT Mangle Service Ports Connections AddressLists ‘ Layer7 Protocols
dh ﬁ‘ || 82 = ? | Find | |all I i
|Name |Address F |Timeuut | :'
D © deluxe 192.168.101.117
D @ hotel 192.168.101.93
D @ meeting 192.168.101.73
D @ staff 192.168.101.61
'D @ management 192.168.101.51
|D @ staff 192.168.101.37
D © staff 132.168.101.29
D @ staff 192 168.101.28
D @ meeting 192.168.101.27
D @ management 192168101 .21
D © management 192.168.101.2




Configuration - NAT & Mark
Connection

[admin@SKYnet] > /ip firewall nat add chaimn-srcnat out-interface-etherl

\aas ACClon=-masquerade disabled=no

[admin@5KYnet] >

[admin@SETnet] > /ip firewall mangle add chain=prerouting src-address-list=hotel
.. action=mark-connection new-connection-mark=hotel comment=hotel

[admin@SKTnet] > /ip firewall mangle add chain-prerouting src-address-list-management

L.+« daCtion=-mark-connection nev-connection-mark=management comment-management

[admin@SKYnet] > /ip firewall mangle add chain-prerouting src-address-list-staff
..« actlion=mark-connection nev-connection-mark=staff comment=staff

[admin@SETnet] > /ip firewall mangle add chain=prerouting src-address-list=staff
.. action=mark-connection newv-connection-mark=single comment=single

[admin@SKYnet] > /ip firewall mangle add chain-prerouting src-address-list-superior
..« dCtlon=mark-connection nev-connection-mark=superior comment=single

[admin@SKYnet] > /ip firewall mangle add chaim-=prerouting src-address-list=deluxe

\=»» acClon=mark-connection nev-connection-mark=deluxe comment=deluxe

[admin@SEYnet] > /ip firewall mangle add chain=prerouting src-address-list=suite
... action=mark-connection nev-connection-mark=suite comment=suite

[admin@SKTnet] > /ip firewall mangle add chain-prerouting src-address-list=family
.. dactlon-mark-connection newv-connection-mark=family comment=-family

[2dmin@SEYnet] > /ip firewall mangle add chain-prerouting src-address-list-meeting
.+« 4dCtlion=mark-connection nev-connection-mark=meeting comment=meeting

[Admin@SKTnet] > /ip firewall mangle add chain=prerouting src-address-11st=VOoUChEEL
= aCction=mark-connection nev-connection-mark=voucher comment=voucher




Connection Mark -~ GUI

= dari router pelanggan / hotel =

Firewall =] E3
Filter Rules NAT Mangle ‘ Service Ports Connections Address Lists Layer7 Protocols
aF —‘ '#‘Hx‘ CII hf ’Do Reset Counters Huu Reset All Counters ‘ |Find | {a ¥
# ‘Actl'on |Chain |Connect1'on Mark | Src. Address List New Connection ... ‘Bytes Packets | Comment | v
1] # mark connection prerouting hotel hotel 64.9 MiB 685 038 hotel &
1 # mark connection prerouting management management 6.7 GiB 56 554 757 management [
2 # mark connection prerouting staff staff 5.1GiB 36 302 004 staff
3 # mark connection prerouting single single 435.2 MiB 2999 813 single
4 # mark connection prerouting superior superior 8.4 GiB 54 982 682 superior
5 # mark connection prerouting deluxe deluxe 84 GiB 52 419 321 deluxe
6 # mark connection prerouting suite suite 39605 MiB 10 402 942 suite L
7 # mark connection prerouting family family 267 6 MiB 3 368 784 family
a8 # mark connection prerouting meeting meeting 700.1 MiB 4548 138 meeting
9 prerouting voucher voucher 497 6 MiB 2914 610 voucher

# mark connection




Configuration - Mark
Package on prerouting

[admin@5KYnet] > /ip firewall mangles add chaim=prerouting connection-mark=hotel

... action=mark-packet nev-packet-mark=hotel passthrough=no comment=hotel
[admin@SKYnet] > /ip firewall mangle add chaimn=prerouting connection-mark-=-management

... aCtion-mark-packet newv-packet-mark=management passthrough-no commsnt-management
[admin@SKYnet] > /ip firewall mangle add chain-prerouting connection-mark-staff

... action=mark-packet nev-packet-mark=staff passthrough=no commentc=staff
[2dmin@SKEYnet] > /ip firewall mangle add chain=prerouting connection-mark=single

... action=mark-packet nev-packet-mark=single passthrough=no comment=single
[admin@SKYnet] > /ip firewall mangle add chain=prerouting connection-mark=superior

... dAdCTlon-mark-packet newv-packet-mark=superlor passthrough=no comment=sSuperior
[2dmin@SKYnet] > /ip firewall mangle add chain-prerouting connection-mark=deluxe

... action=-mark-packet newv-packet-mark=deluxe passthrough-no comment=deluxe
[admin@SKYnet] > /ip firewall mangle add chaim-prerouting connection-mark=suite

... action=mark-packet nev-packet-mark=suite passthrough=no comment=suite
[admnin@5KYnet] > /ip firewall mangle add chaimn-prerouting connection-mark-family

... action=mark-packet nev-packet-mark=famlly passthrough=no comment-famlily
[admin@SKYner] > /ip firewall mangle add chain-prerouting connection-mark=meeting

... action-mark-packet newv-packet-mark=meeting passthrough-no comment-meeting
[admin@SKYnet] > /ip firewall mangle add chaimn=prerouting connesction-mark=voucher

... action=mark-packet new-packet-mark=voucher passthrough=no comment=voucher



Firewall

Mark Package (1) - GUI

= dari router pelanggan / hotel =

[ #]

10
11
12
i3
14
15
16
17
18
19

|Action

# mark packet
# mark packet
# mark packet
# mark packet
# mark packet
# mark packet
# mark packet
# mark packet
# mark packet

=] E3
Filter Rules NAT Mangle | Service Ports Connections Address Lists Layer7 Protocols
.|-H— ‘V]!xJ ‘r‘_l ‘?‘ | 00 Reset Counters ‘nn Reset All Counters Find ‘all kd
|Chain  |Connection Mark [ Src. Address List J_New Connection .. _J_Bytq_s_ J Packets __________]_Qo_qnment »
prerouting  hotel 429.4 MiB 1102 508 hotel *
prerouting management 843GB 121944 726 management |
prerouting staff 254 GiB 56 964 404 staff
prerouting single 1955.5 MiB 4 332 354 single
prerouting  superior 55.4 GiB 97 565 587 superior -
prerouting deluxe 54.9 GiB 93 785 325 deluxe
prerouting suite 9.2 GiB 16 354 352 suite
prerouting family 2594 3 MiB 5 143 396 family
prerouting meeting 5.0 GiB 8 280 578 meeting
prerouting wvoucher 26554 MiB 4963 295 voucher

# mark packet




Configuration - Mark
Package on postrouting

[admin@SKTnet] > /ip firewall mangle add chaim-postrouting connection-mark-=hotel
... action=mark-packet new-packet-mark=hotel passthrough=no comment=hotel
[admin@SKTnet] > /ip firewall mangle add chain=postrouting connection-mark=-management
..« action=mark-packet newv-packet-mark=management passthrough=no comment=management
[admin@SKYnet] > /ip firewall mangle add chain=postrouting connection-mark-=staff
.+« action-mark-packet new-packet-mark=staff passthrough=no comment=statf
[admin@SKYnet] > /ip firewall mangle add chaim-postrouting connection-mark-=single
.= actlion=mark-packet new-packet-mark=single passthrough=no comment=single
[admin@SKYnet] > /ip firewall mangle add chain=postrouting connection-mark=superior
... action=mark-packet new-packet-mark=superior passthrough=no commsnt=superior
[admin@SKYnet] > /ip firewall mangle add chain=postrouting connsection-mark=deluxe
.+ action=mark-packet newv-packet-mark=deluxe passthrough=no comment=deluxe
[admin@SEYnet] > /ip firewall mangle add chain-postrouting connection-mark-suite
... action-mark-packet new-packet-mark=suite passthrough=no comment=suite
[admin@SKYnet] > /ip firewall mangle add chain=postrouting connsction-mark-family
.»» action=mark-packet new-packet-mark=family passthrough=no comment=family
[admin@SKYnet] > /ip firewall mangle add chain=postrouting connection-mark=meeting
.+« aCctlion-mark-packet new-packet-mark=meeting passthrough=no comment=meeting
[admin@SKYnet] > /ip firewall mangle add chain-postrouting connection-mark-=wvoucher
.»« dactlon=mark-packet new-packet-mark=voucher passthrough=no comment=voucher




Mark Package (2) - GUI

= from customer router =

Firewall

Filter Rules NAT Mangle ‘Sewir.:ePuts Connections Address Lists Layer7 Protocols

#|=| ¢ % 1| T 00 ResetCounters | 00 ResetAll Counters

[ Find__[{{an

3]

# | |Action ‘Chain |Connection Mark JSrc Address List  New Connection ... ]Bytes

20 # mark packet postrouting hotel 1834.0 MiB
21 # mark packet postrouting management 939 GiB
22 # mark packet postrouting staff 439 GiB
23 # mark packet postrouting single 45489 MiB
24 # mark packet postrouting superior 86.7 GiB
25 # mark packet postrouting deluxe 854 GiB
26 # mark packet postrouting suite 169 GiB
27 # mark packet postrouting family 6.5 GiB
28 # mark packet postrouting meeting 1.2 GiB

29 # mark packet postrouting woucher

3758.1 MiB

Packets | Comment
1775113 hotel
121978 595 management
58 461 318 staff
4 610 428 single
102 531 848 superior
99 088 071 deluxe
17 629 032 suite
6 (092 362 family
8 546 832 meeting
5073337 voucher

_[E

—




Configuration - Queue Type (1)

[admin@SKYnet] > /queus type add kind-pcq name-pcq-upload
] pcg-classifier=src-address
[ min@SEYnet] > /queue type add kind-pcqg name-pcg-upload-£4dk

pcg-classifier=src-address pcg-rate=gdk
[ admin@SEKTnet] > /queue type add kind=pcq name-=-pcqg-upload-128k

: pcg-classifier=src-address pcq-rate=128k
[ Amin@SKYnet] > /queus type add kind-pcq name-pcq-upload-192k
. pcq-classifier=src-address pcg-rate=192k
[ min@SKETnet] > /queus type add kind-pcq name-pcq-upload-25€k
: f{—“La351t1 r=src-address pcg-racte=25ck
[ﬁﬂﬂ;iEmIlﬂ“T] > Jaqueus type add kind=pcq mame-pcqg-upload-51Ck
«.+. pCcg-classifier=src-address pcg-rate=51Ck
[admin@SKYnet] > /queus type add kind-ptq name-pcq-upload-1024k
pcg-classifier=src-address pcg-rate=1024k



Configuration ~ Queue Type (2)

[admin@SKYnet] >

fqueus

type add kimnd=-pcq name-pcg-download

. pcg-classifier=dst-address

[ .*.:Lul“ESP"’n* t] >

fqueuse

type add kind=-pcq name-pcg-download-Z5€Ek

cq-classifier=dst-address pcq-rate=22bk

[ lm*_E EKinet] >

Fquele

type add kind=pcq name-pcg-download-384k

. pcg-classifier=dst-address pcg-race=384k

[admin@SKYnet] >

. 'l'l':.;:.'_'l.:r

type add kimd=pcq name=-pcgq-download-51Zk

. pcg-classifier=dst-address pcg-rate=51Zk

[admin@SKYnet] >

FQUCLULE

type add kind-pcq mname-pcq-download-1024k

. pcg-classifier=dst-address pcqg-rate=1H1

[iiﬂl:ESFTH*'] >

Jueue

type add kind-pcq name-pcg-download-153€k

icq-classifier=dst-address pcg-rate=153€Ek

[ﬁWh."EqILHTT] >

JuElue

type add kind=pcq name-=-pcqg-download-Z048k

. pcg-classifier=dst-address pcqg-rate=2HM

[admin@SKYnet] >

/queus

type add kind=-pcq name-pcqg-download-30Sck

. pcg-classifier-dst-address pcq-rate=-3H



Configuration - Queue Tree (1)

[admin@SKYnet] >
[admin@SEYne=t] >

. priority=1

tl%ml*E”FTn;‘] >

..1

« PL1OL1LCY=

[ lnl EJI11~‘] >

priority=8

[admin@SKYnec] >

. prlority=17

[admin@SKYnet] >

priority=6

[ h:t‘:@.:uP fnet] >

priority=5

[ 1m4 @5 }1w='] >
e =s PELOELLCY=4 i
[admin@SKYnet] >

priority=3

[ Lu_ @5KTnec] >

riority=2

[-1m1 1[5 }1n~*] >

W PEloEity=T

/queue tree add name=UPLOAD paremt=etherl queue=default max-limit=153€k

/fqueus tree add name-
queus=pcq-upload limit-at=8k max-limit=153€k
add name='

fqueue tree

"01l. HOTEL UPLOAD" packet-mark=hotel parent-UPLOAD

'02. MANAGEMENT UPLOAD” packet-mark-management parent-=-UPLOAD

queue=pcqg-upload-128k limit-at=8k max-limit=51ZkK

/queue

/queue tree

fquUELLe

fqueue tree add name

tree add name=
queue=pcg-upload-€4k limit-at=8k max-limit=512k

fqueue tree add name-
queus=pcqg-upload-128k limit-at=8k max-limit=1M
add name-=
queue=pcg-upload-192k limit-at=8k max-limit=1M
tree add name="086.

"03. STAFF UPLOAD” packet-mark=staff paremnt-UPLOAD

"04. SINGLE UPLOAD" packet-mark=single parent-UPLOAD

"05. SUPERIOR UPLOAD" packet-mark=superior parent=UPLOAD

queue=pcqg-upload-25€k limit-at=8k max-limit=1M

queus=pcqg-upload-51Zk limit-at=8k max-limit=1M

fqueus tree

Fgueile

DELUXE UPLOAD” packet-mark=deluxe parent-UPLOAD
“07. SUITE UPLOAD” packet-mark-=suite parent-UPLOAD
add name=="08. FAMILY UPLOAD” packet-mark=-family parent=UPLOAD

queus=pcq-upload-1024k limit-at=8K max-limit=1M
tree add name=
queus=pcq-upload-25€k

queus treese add name:
queus=pcq-upload-128k limit-at=8k max-limit=51Zk

"0S. MEETING UPLOAD" packet-mark-meeting parent-UPLOAD
limit-at=8k max-limit=1M
"10. VOUCHER UPLOAD" packet-mark=voucher parent-=UPLOAD



Configuration - Queue Tree (2)

[admin@SETnet] > /qusus tree add nam==DOWNLOAD parent=SK¥net queuce=default max-limit=10M

[admin@SKYnet] > /queus tree add name="01. HOTEL DOWNLOAD” packet-mark=hotel parent=DOWNLOAD
«ss priority=1 queue=pcq-download limit-at=€4k max-limit=10M
[ dmin@SKinet] > /queus tree add name="02. MANAGEMENT DOWNLOAD" packet-mark-management parent-DOWNLOAD

Less Priority=2 queue=pcqg-download-384k limit-at=£4k max-limit=2M

[admin@SEYnet] > /queus tree add name="03. STAFF DOWNLOAD"” packet-mark=staff parent=DOWNLOAD
Less Priority=8 queus=pcqg-download-25€k limit-at=64kK max-limit=153€k

[admin@SKTnet] > /queus tree add name="04. SINGLE DOWNLOAD" packet-mark=single parent=DOWNLOAD
«es priority=7 queue=pcq-download-s5lZk limit-at=64k max-limit-8M

[ dmin@SKTnet] > /queus tree add name-="05. SUPERIOR DOWNLOAD"” packet-mark-superior parent-DOWNLOAD
«ss priority=€ queue=pcq-download-1024k limit-at=E4k max-limit=8M

[a1m1“E°FTn=*] > /queus tree add name="0&. DELUXE DOWNLOAD" packest-mark=deluxe parent=-DOWNLOAD
.«- priority=5 queue=pcq-download-1536k limit-at=£4k max-limit=8M

[a ]D_.GJFT1F ] > /queue tree add name="07. SUITE DOWNLOAD" packet-mark=suite parent=DOWNLOAD

«es Prliority=4 q'#uL-pcq—dounload—ZDQEk limit-at=64k max-limit=8M

[admin@SKinet] > /queus tree add name="08. FAMILY DOWNLOAD" packet-mark-family parent-DOWNLOAD
\asa PELOEITY=3 qu_ufupcq—download—EﬂEEk limit-at=64k max-limit-8M

[2dmin@SETnet] > /queus tree add name="05. MEETING DOWNLOAD" packet-mark-meeting parent-=-DOWNLOAD
lees PClOrity=2 queue=pcg-download-51Zk limit-at=£4k max-limit=BM

[admin@SKYnet] > /queus tree add name="10. VOUCHER DOWNLOAD" packet-mark=voucher parent=DOWNLOAD

priority=7 queue=pcqg-download-384k limit-at-64Kk max-limit-8M



Queue Tree - GUI

= dari router pelanggan / hotel =

(=1 E3

Queue List

Simple Queues Interface Queues Queue Tree ‘ Queue Types

‘ +‘ = | H 4 ‘ = ‘?‘ ‘ “— Reset Counters ” 00 Reset All Counters ‘ Fingd _
|Name / |Parent |Packet Marks |Queue Type |Prir;|'it)r |ljmi___ |Max Li... |Avg_ Rate |B)tes |Packets >

{8 DOWNLOAD hotspot default 8 10M 360.1 kbps 311.0GiB| 270414368
{& 01. HOTEL DOWNLOAD DOWNLOAD hotel pcq-download 1 64 10M Obps 1856.8MiB 1 486 355

{& 02 MANAGEMENT DOWNLOAD DOWNLOAD management pcg-download-384k 2 B4k 2M 14.1 kbps 849 GB 7237049

{2 03. STAFF DOWNLOAD DOWNLOAD staff pcg-download-256k 8 64 1536k 264.9 kbps 37.8GiB 36202412

{2 04. SINGLE DOWNLOAD DOWNLOAD single pcq-download-512k 7 b4k aM Obps 4056.1 MiB 3 251 250

{& 05. SUPERIOR DOWNLOAD DOWNLOAD superior pcq-download-1024k 6 b4k aM 0 bps 769 GiB 66 423 345

{8 06. DELUXE DOWNLOAD DOWNLOAD deluxe pcqg-download-1536k 5 b4k aM 0 bps 76.7GiB. 65602583

{2 07. SUITE DOWNLOAD DOWNLOAD suite pcq-download-2048k 4 B4k M 0 bps 132GB 11805948

{2 08. FAMILY DOWNLOAD DOWNLOAD family pcq-download-3096k 3 B4k aM 0 bps 6.4 GiB 4 861 060

{2 09. MEETING DOWNLOAD DOWNLOAD meeting pcg-download-512k 2 B4k 3M 83.1 kbps 6.3 GiB 5419 602

& 10. VOUCHER DOWNLOAD DOWNLOAD voucher pcg-download-334k 7 b4k 2M Obps 31529 MiB 2991 403

& urLoAD pppoe-indihome default a 1536k 84.4 kbps 98.3GiB 238 332 288
£ 01 HOTEL UPLOAD UPLOAD hotel pcq-upload 1 8k 1536k 0 bps 39.2MiB 282 157

{2 02 MANAGEMENT UPLOAD UPLOAD management pcqg-upload-128k 2 8k 512k 1760 bps 5.7 GiB 46 011 328

{3 03. STAFF UPLOAD UPLOAD staff pcqg-upload-64k 8 8k 512k 10.7kbps 3933.0MiB| 19910450

{2 04. SINGLE UPLOAD UPLOAD single pcqg-upload-128k 7 8k M 0 bps 274.2MiB 1154 168

{2 05. SUPERIOR UPLOAD UPLOAD superior pcq-upload-192k 6 8k 1M 0 bps 6.5GB 32437520

{2 06. DELUXE UPLOAD UPLOAD deluxe pcqg-upload-256k 5 8k 1M 0 bps 6.7GB 31139403

& 07. SUITE UPLOAD UPLOAD suite pcg-upload-512k 4 8k 1M Obps 3567.5MiB 5534 339

{2 028 FAMILY UPLOAD UPLOAD family pcq-upload-1024k 3 8k 1M 0 bps 137.2 MiB 1180 654

{2 09. MEETING UPLOAD UPLOAD meeting pcg-upload-256k 2 8k M 5.9 kbps 537.2 MiB 2 837 006

{2 10. VOUCHER UPLOAD UPLOAD voucher pcq-upload-128k 7 8k 512k 0 bps 384.7 MiB 1863 839

+ *

I




Configuration - Radius, Clock

and Usermanager

[admin@SKTnet] > /radius add address=127.0.0.1 domain=SKYnet
a secret="MySecret” service=hotspot disabled=no
[admin@SKYnet] > /radius incoming set accept=yes port=1700

& . ;

[admin@SKYnet] > /system clock set time-zone-name=Asia/Kuala Lumpur
[2dmin@SEYnet] > /system ntp client set snabled=yes
gserver-dns-names=21€.110.36.245,198.72.72.10

[adminWSEYnet] > /tool user-manager router add ip-address=127.0.0.1 lo
. nham=="Main Router” shared-secret="MySecret” customer=-admin

[admin@BSEYnet] > /tool user-manager customer set [find login-admin] time-zone=+08:00

g=auth-fail



Usermanager - Customer

Y Login  V Parent | Permissions
admin Owner

fo admin Read write
office admin Full




Usermanager - Router
= dibuat by admin =

Router details

A Main
Name: Main Router

Owner: Eadmm
IP address: 127.0.0.1
Shared secret: MySecret

Time zone: | +08:00 M

Disabled: | |
| Authorization success
v/ Authorization failure
Log events:, .
|| Accounting success
.| Accounting failure
¥ Radius incomming

CoA support: v/
CoA port: 1700
v Request statistics

Save




Usermanager -~ Limitation

Profiles | Limitations
Add Edit
I Y
- |V Owner |V Name Y Group name |V Uptime
- loffice hotel hotel
- |office management management
- |office staff staff
- [fo single single
- [fo superior superior
- fo deluxe deluxe
- fo suite suite
- [fo family family
- [fo meeting meeting
- fo voucher voucher 1h




Usermanager - Proifile
= management =

| Profiles | Limitations |

Profile: Eﬁ'aanagem_gnt MBS

Name: management
Name for users:

Owner: | office M LOwned by office andJ
: no validity period
Validity:
Starts: | At first logon M
Price: 0.00
Shared users: | 1 ~|
Save profile Reﬁnue profile ‘
Profile limitations
o Active Constraints
i Always Group name: management

Add new limitation Remove selected limitations




Usermanager - Proifile
= deluxe =

| Profiles | Limitations |

Profile: | deluxe hd |

Name: deluxe

Name for users:

L. .18 ( Owned by fo and
validity: 1d validity period one day.
Starts: | At first logon M
Price: 0.00
Shared users: | 1 M

Save profile I Remove profile ‘

Profile limitations

Active Constraints

Always Group name: deluxe

Add new limitation Remove selected limitations




Usermanager - Proifile
= voucher =

| Profiles | Limitations |

Profile: _vnd&her

Name: voucher
Name for users:

[+

N
Owned by fo and J

validity period one day.

owner:ffo_ ... i
Validity: 1d
Starts: | At first logon hi \
Price: 0.00
Shared users: \ 1 =]

Save profile ] Remove profile

Profile limitations

Active
Always

|Constraints

]Uptime Limit: 1h
Group name: voucher

Add new limitation

Remove selected limitations




Usermanager - Add User

= view oleh backoffice =

User details %]

- wMain

. w Constraints
| v Wireless
.+ Private information

Username:
Password:
Disabled: | |
owner: | :]

Assign profile: [hotel 7]

management
staff




Usermanager - Add User

= view oleh frontoffice =

User details E3

w Main
Username:
Password:

Disabled: | |
Owner: | j

w Constraints
w Wireless
w Private information

Assign profile: ideluxe i+

deluxe
Family

meetini
suite

superior
voucher




Usermanager - Add User

= view oleh admin =

User details (%]

w Main
Username:

Password:

Disabled: |
owner: | ~|

w Constraints
w Wireless
w Private information

Assign profile: [deluxe ]
deluxe

famili

management
meeting
single

staff

suite
superior
voucher




Add

Usermanager -~ Userlist

= view oleh backoffice - dari router pelanggan =

Edit Generate

Y

% Username

"7 Uptime Used

" Last used IP

"7 Last used MAC

"7 Actual profile

TR e = e e

=

—

= e = =

10h20m8s 192.168.101.46 5C:96:9D:79:C8:1D hotel
3w14h55m51s 192.168.101.93 34:23:BA:84:E5:D8 hotel
3w4d14h51m39s 192.168.101.102 AB:1B:5A:B0:A4:93 management
Sw3d55m54s 192.168.101.51 ES:BB:AB:89:3F:05 management
15h35m18s 192.168.101.67 00:03:7E:E8:02:E9 management
2w4d19h43m29s 192.168.101.47 14:DD:A9:5B:B6:D6 management
1w2d11h22m25s 192.168.101.7 90:F6:52:46:E6:E0 management
8wo6d13h55m5s 192.168.101.2 20:16:D8:50:00:BF management
1d35m32s 192.168.101.125 BC:6E:64:8B:A9:64 management
Sw9h26m43s 192.168.101.61 AD:93:47:2B:48:F0 staff
3w5d1h28m12s 192.168.101.28 14:DD:A9:A6:98:79 staff
3w4d22h56m56s 192.168.101.41 AB:1B:5A:0C:AE:D2 staff
2h4m18s 192.168.101.126 30:AA:BD:CO:F1:60 staff
2d18h53m52s 192.168.101.36 CC:07:E4:60:98:FB staff
3w5d2h45m9s 192.168.101.126 C8:7D:65:02:1B:53 staff
1w16h34mads 192.168.101.2 20:16:D8:50:00:BF staff
3w1d3h49m57s 192.168.101.19 BC:20:10:45:24:7C staff
3w1ld14h10m23s 192.168.101.44 14:DD:A9:A6:40:31 staff
2w4d15h10m35s 192.168.101.45 BO:9F:BA:D7:57:B4 staff
4d10h13m26s 192.168.101.58 E4:EC:10:DD:1B:7A staff




Add  Edit

Usermanager -~ Userlist

= view oleh fontoffice - dari router pelanggan =

Generate

E—

[1][2][3][4] - [6][page 1 of 6]

"V Username |% Password |V Uptime Used |°% Lastused IP | Last used MAC |% Time left |+ Till time " Total time left |+ Actual profile

1 fandril 107 4h7m46s 192.168.101.124 |E4:F8:EF:89:0B:31 Unknown

7 fannyl 212 1h4bm14s 192.168.101.8 E8:2A:EA:BD:E5:AC Unknown

7] [fanny2 212 2h32m1lls 192.168.101.8 E8:2A:EA:BD:E5:AC Unknown

"~ febril 306 20m8s 192.168.101.38 E0:CB:EE:B5:2E:23 Unknown deluxe
7] jandri2 107 5h15mi18s 192.168.101.41 AB:1B:5A:0C:AE:D2 Unknown superior
1 [loan 102 6h54m55s 192.168.101.86 D8:CF:9C:57:4A:74 Unknown superior
7] jangga 205 sh59m 192.168.101.56 7C:0B:C6:00:99:FC Unknown superior
| [jose 209 4h50m1s 192.168.101.66 08:62:66:B2:00:F6 Unknown superior
71 fal hafri 206 6h38m7s 192.168.101.99 04:1B:BA:BD:FF:E5 Unknown superior
| [ROL6sr vyz 0.0.0.0 Unknown Unknown 1d voucher
7 [ELDkjf vIs 0.0.0.0 01/09/2016 05:02:52 wvoucher
~| [ELDjrs rtr 0.0.0.0 Unknown Unknown 1d voucher
7] [ELDdm5 wxQ 0.0.0.0 Unknown Unknown 1d voucher
| [ELDhzg nub 0.0.0.0 Unknown Unknown 1d voucher
[T [EDL98x rzh 0.0.0.0 Unknown Unknown 1d voucher
[ [EDL443 ZSW 0.0.0.0 Unknown voucher
1 [KOj7w ndt 0.0.0.0 Unknown Unknown 1d voucher
[ [KOdék x67 0.0.0.0 Unknown Unknown 1d voucher
~| [KOnhr e3k 0.0.0.0 Unknown Unknown 1d voucher
7 [KOzgh 787 0.0.0.0 Unknown Unknown 1d voucher




Kesimpulan (1)

« Back office (office) memiliki Full rights
untuk login internal hotel; pemilik,
management and staif.

« Front office (£f0) memiliki Read-Write
rights untuk seluruh login tamu hotel,
tapi tidak memiliki kuasa untuk
menghapus.

« Admin punya satu tugas baru;
menghapus login yang tidak terpakai
yang pernah dibuat oleh front office (£0)
dan dibandingkan dengan data daftar
tamu hotel.



Kesimpulan (2)

 Login yang dibuat oleh admin bisa dilihat
oleh front office maupun back office. Oleh
karena itu admin tidak disarankan untuk
membuat login.

« Untuk alasan keamanan, disarankan
untuk

- Menambah firewall; seperti menutup
tep & udp 53, 3128, dan 8080 dari luar /
internet.

- Proteksi port 20-23, 80 dan 8129 dari
luar / internet, misalnya dengan knock.



Saran dan atau pertanyaan ?



Thank you for watching this presentation.
For any other further enquiries, please email to ¢

paul@skynet.co.id

SKYnet

Networks Total Solutions
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