SYNCHROWEB
TECHNOLOGY




What is Hotspot?

* A hotspot is a physical location where
people may obtain Internet access,
typically using Wi-Fi technology, via a
wireless local area network (WLAN)
using a router connected to an internet
service provider.

SYNCHROWEB
TECHNOLOGY



Where can you have Hotspot?

Airports L Bookstores
Coffee shops Department
and restaurants stores
Schools and
Hotels . .
universities
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Why you need Hotspot?

To provide

As a monetization As a marketing

Internet access for
platform platform

your guests/users

User data To control user

collection usage

SYNCHROWEB
TECHNOLOGY



Mikrotik Hotspot Features

ﬁ Options between using the built in hotspot gateway (User Manager) or external RADIUS server

& Different authentication methods

\/ Landing page customization
a Walled-garden system

Different user profiling
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How to set up Mikrotik Hotspot?

e Simplest way — run the Hotspot Setup Wizard under IP — Hotspot menu

[ Servers fserver Profiles  Users  User Profiles  Active Hosts  IP Bindings  Service Ports  Walled Garden  Walled Garden IP List ..
EE\@ | Reset HTML |[[Hotspot Setup | (Fnd |
Name N\ / |interface Fool | Profile | Addresses .| R
Guest Y/iFi vlan200 200 Guest_WiFi 1

GO TO SERVERS TAB AND CLICK HOTSPOT SETUP
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o

Hotspot Parameters

Hotspot Gateway IP
interface and DHCP pool
SSL certificate SMTP server
DNS server DNS name

Local hotspot
user
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Server Profile

@ admin@B8:69:F4:75:90:34 (MikraTik) - WinBox v6.44.3 on RB2011UIAS-2HND (mipsbe)
Session  Settings  Dashboard

Sesson (836547590 %4

A& Quick Set
7 CAPsMAN
| Interfaces
1L Wireless
&, Bridge
=E PPP
== Switch
*18 Mesh R S : - 2
5 P " Servers ServerProfiles | Users  User Profles  Active  Hosts  IP Bindings | Service Pors  Walled Garden  Walled Garden IP List | .|
7 MPLS P
#4 Routing » 7 |DNS Name  |HTML Directory | Ratte Limt foe/tx)
System - hotspat
& Queves
Files
o G Lo DS
4 RADIUS Name: Cancel
A Tools X Hotepot Address: [152.168.20.1 |« Boply
B New Teminal i [ |
- i i Y

[EI — ame: |wifilogin
R HTML Directory: |hotspot | =]
#5 Parttion HTML Directory Ovenide: | |-
gl\ﬂake Supout fif e Rate Limt {oe/x): | | =

Manual
9 Mew WinBox cARLERE | | Y
B 5 HTTP Proxy Port: [0 |

SMTP Server: | |+
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User Creation

@ admin @B&:63:F4:75:90:34 (MikroTik) - WinBox v6.44.3 on RB2011UiAS-2HnD (mipsbe)
Session  Settings Dashboard

Safe Mode Session:|B8:63:F4:75:9D:34

A& Quick Set

5 CAPSMAN

8 Interfaces

1 Wireless

s, Bridge

=8 PP

= Switch

S s . : : . .
ol s#fefles Users | User Profies Active Hosts IP Bindings  Servios Ports Walled Garden | Waled Garden IP List Cockiss
it =| v % @ |7 |00 ResetCourters | 00 Reset Al Courters

44 Routing Server i |Narne |Password |Mdress |MAC Address |F‘roﬂ|e
425 System ;:; counters and limits for trial users

& Queues
Files
] Log
£ RADIUS General | Limts  Statitics

K Tools Server: [ET + |

| New Terminal

g Name: |user1 |

[ cD
2. Select server and Passwaord:

MetaROUTER

create Name and Password ; l:l
gPart'rLion Address: 7
[3 Make Supout MACAddess [ |~

2items (1 selected)

@ Manual - Profil: [defaut |

9 New WinBox

E it
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Profile Creation

@ admin@B2:69:F4:75:90:34 (MikroTik) - WinBox v6.44.3 on RB2011UIAS-2HND (mipshe) =
Session  Settings Dashboard

Safe Mode Session:

A5 Quick Set
L CAPsMAN
9 Interfaces Hotspaot User Profil ult> =E3
e e
B oo
i Bridge Name: |defau|t | Cancel
=5 PPP fdress Pool: none =] | [ ]
== Switch
©18 Mesh f ) e N : : . Session Timeout: |D5:DD:DI] |A Copy
55l IP " Server Profiles | Users User Profiles | Active  Hosts  IP Bindings | Service Ports Walled e Idie Tmeout: |none |#]~ | | Remove
<7 MPLS r =] [F! sepalive Tmeout: [00:02:00 | ~
%8 Roding , el e
é:é s Name Status Autorefresh: |DD:D‘I 00 |
o System
& Queves | shared Users: [1000 |«
Files |-t Limit px/tx): [2m72m |~
| Leg
A RADIUS - [w! Add MAC Cookie
% Took ; 2. Set Name MAC Cookie Timeout: |3d 00:00:00 |
: 3. Set Session Timeout - Time usage for user
(| New Teminal 4, Setldle Timeout Address List: | -
= 1cp 5. Set Keepalive Timeout b | |~
B4 MetaROUTER 6. Set Shared Users for simultanecus use Beichrbennt
#2 Partion 7. Set Rate limit for speed limit Outgoing Fiter: | s
= : 8. MAC Cookie to avoid re-authentication
g”ake Stpoctei Titem (1 selected) Incoming Packet Mark: | | >
Manual
Otgoing Packet Mark: -
s New WinBox s | |
l- Exit Open Status Page: |always || ¥ |
["] Transparent Proxy
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Other Tabs

@ admin@B&:E%FL75:90:34 (MikroTik) - WinBox v6.44.3 on RE20TTUIAS-2HND (mipsbe)
Session  Settings  Dashboard

Sessor: [B363747590.34

A5 Guick Set
i CAPsMAN
8 Interfaces
1 Wireless
%, Bridge
=% PPP

=32 Switch
% e Hotspot

. s v Hosts IP Bindings ~ Service Ports Walled Garden  Walled Garden IP List Cookies ..
77 MPLS

Fird

4 Routing |Address \Uptime  |idle Tme | Session Time ... ReRate |TxRate | | ¥
System

@ Queues

[ .cp
MetaROUTER
#5 Parttion

| 4 Make Supout it
& Manual
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Management system f, RADIUS server

Hotspot users
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WaAMN Connection

I | MikroTik User Manager
BaSIC =] RADIUS Server
topology g
MikroTik Router0s Network Switch ek
RADIUS client
SYNCHROWEB
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Mikrotik User Manager Requirements

Same RouterOS and User Manager version package

RouterOS architecture - MIPSLE, MIPSBE, TILE, PPC, ARM,
x86 and MMIPS processor based routers and CHR devices

Minimum 32MB RAM and 2MB HDD

SYNCHROWEB
TECHNOLOGY



Getting Started

Download User Manager package under Extra packages from
Mikrotik website download section

Install by uploading the package into router and reboot the

router

Create the admin by terminal - /tool user-manager customer>
add login="admin" password="PASSWORD" permissions=owner
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Using Web Interface P

hikrotik User Manager

* Web browser — http://router-IP- Login
address/userman Eassword

* Login using customer account

Log in
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Creating Customers (User Manager admin)

Reports

0 A sessions

0 A users

Advanced search

Maintenance

Logout

L ]

& \ 7 Login

% Public ID

\édmin

N

Click Add

Go to Customers

v Parent % Permissions
Customer details |£|

w [Main

Login: fadmin
PASSWOrD: essessnssns
Disabled: [
Farent: admin
Permissions: | Owner P
Public 1D | -
Public host: |

Backup allowed:
& Accessh

]|

Own routers

Parents routers

Cwin users

Parents users

Crwn profiles

Parents profiles

Cwn limitations

Parents limitations

Configure payment gateways
Use parent payment gateways

Access:

OEOEOROROE

w Privatejniormation
Company:

ciy: |

Country:

Email: |

4 Signup Gptane -

| Per page [20] ¥

Create new admin with roles
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Users — Authentication to Internet

Add Edit
| exXpress

. - [TT12]13] [4] - 6] [page 1 of 6] Add by one or batch
pac — - User details e
Eninatewn [z 7 Username % Till time % Total time left

PXCT User Manager |
@ guest Unlimited Unlimited “ Main _.
(i} pxctessvck Unlimited Unlimited NiirBer ofc:r:;?; iﬁ.’mf” | :
) pxctSezkdp Unlimited Unlimited A PR I ]
L pxctasazxh Unlimited Unlimited Raerniame fopol: 6 = g |
= pxct4n3t7u Unlimited Unlimited Pwd same as login: D |
O pxctyxtoow Unlimited Unlimitad Password length: ”5 ... 1l
@ pxctus8uvg Unlimited Unlimited w Constraints — '
O pxct4dzbnm Unlimited Unlimited :‘;}:Fi:ﬂtes?nfurmation :
Pmﬁ'ﬂq "] pxctfoynxr Unlimited Unlimited Assign profile: | guest ]
Serﬁngs\ [} pxcturuiu2 Unlimited Unlimited = : |
Repors | O pxctg3ojiu e Unlimited Unlimited i

| Dﬂmsioni | [} pxctgby3aj —\Uniimited Unlimited

0 A users Ll pxcté8uem? % Unlimited
Advanced sear =] pxctzZavib Unlimited == ycarlist [Unlimited

i = pxctnfu3gs Unlimited Unlimited
aintenance \ S
e ‘. [ ] pxct7dk3mu Unlimited Unlimited
e 7] pxctbepbig Unlimited Unlimited
\ 7] pxct77auub Unlimited Unlimited
o totlsets L pxctzypgyv Unlimited Unlimited __
I pxctmySh4c Unlimited Unlimited

create users with profile
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Sample Voucher

PXCT Guest WiFi PXCT Guest WiFi PXCT Guest WiFi
Device per ID: 2 Device per ID: 2 Device per ID: 2
Prepaid time: Unlimited Prepaid time: Unlimited Prepaid time: Unlimited
Username: pxcteS55vck Username: pxctSezkdp Username: pxctasazxh
Password: Ts9ubx Password: sTun5Sv Password: ez3aijj

~ How to Use This Voucher Code ~
Connect to SSID "PXCT_Guest" and log in with
the given username & password
To logout, simply type
hitp://pacificexpress wifi/status in your device's
browser

Thank You For Choosing Our Services

- How to Use This Voucher Code ~
Connect to 55D "PXCT_Guest" and log in with
the given username & password
To logout, simply type
http://pacificexpress wifi/status in your device's
browser

Thank You For Choosing OQur Services

~How to Use This Voucher Code ~
Connect to SSID "PXCT_Guest" and log in with
the given usemame & password
To logout, simply type
http:/'pacificexpress wifi/status in your device's
browser

Thank You For Choosing Qur Services

PXCT Guest WiFi PXCT Guest WiFi PXCT Guest WiFi
Device per ID: 2 Device per ID: 2 Device per ID: 2
Prepaid time: Unlimited Prepaid time: Unlimited Prepaid time: Unlimited
Username: pxctdn3tTu Username: pxctyxt66v Username: pxctusBuvg
Password: re3udg Password: fwgqm27 Password: Skdwhd

~How to Use This Voucher Code —
Connect to SSID "PXCT_Guest” and log in with
the given usemname & password
To logout, simply type
hitp:/'pacificexpress wifi/status in your device's
browser

Thank You For Choosing Our Services

~How to Use This Voucher Code —
Connect to SSID "PXCT_Guest" and log in with
the given usemame & password
To logout, simply type
http://pacificexpress wifi/status in your device's
browser

Thank You For Choosing Our Services

—How to Use This Voucher Code —
Connect to S5ID "PXCT_Guest” and log in with
the given usemame & password
To logout, simply type
hitp://pacificexpress wifi/status in your device's
browser

Thank You For Choosing Our Services
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Adding routers — for RADIUS Authentication and Accounting

pac .-e:(press LY I:I

CP;;T R Ll \ YV Name % IP address "V Shared secret
[ \QQ(CT 172.16.0.209 synchro®123
| Per page [20] ¥
Router details |E|
Add new router * Main
Customers Mame

Logs Owner: |
Payments IP address: |172.16.0.209

Profiles bhared secret: !abc123 |

Seliinge Time zone: | Parent time zone v
) Disabled: [ ]
Reports Click Routers | Authorization success
0 A sessions [w] Authorization failure
i e‘.rents. Accounting success
Accounting failure

Fill in IP and shared secret

0 A users

Advanced search  Radius TCOTTmmg
Maintenance w Request statistics
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Set User profile

% Profiles | Limitations
A" Limitation details a3
paciic express
FXCT Uszer Manager = — — ;
3 Mame: guest_limit |
=l Y Name v Downl owner admin ) % Transfer W Uptime
= quesf_limit v Limits — -
. Lo .- Per page [20] 7|
__Sessiom Upload: 0B -
B
Add Limitation Uptime: | '
I_ Rate limit: Rx 3K Tx 3K Control Yo fountal d
Ll _ontrol user time/quota/s
Profies__| Burst rate: Rx | T ' Heage S
Blurst threshold: Rx 15 - ¥
Reports Burst time: Rx [T
Min rate: Rx 2K | Tx2K .
proty: Notspacied 7
Click Profiles
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Other Settings

744,

Jexpress
S himatewn
PHCT User Manager

Routers

Users
Sessions
Customers
Logs
Payments
Profiles
Settings
Reports
0 A sessions
0 A users
Advanced search
Maintenance

Logout

\

J Appearance ”Styie I.Templates Language | Payment gateways | Signup |

¥ Table columns
Table

|Routers

Users

t

Wisible
[Username \
[Till time
| Total time left
|Actual profile

|Owner
| |First name
Last name

Hidden
;Passwnrd
|Disabled

Enable user signup page

= First page
| Users

Customize user manager

Customize voucher

Integrate with online payment gateway
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View User Log

.'-f/ﬁ)

Ed
[1][2][3][4] - [7][page 1 0i7]

I =

PaCiic express
CP;‘(C‘T i r;é':gg’;_“ W Username V User IP Y Host IP Y Time % Calling station ID
Guest 10.5.50.0 192.168.0.158 09/18/2018 14:00:10 C4:0B:CB:48:C7:EB
test 10.5.49.243 192.168.0.158 00/18/2018 16:58:26 B4:88:19:D4:6E:64
admin 10.5.49.243 192.168.0.158 09/18/2018 16:58:35 B4:8B:19:D4:6E:64
Pxcr 10.5.49.211 192.168.0.158 00/18/2018 22:56:46 08:6F:60:64:F6:44
Pxcr 10.5.49.211 192.168.0.158 09/18/2018 22:56:54 08:6F:60:64:F6:44
Pxcr 10.5.49.211 192.168.0.158 00/18/2018 22:56:56 08:6F:60:64:F6:44
=i Pxct 10.5.49.211 192.168.0.158 09/18/2018 23:07:08 08:6F:60:64:F6:44
Tuest 10.5.49.211 192.168.0.158 00/10/2018 07:06:44 08:6F:60:64:F6:44
lguest 10.5.49.211 192.168.0.158 09/19/2018 07:07:11 08:6F:60:64:F6:44
quest 10.5.49.211 192.168.0.158 00/10/2018 07:07:44 08:6F:60:64:F6:44
| Reports | Guest 10.5.49.211 192.168.0.158 09/19/2018 07:09:10 08:6F:60:64:F6:44
[ oAsessions | guest 10.5.49.211 192.168.0.158 09/19/2018 07:00:24 08:6F:60:64:F6:44
pacificeexpress 10.5.49.180 192.168.0.158 09/19/2018 11:32:09 D&:CF:9C:5D:55;B2
306 10.5.49.180 192.168.0.158 00/19/2018 11:39:40 D8:CF:9C:5D:55:B2
pxct 10.5.49.178 192.168.0.158 09/19/2018 11:40:15 68:DB:CA:14:1F:F1
pxct 10.5.49.70 172.16.0.209 00/20/2018 13:57:04 50:BC:06:D5:1E:02
pxct 10.5.49.70 172.16.0.209 09/20/2018 13:57:12 50:BC:96:D5:1E:92
pxct 10.5.49.70 172.16.0.209 00/20/2018 13:57:24 50:BC:06:D5:1E:92
pxct 10.5.49.70 172.16.0.209 09/20/2018 13:57:47 50:BC:96:D5:1E:92
prhs 10.5.49.69 172.16.0.209 00/20/2018 13:58:46 DC:55:83:A0:6D:61

| Per page [20] ¥ |
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View User Session

48,

Palilic express

[ I8l

Edi
[1[2]
Leasd

CP:(C.T 3: r;ﬁ:a;_" | |% Username |% Status % User IP |% From time % Till time % Uptime |% Download |% Upload |% Calling station ID
[ lguest Start & Stop & Interim  [10.5.50.0  [09/18/2018 12:58:45 (09/18/2018 13:10:22 [11m37s 461.9 KiB 5.0 MiB C4:0B:CB:48:C7:EB
| |guest Start & Stop & Interim  [10.5.49.255 [09/18/2018 13:02:25 [09/18/2018 13:06:49 4m24s 81.8 MiB 47.9 MiB  [70:F0:87:EF:B4:C8
[ |guest Start & Stop & Interim  [10.5.50.0  [09/18/2018 13:14:39 (09/18/2018 13:58:38 [44m 269.5 MiB 55.5 MiB  |C4:0B:CB:48:C7:EB
| lguest Start & Stop 10.5.50.0  |09/18/2018 13:59:05 [09/18/2018 14:00:02 [57s 5.5 MiB 568.6 KiB  |C4:0B:CB:48:C7:EB
[ |guest Start & Stop & Interim  [10.5.50.0  [09/18/2018 14:00:25 (09/18/2018 14:58:59 [10m16s 592.3 KiB 670.5 KiB  |C4:0B:CB:48:C7:EB
7 |guest Start & Stop & Interim  [10.5.49.241 [09/18/2018 17:08:21 (09/18/2018 18:07:47 [48s 51.7 KiB 72.0 KiB  [34:E6:AD:26:AE:21
[ lguest Start & Stop 10.5.50.0  |09/18/2018 18:55:43 |09/18/2018 18:56:03 [20s 15.6 KiB 8.0 KiB C4:0B:CB:48:C7:EB
| |guest Start & Stop & Interim  [10.5.50.0  [09/18/2018 18:56:18 [09/18/2018 19:00:22 M4m4s 269.1 KiB 360.4 KiB  |C4:0B:CB:48:C7:EB
[ |guest Start & Stop & Interim  [10.5.50.0  [09/18/2018 19:00:34 [09/18/2018 19:06:14 [Sm40s 530.9 KiB 389.0 KiB  |C4:0B:CB:48:C7:EB
1 lguest Start & Stop & Interim  [10.5.50.0  [09/18/2018 19:06:25 |09/18/2018 19:08:58 [2m33s 249.2 KiB 100.2 KiB  |C4:0B:CB:48:C7:EB
| Reports | || O lguest Start & Stop & Interim  [10.5.50.0  [09/18/2018 18:09:13 (09/18/2018 19:55:35 [10m20s 1113.8 KiB 306.8 KiB  |C4:0B:CB:48:C7:EB
[ oAsessions | 1 lguest Start & Stop & Interim  [10.5.49.211 (09/18/2018 23:07:23 (09/19/2018 00:56:01 [52m29s 1233.3 KiB 810.5 KiB  (98:6F:60:64:F6:44
[ |guest Start & Stop & Interim  [10.5.49.203 [09/19/2018 07:10:33 [09/19/2018 08:10:17 [2m38s 233.2 KiB 369.4 KiB  [18:F0:E4:3A:2E:ED
7 lguest Start & Stop & Interim  [10.5.49.211 [09/19/2018 07:12:06 [09/19/2018 08:11:55 [Im7s 97.9 KiB 127.7 KiB  [98:6F:60:64:F6:44
|| jguest Start & Stop & Interim 10.5.49.79 |09/20/2018 12:52:19 (09,/20/2018 14:05:11 [13m1ls 28.2 KiB 26.1 KiB IC4:0B:CB:48:C7:EB
| lguest Start & Interim & Close [10.5.49.53 [09/20/2018 15:24:14 [09/20/2018 15:56:16 [32m2s 62.4 KiB 45.1 KiB 7C:2E:DD:6A:F7:66
| lguest Start & Stop & Interim  [10.5.49.25 [09/20/2018 21:31:44 (09/20/2018 22:44:51 [21m22s 972.6 KiB 970.8 KiB  [98:6F:60:64:F6:44
1 lguest Start & Stop & Interim  [10.5.49.20 [09/20/2018 21:38:38 (09/20/2018 22:36:12 [48s 30.0 KiB 38.7 KiB  [D0:75:DA:23:98:70
[ lguest Start & Stop & Interim  [10.5.49.31 |09/20/2018 21:49:23 [09/20/2018 21:59:12 [m31s 654.0 KiB 889.0 KiB  |[E4:40:E2:F4:25:E2
| lguest Start & Stop & Interim  [10.5.49.20 [09/20/2018 22:39:12 [09/20/2018 23:38:35 [3m5s 182.3 KiB 273.7 KiB  [00:75:DA:23:98:70

| Per page [20] ¥ |
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Adding External RADIUS

*||=| [v][%] (@] [¥] | Reset st || incomin |
Service

Called 1D Domain Address

|
x

EEH

=)
1

: 110.10.200.14

Secmt:l ......... .

[%EE

Authentication Port: 1812

Accounting Port; [1813

Timeout: |3DDD

["] Aecounting Backup
Realm: |
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Enable RADIUS for Hotspot Server

A& Quick Set

[ Interfaces Servers  Server Profiles | Users | User Profiles  Active  Hosts | IP Bindings  Service Pots  Walled Garden  Walled Garden IP List  Cookies
% Bidoe [#][=] [7]

%

= PP [ Name \ / |DNS Name [HTML Directory  |Rate Limit /) |

©12 Mesh & PremiereHotel-M wifi status hotspot

g i gziﬂt1 premierewifi status hﬁﬁ

3 Routing I @ hsprof2 premicrewii status hotsp

& System N hsprofl premierewifi status hotspl !
i & heprofd premirewifi status hotsp| General _Logig. RADIUS |
@ Queues @ hsprofs RS FiotsH = )

B Fies g:wﬂf enable use W ;1'; ! Use RIDILS : | Cancel |
sprof 7 = premierewifi status £ a [

|| Log Qhsprofd NN premigrewifi status hotsp Bsnes I
o Radius & heprofd under hotspot premierewii status hotsp ) _

X @heprof10 server premierewifi status hotsp Location ID: | | S Copy
X Tools [ &hsprofii proﬁle prernierew:rﬁ.status hotsp it N | | = Remove
@] New Terminal &hsprof12 premierewifi status hotsp s
= Shsprof13 premierewifi status hots  MAC Format: | 300000006 [#]

B LcD @ hsprof14 premierewifi status hotsp
#5 Pariiion &heprof1s premierewifi status hotsp ¥l Accourting
heprofi16 premierewifi status hotsp

| & Make Supout if &heprofi7 premierewii status hotsp{  Interim Update: | |~
& Manual g::‘;mg me:gﬂﬁz E;‘:E NAS Port Type: |19 (wireless-802.11) =]

9 New WinBox haprof20 premierewifi status hotsp
B 5 & hsprof21 premierewifi status hotsp

@ heprof22 premierewifi status hotsp

&heprof23 premierewifi status hotsp

Ehsprof24 premierewifi status hotsp

& haprof25 premierewifi status hotsp

& hsprof 26 premierewili status hotsp

& hsprof27 premierewifi status hotsy| =
& heprof28 premierewifi status hotsp|.

heprof29 premierewifi status hotspat

& heprof30 premierewifi status hotspat

o TR | ramicrawifi ofohio hetonnt
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Edit login.html for User Redirection to External Captive Portal

(if chap-id)
»<b>»JavaScript required. Enable JavaScript to continue.</b></f
b3

st">

{(mac)”
name="ip" e="%(ip)}" />

“username” value="%(username)” />

“link-login alue="%(link-login)"™ />

"link-orig™ va (link-orig)™ />

"error”

chap-id"” value=

MM AN

MM AN

chap-challenge

only)™ />
)" />

MM AN

/>

[>

a Y= />

"hidden™ n:
nit”

MM AN

MM
S

"JavaScript”>»
ent.redirect.submit();

><f
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=] 17 &)@ | esoup | Rosors | | . |
C e |File Name ¢+ | Type | Size |Creatiur1 Time

u St O m I Z e =] autosupolt.old f i file 11795KB Aug/15/2018 18:47:36
[ autosupout rif if file 13705 KB  Seps03/2018 09:51:41
[El bakeup 0208 backup backup 247 KB  AugAZ2s2013 14:06:54
. = before check portforward backup  backup 41557 KB Aug/15/2018 18:53:43
[(Dhotspot directory Jul /24,2006 21:34:26
‘ a n d I n a e [ hotspat Aalogin htm Jhtml file 13078 Jul/24/2016 21:34:26
[= hotspot /emor htm html file 8588  Jul/24/2016 21:34:26
[=] hotspot /emors Tt file 36158 Jul 2472016 21:34:26
° [El hotspot Aavicon ico Jico file 503 B Jul/24/2016 21:34:26
D hatspotAmg directony Jul /242006 21:34:26
u S I n O S O [ hotspotimgogobettom png | png file 35 Jul/24/2016 21:34:26
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