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MikroTik network engineering
for your business

. Designing enterprise class network

infrastructure

Building high-performance, reliable, protected
networks

Security and performance audit of existing
network configurations

Monitoring and maintaining critical infrastructure
Troubleshooting and consulting

Remote support 24 /7 /365

Advanced MikroTik certified trainings in Asia
(coming soon)

MTCNA 90%
MTCRE 93%
MTCWE 84%
MTCTCE 76%
MTCUME 90%
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E-mail me your ideas:
nikita@tarikin.com

Add me to your Facebook:

F)IEBEiE;EB Nikita Tarikin
COntaCt me Follow me on Instagram:

@tarikin

Start private conversation:

&) Telegram t.me/tarikin

@ Messenger Nikita Tarikin
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http://t.me/tarikin

Please
contact me

Nikita Tarikin

nikita@tarikin.com
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Compare VPN types

] L2TP L2TP/IPSEC + psk | OpenVPN PPTP SSTP |  IPSeclKE2 |

Protocol UDP TCP GRE

TCP UDP, ESP
Performance Fast Slow Fast Slow Very fast
SO Slow Slow Very fast
establishment ry
Requires strong
CPU for No No
encryption
Multicore CPU
load balance Yes Yes No Yes Yes Yes
Security Low Strong Strong Low Strong Very strong
No No Yes No No Yes
Bypass NAT Yes Yes Yes Yes Yes Yes
Has interface Yes Yes Yes Yes Yes
OS popularity High Very high High Very high Low High
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Blazing fast throughput performance
Instant connection establishment
Military grade security standards
Supported by most modern OS’s
Can push routes to clients
Bypasses any NAT

Mobile friendly

N O Ok~
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Networking for dummies &

Internet
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Networking for advanced users &

hEN N

Internet
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Networking for IT juniors

MikroTik
Router

DNS
Apache
Wordpress
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Networking for network engineers & FTP
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DNS | https

Ethernet

LTE
TCP , .
vlan OSPF , y
MTU tA 3i )
RSTP PPPOE
LACP

IPSec
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https
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VPN clients
10.0.88.0/24 _
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N NAT

RouterOS VPN

Network diagram

Nikita Tarikin / nikita@tarikin.com [



@0 e

VPN clients
10.0.88.0/24
RN NAT
IPSec ike2
VPN RouterOS VPN
RouterOS . Router

Head office

Router N
Branch office :
/

LAN branch
192.168.99.0/24

Network diagram
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. Before you start

. General system settings

. Generate SSL certificates
. Setting up IPSec

. Setting up Firewall
. Setting up NAT
. Setting up MTU/MSS
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MTCNA knowledge (recommended)
RouterOS 6.44 or newer
Lab environment (recommended)

Default configuration 6.41+
Aware of IPSec changes since 6.43
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Upgrade RouterOS to 6.44+

& mikrotik.com

M’}“«—o'—ik Homo Abosl  Buy Jobs Hardware Sofware  Support Training  Acoount T
(XX} admin@192.168.88.1 (MikroTik) - WinBox v6.38.7 on mAP lits (mipsbe)
Software ‘
Session: | 192.1€8.88.1|
RouterOS
6.43.14 (Long-term) 6.44.3 (Stable) E | Check For Updates I | Enable ” Disable | Uninstal || Unschedule ” Downgrade | Check
Rt Otz €15 e, . 5 [vame T/ |version Build Time Scheduled
MIPSBE o e R, 7 R, X b e =v ]6.38.7 i 3un20/2017 10:55:05 [
Main package = 6.38.7 unj20{2017 10:55:05
— 6.38.7 unf20§2017 10:55:05
Extra packages =] 6.38.7 Junf20{2017 10:55:05
SMIPS AP i, AR e 7 Junf20§2017 10:55:05
Fike List
Main package 2 =
S E = (=] [¥] (B[] [ extp [ netre ] [tput.
File Name — ilruma Jaea lruasignTime v
TLE o | Oiflash 4l Uploading Files [01/15700
7
Main package a =] mipsbe-... (5.7 MB of 10.5 MB ot 1633.53 kb) NII19;03:
Extra packages A i) & routeros-mipsbe-t 107/2019 1
——— [ coneel ]
The Dude server A i) _
PPC b, 609, RE, RESHOIARE, RE1I00AH, RB1430, RE1290 l
Main package =] =2
Extra packages a =

—

1. Download package from
www.mikrotik.com/download

10.7 B of 16.0 M used

2. Upload package to / of
your RouterBoard
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Reboot

Do you want to reboot the router?

3. System -> Reboot



Reset RouterBoard to default v6.44+ configuration

admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

Session:

192.168.88.1

U B

I Check For Updates | | Enable H Disable I | Uninstall H Unschedule H Downgrade ‘ [Checkhstdaﬁ

/ [version |Buid Time scheduled [

B routeros-mipsbe
B advanced-tooks

Bdhep
 hotspot
®ipve

® mpls
Sppp
s

6.44.3 Apr[23{2019 12:37:03
6.44.3

Aprf23{2019 12:37:03

Reset Configuration

Run After Reset:

U Cortarse

[ ] CAPS Mode 7l
[] No Default Config > =

["] Do Not Backup
v

/

System -> Reset configuration

This will apply new default firewall
rules, interface lists, basic security
settings etc..

RouterOS Default Configuration
The following default configur has been lled on your router:
RouterMode:

*wmmkumwwﬁmmmmm
wnbssudmmfm (except WAN port etherl)

|»

ht-extension:
LAN Configuration:
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Agenda for next slides:

WAN IP/DNS addresses
Timezone

NTP

Loopback bridge

IP pool

o ko=
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WAN IP and DNS addresses for IKE2 VPN server

admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

Session  Settings Dashboard Che C k DN S reco rdS .
|| | | Safe Mode Session: | 192,168,881 cPU:1% B Name . Vpn lke2 xyz
A Quick Set .
" e (=1 £ Address: 123.45.67.8
- DHCP Client | DHCP Client Options
% Interfaces
1 Wireless + '
Bridge Interface Use P,,, AddD...|IP Address Expires After | Status v
333 defconf 200 (W) ~ (zsh)
w PPP ether1 yes  yes  123.45.67.824 00:09:33 bound . _
=5 Switch Last login: Tue May 7 11:04:11 on ttys0@0l
. Address List = ~ nslookup vpn.ike2.xyz
BLLES & = Server: 192.168.88.1
= ress: 1972.168. A#53
=P Add 192.168.88.1#53
Routing Address Network Interface v
D 9P123.45.67.8/24  123.45.67.0 etherl - .
System ;31 dereon Non-augtioritative answer:
& Queues P192.168.88.1/24  192.168.88.0  bridge Name : vpn.ike2.xyz
Fi Address: 123.45.67.8
iles
Log E |
o RADIUS
B <, Tools 1item
O )
fea] @ New Terminal
E = MetaROUTER
':) ‘,A, Partition
(@] _ Make Supout.rif
| -
i & 2 items
.& SAllrca) * Set DNS records with your domain name registrar
g O New WinBox control panel

123.45.67.8 1s on WAN 1nterface
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Setup correct timezone "Mportgn;

[ XN ] admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Session  Settings Dashboard

Safe Mode | Session:

A& Quick Set
1 CAPsMAN
|# Interfaces

Time:10:09:12 Date:Janj01/1970 CPU:4% M ()

i Wireless

2 Bridge

(52 PPP

== Switch

“I2 Mesh Time | Manual Time Zone

EE8

& Routing ’ Date: |Jan/01/1970
Lo System [V Time Zone Autodetect

Q_ Queues Time Zone Name: | AsiajKuala_Lumpur
| Files —
i GMT Offset: |+08:00

@ RapUs || DST Active

A Tools

Nev Terminal

[ MetaROUTER

"é Partition

| - Make Supout.rif
& Manual

9 New WinBox

System -> Clock
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Setup

auto date/time

admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

Session Settings Dashboard

¥ || 4| | safe Mode
A Quick Set

1 CAPsMAN

s Interfaces

4 Wireless

&+, Bridge

“u PPP

% RADIUS
N Tools
B New Terminal
£ MetaROUTER
£ Partrion

. Make Supout.rif
€ Manual
O New WinBox

Sesslon: | 192.168,88.1| Time: 12:36:41 Date: May/08/2019 CPU:2% M ()

v Enabled
Mode: |unicast
Primary NTP Server:
Secondary NTP Server: 0.0.0.0

0.0.0.0

Server DNSNames: 0.asa.poolntp.org | &

Auto Upgrade 1.asia.pool.ntp.org s
Certificat:

ortvicates 2.asia.pool.ntp.org $
Clock ]
Console
Disks : [ Rs
History 1 1119.28.183.184
Identit;

il Last Update From: |119.28.183.184

LEDs

) Last Update: 00:00:09 ago
License
e Last Adjustment: 3 442 us
Packages Last Bad Packet From: |
P d

S Last Bad Packet:
Ports

Last Bad Packet Reason:

Reboot

Reset Configuratpn
Resources
Routerboard
SNTP Client
Scheduler
Scripts
Shutdown

Activate NTP client
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Add new loopback bridge

® [ ] admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Session Settings Dashboard
Ii[ Ig SafeMode | Session: ' cruE B
A5 Quick Set

(= E

i CAPsMAN
8 Interfaces Bridge ‘ Ports MNew Interface
2 Wireless E General ‘ STP VLAN Status  Traffic Find
2, Bridae Tems > Marme: |bridge-loophack | -
Gl 333 defconf Type: |Bridge
) R 4tbridge] b . ‘ 5.2 kbps
== Switch MTU: ‘ v
o0 M h
el Actual MTU: \
&8 1P )
L2 MTL: |
2 Routing )
MAC Address:
G =
ARP: |enabled v
e Queues
-Torch
[ | Files ARP Timeout: | | w
| Log Admin, MAC Address: | |w
2 RADIUS O e
2 t Ageing Time: |00:05:00
N Tools ) 1 item out of 3 . ‘ |
B New Terminal [] 16MP Snooping
4 MetaROUTER || DHCP Snooping
#- Partition
- [v| Fast Forward
| - Make Supout.rif
& Manual
Y New WinBox

/interface
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Set loopback bridge IP address

® ® admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Session Settings Dashboard

Safe Mode Session: 192.168,88.1 cPU:2% B \i]

Asj Quick Set
i CAPsMAN
| Interfaces Bridge ‘Ports VLANs MSTIs Port MST Overrides Filters NAT Hosts MDB
i Wireless E E D D @ Settings Find
-, Bridge ]Name : ‘ l ‘RX H'
%
=2 PPP ;3 defconf =] E3
- R 4tbridgd . - = ps 14.8 kbps
T - CEIE R -
o0 [Address 4 Network Ilnterface [V
5 Mesh
D ‘%’123.45.6?.3{24 123.45.67.0 etherl
P ! 315 defonf
38 Routing ) G°192.168.88.1/24 192.168.88.0  bridge
(57 System ) New Address [=E3
& queues Address: |TEERUE
[ Flles ¢ . ~ !
2 items out of ez g 10.0.66.0
LJtog Interface: ‘bridge-loopback H3 | Apply |
) rapius
| New Terminal
&4 MetaROUTER
#. Partition

Remove

| ., Make Supout.rif
& Manual enabled
Y New WinBox

/ip
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Add new IP Pool for ike2 VPN clients

o @ admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

Session  Settings Dashboard

0 [cx] [ safemode | sesson152.168.8.1

A Quick Set
i CAPsMAN

|##® Interfaces Iﬂlj \_]L \EI ﬁ‘

= E3]

i Wireless

]Address 4 Network [Interface [ N

s, Bridge

©o PPP

== Switch

Y15 Mesh

&gl 1P I
< Routing [
o0 System I
Q Queues

| |Files

| Leg

2 RADIUS

A Tools f
@ New Terminal
& MetaROUTER
#- Partition

| .. Make Supout.rif
& Manual

Y New WinBox

P 10.0.88.0/24 10.0.88.0 bridge-loopback.

i3 g5 £7 2l2d 12245 €7 0 thort

Pools | Used Addresses

[+][=| [=] [¥]

Mame A 1Addresses
‘ﬂ’default-dhcp 192.168.85.10-192,1658.88.254

New IP Pool

Addresses: |10.0,86.2-10,0,88.254 =

Cancel

Mext Pool: [none [3] &

Apply
Comment

Copy

Remove

cPUif1%e B3
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Agenda for next slides

Generate CA
Generate server SSL
Generate client SSL
Export client SSL

s W~
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Generate CA SSL certificate

© admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

Session Settings Dashboard

K || 4| | Safe Mode Session:

192.168.88.1

Aay Quick Set
1 CAPsMAN
i Interfaces
. Wireless
7, Bridge
=2 PPP
== Switch
15 Mesh
2sSITP
Routing
System
@ Queues
| Files
Log

%) RADIUS ‘
0 items

%, Tools

| New Terminal
< MetaROUTER
g 7 Partition
. Make Supout.rif
k7l &9 Manual
d Y New WinBox

Certificates  SCEP Servers SCEPRA Reque

Mew Certificate

General | Key Usage Status

Name:

Issuer:

Counkry: ﬂ
State: | Selangor
Locality: | Cyberjaya
Organization: |IKE2.xy2

Unit:

Common Mame: | ca.ike2.xyz

Subject Alt, Name: DNS

Key Size: 2045

Days Yalid: | 3650

¥

: ca.ike2.xyz

il o

12

+

Key Usége: v digital signature mitment
v key encipherment v data enciph@pent Cancel
v  key agreement v key cert. sign Apply N
v crl sign encpher only
decapher only dves Copy
server gated arypto ocsp sign
timestamp ipsec user Remove
ipsec tunnel ipsec end system Sign
crui1% B email protect code sign
tls client tis server Sign via SCEP
(=] E3 Import
Card Reinstall

=~

Cancel
Apply
Copy

Remove
Sign
Sign via SCEP

Card Reinstall
Card Verify
Set CA Passphrase
Export
Revoke

A /certificate add name=CA.ik

country=MY state=Selangor
locality=Cyberjaya
organization=IKE2.xyz common-

ca.ike2.xyz subject-alt-
e=DNS:ca.ike2.xyz key-size=2048
» days-valid=3650 trusted=yes key-

usage=digital-signature, key-

encipherment,data-encipherment, key-

cert-sign,crl-sign
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Self-sign CA SSL certificate (Certificate Authority)

® ® admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Session  Settings Dashboard

[;“X SafeMode | Session: cruize B

A5 Quick Set EE
1 CAPsMAN =
Certificates ISCEP Servers SCEPRA Requests OTP CRL

| Interfaces @E

I Wireless Iﬂ = ‘K " stat L E

ey Usage 5

i Bridge //—\\ .

A Name: | CA.ike2.xyz
== PPP  : Cancel

=5 Switch

= Apply

“15 Mesh

= 1P )

% Routing I Certificate: (&)

(37 System ) CA:

9 Queues CA CRL Host:

|| Files Progress:

| Log

@ RaDIUS ¢ Unit: =
K Tools ) Al Card Verify i

Common Name: | ca.ike2.xyz
l - Set CA Passphrase
v

| New Terminal

Subject Alt. Name: DNS H +|: [ca.ikez.xyz

¥4 MetaROUTER
i Export
¥ Partition Key Size: 2048 |#

EEm—
LR oL Days Valid: | 3650
& Manual
Y New WinBox
[ Exit

/certificate sign CA.ike2.xyz
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New Certificate
Generate server SSL certificate — . —
Key Usage: digital signature content commiment
key encipherment data encipherment
key agreement key cert. sign
crl sign encipher only
[ ] admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mips decipher only dves Copy
Session Settings Dashboard :ervetr gated crypto s sign Remove
imestamp ipsec user
X> || 4| | SafeMode = Session:|192.168.88.1 Pt B ipsec tunnel ipsec end system Sign
2 A email protect code sign
Asj Quick Set (Ol[x] tls dient vits er Sign via SCEP
3 CAPsMAN New Certificate =] E3 Import
# Interfaces General |Key Usage Status
.
o Wireless Ty
. i, Bridge _I l Cancel ‘
=4 PPP l Apply ‘ o .
== Switch ol — /certificate add name=vpn.ike2.xyz
15 Mesh
- v country=MY state=Selangor
Routing i | Selangor . .
s G B beriore locality=Cyberjaya
eo- e |
Files organization=IKEZ.xyz unit=VPN
=
Log 0 .
’ﬂ RADIUS Common Mame: |vpn.ike2.xyz common-—nam :Vpn .1 ke 2 . X Y Z S Ub j ecC t -
g < Tools L] Subject Alt, Mame: |DNS ¥ | :|vpn.ke2.xyz $
t% & New Terminal Export
B=] | MetaROUTER fersicaly 2046 S [ Revke | . )
- J Partition Days Valid: |1095 Slze:2048 days-valld:lO95
)]
f@] - Make Supout.rif _ _
B @ vanua trusted=yes key-usage=tls-server
o
= New WinBox
2 o
o Exit
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Sign server SSL certificate with CA.ike2.xyz authority

[ admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Session Settings Dashboard

@@ Safe Mode Session: 192,168.88.1 CPU: 1% &

As Quick Set [[lx]
i CAPsMAN

|### Interfaces General ‘Key Usage  Status
. Wireless

(Cl[x]
Name: ‘vpn.ikeZ,xyz

1, Bridge Cancel

! I=|
=2 PP Apply

== Switch
“15 Mesh
r . Remove
o I O\ FRemoe |
2 Routing ) State: E Certificate: |vpn.ike2.xyz | ¥ I Start | |
oo System Locality: @ ch: [N R SENUDEE
Q Queues Organization: CA CRL Host: | - l Close I E— %‘
|__|Files .
Unit: E Progress: | ] Card Reinstall

|| Log -
J'fi RADIUS A Common Name: ‘vpn.ikez.xyz Gz

] A Tools ] Subject Alt, Name: [DNS | ® ]t |vpn.ke2.xyz '* | SSRGS
g = o e /certificate sign vpn.ike2.xyz

| MetaROUTER Key Size: [2043
¢ Partition Days Valid: [1095

ca=CA.1i

| ., Make Supout.rif
&) Manual
Y New WinBox

B Exit
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Client certificate template = -
pEeg——— T =]
/ digkal sgnatire content cornmitment
key enciphermenk data encipherment Cancel
key agreement. key cert, sign Apply
crl sign encipher only
O admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe) decipher only ra Copy
Session Settings Dashboard server gated crypto 0Csp sign —
timestamp ipsec user
|| 4 | SafeMode  Session: 192.168.88.1 cru:0% W e et el Ipsec end system on
emal protect code sign
A Quick Set =5 At e Sign via SCEP
i CAPSMAN .‘ R ——— ol x|
8 Interfaces
o General KeyUsage Status
4 Wireless II]
; Name ;
“2 Bridge 7 arm client-template@vpn.iks2.x: —
o PPP K 15 . .
— Aoply | /certificate add nar
4 o
C .
ot » =il template@vpn.ike2.xyz
& P Ci Remove
MY
Routing Selangor Sion state=Selangor locality=Cyberjaya
System
u Cyberjaya Sign via SCEP 2 t . =TK o) PR _
& Queues Oorganlization=lAkz.Xyz common
Files Organidgtion: IKE2.xyz Import
- T =~client-template@vpn.ike2.xyz
) “ . 0 o
RALIES 2 Common Name: | ~client-template@vpn. ka2, xyz Cerd Verfy sub jec t—-alt—-name=email:~client-
Tools
3 o Subject Ak. Name: |Email + | ~chent-template@vpn.ike2, xyz $ L T l . k A O k . _ 2 O 4 Q
d & New Terminal T template@vpn.ike2.xyz key-size= 3
+ MetaROUTER Key Size: 2048 3 - . 5
@5 Partition o — S days-valid=365 trusted=yes key-
ays Valid: 365
Make Supout.rif 0
oy usage=tls-client
| 0 Manual
Y New WinBox
B Exit
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Generate client SSL certificate from template

admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Settings Dashboard
Safe Mode Session: 192.168.88.1 CPU: 0% |
uick Set [=1/E3
APSHAN Generdl | Key Usage Status
Name: | ~client-template@vpn.ike2.xyz -
Vireless Cancel
vidge —:I Apply
witch Name: |c1@vpn.ike2.xyz —_— Copy
Cancel
lesh -] Remove
- Apply Sign
outing Issuer: J Copy Sign via SCEP
ystem
Country: MY Remove Import
ueues
dos State: Selangor Sign Card Reinstall
50 Localty: Cyberjaya Sign via SCEP Card Verfy / 1 dd ~
—_ =~
ADIUS Orgarization: |IKE2.xy2 oot Nl certificate a copy—-from=~c
v
I - 3 .
2% — card Ransiel Export template@vpn.ike2.xyz
jew Terminal 3
Card Yerif
Common Name: |c1@vpn.ike2.xyz iehetty et . - O PR
‘et aROUTER Rl cl@vpn.ike2.xyz common-
- . = o a Set CA Passphrase
artition Subject Alt. Name: |Email * : cl@vpn.ike2. xyz -
1ake Supout.rif o et [ooms = EApor cl@vpn.ike2.xyz subject-alt-
CH U *
tanual = Revoke .
Days Valid: 365 = 22T e~ < R
e ays email:cl@vpn.ike2.xyz
xit
trusted
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Sign client SSL certificate with CA.ike2.xyz authority

& admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Session Settings Dashboard
M ﬂ Safe Mode | Session: [192.168.88.1 CPU::Z%
Ay Quick Set
1 CAPsMAN
L M F General | KeyUsage Status
1 Wireless —
' [ Name: |c1@vpn.ike2.xyz
=a PPP d Apply
= Switch
o2 Mesh Issuer: Sign (Running) ‘
5l P Country: | Certificate: [cl@vpn.ikez.xyz ‘ Remove
<. Routing State: |54 ChA: lCA.ikeZ.xyz Sign
s System Locality: CA CRL Host: I Sign via SCEP ‘
Queues .
| Files
L Unit: Card Reinstall
J Log )

~* -
ERRADITD Common Mame: |c1@vpn.ike2.xyz Sk

y N Tools Subject Alt, Mame: |Email H 3‘ i [c1@vpn.ike2.xyz ‘ s e |

g & tew Terminal v ; /certificate sign
4 MetaROUTER Key Size: |2048 H v

2. partition Days alid: [365 cl@vpn.ike2.xyz ca=CA.ike2.xyz
., Make Supout.rif
&) Manual

=4 9 Hew WinBox
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Export client SSL certificate + private key to .p12 file

@ admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Session  Settings Dashboard
LRl ] Safe Mode Session: | 192.168,88.1 CPU: 1% HE
A5 Quick Set w1l
1 CAPsMaN @E
e B
1 \Wireless Mame: |c1@vpn.ike2.xyz _ o
. _Cancel
. 1y, Bridge _I
=C PPP Apply
R foser
“15 Mesh
: Country: MY Remove
o 1P
sta

57 System ) Localit Sign via SCEP

QQueues Organizatior] Type: PKCS512 ¥ ’ Import ‘
| Files Unil Export Passphrase: |****#kk*  Keep in secret | & l Card Reinstall

/certificate export-certificate

-
& RADIUS Common Name: | c1@vpn.ike2.xyz l By »
%, Tools [ | Subject Alt, Name: Email i cl@vpn.ike2.xyz E = C 1 @ Vpn . ]_ ke 2 . Xy 7z =P kc S 1 2

B New Terminal _ Export ,
= MetaROUTER Key Size: 12046 export-passphrase=keepinsecret

= " Days Yalid: |365

N 1 Partition

C | . Make Supout.rif Trusted

S

8 &) Manual

~ New WinBox

LC‘ : private key issued
- Exit
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Export CA SSL certificate .crt file

@ admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

Session  Settings  Dashboard

|| 4 Safe Mode Session: 192.168.88.1 CPU:|2% B (|
AS Quick Set 1l x]
i CAPsMAaN @E]

| Interfaces General |Key Usage Status
O

i Wireless MName: |CA.ike2.xyz
. 1, Bridge
=1 PPP

Cancel

Apply

= Swikch Issuer: e
“15 Mesh (/

' Country: MY Remove
o) )
2 Routing Statgi2il (m] £S Sign
Ssysem oo Corticate * (oo S vi 5
& Queues Organizatior] Type: |PEM ¥ Cancel Import

(] Fles Uni| Export Passphrase: DO NOT SET v l Card Reinstal
Log :
Verif:
Common Name: |ca.ike2.xy2 _Card erify >

&) RADIUS
% Tools I L Subject Alt, Name: DNS | ca.ike2.xyz SetCA Passphrase

/certificate

| New Terminal

= Key Size: 2048 . ) )
= MeteROUTER =2 export-certificate CA.ike2.xyz

D Yalid: | 3650
#- Partition P

. Make Supout.rif ¥ Trusted
& Manual

Y New WinBox
[ Exit

C.
Vel
=
U’
C )
v
a

=
C
0

private key authority trusted
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Download exported SSL certificates

[ NON | admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

| Session  Settings Dashboard |

Session: [192,168,88.1] cruor, WY

A Quick Set Certificates
i CAPSMAN Certificates | SCEP Servers SCEPRA Requests OTP CRL.

8 Interfaces EE | Import H Card Reinstall ” Card Yerify H Revoke || Create Cert, Request || Settings |
L Wireless

|Name s |Common Mame ISubiect Al Name IKey Size |Days valid |Trusted ICA |V
5, Bridge KAT  CA.ke2.xyz ca.ike2. xyz DNS:ca.ike2. xyz 2048 3650 yes

CA.ike2.

KI  cl@v - -
C L KI i [=] E3 |ryey

= S E] | Backup H Restore I |Up|oad... |

Mesh
o P—MV ﬁ!dlype |size |creation Time| v
EER = cert_export_Ch.ike2.xyz.crt .o file 13598 May/08{2019 1
ﬂ Routing | cert_export_c1@vpn.ike2.xyz.pl2 .o file 36856 May/08/2019 1

o __IFlask disk Jan/01/1970 0
&g System [flashjpub directory May/24/2017 O
Q Queues [Dflashjsking directory Janf01{1970 0

| Files >
| Log

H rADIUS

%, Tools

[ Mew Terminal
{4 MetaROUTER |

- partition 12.3 MiB of 16.0 MiB used |23% o
| . Make Supout.rif

&) Manual

9 New WinBox
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Agenda for next slides

Setup Mode Configs
Setup Peer Profiles
Setup Proposals
Setup Peers

Setup Policy Groups
Setup Policies
Setup Identities

N o Ok
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IPSec mode config

admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

Session Settings Dashboard

| Safe Mode

Aa Quick Set
1 CAPsMAN
J# Interfaces
3 Wireless
i, Bridge
=2 PPP
=2 Switch
75 Mesh
P

Routing
./ System
Q Queues
___ Files

Log

. RADIUS

%, Tools
@ New Terminal
4 MetaROUTER
¢ Partition

| Make Supout.rif
& Manual
Y New WinBox

/inBoX

uteros \

O

IPsec Mode Config <modeconf vpn.ike2 . xyz>

Session: |192.168.88.1 CPL: 2% [ |
Policies Proposals Groups Peers Identities Profles RemotePeers Mode Configs |Installed SAs Keys
+ N
Name Resp... Address Pool Address Address Prefi...| Split Include Sy ¥
request-only no
Mew IPsec Mode Conl =1 E3
Mame: modeconf vpn.ike2.xyz 0K
v| Responder
Address Pool: pool vpn.ike2.xyz | % A Apply
Address: v
Address Prefix Length: |32
. Split Include: 10.0.0.0/0 = >
Litem System DNS
Static DNS: 10.0,88.1 s

WELHnodeconf vpn.ike2 . xyz

¥| Responder

Address Pool: |pool vpn.ike2.xyz | % & Apply

Copy
Remove

Address: v

tess Prefix Length: |32

Split Include: |192,168.88.0/24 s
S ———
System DNS
Static DNS: |10.0.86.1 ¢

/ip ipsec mode-config

add address-pool="pool
vpn.ike2.xyz" address-prefix-
length=32 name="modeconf

split-

vpn.ike2.xyz"

include=0.0.0.0/0 static-

dns=10.0.88.1 system-dns=no
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IPSec proposal

® admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Session  Settings Dashboard
|| Ca Safe Mode Session: |192.168.88.1 CPU: 1% | I
A Quick Set @E]
i CAPsMAN
_ Policies Proposals | Groups Peers Identities Profles Remote Peers Mode Configs Installed SAs
@ Interfaces
v = Mwpucrpms @R
New IPsec Proposal
-, Bridge Mame = b b
4 PP default Mame: |proposal vpn.ike2.xyz
-2 Syitch Auth, Algorithms: || mdS V| shat
o9 Mash null vl sha256
v|shasiz
=P Encr. Algorithms: null des Disable
Routing 3des v| aes-128 cbe
5 System aes-192cbc |V aes-256 cbe Copy
blowfish twofish
ueues Remove
Q Q camellia-128 camellia-192
| Files camellia-256
Log
o) RADIUS
Tools
N 1 item Lifetime:
[ Wew Terminal
PFS Group: |none ¥
< MetaROUTER
enabled

# Partition

| Make Supout, rif
il € Manual

o4 New WinBox

/ip ipsec proposaladd auth-

algorithms=shab512, sha256, shal

enc-algorithms=aes-256-
cbc,aes-256-ctr,aes-256-
gcm,aes-192-ctr,aes-192-
gcm, aes-128-cbc,aes-128-
ctr,aes-128-gcm lifetime=8h
name="proposal vpn.ike2.xyz"

pfs—-group=none
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IPSec peer profile

Session  Settings Dashboard

|| Ca Safe Mode

A Quick Set
i CAPsMAN
8 Interfaces
i Wireless
-, Bridge

o PPP
== Switch
12 Mesh
25 IP

Routing
o System
Q Queues
__| Files

Log

o RaDILS

%, Tools
[ Wew Terminal
+ MetaROUTER

WinBox

¢ Partition

=

| Make Supout, rif
&) Manual

1terO

ok New WinBox

admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

Session: 192.168.88.1 CPU: 0% [ |
New IPsec Profile =] E3
IENEofile vpn.ike2. xy2) =gE|
Pem——— v Hash algorithms: |sha256 ¥ | Cancel ‘ s | Keys
Encryption Algorithm: des 3des Apply
+ v V| aes-128 V! aes-192 i ‘
Mame V| aes-256 blowfish Copy | pposalC..| |¥
default camellia-128 camelia-192  —— [¥
camellia-256 .M
DH Group: modp768 v modp1024
ec2nlss ec2nlss
v modp1536 |v| modp2048
modp3072 modp4096
modp6144 modp8192
ecp2sé ecp384
ecps21
Proposal Check: |obey 3
LiFetime: | 1d 00:00:00
Lifebytes: v
1 item
V| NAT Traversal
DPD Interval: |120 ¥ s
DPD Maximum Failures: 'S

/ip ipsec profile add dh-

group=modp2048,modpl536,modpl02

4 enc-
gorithm=aes-256,aes-192,aes-1
28 hash-algorithm=sha256
name="profile vpn.ike2.xyz"
nat-traversal=yes proposal-

check=obey
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IPSec policy group

O ® admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Session  Settings Dashboard

m @ Safe Mode | Session: cPUo  H (5

As Quick Set
. CAPsMAN
|/ Interfaces

I Wireless
7, Bridge
=3 PPP
=2 Switch
915 Mesh

P !

2 Routing )

(o) System [

A, Tools )
||| New Terminal
¥4 MetaROUTER
P Partition

| . Make Supout.rif
& Manual

Y New WinBox

=] |E3]

Proposals Groups lPeers Identities Profiles Remote Peers Mode Configs Installed SAs Keys ...

[+[=][¥]

Find

lName

]v

default

Mew IPsec Group

=]

MName:! |group vpn.ike2.xyz oK

e Queues
|_|Files
‘fﬂ‘ II:j\gDIUS

/ip ipsec

add
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New IPsec Policy [=]

| PseC p0| icy te m p I ate General Action | Status
— — — /vAction: M ¥ Cancel

IPsec Protocols: |esp ¥
o admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe) SASIE. ddresst 10.0.0.0_
Session Settings Dashboard 5A Dst, Address: |0.0,0.0 Comment
W) || (4| | Safe Mode | Session: 192.168.88.1 cPu:te. W Proposal: *
Copy
Aaj Quick Set Remove
. CAPsMAN
=8 Interfaces @E
1 Wireless Policies | Proposals Groups Peers Identities Profies Remote Peers Mpé€Configs Installed Sas
bled
7, Bridge &+ T enable:
Ea PPP #* Src. Address Src. P...|Dst. Address Dst. P... Prot... Action |Level !
== Switch 0 *T 10 10 255 ... encrypt
'S Mesh Mews IPsec Policy
SIIP T o (oonis /ip ipsec policy add
Routing d -.
Src. Address: | INUNENI(I] e = ) ="or
% System rc. Address Cancel | Ire 10.0.88.0/24 up="group
Src. Port: ~/ Apply :
B Quewes oy vpn.ike2.xyz" p 1="proposal
B Fies Dst. Address: |10.0.88.0/24 I:Disable .
Log Dst. Port; 2 i | vpn.ike2.xyz" s =0.0.0.0/0
%) RADIUS s
Protocol: (255 {all) - — >
Col template=yes s=0.0.0.0
%, Tools 2 ‘ P Y
v lat
@ Mew Terminal . ¥ Template lm =
= MetaROUTER 1 item Group: |group vpn.ike2.xyz +
{ - Partition
| Make Supout.rif enabled
& Manual
Y New WinBox
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IPSec peer

] admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

Session Settings Dashboard

|| Safe Mode Session: |192.168.88.1 crujie B
A Quick Set
T CAPSMAN =] E3 /ip ipsec peer add exchange-
=8 Interfaces Proposals Groups Peers Identities Profiles Remote Peers Mode Configs Installed SAs  Keys
I Wireless + 7 mode=ike2 address=0.0.0.0/0
., Bridge:
L) # I, Add Local Add Profil Exch v
w4 PPP o o B o e local-address=123.45.67.8
== Swikch
name="peer 123.45.67.8"
*15 Mesh New IPsec Peer [=] E3 . ° ° °
52 1P
Routing fame: | e KT passive=yes send-initial-
Addr 0.0.0.0/0 - Cancel
e v contact=yes profile="profile
& queves Port: Apply CO e
Fil Local Address: [123.45.67.8 a . .
- —_— Disable vpn.ike2.xyz"
Log Profile: |profile vpn.ike2.xyz - W‘
) RADIUS Exchange Mode: |IKE2 3 EI
6 %, Tools v/ Passive
G} @) Mevs Terminal 0 items v/ Send INITIAL_CONTACT m
E 4 MetaROUTER enabled
= ‘.-, Partition
7))
(@] _ Make Supout.rif
_E: & Manual
6‘ Y New WinBox
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IPSec identities

admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

oard
Session: |192.168.88.1 CPU: 1% |
/ip ipsec y add auth-method=rsa-sign
Peer: |peer 123.45.67.8 bl | New IPsec Identity =E8 certificate:vpn .1ke2. Xyz rem
Auth, Method: |rsa signature ¥ Peer: |peer 123.45.67.8 3 certificate=cl@ . AiEZ xyz . -
SR ; —1a Auth, Method: |rsa signature s | Cancel ) ) )
S ko2 vz v port-strict match-by=certificate m
Remote Certificate: |c1@vpn.ike2.xyz ¥ Certificate: |vpn.ike2.xyz B Apply
L — = ii::j modeconf n.ike2.xyz" cr=""peer
Policy Template Group: |group vpn.ike2.xyz ¥ Remote Certificate: |c2@vpn.ike2.xyz #| | Disable .
Comment licy-template-group="grou
Notrack Chain: ¥ || Policy Template Group: |aroup vpn.ike2.xyz s ‘ P 9 P
- Copy ~—1d= cr—fadn -« :
: e-id=user-fqgdn:cl n.ike2.xyz
My ID Type: |auto = Motrack Chain: - of @ vp 34
emove
My ID Type: |auto 2
Remote ID Type: |user fadn -
Remote ID: |c1@vpn.ike2.xyz Remote ID Type: [user Fadn s /lp lpsecC add dUtAi—methOdflod—olgn
Match By: |certificate ¥ Remote ID: |c2@vpn.ike2.xyz certificat e=vpn. ike?2. Xyz rem
Mode Configuration: \modeconf vpn.ike2.xyz | # & Lehb) cortficats = certificate=c2 @vpn .ike2. Xyz
Generate Policy: |port strict ¥ Mode Configuration: |modeconf vpn.ike2.xyz || & D ] =port-s trict match-b y=Ccer tificate m
Generate Policy: * .
modeconf v .1ke2. er="peer
>up="group
enabled
enabled
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admin@192.168.88.1 (MikroTik) - W 'wBu n MmAP lite (mipsbe)
Dashboard

de

t.rif

IPSec identities

Session: 192.168.88.1 Time: 13:33:44 Date: Junj07/2019 CPU:2% M
[=]|E3
Pokcies Proposals | Groups Peers IdentRies (Ml Gkt i G [=] B3
+ = [vlx| [al v Peer: |peer 123.45.67.8 s [I]
# Peer Auth. Method e Auth, Method: GILETE RN ¥ Cancel
0 peer 123.45.67.8 | digkal signature ¢6@ 1
1 peer 123.45.67.8 | digkal signature  ¢4@ Certificate: |vpn.ike2.xyz s 7”‘”
2 peer 123.45.67.8 | digkal signature ¢1@ Y
3 peer 123.45.67.8 | digkal signature  ¢7@ Remote Certificate: | c1@vpn.ike2.xyz 3 Disable
4 peer 123.45.67.8 | digkal signature  ¢2@ 1
. Comment
5 peer 123.45.67.8 | digtal signature 3@ Policy Template Group: |group vpn.ke2.xyz s
6 peer 123.45.67.8 | digkal signature  ¢5@ Copy
Notrack Chain: s
Remove
My ID Type: auto ¥
Remote 1D Type: |user fqdn g
Remote ID: |c1@vpn.ike2.xyz
. Match By: |certificate ¥
7 items (1 selected)
Mode Configuration: 'modeconf vpn.ike2.xyz -
Generate Policy: |port strict ¥

enabled

What's new in 6.45
*) ipsec - renamed "rsa-signature" authentication method
to "digital-signature";

/ip ipsec id

ElelomENdtSuSidelelsdigi tal -signature

certificate=vpn

certificate=cl@vpn.ike2.xyz
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Agenda for next slides

1. Default firewall overview
2. IPSec traffic rules
3. VPN traffic rules

Nikita Tarikin / nikita@tarikin.com [






RouterOS 6.41+ default configuration firewall overview

o0 @® admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

Session Settings Dashboard

Session: [192.168.88.1 cpuif1o B

A Quick Set
L CAPsMAN

Firewall

Filter Rules |NAT Mangle Raw Service Ports Connections Address Lists  Layer7 Protocols

s E”E‘ |l]ﬂ Reset Counters Hoo Reset all Counters l

L WWireless -
W pi # | IAction |Chain |Sr|:. Address |Dst. Address ]Protocol |5rc. Port |Dst. Port Iln. Int... [Out. I... |In. Int... |Out. I... |Src. A... |Dst. A... |Eytes er
i, Bridge ; i
113 special dummy rule to show Fasttrack counters |
=2 PPP 0D  pas.. forward 124.1MB 211598
2 Switch o def'conf: accept established,related, untracked
1 o acc,,, input 6.5 MB 76 964
“13 Mesh 113 defconf: drop invalid
255] Ip I 2 HKdrop input 31456 34
E:,‘ : 113 defconf: accept ICMP
& Routing > 3 o acc... input 1 (icmp) 0B i}
‘LS? System N 113 defconf: drop all not coming from LAN
9 HKdrop input ILAN 33.5KiB 133
9 Queues 333 defconf: accept in ipsec policy
[ Files 5 o acc,., forward 0B 0
+1; defconf: accept out ipsec policy
| Log 6 o acc... Forward 0B i}
@ RADIUS 113 defconf: Fasttrack
& Tool b 7 Prfas... Forward 6.2 MiB 42 281
/N Tools 11; defconf: accept established,related, untracked
Mew Terminal 3 « acc.., forward 6.2 MiB 42 281
= ;33 defconf: drop invalid
L- L2
5 MetaROUTER 9 HKdrop forward 10768 23
'3 Partition i:1: defconf: drop all from WaN not DSTHATed
|1 Make supout.ri 10 HKdrop  Forward WAN 0B 0
& Manual
Y New WinBox L1icems



EEEEEE EEEE ————————————
#Input Chain Rules

/ip firewall filter

add action=accept chain=input connection-state=established,related,untracked comment="DEFAULT:
Accept established, related, and untracked traffic."

add action=drop chain=input connection-state=invalid comment="DEFAULT: Drop invalid traffic."

add action=accept chain=input protocol=icmp comment="DEFAULT: Accept ICMP traffic."

add action=drop chain=input in-interface-1list=!LAN comment="DEFAULT: Drop all other traffic not

coming from LAN."

#Forward Chain Rules

/ip firewall filter

add action=accept chain=forward ipsec-policy=in, ipsec comment="DEFAULT: Accept In IPsec policy."
add action=accept chain=forward ipsec-policy=out, ipsec comment="DEFAULT: Accept Out IPsec policy."
add action=accept chain=forward connection-state=established, related,untracked comment="DEFAULT:
Accept established, related, and untracked traffic."

add action=drop chain=forward connection-state=invalid comment="DEFAULT: Drop invalid traffic."
add action=drop chain=forward connection-nat-state=!dstnat connection-state=new in-interface-

1list=WAN comment="DEFAULT: Drop all other traffic from WAN that is not DSTNATed."

#Output (defconf: empty filter)




Default firewall overview

ALLOW
O
DENY W
&
A
S N
N SN
N
9 src-hat
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FROM LAN

src-hat
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From RouterOS
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To RouterOS

N
N

src-hat
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FROM WAN

N
N

src-hat
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TO WAN

src-hat
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RouterOS 6.41+ default configuration firewall overview

o0 @® admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

Session Settings Dashboard

Session: [192.168.88.1 cpuif1o B

A Quick Set
L CAPsMAN

Firewall

Filter Rules |NAT Mangle Raw Service Ports Connections Address Lists  Layer7 Protocols

s E”E‘ |l]ﬂ Reset Counters Hoo Reset all Counters l

L WWireless -
W pi # | IAction |Chain |Sr|:. Address |Dst. Address ]Protocol |5rc. Port |Dst. Port Iln. Int... [Out. I... |In. Int... |Out. I... |Src. A... |Dst. A... |Eytes er
i, Bridge ; i
113 special dummy rule to show Fasttrack counters |
=2 PPP 0D  pas.. forward 124.1MB 211598
2 Switch o def'conf: accept established,related, untracked
1 o acc,,, input 6.5 MB 76 964
“13 Mesh 113 defconf: drop invalid
255] Ip I 2 HKdrop input 31456 34
E:,‘ : 113 defconf: accept ICMP
& Routing > 3 o acc... input 1 (icmp) 0B i}
‘LS? System N 113 defconf: drop all not coming from LAN
9 HKdrop input ILAN 33.5KiB 133
9 Queues 333 defconf: accept in ipsec policy
[ Files 5 o acc,., forward 0B 0
+1; defconf: accept out ipsec policy
| Log 6 o acc... Forward 0B i}
@ RADIUS 113 defconf: Fasttrack
& Tool b 7 Prfas... Forward 6.2 MiB 42 281
/N Tools 11; defconf: accept established,related, untracked
Mew Terminal 3 « acc.., forward 6.2 MiB 42 281
= ;33 defconf: drop invalid
L- L2
5 MetaROUTER 9 HKdrop forward 10768 23
'3 Partition i:1: defconf: drop all from WaN not DSTHATed
|1 Make supout.ri 10 HKdrop  Forward WAN 0B 0
& Manual
Y New WinBox L1icems



Default configuration firewall: 1NpuT chain

admin@®192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

E‘ Session: |192,168.88.1

Interface List

Interface Interface List | Ethernet EolP Tumel TP Tunnel GRE Tunnel VLAN VRRP Bonding LTE.

E{ED@EE

’ Ilnterface

i
LAN bridge
75 defconf

WAN etherl

Fiter Rules | NAT  Mangle Raw ServicePorts Connections AdcressLists Layer? Protocols

[TFI rlm ’a m |00 Reset Counters ”wwﬁl(mas ‘ I:JJ".‘

lioput %]

#  |Action |Chain |src, Address |Dst. Address Protocol |Src. Port  Dst. Port |In. Int... |Out. 1.\ In. Int... Out. I... [Src. A... Dst. A... Bytes

|Packets | ¥

;53 defconf: accept established,related, untracked

;33 defconf: drop invalid
I 2
;33 defconf: accept ICMP

3 o acc... input 1 Gemp) V
353 defconf: drop all not coming from LAN

A8 |1 —

1 o acc... input 6.8 MB

HKdrop  input 31458

RKdrop  input ILAN 34.1 K8

79 640

4 items out of 11

DROP ALL

!LAN = Accept only LAN

Short summary

1. Accept ALL input
packets for
established
connections

2. Accept ALL input ICMP
packets

3. DROP ALL input
packets (except LAN)

4. Allow everything else

. ———
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TO RouterOS

ALLOW
DENY

ALLOW ONLY
N
S

src-hat
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~@P Qoo op

Default
Firewall
overview

From LAN

To LAN

From RouterOS
To RouterOS
From WAN

To WAN

FROM WAN

ALLOW
DENY

ALLOW ONLY]

123.45.67.8/24

RouterOS Router

192.168.88.1/24
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Setting up

> =

Firewall

Default firewall overview
IPSec traffic rules

VPN traffic rules

Testing

RouterOS default firewall

ALLOW 2
DENY W
&
N e/ PREYN
£ 8
®) src-hat
&V‘
123.45.67.8/24 %
ouT RouterOS Router '
ouT

192.168.88.1/24
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Empty FIREWALL ALLOW
DENY

admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

35 Dashboard
eMode | Session:|192.168,88.1 cruift M ()
t

Firewall =1 E3
N

Filter Rules |NAT Mangle Raw Service Ports Connections ‘ Address Lists ‘ Layer7 Protocols

EI |Uu Reset Counters | 00 Reset All Counters | Find |a||—|E

# | [action chan |src. address |Dst. address |Pratocol |src. Port  |Dst. P nt... [out. ¥
;11 special dummy rule to show fasttrack counters
0D o pas.. forward

es

123.45.67.8/24
RouterOS Router
192.168.88.1/24

minal
UTER

ypout. rif

"Box
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e eamEmE o ~
_ 2 =

- /)\
S— VPN clients — -

~  Disconnected

" src-nat s
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INPUT:

+ IPSec-esp
+ UDP 500
+ UDP 4500

" src-nat
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Firewall filter rules for IPSec ike2 packets
_—— INPUT chain

admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipshe)
gs  Dashboard

fe Mode Session: |192,168.88.1 cPuijov. W
+
— UDP 500
AN Filter Rules |waT  mar] ©eMeral |Advanced Extra Action  Statistics + U D P 4 500
s
# Action | Chai Src. Address: N ut, I... In. Int..|¥

;33 defconf: accept eg

1 acc... inp Dst. Address: 123.45.67.8 - Disable ‘

111 defeonf: drop inval

2 HKdrop input Protocol: udp ¥ a Comment . . .

;33 defconf: accept IQ — /lp flre‘ﬂall fllter add place—

3 acc... inpuf Src, Port: v Copy

;33 defconf: drop all o . . N
) 4 Rerop input D R 15004500 - Remove AN before=[ find where comment~"defconf:
s In. Interface: v drop all not coming from LAN" ]

Out. Interface:

protocol=udp dst-port=500,4500 dst-
iche Allow UDP 500,4500 IPSec for
5 In. Interface List: 123.45.67.8

U [concel | address=123.45.67.8 action=accept
erminal
= Packet Marki 2 chain=input comment="Allow UDP 500, 4500
n Connection Mark: v
—— et . IPSec for 123.45.67.8"
| . - »

Routing Table:
4 items out of 11

inBox
Connection Type: v
Connection State: N
Connection NAT State: N
enabled
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Firewall filter rules for IPSec ike2 packets
_——— INPUT chain

admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
\  Settings Dashboard

¥ Safe Mode Session: |192.168.88.1 cruitv W
- Quick Set [=]/E3
CAPSMAN General | Advanced Extra Action Statistics
| Interfaces - = [ @E
. Chain: |input * Cancel
Virelss Fiter Rules. | AT — + IPSec-esp
v Src, Address: v Apply
, Bridge $ = ¢ - input +
PP = e Dst. Address: 123.45.67.8 - Disable Towrn >
- 113 defconf: accepy T
Switch . " ipsec-esp 3| a Comment
Mesh ;33 defconf: drop i Copy
PP 2 Rerop i v /ip firewall filter add place-
;33 defconf: accep| Remove
Routing 3 acc... i -
o R 1
System jj detooth: rop | Reset Conters . before=[ find where comment~"defconf:
Irof L
) Queues Y UDPpSIJD In. Interface: v Reset All Counters
Files 1 Jac . v drop all not coming from LAN" ]
Log
RADIUS In. Interface List protocol=ipsec-esp dst-
Tools . Qut, Interface List: »
C | .
New Terminal || items out of 12 (1 5 - address=123.45.67.8 action=accept
| MetaROUTER REELEE
Partition Connection Mark: M chain=input comment="Allow IPSec-esp
Make Supout.rif Routing Mark: N/
' Manual Routing Table: v for 123.45.67.8"
| New WinBox
Exit Connection Type: A
Connection State: v
Connection NAT State: N
enabled
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Firewall filter rules for IPSec ike2 packets (defconf)

—_——— INPUT chain

[ BON ) admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Session Settings Dashboard

Session: CPU:W | |

s Quick Set
3 CAPsMAN
|/# Interfaces

Move allow rules before drop

® admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
\  Settings Dashboard

Firewall

" -Safem Session: _192.166.&.!
d T Wireless Fiter Rules |NAT Mangle Raw ServicePorts Conmections AddressLists Layer? Protocols.
Quick Set
[cm 5 Bridge EE E] | 00 Reset Counters ” 00 Reset All Counters | ;
;]Mu” 2 PP # | [action |chain |5rc. Address |Dst. Address |Protacol \Src. Port  |Dst. Port [In. Int...
iy Filter Rules INM Mangle Raw Service Ports Connections Address Lists Layer? Protocols L2 Switch ;55 defconf; accept established, related,untracked
: . 1 o acc... input
Bridge 4| =| [#|[% ] |7 00 Reset Counters | 00 Reset Al Counters | |‘ﬂ' 15 Mesh 5 defcont: chop invald
PP # | lacton [chain |Src. Address |Dst. Address Protocol Src.Port |Dst. Port |In. Int... (Ou [N 52 1P P2 3 fxzrop input
' Switch ;33 defconf: accept established,related,untracked é X 1y ;35 defconf: accept ICMP
1 o acc... input Routing 3 o acc... input 1 {icmp)
: ;33 defconf: drop invalid - System ¥ ;33 Allow UDP 500,4500 IPSec for 123.45.67.8
) 2 HKdrop input S 4 ¥ input 123,45.67.8 17 (udp) S00,4500
P aCC,., input 145,67, udp, X
Roting M2 *f‘:,“’: sccept 1P = ® queves 133 Bllow IPSec-esp for 123.45.67.8
4 acc... inpul cmp, i
- System I ;35 defconf: drop all not coming from LAN 5 p f¢:¢;~-- “'llr-t - 123.45.67.8 50 (ipsec-esp)
4 HKdop input ;31 defconf: rop'a not coming From LAaN
) Queues TR T I ‘ Rdrop input
| Files I 4 acc... input . 12345.67.8 17(udp) S00,4500 o~
31 Allow IPSec-esp for 123.45.67.8
Log 12 .. iput 123.45.67.8 50 (psec-esp) X Tools ] >
- RADIUS [ New Terminal 6 items out of 13 (2 selected)
Tooks I | el = MetaROUTER
 New Terminal 6 items out of 13 (2 selected) 3 R —
j | . Make Supout.rif
- Partition
Manual
 Make Supout.rif @

9 New WinBox
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@ 114.21.117.21 (o
46.249.38.117 =
Connected @ 177.12.61.244 E3 \

IPSec-esp
UDP 500

UDP 4500 123.45.67.8

|IPSec traffic
rules

RouterOS Router
192.168.88.1/24
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006

Setting up
Firewall

123.45.67.8/24

. . %
1. Default flre.wall overview RouterOS Router
2. IPSec traffic rules ouTPUT
3. VPN traffic rules 192.168.88.1/24
4. Testing
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Default ipsec rules (defconf)

—_——— FORWARD chain

FROM ANY to ANY 'l - - -« . accept

admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe) 5
board FROM ANY to ANY - - — <« < ' = accept

] Session: [192.168.88.1 cruiove M |

|| FiterRues [NAT Mol Raw Service Ports Comectons  Address s Layer? rotocls

‘ |E|E| |# %] (1] 7| |00 Reset Counters || 00 Reset al counters | Find__|[forward |]
) action | Chain Src, Address |Dst. Address |Protocol |Src.Port  [Dst. Port [In. Int... [out. ¥

;31 special dummy rule to show Fasttrack counters

: acc... fo ]
;33 defconf: Fasttrack

9 Phfas... forward

;33 defconf: accept established,related, untracked
= 10 o acc... forward

;33 defconf: drop invalid

11 HKdrop forward

B ;33 defconf: drop all from WAN not DSTHNATed

| 12 HKdrop Forward

.
7 tems out of 13 (2 selected)




Trafflc rules from VPN hosts to RouterOS

—_ INPUT chain

.
b BT
b R
" o,

10.0.88.1/24 RouterOS Router
192.168.88.1/24

FROM VPN to RouterOS accept

VPN = 10.0.88.0/24
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Traffic rules from VPN hosts to RouterOS

INPUT chain

IMFMRW

General Advanced Extra Action Statistics
admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe) | Address List: v Cancel
Dashboard . Address List: v Apply
ode | Session: 192,168,881 Uiz W
' Disabl
o] yer? protocal - able FROM VPN to RouterOS accept
Comment
General Advanced Extra Action Statistics Content: v
Copy
Chain: input * Cancel nection Bytes: N = WN = 1 O . O . 8 8 . 0/2 4
—_— emove
Src. Address: X 2 nection Rate: v
Src. Address: 10.0,88.0/24 & Apply Reset Counters
Dst. Address: v Disable on ClassFier: v PR
MAC Address: ~
Protocol: v Comment
Copy k. Eridge Port: v
e 1. Bridge Pot; < firewall filter add chain=input
Reset Counters ‘idge Port List: v ~_aderSS:lO O 88 0/24 ipsec_
In. Interface: v Reset All Counters ‘idge Port List: -

policy=in, ipsec action=accept place-

Out, Interface:

: LSO S IPsec Policy: [in s T~
TKE2: Allow ALL incoming traffic from =~ | oK _—

In. Interface List: 10.0.88.0/24 to this RouterOS LS Host: < before=[ find where comment~"defconf:
Cancel
Oul Interface Lst: 5 drop all not coming from LAN" ]
al J
R Packet ark 7 disabled=no comment="IKE2: Allow ALL
Connection Mark: v
i Routing Mark: - incoming traffic from 10.0.88.0/24 to
K R T this RouterOS"
Connection Type: v
Connection State: v
Connection NAT State: hd
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Traffic rules from VPN hosts to LAN network

—_—— FORWARD chain

FORWARD

.
~.~.~
.
b BT

10.0.88.1/24 RouterOS Router

FORWARD

FROM VPN to LAN accept

VPN = 10.0.88.0/24
LAN = 192.168.88.0/24
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Traffic rules from VPN hosts to LAN network

FORWARD chain

e New Firewal Ruls
General Advanced Extra Action Statistics
n@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe) 155 List: v Cancel
ashboard i35 List: v T FROM VPN to LAN accept
e Session: |192.168.88.1 cPU:n% W totocol: - Disable
==l | oo VPN = 10.0.88.0/24
I ontent: o
General | Advanced Extra Action Statistics _ |Bytes: N
o o = IAN - 192.168.88.0/24
Chain: |Forward v ' Reset Counters
assfier: v -
Src. Address: 10.0.88.0/24 - . &
Dst. Address: 192.168.88.0/24 A o Port: B
je Port: - /ip firewall filter add chain=forward
preList: It c-address=10.0.88.0/24 dst-
ek List: =
| Remove address=192.168.88.0/24 ipsec-
Reset Count —_— : ] ] .
S R T ke . policy=in, ipsec action=accept place-
In. Interface: v Reset All Counters .
before=[ find where comment~"defconf:

Out. Interface: Comment for New Firewall Rule =] E3

IKE2: Allow ALL Forward traffic From
10.0.55.0/24 to LAN network]
———

drop all from WAN not DSTNATed" ]

In. Interface List:

i disabled=no comment="IKE2: Allow ALL
Qut, Intetface List:
= forward traffic from 10.0.88.0/24 to
Packet Mark: v ' OFFICE & .
network"
Connection Mark: v W
if Routing Mark: hd

S —

P Tabla -

enabléd - Nikita Tarikin / nikita@tarikin.com [




Trafflc rules from VPN hosts to WAN

—_— FORWARD chain

0.0.0.0/0

FORWARD

.
~.~.~
.
- -,

RouterOS Router
192.168.88.1/24

10.0.88.1/24

FORWARD

FROM VPN to WAN accept

VPN = 10.0.88.0/24
WAN = 0.0.0.0/0
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Traffic rules from VPN hosts to WAN

New Firewal Rule
General Advanced Extra Action Statistics

min@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Dashboard
ode Session: | 192,168,881 cPUij14% B

It.rif

General |Advanced Extra Action Statistics

Chain:
Sre, Address:

Dst. Address:

Protocol:

In, Interface:

Out, Interface:

In. Interface List:

Out, Interface List:

Packet Mark:
Connection Mark:

Routing Mark:
[ PRPRU R ) P

enabled

forward ¥

10.0,88.0/24 -

0.0,0.0/0 <
—

-

v

‘ Cancel
Apply

Disable
‘. Comrment
Copy
‘ Remove
Reset Counters
‘ Reset all Counters

IKEZ: allow ALL forward traffic from _I oK
10.0.88.0/24 to ANY network.

Cancel

S List:

5 List:

itocol:

EList:

t List:

olicy: |in

FORWARD chain

— FROM VPN to WAN accept

Comment

VPN = 10.0.88.0/24
renore WAN = 0.0.0.0/0

Reset Counters

s=10.0.88.0/24 dst-

.0.0.0/0 ipsec-policy=in, ipsec
action=accept place-before=[ find where
drop all from WAN
disabled=no

Allow ALL forward

comment~"defconf:

not DSTNATed" ]
comment="IKE2:

traffic from 10.0.88.0/24 to ANY

network"

R — B
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Where is ?!
192.168.88.94
8.8.8.8

src-address:
192.168.88.94 0.0.0.0/0
dst-address:
8.8.8.8

192.168.88.94
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PING 8.8.8.8

src-address:
R 4 123.45.67.8/24

*

0.0.0.0/0

K dst-address:
8.8.8.8

‘e

SRC-NAT

src-address:
%192.168.88.94
S dst-address:
8.8.8.8
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PING 8.8.8.8

src-address:

W 123.45.67.8/24 0.0.0.0/0

03

S dst-address:
8.8.8.8

SRC-NAT :

src-address:
* Kk k%

dst-address:
8.8.8.8
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Masquerade non-IPSec WAN traffic

® ® admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipshe)

Session Settings Dashboard

CPU: 1% |

NAT Rule <>

General Advanced ‘Extra Action | Statistics

Src, Address List:

Dst, Address List:

Layer? Protocol:

Content:

Connection Bytes:
Connection Rate:

Per Connection Classifier:

Src. MAC Address:

Qut, Bridge Port;

In. Bridge Port:

In. Bridge Port List:

Out. Bridge Port List:

1Psec Policy:
TLS Host:

=] E3
i i Cancel
| |~
[ | w Disable
| |
v
| ?
| ]
v
| ‘
v
| |
v
| |~
l 3¢
| |~

out[#ilnone 7|4

|

enabled

As Quick Set MAT Rule <>

. CAPSMAN General |Advanced Extra Action Statistics OK
‘:ﬁ Interfaces Chain: |srcnat] =] | Cancel
1 Wireless

2 brige Src. Address: | | = Apply
7 ppp Dst. Address: | | @
== Swikch Protacol: I I v SR
"% ::'esh : S B [ ] v Copy
:1 Routing J sz | v e
&3 System ) Any. Port: | R Reset Coun|
& Gueues In. Interface: | v Reset All Coy
[ Files out. Interface: | v

| Log

& RADIUS In. Interface List: | |+

K, Tools I" | Out. Interface List: [:][WAN H3] -

| New Terminal

= MetaROUTER Packet Marki | I~

é Partition Connection Mark: [ | e

| . Make Supout.rif Routing Mark: | | v

&) Manual o= Sty | |=

Y New WinBox ;nabled l -

Nikita Tarikin / nikita@tarikin.com [
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SRC-NAT VPN traffic to WAN

0.0.0.0/0

src-address:
BN 5-5-8.8 Lpeessessennnnnen > 10345 .67.8/24
SRC-NAT
”¢' dst-address:
8.8.8.8

.45.67.8/24

10.0.88.1/24 outerOS Router

src-address:
10.0.88.117
<::> <::> <::> dst-address:

8.8.8.8
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Masquerade VPN traffic

General Advanced Extra Action Statistics

® admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

ion Settings Dashboard

(e ] Safe Mode

As Quick Set

1 CAPsMAN

i Interfaces

1 ‘Wireless

a1, Bridge
=

PPP

= Switch
‘15 Mesh
5 1P
& Routing
oo System
Q Queues
__| Files
Log

oA RADIUS

%, Tools
@ New Terminal
¥4 MetaROUTER
E7 Partition

. Make Supout.rif
&) Manual
W MNew WinBox

B Exit

Session: | 192.168.88.1

cruzz B

General
Chain:
Src. Address:

Dst, Address:

Pratacol:

In. Interface:

Out, Interface;

In. Interface List:

Qut, Interface List:

Packet Mark:
Connection Mark:
Routing Mark:

Routing Table:

Connection Type:

Advanced Extra Action Statistics

sronat
—

10.0.88.024
———

WAN

Comment For New NAT Rule

+

«l

=]

Cancel

finenes

Apply
Disable
Comment
Copy
Remove
Reset Counters

Reset All Counters

MSQRD IKE2:10.0.85.0/24 -~ > Win traffic

=l

(%]

Src, Address List:

Dst. Address List:

Layer7 Protocol:

Content:
Connection Bytes:
Connection Rate:
onnection Classfier:

Src. MAC Address:

Qut, Bridge Port:

In. Bridge Port:

In. Bridge Port List:

Jut., Bridge Port List:

IPsec Policy

TLS Host:
Ingress Priority:
Priority:

DSCP (TOS):

v | MEW NAT Rule

7 Apply . -
General Advanced Extra Action | Statistics
v Disable|
(e nasquerade K3
Commen —
v
(@
. opy Log
Remove
v Lag Prefis: v
Reset Coun|
-
Reset All Coy
v To Ports: 7
v
-
v
¢
out s . -
T

/ip firewall nat add place-before=0
dress=10.0.88.0/24

out-interface-1ist=WAN ipsec-

chain=srcnat src-a
policy=out,none acti
comment="MSQRD IKE2:10.0.88.0/24
WAN traffic"

n=masquerade

-=>
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SRC-NAT VPN traffic (recommended)

® admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
ion  Settings Dashboard

(& Safe Mode

Aa Quick Set
&+ CAPsMAN
j# Interfaces
1 \Wireless
5+, Bridae
=% PPP
== Switch
‘12 Mesh
25 [P
& Routing
5 System
g Queues
__ Files
Log

o RADIUS
%, Tools
@ Mew Terminal
¥4 MetaROUTER
PL Partition

.. Make Supout.rif
& Manual

B Rleans WA mes

Session: | 192.168.88.1

cPuo% E3

General | Advanced Extra Action  Statistics
Chain: |srcnat
Src, Address: 10.0,88.0/24

Dst. Address:

Pratacol:

In. Interface:

Qut, Interface:

«

]
[x]

(=}
=

Cancel
Apply
Disable
Comment
Copy
Remove
Reset Counters

Reset All Counters

Connection Mark:

Routing Mark:

Routing Table:

-
| -
—_r—

Mew NAT Rule

General Advanced Extra Action | Statistics

¥
Log
Log Prefix: -
To Addresses: |123.45.67.8 -
To Ports: v

nat add place-before=0
=10.0.88.0/24

e=etherl ipsec-

action=src-nat tc

.67.8 comment="SRC-NAT

IKE2:10.0.88.0/24 --> etherl traffic"
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Place SRC-NAT or

MSQRD NAT rules on top

admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

Session Settings Dashboard

Session: 152.168.88.1 Pz M)

A Quick St
3 CAPsMAN
| Interfaces
1 Wireless
5 Bridge

=3 PPP

=2 Switch
“152 Mesh

1P I*
4 Routing I
<50 System "

’ Queues
|| Files
) Log
H RADILS

A Tools I

@ New Terminal
4 MetaROUTER

'.D Partition

| o Make Supout. rif

Firewall B

Fiter Rules MNAT |Mangle Raw Service Ports Connections Address Lists  Layer? Protocols

EE Iou Reset Counters |oo Reset all Counters | |Fined | |srenat |[#]
# | |action [chain |src. address |Dst. Address |prot... [Src Port  [Dst. port  [In. Int... |out. 1., [In. Int... [out. L/ =
513 MSQRD IKE2:10.0,88,0/24 --> WAaN traffic
yo #lma... srcnat 10.0.68.0/24 AN
;1 defconf: masquerade
1 “lima... srenat WAN

l@tarikin .com .



Agenda for next slides

1. Understanding MTU and IP fragmentation
2. Understanding IPSec MTU

3. Understanding TCP MSS

4. Setting up TCP MSS over IKE2

LOADING
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6’ P ~ 4 Understanding MTU

TCP . e
el HTTPS (simplified)
Ethernet
MTU 1500 .
Ethernet .
-  MTU 1500
/ Ethernet
. MTU 1500

Ethernet
PPPoE MTU 1500
MTU 1492

Ethernet

*

MTU 1500 .

Ethernet
MTU 1500
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Understanding MTU

@ o P e (simplified)
................... HTTPS

']
......

LE]
L] E j
&y
.
Ly
-
E N
LN
.
-
.
-
.
-
.
.
-

e, IP PACKET SIZE
1500 bytes E ~.,.... 1500 bytes
~ e , 1500 bytes - E ’,#000
» ’,'!, / 0,‘.

1500 bytes

Ethernet
PPPoE MTU 1500
MTU 1492 1500 bytes s
MTU 1500
WWWwW
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Understanding IP fragmentation
(simplified)

E IP PACKET SIZE
1500 bytes
1500 bytes IP PACKET
o (fragment)

M] PpPoE

1500 bytes MTU 1492

N
M .

Ethernet ™.

Ethernet MTU 1500

MTU 1500

1492 bytes 3
] 1492
IP PACKET M 1492
FRAGMENTATION ] a8 WWW
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MTU missmatch —> IP fragmentation
o gt
48 bytes
™ ’ ~..32

1500 1492 bytes
Ethernet

MTU 1500 : IPSec tunnel

! MTU 1400

1500 g b e
PPPOE 5 1400 bytes[M]
© 5 132 bytes
MTU 1492 -_

M. =
48 bytes :
1492 bytes ; WWW
Ethernet
MTU 1500
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Understanding IPSec MTU (simplified)

IP packet
20 bytes 1492 bytes

IPSec ESP packet (iunnel mode)
NEW IP

20 bytes

1500 bytes



Understanding IPSec MTU (simplified)

IPSec ESP packet (iunnel mode)
NEW IP

20 bytes

1400 bytes

IPSec ESP packet with NAT-T (iunnel mode)

20 8
bytes  bytes

1500 bytes



Understanding IPSec MTU (simplified)

IPSec ESP packet with NAT-T (iunnel mode)

bytes g 1360
bytes bytes

1400 bytes
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Understanding TCP MSS (simplified)

TCP Segment size = MTU - 40 bytes

20
bytes

TCP SEGMENT

) '9 &)

1360 bytes

TCP Segment size

1400 bytes
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Understanding TCP Maximum Segment size (MSS)
t, (simplified)

— Hey! | can transfer TCP 1460 '\ ‘",
maximum segment size messages!

.
«
.
=¥

TCP syn 1460

Ethernet
MTU 1500 %

— Hey, Foxy!
| can transfer you TCP 1460 MSS!

IPSec

MTU 1400 TCP syn ack 1460

Ethernet

MTU 1500 www
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Understanding TCP Maximum Segment size (MSS)

(simplified)
//
/ e,
CP syn 1360 e
/
' N
| IP Packet size 1400 bytes

\ TCP Segment size

IPSec
MTU 1400
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Understanding TCP Maximum Segment size (MSS)
(simplified)

4
. "

CP syn 1360
1 -
MIP Packet size 1400 bytes

l
TCP Segment size

|

IPSec
MTU 1400
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Understanding TCP Maximum Segment size (MSS)
t’ (simplified)

. IPSec ike2
'\ MTU 1400

m o

IP Packet size 1400 bytes

TCP Segment size

A Ethernet

MTU 1500

IF TCP syn > 1360

then [PSUENp
TCP mss 1360

Ethernet
MTU 1500
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Adjust TCP MSS from IPSec IKE2 addresses D adiing192.168.88.1 (MKIGTiK) - WinBox v6.44,3 0n mAP it (ripsbe)

Session Settings Dashboard

— — — ¥ ||« | Safe Mode Session: 192.168.88.1 cru:z% W
@® 2dmin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Session Settings Dashboard As Quick Set
® admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe) e | Session: (192.160.09.1 cpu:o% M T CAPsMaN General | Advanced | Extra) Action | Statistics
Settings Dashboard Hew Mangle Rule & P Iricerfeces Acticn: |change MSS s Cancel
advanced 1 Wireless B '
SafeMode | Session:|192,168.88,1 cPuiz M Goneral] Achonced [Bxra | eion || Satitics [ ] Log Apply
Src. Address List: v Cancel @5 Bridge
Quick Sek Mew Mangle Rule X PP Log Prefic: v Disable
Dst. Adcress List: v Apply —
CAPsMAN General | Advanced Extra Action  Statistics = Switch s Comment
Layer7 Protocal: v Disable
Interfaces chain: Iforward 3 S J Mesh v/ Passthrough Copy
X e Comment P
Bl Src, Address: [ |10.0.88.0/24 - Apply e [ com 4G Routing 2
Bridge am— — Connection Bytes: = IKE2: Clamp TCP MSS from 10.0.88.0/24 to ANY
¢ Dst, Address: v ) Remove System = |°_’| L
Reset Counters & Queues Cancel
) i : v
Switch Sa— ep ¥ a Per Connection Classifiar: N e Fies _j
—_— Src. MAC Address: .t
Pesh Sr. Pt v =
A nannic
1P [ ’ Out, Bridge Port: v
Dst. Port: v Remove
Routing In. Eridge Port: v
Syst any. Port: - Reset Counters , . .
e In. Brico ot st - /ip firewall mangle add action=change-
Queues In. Interface: v Reset All Counters -
R Qut. Bricge Port List: v .
Files - = . ) mss chain=forward new-mss=1360 src-
7 b [Psec Policy: |in * ipsec | ® | A
0g r— e e — - ~ — _
N o ——— - Tis Host: - address=10.0.88.0/24 protocol=tcp tcp
Tools Out. Interface List: v Ingress Priorky: v flags:syn tcp—mss: ! 0—1360 ipsec_
New Terminal Priorky: ¥ . . .
MetaROUTER Raceetiiany e DSCP (T05): - policy=1in, 1psec passthrough=yes
4 Connection Mark: N/ TCP M5S: 11/|0-1360 - . N
Partition otz . comment="IKE2: Clamp TCP MSS from
Make Supout.if Routing Mark: v s 10.0.88.0/24
Random: ~ . . . to ANY"
Manual Routing Table: s A TCP Flags
New WinBox TCP Flags: [ isyn 3%
Exit Connection Type: NV Invert
¥ ICMP Opbions
Connection State: s - T—

Connection NAT State: v Nikita Tarikin / nikita@tarikin.com s



Adjust TCP MSS to IPSec IKE2 addresses

Session Settings Dashboard

s e oo ¥ | (4 | SafeMode | Session: 192.168.88.1 U1 B
® admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe) & Quickset B
® admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe) Thoord I CAPSMAN General Advanced Extra Action | Sratistics
) Session: |192.168.88.1 cruitze W =
Settings Dashboard e == = s Interfaces Action: | change MSS _ ¥ Cancel
(| | SafeMode | Session: 192.168.88.1 cru:2% W Ceneral Advanced | Extra | Action | Statistics Il L Wireloss Log Apply

& Bridge
Quick Set New Mangle Rule X Src, Address List: - Cancel % pep Log Prefix: v Disabie

CAPsMAN General | Advanced Extra Action Statistics Dst. Address List: - Apply = Swikeh

Interfaces Chain: |Forward L2 Cancel Layer? Protocol: v Disable Mesh
Wireless | Cormment 4 P

Src. Address: N Apply | Content: v L - Routing
Bridge | Copy

Dst. Address: 10.0.88.0/24 - - 1 Cornection Bytes: v 1 System
PPP — Disable | Remove

—)‘ Connecticn Rate: v —————————————y Q Queves -
i = Reset Count
Swikch Protacol: 6 (tcp) V= ,4C0mment ’ Per Connection ClassFier: v i Files
Mesh ] Reset All Counters
Src. Port: v Copy | Src. MAC Address: - Log
P ,g] A pannic
-~ Dst, Port: | Remove | Out. Bridge Port: v
outing ]
e Any. Pork: v Reset Counters ; In. Bridge Port: N
g TS /ip firewall mangle add action=change-
Queues 1n. Interface: v Reset All Counters | In. Bridge Port List: v
Files Out, Interface: - Out. Bridge Port List M mss chain=forward new-mss=1360 dst-
Log IPsac Policy: out | ¥|: ipsec (¥ &
» — - address=10.0.88.0/24 protocol=tcp tcp-
RADILS In. Interface List: v TR - P p p
ick: v = = =10-= 1 —

Tools Out. Interface List: R . flags=syn tcp-mss=!0-1360 ipsec
MNew Terminal e - . .

Packet Mark: v * policy=out, ipsec passthrough=yes
MetaROUTER RS S =

- G tion Mark: s
Partition ennecton Har e mss: (110160 - comment="IKE2: Clamp TCP MSS from ANY
Make Supout.rif Routing Mark: 4 Packet Size: -
"
- I . - M o 10.0.88.0/24
News WinBox R Flaos Y
Exit Connection Type: v TCP Flags: Syn e
Invert
Connection State: s v [CMP Options

Connection NAT State: v ' Nikita Tarikin / nikita@tarikin.com -



Demo lab

Nikita Tarikin / nikita@tarikin.com |



1. Request certificate via form
2. Receive certificates

3. Connect to VPN server

4. Access via Winbox
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Request your certificate via form

https://forms.gle/nZTDK2wex5nneqo6A

Demo lab E %@4

via form
. Receive certificates
.

. Connect to VPN
server
. Access via Winbox I
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Wait for your certificate

Manual processing for this LAB, sorry :)
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IKE2 VPN Server address

<check your email>
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Access LAB router via Winbox

Address
10.0.88.1

Login lab
Password lab

Nikita Tarikin / nikita@tarikin.com [



Configure clients
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Agenda for next slides

1. Import SSL certificate
2. Setup IKEv2 connection
3. Testing IKEv2 VPN routing
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Windows 10:

o ® 0 B3 N ||| L | » @ Windows 10 x64 (OO

Recycle Bin

export_cl

nike2xyz L Download .p12 certificate

2:23 PM
N D)
o L) 6/7/2019 ’:_‘
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Windows 10:

®e0e 01 £ A |l al& | >» |& Windows 10 x64 O

X

&+ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

Select Local Machine store location
—> Next

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

(O Current User
(® Local Machine

To continue, dick Next.

Nikita Tarikin / nikita@tarikin.com [



Windows 10:

®e0e 01 £ A |l al& | >» |& Windows 10 x64 O

X

& &4 Certificate Import Wizard

File to Import
Spedify the file you want to import.

File name:

C:\Users\user)Desktop\cert_export_c1@vpn.ike2.xyz.p12 Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange-PKCS #12 (,PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)

Microsoft Serialized Certificate Store (.S5T)

File name already selected
—> Next

Nikita Tarikin / nikita@tarikin.com [



Windows 10:

@0 e 01 A | lal& | » |& Windows 10 x64 O

X

& &4 Certificate Import Wizard

+ Certificate: BTN TR I + Export
Private key protection PKC512 * Cancel
To maintain security, the private key was protected with a password. AR -
@n.ike2.xyz
Type the password for the private key. c1@vpn.ke2

Password:
| '."."'l
[Jpisplay Password Type yO ur
Import options: SSL Certlflcate paSSWOrd

jon. You v
on if yo

.“er y time the _—> NeXt

E] Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Protect private key using virtualized-based security(Non-exportable)

Include all extended properties.

Nikita Tarikin / nikita@tarikin.com [



Windows 10:

@0 e 01 A | lal& | » |& Windows 10 x64 O

X

& &4 Certificate Import Wizard

Recycle B

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

@ Automatically select the certificate store based on the type of certificate

(O Place all certificates in the following store

Automatic
—> Next

Nikita Tarikin / nikita@tarikin.com [



Windows 10:

Recycle Bin

cert_export_...

Certificate Import Wizard

0 The import was successful.

|& Windows 10 x64

a

SSL Certificate
imported successfully
—> 0K

Nikita Tarikin / nikita@tarikin.com [



Windows 10:

®e0e 01 £ A |l al& | >» |& Windows 10 x64 O
£ Network and Sharing Center - X
« v 4 ;3' “ Network ... > Network and Sharing Center v O  Search Control Panel »p

View your basic network information and set up
connections

Control Panel Home

Change adapter settings . )
View your active networks

Change advanced sharing

settings Network 6

Private network

Access type: Internet

Media streaming options Connections: «* Ethernet0

Change your networking settings

‘t. Set up a new connection or network
-

Set up a broadband, dial-up, or VPN connection; or set up a router

or access point.

M

Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting

information.

See also
Infrared

Internet Options

Windows Defender Firewall

—> Control panel
—> Network and Internet
—> Network and Sharing Center

Set up a new connection or network

Nikita Tarikin / nikita@tarikin.com [



Windows 10: —> Connect to a workspace
= === —> Use my Internet connection (VPN)

® I B N 8 &8 % Windows 10x64 O
—> Next
6] ® I B 8 4 > © Windows 10 x64 (O
W st Connect &
= Set Up a Connection or Ne.wor#
- — X r

Choose a connection optis
& B Connect to a Workplace

Ce
© ® I B a8 &8 © Windows 10 x64 )
0 Connect to the Internet Ct
a How do you want to connect? 8§
Ct
L Set up a new network 2 - X ad
e W nety tnn A8
&' M = Use my Internet connection (VPN)
Connect using & virtual private k (VPN) cc € B Connect to a Workplace

onnect to a workplece ot
Set up a dial-up or VPN c A 0 Type the Internet address to connect to Inte rnet add reSS:
Your network administrator can give you this adress Vpn . i ke 2 . xY Z

= Dial directly Intemnet address vpnike2xyz

l_ e }' | Dustrstonrame: | 10vprikezoz Destination name:
I cl@vpn.ike2.xyz

[Juse a smart card
£ Remember my credentials

jows Defender Firewall
In
%2 [ Allow other people to use this connection

This option allows anyone with access to this computer to use this connection

. —> Create

windows Defender Firewall

Nikita Tarikin / nikita@tarikin.com [



Windows 10:

®e0e I [
& Network and Sharing Center

« = v 4 *:; Network ...

Control Panel Home K

Change adapter settings

Change advanced sharing
settings

Media streaming options

Infrared

Internet Options

Windows Defender Firewall

a8 8 < Windows 10 x64 (8]
- X
Network and Sharing Center v r
Vimsr st bacic mabiinrl infavmmating and cat im
«®0® I B 8 &8 ® Windows 10x64 (O
oy
Vi
¢ = v 4 gﬁ Network .. > Network and Sharing Center v O
& Network Connections - a X up
Control Par
P & - Netw.. > Network C.. v »r
Change ad|
ct Change ad] Organize * Start this connection . 1 O
settings Bluetooth Network Connection Internet

-
Media stre{ ‘9 !

c1@vpn.ke2.xyz

P %P,

Ethernet0

r

o
y

e
r
P
r

Infrared

Internet Og

3items 1 item selected
Windows Devessewrvrwveser:

F

Connect / Disconnect

Set as Default Connection
Create Copy

Create Shortcut
Delete

Rename

Properties

¥ Ethernet0

or set up a router

publeshooting

—> Change adapter settings

Nikita

cl@vpn.ike2.xyz
—> Properties

Tarikin / nikita@tarikin.com



Windows 10:

Authentication

@0 e I 3 N[> |8 |3 |» | Windows 10x64 (3
AL o
) | Properties -> Securit
&« = v 4 2 < Network.. > Network and Sharing Center v O | Search Control Panel »p Ope eS e y
=l 3 c1@vpn.ike2.xyz Properties X tup
Control Par
General Options Security Networking Sharing .. P
Change ad; o Type of VPN: P
r
Change ad) : Automatic v
settings - Automatic |
. H Point to Point Tunneling Protocol (PPTP) nternet
Media stre: Layer 2 Tunneling Protocol with IPsec (L2TP/IPsec) ¥ Ethernet0
X Secure Socket Tunneling Protocol (SSTP
Al

(O Use Extensible Authentication Protocol (EAP)
Type of VPN:
Properties {or set up a router IKEVZ

) o

O Allow these protocols
EAP-MSCHAPv2 will be used for IKEv2 VPN type. Select

any of these protocols for other VPN types.
oubleshooting

Unencrypted password (PAP)

Challenge Handshake Authentication Protocol (CHAP)

Microsoft CHAP Version 2 (MS-CHAP v2)

l Can alen Automatically use my Windows logon name and
ee als password (and domain, if any)

Infrared

iter] E: =

3
Windows De.civcmmewas:
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Windows 10:

e0e I B

e 8 2 »

'@ Windows 10 x64 3

tj.
« = v 4 8 < Network.. » Network and Sharing Center v O  Search Control Panel »r
Ly s c1@vpn.ike2.xyz Properties X tup
Control Pan
General Options Security Networking Sharing L
Change adz o Type of VPN: ©
I
Change ady g IKEv2 v
settings
9 Advanced settings Internet

Media strez

X
Infrared
Internet Op
Windows D_._)..Ef.

Data encryption:

Maximum strength encryption (disconnect if server declines) -

Authentication
O Use Extensible Authentication Protocol (EAP)

Properties

@ Use machine certificates

n

B c1@vpn.ike2.xyz

No Internet
access

¥ Ethernet0

{or set up a router

oubleshooting

Properties -> Security

Data encryption:
Maximum strength
encryption

Authentication:
Use machine
certificates

—> 0K
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Windows 10:

General Details

Connection

1Pv4 Connectivity:
IPv6 Connectivity:

Media State:

Duration:

Details...

Activity

Bytes:
Compression:
Errors:

Properties

Internet

Network Connection Details:
Property
Connection-specific DNS Suffix
Description
Physical Address
DHCP Enabled
IPv4 Address
IPv4 Subnet Mask
|Pv4 Default Gateway
IPv4 DNS Server
IPv4 WINS Server
NetBIOS over Tcpip Enabled

@ Windows 10 x64

Value
ci@vpn.ike2.xyz
No

10.0.88.2
255.255.255.255

10.0.88.1

Yes

Il

port...

Network 6
Connected

og) c1@vpn.ike2.xyz
Connected

ernet se

Airplane mode

@ Windows 10 x64

tlings

as makilyg a

2:47 PM

A = )

6/7/2019

Q
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Windows 10:

m AR = O @ Windows 10 x64 () .
route -4 print
¥ Command Prompt - X

C:\Users>route -4 print

Interface List DeStInatlon

9...00 Oc 29 eb eb ce Intel(R) 82574L Gigabit Network Connection
cl@vpn.ike2.xyz
.Bluetooth Device (Personal Area Network) O ° O ° O ° O / O
.Software Loopback Interface 1

Gateway:
Active Routes: On-1link
Network Destination Netmask Gateway Interface Metric
0.6 00 008 0.0 1902 1AR KRR 1 1A KR 259 A250
0.0.0.0 0.0.0.0 On-link 10.0.88.2
19.9.856.4 LDD.4LDD.4LD0.400 Un—lJ.nK 19.9.85.4 L]
123.45.67.8 255.255.255.255 2.168.88.1 .168.88. 25! Interface:
127.0.0.0 255.0.0.0 On-link 127.0.
127.0.8.1 255.255.255.255 on-1link 127.0.0. 10.0.88.2
127.255.255.255 255.255.255.255 On-link 127.0.
192.168.88.0 255.255.255.0 on-link .168.88.
192.168.88.252 255.255.255, on-1link 192.168.88. .
102.168.88.255 255.255.255. on-link .168.88. Metric .
224.0.0.0 240.0.0. On-link 127.0.0.1
224.0.0.0 240.0.0. On-link  192.168.88.252 26

224.0.0.0 240.0.0. On-1link 10.0.88.2
255.255.255.255 255.255.255. On-1link 127.0.0.1
255.255.255.255 255.255.255. On-link 192.168.88.252
255.255.255.255 255.255.255. On-1link 10.0.88.2

Nikita Tarikin / nikita@tarikin.com



yashboard
de Session; | 192,168,861 crUi1% B
Policies Proposals Groups Peers Identities Profiles RemotePeers Mode Configs | Installed Sas  Keys
+ =7
MName Resp... |Address Pool Address  Address Pr... Split Include System ... |S1Y
modeconf vpn.ik... yes pool wpn.ike2.xyz 32 192.168.99.024, 17... yes
Juest-onl, no
IPsec Mode Config <modeconf vpn.ike2. xyz> O |
Mame: |modeconf vpn.ike2.xyz
v Responder Cancel
Address Pool: |pool vpn.ike2.xyz | & &
Address: v
. Gy i »
2 items (1 selected) Address Prefix Lenath: |32 Remove
split Included | 192.168.,99,0/24 &
172.16.0.0/22 s
10.20.0.0/21 s

rif

Windows 10:

admin@192.168.

88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipshe)

Vi oystem DNS

o &

Command Prompt

IPv4 Route Table

Active Routes:

10.20.0.0
16TZ8TTVISS
123.45.67.8
127.0.0.0
127.0.0.1
127 . 2552552565
172.16.0.0
1/2.16.3.255
192.168.88.9
192.168.88.252
192 _1AR _RR 255
192.168.99.0
1927168.99.755
224.0.0.0
224.0.0.0
224.0.0.0
255.255.255.255
255.,255,255,255
255525582558255

Netmask
©.0.0.0
0.0.0.0

265 255 256 256
255.255.248.0
£DD.LOD.4LDD.400
255.255.255.255
255.0.0.0
2552552550255
2E52CC D2ECE DEL
255.255.252.0
255.255.255.255
255.255.255.0
5255 MIEENIRS
255 255 255 255
255.255.255.0
Z557Z55°255°755
240.0.0.0
240.0.0.0
240.0.0.0
255L25582550255
255.255.255.255
2552558 558255

Gateway

.168.88.1

On-link
On-link
On-link

UN=TInK

.168.88.1

On-link
On-link
On_linl
On-link
On-11nk
On-link
On-link
On-linlk
On-link
OR-110K
On-link
Oon-link
On-link
On-link
Oon-link
On-link

@ Windows 10 x6¢

Interface

.168.88.252

10.0.88.2
100 88 2

10.0.88.2

19.9.00.4

.168.88.252

127.0.0.1
127.0.0.1
12720200,
.0.88.2
.0.88.2
.88.252
.88.252
|R_252
.0.88.2
.0.88. 72
127.0.0.1

.168.88.252

10.0.88.2
127.0.0.1

.168.88.252

10.0.88.2

Metric
4250
26

281

26

i



Windows 10:

Address:
Address Prefix Lenath: (32
Split Include: 1192,165.99,0/24
172.16.0.0/22

10,20.0.0/21
v System DNS

“ O O

Copy

Remay

i g

B¥ Command Prompt

10.20.0.90
10720.7.255
123.45.67.8
127.0.0.0
1

=

2]

172.16.0.
172.16.3.255
192.168.88.0

192.168.88.252
192168 .88, 255
192.168.99.0
192.168.99.255
224.0.0.90
224.0.
224.0.
2552551255%
255,255,255,
25552555255

Persistent Routes:
None

255.255.248.0
ZA DT A IOE A IOC A
255.255.255.255
255.0.0.0
255.255.255.255
2 g8 s
2558255825200
255.255.255.255
255.255.255.0
255 55MIEEN255
255255255 255
255.255.255.0
255.255.255.255
240.0.0.0
240.0.0.0
240.0.0.0
2552552555255
255.255.255.255
8255255255

On-link
on-1ink

.168.88.1

On-link
On-link
k

On-link
On-1link
On-link
On-link
On-link
On-link
on-1ink
On-link
On-1link
On-link
On-link
On-1link
On-link

@ Windows 10 x64

Interface

10.0.88.2
19.9.388.2Z
.168.88.252
127.0.0.1
.0.0.1

127.0.0.1
192.168.88.252
10.0.88.2
127.0.0.1
192.168.88.252
10.0.88.2

Metric

Jl.com



Windows 10:

0 B 8 &8

r E} Network .. > Network and Sharing Center v O

& Network Connections -

[}

Windows 10 x64 (o)

P
O X bue
o N e &
A% - Networkand int.. > Network Connections. e )
cl@vpn.ike2.xyz Properties X

T s Netw... > Network C... g i
a
Organize * Start this connection
L‘ Bluetcoth Network Connection
S A ‘ Organize *

- ‘ !
X 9 Bluetoot F N

- A« Blug
L <1@vpn.ike2.xyz x 0

N ° ! Connect / Disconnec K. o |
7 .

L‘. Ethernet0 ﬂ

-~ Ethe

Create Copy

Create Shortcut
y Delete

W Rename

»r Properties

3items 1 item selected

letwork Set as Default Connec Qe

General Options Security Networking Sharing

This connection uses the following items:

[ . Internet Protocol Version € (TCPAPVS)

V] M File and Printer Sharing for Microsoft Networks
¥ Client for Microsoft Networks

Dinstal Properties

Description

Transmission Control Protocolfinternet Protocol. The cefault
wide area network protocol that provides communication
across diverse interconnectad networks.

oK Cancel

Properties -> Networking

v TCP/IPv4
—> Properties
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Windows 10:

@0 e i B R > 8 8 » @ Windows 10 x64 (7

Properties -> Networking

a General Options Security Networking Sharing

Internet Protocol Version 4 (TCP/IPv4) Properties X

.-

General

- Advanced TCP/IP Settings
W F You can get IP settings assigned automatically if your network |

[ Y| supports this capability. Otherwise. you need to ask your network IP Settings DNS WINS TC P/I PV4 P ro pe rt I e S
- administrator for the appropriate IP settings.

This checkbox only apphes when you are conmn

. R network and a dial-up network simultaneously

. @ Obtain an IP address automatically

O Use e Following 1 acrose | g e s e sl oot v Obtain an IP address automatically
G —J Duseaelaungalewsyonremotenetwork \/ Obtaln DNS addreSS automatlca”y

. | sable class 1S4 route a tion
Descrip] (®) Obtain DNS server address automatically | ' N "
Trans| (O Use the following DNS server addresses: "
wide 2 Automatic metric

—> Advanced
acros: 4‘

Advanced TCP/IP Settings
[] Use default gateway on remote network

OK {

Jitems 1 item selected

6/7/2019
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Agenda for next slides

1. Import SSL certificate
2. Setup IKEv2 VPN connection
3. Check IKEv2 VPN routes
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MacOS: Import SSL certificates

rtfen Download .p12 certificate

Serenal
_~

c2@vpn.ike2.xyz.
p12




Do you want to add the certificate(s) from the file
“"c2@vpn.ike2.xyz.p12" to a keychain?

Enter the password for “c2@vpn.ike2.xyz.p12":

Password: Ioooooooo

Canc
§

Keychain: login B

View Certificates |

Keychain:
login (default)

—> Add
Type your
SSL certificate password
—> 0K




MacOS: Manage SSL certificates

+N® Q Search
Keychains .
y ca.ike2.xyz
‘“ login ‘ Root certificate authority
“ Local Items Expires: Tuesday, May 29, 2029 at 7:48:56 PM
ﬂ System Indochina Time

D “ca.ike2.xyz" certificate is not trusted
[=] system Roots

Name ~ Kind Expires
> c2@vpn.ike2.xyz certificate May 31, 202
Fx ca.ike2.xyz certificate May 29, 2072
Category .
| 3 E member: 7A8...F-D2E2FD99AD15 certificate Jun 6, 2020
A& All ltems

/.. Passwords

Secure Notes
[ My Certificates
i Keys

[ certificates \

Keychain access

1. Launch keychain access
2. Find ca.ike2.xyz root certificate authority




MacOS: Manage SSL certificates

» Trust

¥ Details
Subject Name
Country or Region
State/Province
Locality
Organization
Common Name

Issuer Name
Country or Region
State/Province
Locality
Organization
Common Name

Serial Number
Version

Signature Algorithm
Parameters

Not Valid Before
Not Valid After

Public Key Info
Algorithm
Parameters
Public Key
Exponent

Key Size

Key Usage

. | sonature

ca.ike2.xyz
? Y Root certificate authority

Dby Expires: Tuesday, May 29, 2029 at 7:48:56 PM Indochina Time
© "ca.ike2.xyz" certificate is not trusted

MY
Selangor

IKE2.xyz
ca.ike2.xyz

MY
Selangor
Cyberjaya
IKE2.xyz
ca.ike2.xyz

5701666201070268944

3

SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11)
None

Saturday, June 1, 2019 at 7:48:56 PM Indochina Time
Tuesday, May 29, 2029 at 7:48:56 PM Indochina Time

RSA Encryption ( 1.2.840.113549.1.1.1)
None

256 bytes : E3 BB 56 44 IC84 EEF4 ...
65537

2,048 bits

Encrypt, Verify, Wrap

256 bytes : A8 3F AF 12D3 AF 15 87 ...

Keychain access

Verify CA certificate details




MacOS: Manage SSL certificates Mportapy

RSA ion (1.2 111)
Parameters None
Public Key 256 bytes : E3 BB 56 44 1C B4 EEF4 ...
Exponent 65537
Key Size 2,048 bits
Key Usage Encrypt, Varify, Wrap

Signature 256 bytes : AB 3F AF 12D3 AF 1587 ...

Keychain access

Extension Key Usage ( 2.5.29.15)
Critical YES
Usage Digital Key Data Key
Cert Sign, CRL Sign

Extension Basic Constraints (2.5.20.19 )

Compare CA certificate
Extension Subject Key Identfier ( 2.5.20.14 ) fingerprints
Critical NO

Key ID :3“08””““““FA|'1‘M 3

Extension Subject Alternative Name ( 2.6.28.1
Critical NO
DNS Name ca.ike2.xyz

Extension Netscape Certificate Comm
Critical NO
Data Generated by RouterOS.

(216.840.1.113730.1.13)

Fingerprints

SHA-266 B57C AF 68 13 B3 52 AD AB AB AA 4E 42 F8 C5 69 44 87 57
EE DA F8 30 B9 3E 48 05 C6 D7 33 D9 4B
6B 3 D C7 83 05 69 BF D8

-t




MacOS: Manage SSL certificates "Mportan

Keychain access

ca.ike2.xyz

Root certificate authority

Expires: Tuesday, May 29, 2029 at 7:48:56 PM Indochina Time
@ "ca.ike2.xyz" certificate is not trusted

Vv Trust

When using this certificate: ~ Use Custom Settings 2) IP S .
ecurity (IPSec)

Secure Sockets Layer (SSL) Never Trust
Secure Mail (S§/MIME) = Never Trust

x Everything else

Extensible Authentication (EAP) Never Trust

IP Security (IPsec) Always Trust

Code Signing  Never Trust

Time Stamping  Never Trust
X.509 Basic Policy Never Trust

ololofololo] o)

> Details




MacOS: Manage SSL certificates "Mportan;

) O @ ca.ike2.xyz

Keychain access

ca.ike2.xyz

Root certificate authority

Expires: Tuesday, May 29, 2029 at 7:48:56 PM Indochina Time
Q “ca.ike2.xyz" certificate is not trusted

v Trust

When using this certificate: Use Custom Settings B ?

Secure Sockets Layer (SSL) Never Trust
Secure Mail (

Extensible Authenticat

IP Secu P~ You are making changes to your Certificate
Trust Settings.

Enter your password to allow this.

Type your
MacOS password

User Name: |Vicky

Password: I 0000000000000 00000000000

» Details

—> Update settings
 cancel




MacOS: Manage SSL certificates "Mportan;

) O @ ca.ike2.xyz

Keychain access

ca.ike2.xyz

Root certificate authority

Expires: Tuesday, May 29, 2029 at 7:48:56 PM Indochina Time
Q “ca.ike2.xyz" certificate is not trusted

v Trust

When using this certificate: Use Custom Settings B ?

Secure Sockets Layer (SSL) Never Trust
Secure Mail (

Extensible Authenticat

IP Secu P~ You are making changes to your Certificate
Trust Settings.

Enter your password to allow this.

Type your
MacOS password

User Name: |Vicky

Password: I 0000000000000 00000000000

» Details

—> Update settings
 cancel




® < ] System Preferences Q VPN (%]
VPN options
VPN on Demand
Advanced VPN options
Connect or disconnect VPN

System preferences ->
Network

Network
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MacOS: Setup IKEv2 VPN connection

088 < | > | Network Q VPN Q

Location: Automatic

Status: Connected Turn Wi-Fi Off

Wi-Fi is connected to vpn.ike2.lab and has the
IP address 192.168.88.254.

Network Name:  vpn.ike2.lab

2 Automatically join this network

| Ask to join new networks

Known will be joined "
no known networks are available, you will have
to manually select a network.

Unlock to make changes

e ] Show Wi-Fi status in menu bar Advanced.. 2

a Click the lock to make changes. Revert Apply

Password: I 000000000000 000000000000

| Cancel | EMULECERERUGEE




MacOS: Setup IKEv2 VPN connection

< > EER Network Q VPN o .
Create new connection

Select the interface and enter a name for the new service.

Interface: VPN
°® Wi-Fi - b
Connected VPN Type: IKEv2 e Ni-Fi Off

. - and has the
Service Name: |c2@vpn.|ke2.xyz l

Cancel Interface:

<

F VPN
Automatically join this network VP N Typ e:
~ Ask to join new networks
Known networks will be joined automatically. If I KEVZ
no known networks are available, you will have . .
to manually select a network. Se I‘VICG name .
c2@vpn.ike2.xyz

—> Create

_ Show Wi-Fi status in menu bar Advanced... ?
+ | — e
"~

E Click the lock to prevent further changes. o S
' Nikita Tarikin / nikita@tarikin.com [



MacOS: Setup IKEv2 VPN connection

o0 < | > i Network Q VPN Q
Location: Automatic
-Fi
g,lnn;cted - Status: Not Connected
. c2@vpn.ike2.xyz |

~ Not Connected

7

Server Address: | vpn.ike2.xyz

Remote ID: van.ike2.xyz

Local ID: IcZ@vpn.ikez.xyz

] -....

Authentication Settings...

Connect

Advanced...

] Show VPN status in menu bar

[+ [ [#~]

éj\_

Click the lock to prevent further changes. Revert

Apply

Peer: |peer 123.45.67.8 IE2 | oK
Auth, Method: [rsa signature “ 3] I Cancel
Certificate: |vpn.ke2.xyz [E2E | oy
Remote Certificate: ‘cz@vpn.ikez.xyz H ¥ I Disable
—
— I Commenl
Policy Template Group: ‘group vpn.ike2.xyz “ s ‘
Notrack Chain: | |#] l Copy
| Remove
My ID Type: [auto H 3[
...-.--...___._. Remote ID Type: [userfqdn ][3[
e b LTS "
Remote ID: |c2 ike2.
* emote lc @vpn.i xyzl
Match By: |certificate |2
Mode Configuration: |modeconf vpn.ike2.xyz BJ -
Generate Policy: |[Jeieedqid @
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MacOS: Setup IKEv2 VPN connection

<> Network Q_ VPN
Location: Automatic

Wi-Fi
Co'nn;cted - Status: Not Connected
c2@vpn.ike2.xyz | |
Not Connected N\

Server Address: vpn.ike2.xyz

Remote ID: vpn.ike2.xyz
Local ID: Icz@vpn.ikez.xyz I

Authentication Settings...

Connect

Show VPN status in menu bar Advanced...

— g~

-

Click the lock to prevent further changes. Revert

?

Apply

Create new connection

Server Address:

vpn.ike2.xyz
Remote ID:

vpn.ike2.xyz
Local ID:

c2@vpn.ike2.xvyz

v/ Show VPN status in menu bar
—> Apply

Nikita Tarikin / nikita@tarikin.com [
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MacOS: Setup IKEv2 VPN connection

Authentication Settings:
' None
Wi-Fi
Connected " shared Secret: | |
[ ) ﬁzm%vopn':ﬁzd”i © certificate: | Select..  None selected
s
e ID: vpn.ike2.xyz
I D: [c2@vpn.ike2.xyz
Authentication Settings... |
 Connect
Show VPN status in menu bar 2]
+ [ = [ | -
‘M Click the lock to prevent further changes.  Revert = Apply |

Authentication Settings

Authentication Settings:
None
Certificate:
—> Select



MacOS: Setup IKEv2 VPN connection

Network Q VP! [x]

R Authentication Settings
Authentication Settings:

None

' Shared Secret:

Select your machine authentication certificate:
© cCertificate: Select... %

[Z] member: 7A83DC96-B5F7-4A9D-B2D1-48C17FAOECF2 F2EC...
B c2@vpn.ike2.xyz

Select machine auth certificate:
c2@vpn.ike2.xyz

Certificate Information:

c2@vpn.ike2.xyz
Issued by: ca.ike2.xyz

Expires: Tuesday, May 31, 2022 at 7:49:25 PM
Indochina Time

@ This certificate is valid

—> Continue

Show VPN status in

. Hide Certificate Cancel |

to prevent further changes.




@ System Preferences Edit View Window Help @) @ Qo0:02:49 = L
Disconnect c2@vpn.ike2.xyz

MacOS: Connecting IKEv2 VPN 2oz

v Show Time Connected
_ v Show Status While Connecting

1

Network Q VPN Open Network Preferences...

jeee <>

] i > | oEE Network
Location: Automatic
Location: Automatic )
Wi-Fi — Wi-Fi —
Connected = Status: Not Conneg Connected - Status: Connected
c2@vpn.ike2.xyz N /ﬁ\ Connect Time: 0:03:06
NotConnected NN c2@vpn.ike2.xyz | | IP Address: 10.0.88.254
Connected m

Server Address: vpn.ike2.xyz

Remote ID: vpn.ike2.xyz

Server Address: Like2.
vpn.ike2.xyz |

Local ID:
Remote ID: ‘vpn,ikeZ,xyz ‘

Local ID: |C2@vpn,ik62.xyz ‘
Connect

Authentication Settings...

Show VPN status in menu bar | Disconnect |

+ e

Click the lock to prevent further changes.

I T l - I % I Show VPN status in menu bar . Advanced.. 2

Don’t forget
v tolock settings % Click the lock to make changes. Revert Apply




=

@ System Preferences Edit View Window Help @) @Qoo0:02:49 = L

Disconnect c2@vpn.ike2.xyz

v Show Time Connected
v Show Status While Connecting

Open Network Preferences...

admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

ard
Session: 192,168,588, 1 el W
[Of[%]
Policies Proposals Groups Peers Identities Profiles Remote Peers Mode Configs | Installed SAs  Keys
=T
Mame Resp... Address Pool Address Address Pr... Split Include System ... Si¥
modeconf vpn.ik... ves pool vpn.ike2, xyz 32 192.168,99.0§24, 17... yes — ——
request-only no ® . ®
IPsec Mode Config <modeconf v . [=] E3 (> tstat | A
~ netstat -nr |grep 1psec
Mame: |modeconf vpn.ike2,xyz default link#23
v/ Responder Cancel 10.0.88.254 10.0.88.254
i 10.206/21 10.0.88.254
Address Pool: |pool vpn.ike2.xyz | #| & | ] 172.16/22 10.0.88.254
- Address: v Copy = 192.168.99 10.0.88.254
2items (1 selected) Address Prefix Length: |32 E— 224.0.0/4 l}n k#23
— ) N 255.255.255.255/32 1ink#23
Split Include: |192,168.99.0/24 4
-+ ~ I
172.16.0.0/22 s
10.20,0.0/21 s
V| System DNS

Nikita Tarikin / nikita@tarikin.com



@ System Preferences Edit

MacOS:

View Window Help

admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
s Dashboard

: Mode Session: |192,1685.88.1 CPU:|3% [ |
‘] Peers Identities Profiles Remote Peers Mode Configs | Installed SAs Keys
1
+ =7

Mame Resp... |Address Pool Address | Address Pr... Split Include |w

modeconf vpniik.., yes pool vpn.ike2.xyz 32 0,0,0,0/0

request-only 10

IPsec Mode Config <modeconf vpn.ikez.xyz> = E3

Name: |modeconf vpn.ike2.xyz oK

v| Responder

1ol

Address Pool: | pool vpn.ike2.xyz |® & Apply
Address: 7 Copy
‘. Address Prefix Length: |32 P
2 items (1 selected
Spit Include: |0.0,0.0/0 s
System DNS
Static DNS: |10.0.88.1 s
ninal
ITER.
sout. tif
50X

- ~ netstat -nr |grep ipsec
default 1link#23
alc 9 1link#23
159 link#23
~2lalg link#23
.222 link#23
.131 link#23
.22 link#23
31 link#23
143 link#23
156 link#23
64 1link#23
27 link#23
01 link#23
204 link#23
23 link#23
link#23
1link#23
link#23
link#23
link#23
link#23
link#23
link#23

1.
1.
1.
1.
1.
1.
1

2.
2.
2.
2.
2.
2.
2.
2.
2.
2.
2.
2.
2.
2.

@) @oo:02:49 = A

Disconnect c2@vpn.ike2.xyz

v Show Time Connected
v Show Status While Connecting

Open Network Preferences...

[y
o
ey
~

PRPORPRPRPPPPRPPRPPRPPREPRPPEPRPERL®
PO ®D®®

OO ®
B e T X i S s
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Agenda for next slides

1. Import SSL certificates
2. Setup IKEv2 VPN connection
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iIOS: Import SSL certificates

AirDrop. Share instantly with people nearby. If they turn
‘@) on AirDrop from Control Centre on iOS or from Finder on
the Mac, you'll see their names here. Just tap to share.

o= ="

Message Mail Add to Notes More

cert_export_c3@vpn.ike2.xyz
cancel 18:42 - 4 KB

cert_export_CA.ike2.xyz

18:41-1KB

18:44 il T =.

iCloud Drive SSL Select
<

Q Search

Download CA certificate .crt

Download client certificate .p12




iIOS: Import CA SSL certificate

18:44 wll T -
< iCloud Drive SSL Select
Q Search

cert_export_c3@vpn.ike2.xyz

18:42 - 4KB

cert_export_CA.ike2.xyz

18:41-1KB

Profile Downloaded

Review the profile in Settings app if
you want to install it.

Close




iOS: Import CA SSL certificate

18:45

Settings

Q Search

Nikita Tarikin

Profile Downloaded

Airplane Mode
Wi-Fi
Bluetooth

Mobile Data

Personal Hotspot

D800G

Apple ID, iCloud, iTunes & App 4

-

18:46 ol T -
ul T =.
. { caike2.xyz ca.ike2.xyz
SUBJECT NAME
Country or Region MY
State/Province Selangor
Locality Cyberjaya
b QOrganisation IKE2.xyz
18:45 S - Common Name ca.ike2.xyz
Cancel Install Profile Install Loz S
Country or Region MY
L State/Province Selangor
o
Local C j
ca.ike2.xyz 18:45 il lity yberjaya
] QOrganisation IKE2.xyz
{Install Profile  ca.ike2.xyz ,
Signed by ca.ike2.xyz Common Name ca.ike2.xyz
1 Not Verified
Contains Certificate CERTIFICATE | SERIAL NUMBER
ca.ike2.xyz Serial Number 5701666201070268944
~ More Details - Issued by: ca.ike2.xyz
Expires: 29 May 2029 VALIDITY PERIOD
] r Not Valid Before 2019-06-01, 19:48:56
1 Remove Downloaded Profile Not Valid After 2029-05-29, 19:48:56

—

PUBLIC KEY INFC
————

18:46 wll T -

{ caike2.xyz ca.ike2.xyz

Signature Data

a8 3f af 12 d3 af 15 87 66 Sf 2b B89 a5 1f 35 8e 64 b4
14724b7280c2ed 028e6bc3cd7a1d 1723 1c
c4 6a a3 c189c02b5575d3c9 0e d7 ee 90 Sb 2b
2b 15 e8 fc f3 bb €8 1e df 77 64 82 fa 02 87 be 57 79
42 alch 54 3a 78 €7 a0 e1d177 11 eb 54 b3 06 c6 bf
5a 65 2b 5e 87 39 6f 2f cb ¢9 48 5b 7f 6¢ d0 16 8d
7d 64 8f ba 17 25 58 4f 0a 5¢ 5105 66 ec dc 42 55
c7 8e 64 fc a3 b5 5 4b 89 Ob da 6d ea ec 3¢ 80 ¢cb
ad 8110 69 09 dc 66 83 7f ad 80 Od 8e 38 45 02 04
77 66 3 30 21e7 74 1e 30 d6 b0 c2 07 60 dc 4a 9e
a4 2b 18 3c bd ee 16 01 Oe cd 02 a9 cc 66 08 bd ef
3c 7c 4a f1d9 8f 83 a0 40 04 f4 2f 49 2f Oe 98 fa 6f
2c 94 b7 af 54 64 00 0c 59 f7 ed 61 ¢2 24 1c 65 3e
e6 4f 20 e8 5b ¢164 a7 78 ¢139157b 56 7e 52 9¢
29 {5 34 65 ad 9c be f1 73 3a d6 2f 9d 36

FINGERPRINTS

SHA-256

b5 7c af 68 13 b3 52 a0 ab ab aa 4e 42 8 c5 62 44
87 57 ee da f8 30 b9 3e 4b 05 ¢6 d7 33 d9 4b

SHA-1

6b a4 71 8b 3f 22 4e 3d c7 83 05 69 bf d8 94 ¢3 38
56 87 d8

Version 3




iIOS: Import CA SSL certificate

18:45 wll T =.
Install
18:48 will T =.

Settlngs Cancel Enter Passcode Done Cancel

Q Search

18:45 ol T =
18:49 ol T =.
Niki Cancel Install Profile Install --}
} Apple Cancel Warning Install
Enter your passcode
@ ca lke2 xyz UNMANAGED ROOT CERTIFICATE

Profile Downloz Installing the certificate “ca.ike2.xyz" will add it to the

...0.....0...0..4
list of trusted certificates on your iPhone. This

ot Verified certificate will not be trusted for websites until you
Airplane | enable it in Certificate Trust Settings.

Contains Certificate

Signed by ca.ike2.xyz

Wi-Fi More Details UNVERIFIED PROFILE

Bluetoott The authenticity of “ca.ike2.xyz" cannot be verified.
] R D loaded Profil

MOblle Di emove bownioade rofie

D006

Personal Hotspot
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iIOS: Import client SSL certificate

wll T =.

18:51

Settings

Q Search

ﬁ Identity Certificate
Nikita Tarikin

Apple ID, iCloud, iTunes & Signed by Not Signed

Cancel Install Profile

Contains Certificate

/' More Details

Profile Downloaded

Review the profile in Settings app if
you want to install it.

Profile Downloaded

Close

Airplane Mode

= Wi-Fi vpn.ike2.lab

Bluetooth On

‘I @ Mobile Data I

Remove Downloaded Profile

wll = .

Install

Install

Cancel

18:52 wll T -

Cancel Enter Password Next

ENTER THE PASSWORD FOR THE CERTIFICATE “IDENTITY
CERTIFICATE"

Required by the "Identity Certificate” profile
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iI0S: Setup IKEv2 VPN connection

D000

EE 90 ®

Airplane Mode (
Wi-Fi vpn.ike2.lab >
Bluetooth On >
Mobile Data >
Personal Hotspot 2.
] Date & Time >
Notifications Keyboard >
Sounds & Haptics 4 Language & Region > k
Do Not Disturb 4 Dictionary 18:55
Screen Time ] < General VPN
] iTunes Wi-Fi Sync ]
General === VPN 4 Add VPN Configuration... —_—
Control Centre ‘ Profiles 7 ns w 4

19:08

Cancel

Type

Description

Server

Remote ID

Local ID

Add Configuration

c3@vpn.ike2.xyz
vpn.ike2.xyz
vpn.ike2.xyz

c3@vpn.ike2.xyz

AUTHENTICATION

User Authentication

Use Ce!

Certificate

PROXY

rtificate

wll  =-

Done

IKEv2 >

""-.---.

None >

©

c3@vpn.ike2.xyz >

Off Manual |

Auto ]

ﬂ'-...

Peer: |peer 123.45.67.8

Auth, Method: Irsa signature

Certificate: vpn.ike2.xyz Iﬂ
Remote Certificate: |c2@vpn.ike2.xyz

~
Policy Template Group: |group vpn.ike2.xyz

Notrack Chain:

My ID Type: |autn

Remaote ID Type: Iuser fgdn

Remote ID: | c2@vpn.ike2.xy2
-

Match By: | certificate

Mode Configuration: 'modeconf vpn.ike2.xyz m

ork strict

Generate Policy:




iOS: Connect IKEv2 VPN

808200

Airplane Mode L
Wi-Fi vpn.ike2.lab >

Bluetooth 19:08 wll T =.)
Mobile Data < General

Personal Haspot VPN CONFIGURATIONS

b * Status Connected ()
Notifications v Sﬁ(n@xl:n.lkez.xyz

Sounds & Haptics

:

Add VPN Configuration...

19:08 ol T -

< VPN c3@vpn.ike2.xyz Edit
Type IKEv2
Server vpn.ike2.xyz
Server Address 123.45.67.8
Address 10.0.88.253
Connect Time 0N

Delete VPN




Agenda for next slides

1. Install 3rd party app StrongSwan
2. Import SSL certificates
3. Setup IKEv2 VPN connection
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Android: Install StrongSwan

< Q
strongSwan VPN Client
strongSwan Project
Communication
Rate this app

Tell others what you think

A K K Find StrongSwan app on the Google Play

WRITE A REVIEW
Developer contact Py
©  Website
& Email
android @strongswan.org
@  Privacy policy




Android:

Extract certificate

Type the password to extract the

certificates.

CANCEL OK

Name the certificate

Certificate name:

c4@vpn.ike2

Credential use:
VPN and apps

The package contains:
one user key

one user certificate
one CA certificate

CANCEL

Download and install

user certificate
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Android:

Choose certificate

The app strongSwan VPN Client
T has requested a certificate.

: Choosing a certificate will let
vpn.ike2.xyz the app use this identity with
Status: No active VPN servers now and in the future.

VPN Type
No VPN profiles. IKEv2 Certificate c4@vpn.ike2

User certificate CN=c4@vpn.ike2.xyz

c4@vpn.ike2
CN=c4@vpn.ike2.xyz

€<  Add VPN pro.. SAVE CANCEL

8 ADD VPN PROFILE

+ Install certificate

User identity

DENY SELECT
Default (CN=c4@vpn.ike2.xy..

CA certificate
Select automatically

Profile name (optional)
c4@vpn.ike2.xyz
Defaults to "vpn.ike2.xyz'

[ Show advanced settings

Nikita Tarikin / nikita@tarikin.com [



Android:

8 ADD VPN PROFILE . ‘
Connection request E AT TR
Status: No active VPN strongSwan VPN Client
' wants to set up a VPN Status: Connected
(s::rv@i:/sgnliizzx)gz connection that allows Profile: c4@vpn.ike2.xyz
User certificate: c4@vpn.ike2 't to monitor networ-k
= traffic. Only accept if you DISCONNECT

trust the source.

c4@vpn.ike2.xyz
Server: vpn.ike2.xyz
User certificate: c4@vpn.ike2

ox appears at the top of
your screen when VPN is
active.

CANCEL OK
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https://mum.mikrotik.com/2019/MY/agenda/EN

E-mail me:

nikita@tarikin.com

Add me to your Facebook:
Nikita Tarikin

Follow me on Instagram:
@tarikin

Start private conversation:

© Telegram t.me/tarikin

(] Messenger Nikita Tarikin
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http://t.me/tarikin

Please
contact me

Nikita Tarikin

nikita@tarikin.com
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Request your certificate via form

https://forms.gle/nZTDK2wex5nneqo6A

Demo lab
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