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Introduction to Digital Certificate

What is a Digital Certificate?

It is an electronic file which enables a secure exchange
of information over a network and used to prove the
ownership of a public key and identify an entity.

It contains the following information:

*Name of the certificate holder *Copy of the holders public key

*Serial Number *Digital signature of issuer
*Expiration date

*Name of the issuer
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What is a Digital Certificate?
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Introduction to Digital Certificate
What is a Digital Certific_ate?

General | Details | Certification Path

-

La Certificate Information

This certificate is intendead for the following purpose(s):

= Ensures the identity of a remote computer
= Prowves yvour identity to a remote computer
= 1.3.6.1.4.1.6999,.1.2. 2.7

- 223,140,121

* Refer to the certification authority's statement for details.

Issued to: hotspot.pdsng.com

Issued by: COMODO RSA Domain Validaton Secure Server
CA

valid from 11/28/2017 to 11/28/2020

Install Certificate. .. Issuer Statement

L]




Introduction to Digital Certificate
What is a Digital Certificate?

In addition to the identification information, the digital
certificate also has the following:

A public key

Digital signature



Introduction to Digital Certificate

Why do we need certificate:

1. Encryption

* A way of hiding the data from public view

2. ldentification & trust

* A way of identifying the recipient of data and confirming if it is trusted



Introduction to Digital Certificate

Two types of Encryption:

Asymmetric Encryption

Y

Public Different Keys
Key

Secret
Key

A4Sh*L@9.
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ecryption
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Plain Text Cipher Text Plain Text

Courtesy ssl2buy.com

* Larger key size (typically 2048 bits)
* \Very slow encoding and decoding process



Introduction to Digital Certificate
Two types of Encryption:

Symmetric encryption

Original Scrambled Original
Data Dala Data
= El o=
Encryption Decryption Key =
Key flencryption) key

* Small key size (typically 256bits)
* Fast encoding and decoding



Introduction to Digital Certificate

ldentification & trust

There are various schemes for issuance of a
digital certificate which helps to certify the
identity and establish trust in the system.

* Public key infrastructure scheme: Here the certificate issuer is the
Certificate Authority (CA).

* Web of trust scheme: In this scheme, individual certificate owners
sign each others keys directly.



Introduction to Digital Certificate
How does SSL work?

ke wNeE

Client connects to a server secured with SSL. Client requests that the
server identify itself.

Server sends a copy of its SSL Certificate, including the server’s public key.
Client checks the certificate root against a list of trusted CAs and that the
certificate is unexpired, unrevoked, and that its common name is valid for
the server that it is connecting to. If the client trusts the certificate, it
creates, encrypts, and sends back a symmetric session key using the
server’s public key.

Server decrypts the symmetric session key using its private key and sends
back an acknowledgement encrypted with the session key to start the
encrypted session.

Server and Client now encrypt all transmitted data with the session key.



Introduction to Digital Certificate

SSL Client Certificate

This is used to authenticate a client or device connecting to a server.
Since authentication is managed by service provider, these certificates
are usually issued by the provider for VPN tunnel and not a public CA

SSL Server Certificate

In SSL, when a client attempts to connect to a server, the server is
required to present a certificate in a handshake process.
Client checks the certificate and verifies if it is signed by a trusted CA.



Significance of connection security

Data protection
Raw digital data without encryption.

Sender Receiver

Digital Signal
r] ﬂ 10 .10
I Digital Data
>

In the absence of SSL or any form of encryption, data is sent as
stream of 1s and Os in a universal encoding format.



Significance of connection security
Data protection

* Data go through various un-trusted networks while moving from
source to destination

* Evil people can easily listen in and view the conversation in clear text.
These are known as man in the middle.

Man-in-the-middle attack

('.:—z Original connection
- - - &9
Vo
\New connection

Man-in-the middle, Phisher,
Or annonymous proxy

* The man in the middle can read/store the data and possibly modify
traffic between the source and destination

e Attacker can have access to sensitive information such as credit card
details if sent through such communication medium.



Significance of connection security

Attack mitigation

e With SSL, this will hardly happen, or practically will take a
massive computational capacity to break the keys to decrypt the

data.

* The use of digital certificates will eliminate the
possibility of man in the middle attack as such attackers
will have a tough time breaking the connection between a
source and the destination devices.

* The use of certificates on CAP to CapsMan connections
will eliminate the possibility of having a rogue Access Point
on a network which in-turns reduces the possibility of an
attacker eavesdropping or impersonating a wireless user.



Creating certificates in RouterOs

1. Make certificate templates
2. Sign the certificates and add CRL url

3. Export client certificates with keys and CA certificates
and import to client routers

Network Topology:

10.1.1.2/24

1.1.1/24

SITE 1 SITE 2




Creating certificates in RouterOs

Make certificate templates: CA Template

A Uuick Set
T CAPsMAN
8 Interfaces
T Wireless
EE Bridge
=g PPP

== Switch

Auto Upgrade

°12 Mesh E ((Ceticates )

25 P

< MPLS

& Routing 1
£

Q Gueues

[ Files

=) Leg

AL Radius

W Tools

|El New Teminal
=4 MetaROUTER

'ﬁ Partition

| 2 Make Supout rif

& Manual

& New WinBox

B Ext

] S (e

I

Clock
Console
Dislcs
Drivers
Histony
|dentity
LED=
License
Logaing
NTP Cliert
NTP Server
Packages
Password
Ports
Reboot
Reset Configuration

=
Cerificates |SCEF5&Ners SCEP RA Requests OTP CRL
| = | Import || Card Reinstall || Card Verify || Revoke || Create Cert. Request || Settings | Eind
|Name ¢ |Issuer |Cnn1mur1 Name |Subje.-c:t At M. ||{e1_f5ize |DH‘_|’S ‘ai"
=]

General |Ke3rUsage Status
e —

Name:d'ca-template) 4
—

Organization:

it :

5
Common Nam& pdsCA 2

Subject At. Mame: |IP

Key Size: | 2048

Days Valid: |365

General Key Usage |Status

Key Usage: [ | digital signature
[ | key enciphement 7 [ ]

egar agreement
~~eeerifier onby

[ ] server gated crypto
] timestamp

[ ipsec tunnel

[ | email protect

[ tls client

|:| content commitment

[ ] ocep =ign

] ipsec user

[ ipsec end system
[ ] code sign

[ |tls server




Creating certificates in RouterOs

Make certificate templates: Sitel Template

& Quick Set

1 CAPsMAN D[]
® Interfaces Cﬂ”ﬁﬂﬂt&i‘s{EPSam SCEFRA FRequests OTP CRL
1 Wireless & | = )T Import || Card Reinstal || Card Verfy || Fevoke || Create Cert. Request || Settings Eind
;E Bridge |Name £ |Issuer Common MName |Subjed At N... |Key51& |Days‘u|'
!ﬁ PP catemplate pdsCA : 2048
2= Swich [=][E3
"2 Mesh General | Key l,|§,-;..5,,E Status
5 [P I+ P —— oK
2 Nameﬁs&te'l-template)
' MPLS ¥ — Cancel
i Routing 1 ¥ [
Comm D! 2
|ssuer:
(ueles General  Key Usage_LSimpes
5 Courtry: | | A sy OK
= oy Koy Usgae” Vil sirsiis et
.| Log I State: | key enciphemment data encipheme ‘ Cancel
L Radius 1 itel Locality: [ | key agreement key cert. sign [
ton <>
Organization: | Copy
@l New Teminal 0 | i
it:

*4 MetzROUTER L [ | timestamp [ |ipsec user Remove
E Partition Common N‘ e |site] 2 [ |ipsec tunnel [ |ipsec E.znd system Sign

, [ | email protect [ | code sign —
= Meke Supout of Subject At. Name: [IP [Jts cient " ts server Sign via SCEP
B Manual it
® New WinBox Key Size: 2048 .

Card Reinstall

l it Days Valid: |3'55 —




Creating certificates in RouterOs
Sign the CA certificate and add CRL url

JL - 1 L -—=7""777" | TTTTTTTLI—— =t
A5 Quick Set
1 CAPsMAN
[ Interfaces Certificates |SCEF' Servers SCEP RA  Requests OTP CRL Sign
T Wireless ||| =| | 7| | mpot || CardReinstall || Card Verfy P
5 Bridge | parme— L ¢ |Issuer _ -
o catemplate CA: | | - -Cancel
Iiﬁ S w T ~ & -
E CACRL Hos 412234777 ) D -
== Switch siteZ4emplate ~——
“Ia Mesh
= IF L General | Key Usage Status
<7 MPLS ¥ — 2
38 Routing - Name:(lca-template) |
5}’518111 I\' F
g Queues
B8 Fies lssuer:
|| Log +| Courtry: | |
,ﬂ_ﬁ. Radius 3items (1 State: | |
s : Locality: | | Sign via SCEP
Mew Terminal o | | | |
ization: mport
®4 MetaROUTER rasnE
#% Partition Uit | | | Card Reinstall
Ij‘ Make Supout sif Common Mame: |pd5CA | | Card Verify
sl Subject Alt. Name: |IF'I || * | :|:: | | Set CA Passphrase
@ New WinBox | Export
!. = Key Size: |2'I]-1-E ” * | | =
Days Valid: | 365 |




Creating certificates in RouterOs

Make certificate templates: Server Template

SCEP Servers SCEP RA  Regquests OTP CRL

¥ Interfaces

T Wieless " Import || Card Reinstall || Card Verfy || Revoke || Create Cert.Request || Settings | [0 ‘
Eg Bridge # | lssuer Common Name |Subject &t. M. |Key Size |DaysV =
Iﬁ FPP site 14emplate
= Switch site24emplate
“Ia Mesh
& IP I
CMRLS g 1 General | Key Usage | Staus

S Eauting ¥ Name(([servertemplate ) 3

N N -

g Queuss
Files lasuer: Mew Certificate
E] Log e
Col :
ﬂ Radius Ll | Key Usde. (¥idiaial s ] | |
% Tools 3 State: | data enciphemn 5 | Cancel |
Mew Teminal Localty: | key cert. sign 6 7.F¢:ply N
MetaROUTER Organization: | e heonk ’ ’A&,—’L‘
- Py
#= Partition Unit: | i
| J Make Supout if [ timestamp [l ipsec user | Remove |
Common Mafne: |server [ ipsec tunnel [ ]ipsec end system | . |
e Manwa ) ["] email protect [] code sign
@ New WinBox Subject At. Name: [t client [ ts server | SignviaSCEP |
l Bt | Impart |
Key Size: | 2048 i
Days Valid: [365 | Cad Reinstall |
| CadVerily |
| Set CA Passphrase |
| Boot |
| Revoke |




Creating certificates in RouterOs
Sign certificate templates: Server Template

Certificates

Cetficates | SCEP Servers SCEP RA Requests OTP CRL.
(4 = [T | impot || CardReinstall || Card Veriy || Revoke || Create Cert. Request || Settings | r—
+ | lssuer Common Name |Subject Alt. N... |Key Size [kl

Certificate \\gervertemplats
2048

Mame
|
1 server :
SISl SRS site1 :: 2048 CA(|pdsCA
i s I

site24emplate sited .. 2048 "
CACRL Host: | | &

Cerificate <servertemplate=
-
Makge: |senra' ) 4

4it Country: |
State: |

Localty: |
Organization: |

Comman Mame: |sa"u'a'
Subject Alt. Name: |IP

[#]::

Key Size: | 2048
Days Valid: |365




Creating certificates in RouterOs
___S_j_g_r_\__c;g_r_tificate templates: Sitel Template

1

[=1|E3

Cerificates |SCEF'Servas SCEP RA Requests OTP CRL
||| =| || | Impot || CardReinstall || Card Verfy || Revoke || Create Cert.Request || Settngs | [r ..
|Name £ |Issuer |Cummur1 MName |Subjec:t Alt. M... |Hey5ize |Days "u1"""
pdsCA i 2048
server :
site1 B

General ||{.E,-_|,r Usage Status

MNamé€: |54'te‘l 3 2
/

lzsuer:

CACRL Host: |

4 e Courtry: |

State: | |
Locality: | | | | sign via SCEP
Organization: | | Impaort
Urnit: | | Card Reinstall
Card Werify

Set CA Passphrase

Export
Revoke

Subject Alt. Name: |IF" " * | :|:: |

Key Size: |2'I]-!I-E ||$ |

Common Mame: |5'rte'| | I

Days Valid: |365 |




Creating certificates in RouterOs
Sign certificate templates: Site2 Template

=13
Certificates | SCEP Servers  SCEF RA BReqguests OTP CRL
e | = T Import Card Reinstall Card Verify Revaoke Create Cert. Reguest Settings Eirret
|Name £ ||55LIE-‘1’ |I:ummur1 MName |Subjec:t Alt. M... |I"IE.f§,.r Size |DEI)'E "ui -
KLAT pdsCA pdsCA :: 2043
oA, server server - 2048

KA, 1 @ site :: 2043

General ||{e_-,r Usage Status

Nan@: ste2 ) )

CACRL Host:
] Issuer: - Copy
* |
4i Courtry: | | Remaove
: State: | | 3 @
Locality: | | Sign wvia SCEP
Organization: | | Import
Unit: | | Card Reinstal
Common Mame: |s'rtE:2 | Card Verby
Subject Alt. Name: |IP EAEE | Set CA Passphrase
| Export
Key Size: |2'D-1-E " = | S

Days Valid: | 365 |




Creating certificates in RouterOs

The results after creating and signing certificate

Cerificates

Certficates ‘SEEFSewers SCEPRA  Requests OTP CRL

EE Import

Card Reingtall || Card Verfy || Revoke || Create Cet. Request || Settings Find
Name / |lssuer |Common Name |Subject At N...|Key Size |DaysValid  |Tusted  |SCEP URL |CA Fingemprint
KLAT  pdsCA pdsCA 2048 365 yes 4babcd 30665 7108357511d%ac ¥ 36507421 ...
KA server SEIVEr 2048 365 no pdsCA  daea7hh/eh7333dab0194c93balc8h2566. .
KA sitel ste 1 2048 365 no pdsCA  4d26ab3ab638d0dd7edb 1446 2%ed3b2bEd .
KA sitel site? 2048 365 no pdsCA  153b997edd 16caddaf 13 /e2dffad 7aldich...

4items




Creating certificates in RouterOs

Set all certificates as Trusted

Certificates |S{£F5ams SCEP Ry

= (7] o | oo

|Name 4 |Issu..|er |Commor1
pdsCA pdsCA
KAT  server SErver
KAT  sitel site

F__-

KLAT

General |Key sags

lzsuer:

Country: | ]
Swte: ||
localty: ||
Organization: |:
S

Common Name: |server

General | Key

J

Country: |

State: |

Locality: |

Crganization: |

Unit: |

Commeon Name: |site'|

Tl

Courtry: |
Subject Alt. Name: [IP [EE | Stato: |
Key Size: [2048 | Locality: |
Days Valid:_| 365 | Organization: |
< TmH; U
Common Name: |site2
privatekey | |authority re smart card key  |trusted Subject Att. Name: |IP

Subject Alt. Name: |IP

Key Size: |2048

Days Valid: |365

( Tmsted)

Key Size: [2048
Days Valid: |365

< Trusted >

lprivate key



Creating certificates in RouterOs

Export client certificates with keys and CA certificates
and import to client routers

|

- 7 7

Sig

Sign wia SCEFP

Card Reinstall

|
|
|
| Impart
|
|

Card Verify

| Set CA Passphrase

File List [=1{E3
= 7] []/@] | sackup || Restore | [ tpload.. |
|Fi|e Name ¢ |Type |Sze Creation Time || -
Certfficate <server> [=1|E3
General | Key Usage Siatus. -
o1 e |
- - E Cancel
[y |
e 3 :
Courtry: kl Remove
State: I: ertficate: |server :>| Sign |
ocay || Tye: M F==1{ [snvsce |
Organization: |: Export Phgsphrase: | 12345678 //| -
- ~—— ER

Common Name: |senrer

Subject Alt. Name: |IF

Export
Revoke

L

Card Verify

Key Size: |2048

Days Valid: |365

Trusted

L%ﬂd

expired smart card key  |busted




Creating certificates in RouterOs

Import client certificates with keys and CA certificates
on sitel and site2.

Certificates | SEEMSEEF R& Reguests OTP CRL
e || — Ir o 1 Card Reinstall Card Verify Revaoke Create Cert. Fequest Setting:
|Name # |I55uer |Cﬂmmnn Mame |Subject Alt. M... |f{ey Size |
O >
COnhy Filef |cert_export_sitel.crt \ " - | W 3
]
Passphrase \ 12345678 /2 | Cancel
|
0 items
== Ir B Backup FRestore Upload... Eird
|Fi|e Mame £ | Type Size Creation Time ”"F
[=] cert_export_pdsCA crt .crt file 1184 B Mow 272017 15:14:059
[ cert_export_pdsCA key Jeey file 1858 B  MNow 272017 151415
[El cent_export_site1.crt wcrt file 1164 B MNow 272017 15:14:31
[=) cernt_export_site 1 key Jeey file 1858 B Mow 272017 15:14:37




Deploying digital certificates
Using Digital Certificates on SSTP tunnels
Enable SSTP Server to use Certificate

Inteface |F'F'F'::E54a'vers Secrets  Profiles Active Connections  LZTP Secrets

|+""’||'='| |ﬁ?||$‘i§| || |T| | PPP Scanner || F"F"TF"Senrer]l

| Mame ¢ | Type |Actual MTU (L2 MTU | Tx

MRRLU: | | -
Keepalive Timeout: |5 | e
Default Profile: |c:iass_test " > |
l;'rtle Authentication: mschap? mschap1
z chap pap
CerificateNlserver ) " il
TLS Wersion: |E|r'r5.r " > |

W Cliernt Certificate
4 Force) AES
PFS



Deploying digital certificates
Using Digital Certificates on SSTP tunnels
Create credentials for sitel and site2 on SSTP Server

L LATSMAN

B 5t

| Interfaces
T Wireless Interface  PPPoE “ es Active Connections  LZTP Secrets
gﬁ Bridge 1 IEIIEI | PPP Authertication&Accounting | Fin
Name |Password |Sewice |CallrlD  |Profie  |Local Address |Remote Address |Last Logged Out | ¢
= Swich New PPP Secret
Z :I:ESh N fime: \ | 0K
7 MPLS M Pagsword: |s'rt32 o |‘L Cancel
4 Routing I+ SoNce: [ssp /' =] Apply
System I Caller ID: | | > - .
Q Queues Profile: |dass_test " ¥ | = lD: | | j
e m Profile: |dass_test " * |
.| Leg LE N | |v Local Address: | |"
. Radius Remote Address: | v Remove Remote Address: | v Remove
A& Tools I -
Mew Teminal Routes: | Routes: | g —
=4 MetaROUTER . ,
6 rator e i e | N
| & Make Supout rif Limit Bytes Out: | | M
& Manual Last Logged Out: | | Last Logged Out: | |
& Mew WinBax ‘enabled |enabled



Deploying digital certificates
Using Digital Certificates on SSTP tunnels
Add SSTP client on sitel as below.

As Quick Set
I CAPsMAMN
| Interfaces

L Wireless

MNew Teminal
=4 MetaRQUTER
#L Partition

| 2 Make Supout rif
& Manual

@& Mew WinBox

B 5a

v v v v

Interface <sstp-out1:>

General Dial Out |.§a1..|.5 Traffic

Connect To:
Part:

Proooy:

Proxgy Port:

0
[x]

10.1.1.25

(443

|44z

. |cert_export_site1.crt_0

-

—

[ ] Verfy Server Certificate
Verify Server Address From Certificate
PFS

P ——
Useyf |3ﬂ:e1
| |
Password_ |site1 / 1

Profile:
Keepalive Timeout:

Default Route Distance:

Allow:

>4 L
d;auﬁ-enmrption

[0

1 Dial On Demand
[] Add Default Route

[0

mschap2 mschap1
chap pap

3 &

[

3
g

\

g
g

|n..|r|r1ir|g

& PPPocE Servers Secrets

d

Profiles Active Connections LZTP Secrets

[+ [=D[][=] | PPP Scanner || PPTP Server || SSTP Server || L2TP Server || OWPN Server

Name

s |Ty1;:e

[Actual MTU [L2 MTU [Tx

R #-Frastp-out 1

S5TP Client 1500

O bp=s

O bps



Deploying digital certificates
Using Digital Certificates on SSTP tunnels
Add SSTP client on site2 as below.

& Quick Set
e i PPPoE Servers Secrets Frofiles  Active Connections  L2TP Secrets |
™ Interfaces, || =] | PPP Scanner || PPTP Sewver || SSTP Server || L2TP Server || OVPN Semver || |
I Wirel
:; _' == e /| Type |Actual MTU [L2MTU [Tx | R |Tx
1 5 Bidge R ebsstpout] SSTF Client 1500 Obps Obps
'Ia Mesh . [m] E3
zP b |[Tremoul Generl DislOut | Status | Trafic
<’ MPLS P Connect To: [10.1.1.254 | || cancsl
i Routing ¥ Port: |443 | © Apply
Proogy: - :
B Guewes ' |
an- 3[cmee
o =
* Radius TLS Version: |ary ¥ FS—
¥ Tadls I [] Verify Server Certfficate
@) New Teminal Verfy Server Address From Certficate Torch
4 MetaROUTER FES
12 Parition 1 site? \ 1 |
; y T
g It Pazsword \gite 2 / | -~
B Manual — -
Profile: |defauh-enc:ypt|on || ¥ |
® New WinBox
! Exit Keepalive Timeout: |BD | -~
[ Dial On Demand
[] Add Defautt Route
Defautt Route Distance: |CI
Allow: mschap2 mschap1
chap pap
— 5

|enab|ed |runnina [slave Status: connected



Deploying digital certificates
Using Digital Certificates on OpenVPN tunnels
Enable OpenVPN Server to use Certificate

As Quick Set
1 CAP=MANMN
1 Intefaces

=12 Mesh
zssl |P

<2 MPLS
& Routing
455 System
g Clueues
L] Files
l.) Leg
_ﬁ. Radius
2o, Tools

|| Mew Teminal
=4 MetaROUTER
#C Partition

| 2 Make Supout ff

& Manual

s o (S S

Intefface PPPoE Servers Secrets |F'mﬁ|&a Active Connections LZTP Se
|+||='| |<t:'f}||$f§| || |?| | FPFP Authentication&Accounting |

Mame & |F'ESE'NC|I‘C| |Senr1'::e |Caller 1D |F"n::ﬁ|e |Lm:E|
site site1 ovpn class_test
& site? site OV class_test

- [1194 |
Mode: |ip " > | Aophy
Metmask: |24 |
MAC Address: FE:F4:4C:09:46:9B |
Maoc MTU: |1500 |
Keepalive Timzout: |'E'I] | ,.-.. -—
Default Profile: |c:lass_test " > | —

)
oo lomver D 3 =]

Require Cliert Certificate
sha1 md5

[T ol 4
blowfish 128 aes 128

[ aes 192 [ aes 256
[ ] ol

Auth.:

Cipher:




Deploying digital certificates

Using Digital Certificates on OpenVPN tunnels

Add OpenVPN client on sitel and site2 as below.

Inteface | PPPOE Servers Secrets FProfies Active Connections  L2TP Secrets

[¥[] T | PPP Scanner || PPTP Server || SSTP Server || L2TP Server || OVPN Server || P

¥
g
=
a
= | == 7| =

Log

ﬂ. Radius

% Tools [
Mew Teminal
MetaROUTER
#5 Parition

| J Make Supout.if
& Manual

@ New WinBox

B &t

/| Type

|Name

OWFN Client

R <¢-Fovpn-outl

General Dialm|3m|ﬁamc|

|Actual MTU [L2MTU |Tx |Rx [
1500

D bps 128 bps

Connect To: | Cancel
Port: [1194 | Aeey |
] ¥ |
= =
Usef [site1 \') | Comment
'h
PasswordN\gite 1 / |A
Profile: |defaurt-enc:q|'ption || - | | Remaove
\ 2

fficate: |ceﬂ_export_sﬂe1.c:‘t_ﬂ / ~ || ¥ | Torch
Auth.: [shat [=]

Cipher: |aes 128 ” * |

[_] Add Defautt Route

4

—

enabled running slave

Status: connected

Repeat the
setup for
site2



Deploying digital certificates
Deploying digital certificates for CAP to CapsMan connections
Enable CapsManager with certificate

CAF Interface | Provisioning Corfigurations Channels Datapaths Securty Cfg.  Access List .

(= ||| 3 T | | Reselect Channel || Manager AAA Eind
MName 4| Type MTU Actual MTU (L2 MTU | Tx b

¥ Enabled 0K

Eert'rﬁEWEf > i Cancel
CACetficafe_pdsCA > | ¥« Aoply

Require Peer Certfficate
Interfaces
Generated Cedificate:
Generated CA Cerificate:
* Fackage Path: =
E Upgrade Policy: |none ¥




Deploying digital certificates
Deploying digital certificates for CAP to CapsMan connections
Enable CAP with certificate:

As Quick Set ol
1 CAPsMAN Interfaces | Nstreme Dual Access List FRegistration Connect List  Securty Profiles  Channels
= Interfaces | = ||| 22 KTl CAF WPS Client || Setup Repeater || Scanner || Freg. Usage
T Wirel
= Name + Type [Actual MTU [T R |
@ Bridge X St-wilan Wireless (Atheroz ARS.. 1500 [ bps 0 bps
=3 PPP
= Switch ;
®13 Mesh : S
2 P N Interfaces: |H-£in':ri" ||+ | — Cancel
7" MPLS - Certiﬂcat(lcert_e:pnrt_sitelc:‘t_ﬂ 1# | Aoply
42 Routing [~ Discovery Intefaces: |e=ther'| || ¥ | =
i25 System I [ Lock To CAPsMAN
- i CAPsMAN Addresses: [10.1.1.254 -
|| Files
CAPsMAMN MNames: | v
.| Leg
. Radius CAPsMAN Certificate Common Names: | -
& Tools ¥ Bridge: |none |+ |
| New Teminal | [ ] Static Virtual |
.
®4 MetaROUTER Ey
£ Meta 1 Requested Cerificate: | |
#2 Partition —
e o . Locked CAPsMAN Common Name: | | _




Deploying digital certificates
Deploying digital certificates for CAP to CapsMan connections
Enable CAP with certificate

A5 Quick Set |
1 CAPsMAN Interfaces | Nstreme Dual Access List Registration Connect List  Security Profiles  Channels
[ Interfaces |-|-v||-=-| |Q::>||$$| || |T| | CAP || WPS Client || Setup Repeater || Scanner || Freq. Usage H:
1 Wireless ‘Name ¢ [Type \Actual MTU | Tx i -
71, Bridge — managed by CAPSMAN
=% PPP — channel: 2427 /20-Ce/gn{30dBm), S510: MUM-Lagos, CAPsMAN forwarding
X Fewlanl Wireless (Atheros ARS. . 1500 0 bp= 0 bps

== Switch
“13 Mesh CAP =] E3
&P I |wl; Enabled oK
« MPLS I Intefaces: |.|-1.-£5r.ri" || ¥ | = Cancel
ﬁ Routing Certificate: |cert_ea-qmrt_site'|.c:‘t_ﬂ " * |
System » Apply

Discovery Intefaces: |e¢her1 || ¥ | =
! Cueues
| Files [ | Lock To CAPsMAN
.| Log CAPsMAN Addresses: |10.1.1.254 K
'$ el CAPsMAN Mames: | | >

Tool [

w . CAPsMAMN Cerificate Common MNames: | | -
B Mew Teminal P - 5
E MetaROUTER B Bridge: |r1nne || ¥ |
#5 Partiion ] [ ] Static Virtual
| & Make Supout rif Requested Certificate: | |
€ Manual Locked CAPsMAN Common Name: | |
% New WinBox




Deploying digital certificates

Deploying digital certificates on Hotspots for enhanced

security using Public CA issued certificates.
Create a certificate template:

Certificate <hotspot pdsng.com tem:

General |Ke_v Usage Status

Common Name: |hnt5pnt.pdsng.cnm

oK
Mame:
Cancel
Apply
lssuer: Copy
Courtry: |NG | Remove
State: |Lagos | Sign
Locality: |Victoria lsland | Sign via SCEP
Organization: |F'E|nn|E|mE| Data Solutions Lid | Import
Unit: |NOC | Card Reinstall
| Card Verify
|

Subject Alt. Name: |IP

[EIBE

Set CA Passphrase

Key Size: | 2048

Days Valid: | 365

Export

Revoke




Deploying digital certificates
Deploying digital certificates on Hotspots

Create a certificate Signing request:

[ml[E3

Certificates |5EEF5&'\I’&'E SCEPRA Requests OTP CRL
| = || | Impot | CardReinstal | CardVerfy || Revoke || Create Cet. Request || Settings

Create Cert. Request ?ubjeci AN "E;ﬂ
LT Certificate Template: |hotspot pdsng.comtem | # Create Cert. Request hotspot pdsn... 204

Key Passphrase: | 12345678 Cancel
Challenge Passphrase: (12345673
Unstructured Address: abc@pdsng.r:nm|
Key Size: | 2048 (2048) +




Deploying digital certificates
Deploying digital certificates on Hotspots

Export the certificate-request.pem and open to get CSR code:
)7fPceWtj46GY7
n/vkR2BbHrgMVdMhNX0f5V3f/pvwn4C5KvZEUPo80VLDGBX/jXb/k7LaUSNOS4Ro
I/608ep03Ry246VSuc+gb4tbGYaB6jzSLy5MIt31kg8n/18Wve6uBQIApvwQl6xbb
hS/B01g8elwseatsCRmWxyH6THtcwZmejlgp2F7GuY/IFaMYbAM1F3SAzWs=

Your Certificate Issuer will require this code



Deploying digital certificates
Deploying digital certificates on Hotspots

Setup hotspot to use the certificate:

General Login | RADIUS |

[JHTTP PAP [ ] Tral

[t

Servers | [ MAC Cookie
EI EI MAC Auth. Mode: | MALC as ugemame || ¥ | E
TE— MAC Auth. Password: | |
= defau
[N ¥hsprod L TTP Cookie Lifetime: [00:30:00 | |
S5L Certificate: |hnt5pat_pdsng_cum.c:‘t_ﬂ || > |
[ Split User Domain

Trial Uptime Limit: |{H]:3ﬂ:1]] |
Trial Uptime Resst: |1d 00:00:00 |
Trial User Profile: |default E3

|defautt
2items (1 sS/=cT=a]
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Deploying digital certificates on Hotspots

Setup www-ssl on IP services with the certificate:

v (% T
|Name ] |F'urt Available From

2 api a7z
@ api-ssl 8729 none @”E
1 2 ftp 21 Iden |

@ ssh
] @ telnet
] @ winbax Mame: |www—ssl | ] 4 |,.,..
— BN
| o el | Port: |EZH | [(Concel | I —

Auwailable From: | - Apphy

Certificate: |hnt5pnt_pd5ng_::nm.c:‘t_ﬂ " * | —

|Er|abled

8 tems (1 selected)

Trial User Profile: |default =]




Conclusion

Digital certificates have been shown to be
effective in securing different types of data over
various kinds of connections. It also allows us to
trust online entities when properly deployed.

The presentation has shown a step by step
procedure to deploy it over some VPN tunnels
and for CAP to CapsMan connection in RouterOS.



Thanks for your attention!

Questions?



