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MikroTik Certified Trainer
CTO & Co-Founder of

R 4 (a1 il i il

N

Morvarid. IT. Solutions Co.
Being in IT technology business roughly around 14 years

Support & instruct Engineers more than 8 years all over the globe -
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. http://www.mikrofik.com/training/partners/europe/turkey

hitp://www.mikrotik.com/consultants/europe/turkey

hitp://www.mikrotik.com/certificateSearch Check Mani Raissdana
hitp://www.mits-co.com/content/certificates

nitps://www.ubnt.com/iraining/partners/ Check Europe

“htip://www.elastix.com/en/instructores/ Check Turkey

hitp://www.elastix.com/en/resellers-elastix/ Check Europe

www.miis-co.com/sites/default/files/Mani%20Raissdana%20Resume.pdf




Upcoming Lagos Trainings

December 01-02 Nigeria, Lagos, M.IT.S Co. - Mani Raissdana (MTCNA), English

December 03-03 Nigeria, Lagos, M.IT.S Co. - Mani Raissdana (MTCRE), English

December 04-05 Nigeria, Lagos, M.IT.S Co. - Mani Raissdana (MTCINE), English

December 06-06 Nigeria, Lagos, M.IT.S Co. - Mani Raissdana (MTCTCE), English

December 07-07 Nigeria, Lagos, M.IT.S Co. - Mani Raissdana (MTCUME), English

December 08-09 Nigeria, Lagos, M.IT.S Co. - Mani Raissdana (MTCIPv6), English



https://mits-co.com/downloads/27-Lagos-Dec2017/1-MTCNA-Lagos-Dec2017.pdf
https://mits-co.com/downloads/27-Lagos-Dec2017/2-MTCRE-Lagos-Dec2017.pdf
https://mits-co.com/downloads/27-Lagos-Dec2017/3-MTCINE-Lagos-Dec2017.pdf
https://mits-co.com/downloads/27-Lagos-Dec2017/4-MTCTCE-Lagos-Dec2017.pdf
https://mits-co.com/downloads/27-Lagos-Dec2017/5-MTCUME-Lagos-Dec2017.pdf
https://mits-co.com/downloads/27-Lagos-Dec2017/6-MTIPV6E-Lagos-Dec2017.pdf
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What i1s IPv6

= 2 Internet Protocol version 6

4 4 > Designed as the alternate to 1Pv4

> Development started in 1996
:> First IPvO specification i 1998 (REC 2460)

[-""v" I
':' ". .;-!.. ’



https://tools.ietf.org/html/rfc2460

What s IPv6

2> IPv6 is the most recent version of the (IP), the Communication Protocol that
- provides an identification and locatlon system for computers on networks and
- routes traffic across the Internet

IPv6 provides other technical benefits
larger addressing space

it permits hierarchical address allocation methods that facilitate Route

E Aggregation

> “hmlt the expansion of the Routing Table

lﬁ,‘ he use of multicast addressing is expanded and simplified,

=X

: i - .
v

> provides additional optimization for the delivery of services Device mobility

security, and configuration aspects have been considered in the design of the
brotocol. - o
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Why Mikro'Tlik for IPV6

> Because Mikro'lik is simply the best, the Kasiest and
the Cheapest platform to deploy, migrate and

i
z
3

support [Pv6
= > Because MikroTik gives you awesome ways to
& > Monitor

- 2 Troubleshoot

2 or manage assignments and distribution
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~ IPv6 Adoption
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IPv6 Adoptlon

We are continuously measuring the availability of IPv6 connectivity among Google users. The graph shows the percentage of users that o 1 g
- access Google over IPv6. = e
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.f; Per-Country IPv6 adoption

Woild | Afliica | Asa | Europe | Oceania | Nurth America | Cenlral America | Caribbean | Sculh America
The chart above shows the availability of IPV6 connectivity arcund the world.

. Regions where |IPv6 is more widely deployed (the darker the green, the greater the deployment) and users experience
infrequent issues connecting to IPv6-enablad websitos.

. Regions where IPvB is more widely deployed bul users slill experence significant reliab lily or lalency issues conneciing
IPv6-enabled websites.

. Regions where |PV6 is not widely desloyed z2nd users experience significant reliability or latency issues connecting to [Fv3-
enabled wetsites.
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Address s

pace

32 bits

128 bits

Possible add

I'€SSES

932

2128

Address format

192.0.2.1

2()()1:011)8:3:4:5:6:7:8 b

Header length

20bytes

410bytes

Header fields

14

3

IPsec

optional

SHOULD*
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GLOBAL

IANA RESERVE
506 /12s

Miscellaneous

-
’ RIR

IPvé ADDRESS

UNICAST—_~

AFRINIC

APNIC
ARIN

LACNIC
RIPE NCC

2C00:0000::/12
2400:0000::/12
2600:0000::/12
2800:0000::/12
2A00:0000::/12

1/12




Address Notation

> |Pv6 consists of 3 fields each 16 bits long

> Written in hexadecimal numerals (base 16)
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| 2001:0db8:1234:5678:9abc:def0: 1234:5678
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Address Notation

200I :0db8:0be0:75a2:0000:0000:0000: OOOI

Leading zeros can be left out

2001:db8:be0:75a2:0:0:0: 1

' Consecutive fields of zeros can be replaced with ::

2001:db8:be0:75a2:: 1




Address Notation

. - i

=
X --

2001:0db8:0000:0000:0010:0000:0000:0001 ~
If there are several consecutive fields of
zeros only one can be replaced with ::

£

T

The same IP &
2001:db8::10:0:0:1 - address. Both |
notations are [
valid but the =

firstoneis |

2001:db8:0:0:10::1 < recommendgiil

You can choose which one

e & f SRR
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For more info see “A Recommendation for IPvé Address Text Representation (RFC5952)”
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https://tools.ietf.org/html/rfc5952

> 64-bit extended unique identifier (EUI)
> Derived from 48-bit MAC address

00:0c:29:0c:47:d5
+ ff:fe
00:0c:29:ff:fe:0c:47:d5




Modified EUI-64

> Used 1n stateless address autoconfiguration

'SLAAC)

> 7th bit from the left, the universal/local (U/L) bit, =

needs to be inverted
00 (L) — 02 (U)
02:0c:29:ff:fe:0c:47:d5

4 N Sy v YN : 1 a LN
- S SN o it e . Lo
- -lt.—him-: CIY S9N T, s | - en A A Ay \esns oy N o » -
- \ 4 % ¢
i p

e The reason for inverting can be found in RFC4291 section 2.5.1.




Modified EUI-64

IPv6 prefix

2001:db8:be0:75a2::/64
and modified EUI-64 from MAC address

02:0c:29:ff:fe:0c:47:d5

Results in the following IPv6 address

12001 :db8:be0:7522:020c:29ff:-fe0c:47d5




SLLAAC Address Construction

Routing | Subnet
prefix |identifier

Interface identifier

0-64 bits | 0-64 bits 64 bits

& > Routing prefix + subnet identifier = 64 bits
2 /64 1s the smallest prefix that can be
% assigned to a customer

=
=55 §

=9 > Usually a customer is assigned /48 - /64

e

- /L:A. . . : AT L -



Subnetting

2001:0db8:0be0:75a22:0000:0000:0000:0001

Routing prefix /48 Subnet /16' 65536 x /64

2001:0db8:0be0:75a22:0000:0000:0000:0001

ZOORI :Odbf8/:59be0:75a2 095609640000 0000:0001

2001:0db8:0be0:75a2:0000:0000:0000:000 |

Routing prefix /60 /41 16 x 164 /

&« | o O I RS ————




Address lypes

Link local fe80::/10

Global unicast 2000::/5

Multicast f100::/8

Unique local fc00::/7
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I Special Addresses

o

lype Range

l.oobpack ::1/128
Documentation 2001:db8::/32
bto4 2002::/16
Unspecified address /128
Teredo 2001::/52
Anycast 2001:db8:db1b:1e3::/64

AT
T,
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| http:/www.tepipguide.com/free/t 1Pv6MulticastandAnvcastAddressing-5.htm



http://www.tcpipguide.com/free/t_IPv6MulticastandAnycastAddressing-5.htm
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Umque Local Address

> Meant to never be used on the Internet

' 2 fc00::/7 prefix is reserved for ULA

> Divided ito fc00::/8 and {d00::/8
> £d00::/8 currently 1s the only valid ULA prefix

> fc00::/8 prefix has not been defined

> ULA 1s not meant to be used same way as [Pv4 private

addresses (as in RFC1918) like 192.168/16 prefix together
with NAT.

e 2> ULA was designed for labs or other resources like internal

networks at remote sites that never need to (or should ever)
~ talk to the Internet "




> Multiple nodes can have the same address

_ > Send to any one member of this group (usually

the nearest)

}_'
[‘- '».

\f

5 Indlstlngmshable from unicast address

a z> Use cases: load balancing, COLLIE delivery

networks (CDN).
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IPV4mapp

address
> |Pvb address that holds an embedded 1Pv4

address

> Is used to represent the addresses of 1Pv4 nodes
as [Pvb addresses

IPv4 address IPvd-mapped IPvé6
192.0.2.123 oo ffff:192:0:2:123

For more info see REC4291 section 2.5.5.2



https://tools.ietf.org/html/rfc4291#section-2.5.5.2
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Connectlg to Global IPV6
. . host

® O WinBox v3.4 (Addresses)

File Tools

; ‘ Connect To: |[2001:db&:be0:75a1::1] | Keep Password

¥
PO

(] & http://[2001:db8:be0:75a1::1]
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IPv6 Connectivity

> lL.ink-local address can be used to connect when

the device has no globally routed IPv6 address

> Alternative to MAC WinBox

En--ageﬁ Meighbors l ‘
E Refresh Finct all

AC Address IP Address Identity Yersion Board
4C:SE:0C:6B:DC:B1 fed0::4eSe:cff:fefb:dcbl 3B17-51 6.36rc28 (testing) CCR1009-8G-15-...
4C:SE:0C:6B:E1:ED fed0::4eSe:cff:fecb:eled MikroTik 6.34.1 (stable) ~ CCR1009-8G-15-...
D4:CA:6D:FA:DL:02  feB0::5017:86fF:fe30:3d0c MikraTik 6.34.1 (stable)  CRS125-24G-15-...
E4:8D:8C:49:3D:00  fed0::e68d:8cff:fed49:3d00 ‘hapac 6.34.1 (stable)  RB962UIGS-SHac...

WinBox — Neighbors

—

- 'ssh [fe80::e68d:8cff:febd:ea40%en6]’ can be used from command line. Be sure tb._,~.
add % and interface name through which to connect - as it is not a routable address

‘and routing table does not know anything about it.
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IP address DHCPvé6 DHCPv6 PD
(for users) (for network hosts) &

Gateway

IP address Prefix
D N S Gateway Route to network

DNS Binding (lease)
Additional options > | |
Additional options

with DHCPv6 L Drar

Jos e _P]j = prefix delegation . S
@ Gurrently RouterOS supports SLAAC and DHCPv6 PD server but does not support - :
- DHCPvVG6 server.
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IPsec

e 1
e
.

> IPv6 Node Requirements (REC6434) states that all |

IPv6 nodes SHOULD support [Psec

1L p

" SHOULD - means that there may exist valid reasons in particular |
'[.  crcumstances o ignore a particular item, but the full implications must

 be understood and carefully weighed before choosing a different course ol
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https://tools.ietf.org/html/rfc6434#section-11

5 — e

o IPsec tunnel

E[E[ATETE
2

001:db8:be :6501::1/64
RI R?2 \ P -

.
L —— W e e

. . ‘200I:db8:bel:6500;:
~ | 2001:db8:be0:7500: 1/64 ‘ . B

t 8 2001:db8:be0:7500::2/64 2001:db8:bel:6500::1/64

4 o .'
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Transition Mechanisms
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. Transition Mechanisms

i
|
- > Dual stack
. > 6tod
e 6RD

-~ {',-
= 4

i Al A
e Teredo

5 DS-lite (Dual stack lite)

'\’;‘,— R :




> Fully functional IPv4 and IPv6 work side by s‘ide

- 2 The most recommended way of implementing

[~

- 7o 1Pv6

-~ {',-

i
" © Also endorsed by RIPE
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> Allows 1Pv6 packets to be transmitted over an 1Pv4
network

> |Pv6 packets are encapsulated in 1Pv4 packets

> Delivered to a 6to4 relay via [Pv4 network

E - Decapsulated and sent forward as 1Pv6 packets

'~ 2 Intended only as a transition mechanism, not as a

. permanent solution

"« Descibed in RFC3056 - https://tools.ietf.org/html/rfc3056
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https://tools.ietf.org/html/rfc3056
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Oto4

> Hurricane Electric (tunnelbroker.net) provides a

bto4 service with ready to use configuration for

- RouterOS
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http://tunnelbroker.net

> 1Pv6 Rapid Deployment is 6to4 derivative
> |Pv6 relay 1s controlled by your ISP

> From client to ISP is IPv4 network only
[‘ '-;i> On the client side additional software 1s needed
.~ 1o encapsulate IPv6 into IPv4 packets

-
- -

E o Described in RFC5569

-



https://tools.ietf.org/html/rfc5569
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Teredo

> Teredo encapsulates [Pv6 traffic into IPv4 UDP
packets

:._ > The traffic is sent through IPv4 Internet

[ Unlike 6to4, Teredo works behind an 1Pv4 NAT

4 ;_!.

\

l | * &> Uses Te'redo prefix 2001::/32




Teredo

> CGan only provide a single IPv6 address per tunnel ':
‘endpoint | 4

: > Cannot be used to distribute addresses to
~ multiple hosts like 6to4

< T -
: AN

- e

| [ Developed by Microsoft

v

=3

"' > Described in REECGA4380



https://tools.ietf.org/html/rfc4380

DS-hte

> Dual stack lite

':>. IPv6 only links are used between the ISP and the |
chient

- 2 Client has native IPv6 connectivity

[, ’v. ‘I!

3> When and 1Pv4 packet needs to be sent, it 1s
encapsulated into an 1Pv6 packet
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> Sent to the ISP’s NAT box which decapsulates
| and forwards 1t as 1Pv4 trafhic

> NAT 1s centralized at the ISP level

2 Clients use private |Pv4 addresses (e.g. 10.0.0.0/8, :
172.16.0.0/12, 192.168.0.0/16 E

| > ISP = Client network is IPvG only
- '

» Currently RouterOS does not support DS-lite .
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CONTACT DETAILS *

Turk Cell: +90 (537)4953233 @ ©

Skype: mani_raissdana
m.raissdana(@mits-co.com

raissdana.mani(@gmail.com oy
W \\.mil.\—uwum “ e

MikroTikEngineers

e .

ani raissdana mikrotikiran (@mani raissdana Mani Raissdana
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