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RouterOS / RouterBoard

- Routing

- Firewalling
- WiFi

- Networking
- Tunneling
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Internet

Firewalling co-located servers with RouterOS

Co-location?

Datacenter

Hosting provider Hosting provider Hosting provider Hosting provider

Hosting provider

Router

Switch Switch Switch

Private Private Shared Shared Shared

Internet Exchange rack rack rack rack rack
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Shared Shared Shared

rack rack rack

Firewalling co-located servers with RouterOS

Co-location

Servers van verschillende klanten in 1 rack
1 switchpoort ter beschikking

Vlan met klein aantal IP adressen
Gateway IP is de router van de provider

Firewall in OS op servers
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Het probleem

- Weinig ruimte beschikbaar
- Niet teveel stroom gebruiken
- IP reeks is gedeeld

- Firewalling kan niet in de router, want die is van de
hosting provider
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Bridge met firewall

Shared rack

70.80.90.0/24 20.30.40.0/24

3333 ® Router B Servr

70.80.90.34 20.30.40.254

20.30.40.76 20.30.40.77

firewall

20.30.40.75
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RouterBoard alles in 1 oplossingen

- Kleine behuizing

- Low power

- Twee switchchips met wirespeed transfer
- Genoeg ethernet poorten
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Configuratie

- RB493G
- IP reeks van Provider
- 83.149.69.128/26
- Gateway 83.149.69.190
- Toegewezen IP adressen
- 83.149.69.143, 144, 145, 146, 147
- LAN IP reeks
- 10.253.0.0/24
- 1x Uplink, 3x DMZ en 5x LAN

Firewalling co-located servers with RouterOS

Firewall / NAT

DMZ Bridge

IP 83.149.69.143

Switch 2

Ether 3 = MASTER
Ether 4,5 = SLAVE

MUM Amsterdam 2016

LAN Bridge

1P 10.253.0.254

Switch 1

Ether 1 = MASTER
Ether 6,7,8,9 = SLAVE

VPN
PPTP Server

10.253.0.201 - 239
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Winbox

e' admin@10,7.0.242:8290 (JWGNODT Router) - WinBox v6.33.2 on RBA930G (mipsbe) [
Session  Settings Dashboard
10|/ cu| | safe Mode | Session:[10.7.0.242:8250)
A5 Quick Set
W Interfaces Inteface List
S Brdge Interface |Ehumt EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP Bonding LTE
it PP [#-]l=] []=] @] 7]
52 Switch Name / [ Type IL2ZMTU [T Rx Tx Packet (p/s)  |Rx Packet (p/s) |+
— RS  4»(01)LAN Ethiemet 1520 Obps 0 0
e S 4js(D2UWGNODT Ethemet 1520 0bps 0 0
lagél IP b S «»(03DMZ Ethemet 1520 0bps 0 0
N S 4»(04)DMZ-SLAVE  Ethemet 1520 0bps 0 0
&G System S 4#05DMZ-SLAVE  Ethemet Dbps 0 0
& Queues S 4|*(06)LAN-SLAVE  Ethemet 0bps 0 0
Fles S 4l»(0TILAN-SLAVE  Ethemet 0bps 0 0
S 4]»(08)LAN-SLAVE  Ethemet 0bps 0 0
|| Log RS 4+(09)LAN-SLAVE  Ethemet 103.4 kbps 9 3
R 4brDMZ Bridge 0bps 0 0
Radiu
4 Radus R AtbrlAN Bridge 103.1 kbps 9 4
A Tools r 4-bpptp-n-harski PPTF Server Binding Obps 0 0
[ New Teminal 4-#pptpandm FPTFP Server Binding Obps 0 0
4-bpptp-out 2oy D01 FPTP Client Obps 0 0
#4 MetaROUTER
@5 Partition
| ) Make Supout rif
& Manual
@ New WinBox
B Ed
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L&)
File Tools
Connect To: |00:0C:42:51:FB:98
Login: |admin

Password:

v| Keep Password
Open In New Winde

Add/Set Connect To RaMON

Managed Neighbors

T | | Refresh | al ¥
MALC Address IP Address Ideritity A
— 00:0C:42...
00:0C:42:12:48:AD 10.7.0.240 e 5.2
}{+00:0C42:20:6C:90. 10.7.0.254 S 6.3
00:0C:42:51:FB:98 " 10.7.0.242 —— 63

|1"00:0C:42:6C:90°F2 10.7.0.253
00:0C:42:7F BE:CD 10.7.0.252

— D4:CA6D...

6.3

D4:CA:6D:BF:.DAC4 10.7.0.250
D4:CA6D:CD:02:35 10.7.0.251

.
7items (1 selected)

— &1

T | | Check For Updates

Mame

£ routeros-mipsbe
£ advanced4ools
S dhep

S ppp

a8 securit-'_f
& system

Enakble sable ninsta

gl LAl =

Wersion Build Time S
£.35.2 May/02/2016 10:09:26
£.35.2 May/02/2016 10:09:26
£.35.2 May/02/2016 10:09:26
£.35.2 May/02/2016 10:09:26
£.35.2 May/02/2016 10:09:26

6.35.2 May./ 0272016 10:09:26
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Voorbereidingen

Reset configuratie

Maak verbinding via MAC adres

Firmware update indien nodig

Upgrade naar laatste stable RouterOS versie

Disable packages die niet nodig zijn, reboot

/system reset-configuration keep-user=no no-defaults=yes skip-backup=yes
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Systeem instellingen

/system clock set time-zone-autodetect=no time-zone-name=Europe/Amsterdam
/system identity set name="JWGNOOl Router"
/system ntp client set enabled=yes primary-ntp=10.254.0.12

/tool bandwidth-server set enabled=no

/ip dns
set allow-remote-requests=yes servers=85.17.150.123,62.212.64.122
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IP Service List

Name Port Available From

@ winbox 32'.91

8 items

Systeem instellingen

= B

Firewalling co-located servers with RouterOS

/ip
set
set
set
set
set
set

service

telnet disabled=yes
ftp disabled=yes

www disabled=yes

ssh disabled=yes

apl disabled=yes
apl-ssl disabled=yes
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Interfaces

Inteface Ethemet | EalP Tunnel 1P TW Switch  Pot Host VLAN FRule
o | %8| (3 |T| | PowerCycle ¥

MName Type Name Type Mirror
RS 4»(D1)LAN Ethemet fswitch T)LAN Aiheros 8316

5 4(02UWGNOOT  Ethemet swiich2DMZ ~ Atheros 8316
S 4(03DMZ Ethemet
S 4»(04DMZ-SLAVE Ethemet
S 4»(05DMZ-SLAVE Ethemet
S #P0ELAN-SLAVE  Ethemet
5
5
R

»(DTILAN-SLAVE  Ethemet
«»(DB)LAN-SLAVE  Ethemet
S 4#(09)LAN-SLAVE  Ethemet

/interface ethernet
set etherl name=" (01)LAN"
set ether?2 name=" (02) JWGNOO1"

Interface <(04)DMZ-SLAVE:
General | Bthemet Owerall Stats R Stats = T Stats ...

Mame:

(04)DMZ-5LAVE

set ether3 name=" (03)DMZ"

- = set ether4 master-port="(03)DMZ" name=" (04) DMZ-SLAVE"
MTU: [1500 set etherb5 master-port="(03)DMZ" name=" (05) DMZ-SLAVE"

L2 MTU: 1520 set ether6 master-port="(01) LAN" name="(06) LAN-SLAVE"
Max L2 MTU: [1520 set ether’7 master-port="(01)LAN" name="(07) LAN-SLAVE"
MAC Address: |00:0C:42A9.96.9F set ether8 master-port="(01)LAN" name="(08)LAN-SLAVE"
ARF: lonsbled : set ether9 master-port="(01)LAN" name="(09) LAN-SLAVE"

*|

Master Port: ' | (03)DMZ

+

Bandwidth (Fow/Tx): |unlimited * | /|unlimited
Switch: |(switch2)DMZ
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Bridge

/interface bridge

add mtu=1500 name=brDMZ protocol-mode=none

add arp=proxy-arp mtu=1500 name=brLAN protocol-mode=none
/interface bridge port

add bridge=brLAN interface=" (01)LAN"

add bridge=brDMZ interface=" (02)JWGNOO1"

add bridge=brDMZ interface=" (03)DMz"

/interface bridge settings

set use-ip-firewall=yes

Bidge Pots Flters MNAT Hosts

— A
R +iteDMZ Bridge Settings
R £brlAN v Use IP Frewal
Use IP Frewal For VLAN
Use IP Frewal For PPPoE
v Allow Fast Path

- LAN bridge nu niet perse nodig, maar handig voor later

- Proxy-arp op LAN bridge voor VPN verbindingen

did:

v Bridge Fast Path Active
Brdge Fast Path Packets: |0
Bridge Fast Path Bytes: (0B

- Al het bridge verkeer moet door de firewall
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Neighbours

/ip neighbor discovery

set " (02)JWGNOO1" discover=no
set " (03)DMZ" discover=no

set " (04)DMZ-SLAVE" discover=no
set " (05)DMZ-SLAVE" discover=no
set brDMZ discover=no

Neighbor List =] E3
Neighbors | Discovery Inteffaces

7 —
Interface ¢ | IP Address MAC Address Identity Platform Version Board Na_.. IPv6  Agefs) | UPtime -
4 bl AN 10.253.0.15 00-0C:42-51-FB-3C BS Werd... MiooTik 63336t RBASIG no 27 A4d 22-35:27
1item
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IP adressen en gateway

/ip address

add address=10.253.0.254/24 interface=brLAN network=10.253.0.0
add address=83.149.69.143/26 interface=brDMZ network=83.149.69.128

/ip route
add distance=1 gateway=83.149.69.190

Route List E B
Routes MNexthops Rules VRF
Address List = E ' : : - - - |
= = v x A T al | F
=] (211 [E] [T L | [ Dst. Address . Gateway Distance  Routing Mark  Pref Source | | v
Address [ Netwark Interface HE AS  P0000/0 83.149.69.190 reachable brOMZ 1
=510.253.0.254/24 1025300 brLAN DAC P 102530.0/24  brLAN reachable 0 10.253.0.254
383 149 69.143/26 8314969128  bDMZ DAC P 83.14969.128/26 brDMZ reachable 0 8314969 143
2items Jitems (1 selected)
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VPN

/ip pool

add name=pool-VPN next-pool=pool-VPN ranges=10.253.0.201-10.253.0.239

/interface pptp-server server

set enabled=yes

/ppp profile

set default-encryption local-address=10.253.0.200 only-one=\
yes remote—-address=pool-VPN

/ppp secret

add name=harski password="J1kjdsf73431j4889" profile=default-encryption routes=\
10.12.0.0/24 service=pptp

add name=jm password="789kJhd6532915J£1k8032" profile=\
default-encryption routes=10.12.1.0/24 service=pptp

/interface pptp-server

add name=pptp-in-harski user=harski

add name=pptp-in-jm user=jm
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Connection tracking en NAT

/ip settings
set tcp-syncookies=yes

/ip firewall nat

add action=masquerade chain=srcnat \

dst-address=!10.0.0.0/8 out-interface=brDMZ src-address=10.0.0.0/8

Firewall

Fiter Rules NAT Mangle Service Pots Connections Address lists  Layer7 Protocols

=+ = W | o0 Reset Counters || 00 Reset All Counters

= Action Chain Sc. Address Dst. Address Prolo... S Pot (Dt Poit  |in. inter... Out. Int... | Bytes

.- NAT only to intemet addreszes

0 =l masquerade srcniat 100008 N0.0.00/8

Firewalling co-located servers with RouterOS MUM Amsterdam 2016
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Address lists

/ip firewall address-1list
add address=83.149.09.143 1ist=DMZ
add address=83.149.069.144 1ist=DMZ

Firewall

Fiter Rules NAT Mangle Service Ports Connections Address Lists | Layer7 P add address=83.149.69.145 1ist=DMZ

+ = v % a7 add address=83.149.69.146 1ist=DMZ
e T TRTE Tomwout add address=83.149.69.147 1list=DMZ
:mé :ﬁﬁgﬁ; add address=10.253.0.1 1ist=LOCALSNMPACCESS
L.~ Bis01s add address=83.87.233.90 list=Management
L:mﬁﬁwzifs 10.253.0.1 add address=85.17.150.123 list=trusted-ISP-DNS
:ﬁ?ﬂm ?ﬂ&ﬂ? add address=62.212.064.122 list=trusted-ISP-DNS
:ﬁﬁ :Eggg add address=10.253.0.201 1ist=VPN
o VPN 10.253.0.204 add address=10.253.0.202 1list=VPN
o VPN 10.253.0.205

add address=10.253.0.203 1ist=VPN
add address=10.253.0.238 1ist=VPN
add address=10.253.0.239 1ist=VPN
add address=10.253.0.240 1list=VPN

()
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Firewall - Input

/ip
add
add
add
add
add

add
add
add
add
add

add

add

firewall filter

chain=input
action=drop
action=drop
action=drop
action=drop

connection-state=invalid

chain=input
established
chaln=input
chain=input
chain=input

in-interface=brLAN protocol=tcp

chain=input

protocol=tcp src-address-list=trusted-ISP-DNS src-port=53

chain=input

protocol=udp src-address-list=trusted-ISP-DNS src-port=53

chain=input

in—-interface=brLAN protocol=tcp

dst-port=8291 protocol=tcp src-address-list=Management
chain=input in-interface=brDMZ src-address=10.0.0.0/8
chain=input comment="Drop blacklist" src-address-list=black
chain=input comment="Drop greylist" src-address-list=grey
chain=input comment="Drop invalid connections" \

comment="Accept established connections" connection-state=\
comment="Accept related connections" connection-state=related
comment="Accept ICMP traffic" protocol=icmp

comment="Accept winbox traffic from LAN" dst-port=8291 \
comment="Accept replies from ISP DNS" in-interface=brDMZ \

comment="Accept replies from ISP DNS" in-interface=brDMZ \

comment="Accept DNS requests from LAN" dst-port=53 \
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Firewall - Input

add chain=input comment="Accept DNS requests from LAN" dst-port=53 \
in-interface=brLAN protocol=udp

add action=add-src-to-address-1list address-list=grey address-list-timeout=5m \
chain=input comment="Winbox protection grey" connection-state=new \
dst-port=8291 protocol=tcp src-address-list=winbox darkgrey

add action=add-src-to-address-list address-list=winbox darkgrey \
address-list-timeout=30s chain=input comment="Winbox protection darkgrey" \
connection-state=new dst-port=8291 protocol=tcp src-address-list=\
winbox lightgrey

add action=add-src-to-address-list address-list=winbox lightgrey \
address-list-timeout=30s chain=input comment=\
"Winbox protection lightgrey" connection-state=new dst-port=8291 \
protocol=tcp

add chain=input comment="Accept winbox traffic" dst-port=8291 protocol=tcp

add chain=input comment="Accept broadcasts" dst-address-type=broadcast \
in—-interface=brDMZ

add chain=input comment="Accept PPTP traffic from DMZ" dst-port=1723 \
in—-interface=brDMZ protocol=tcp
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Firewall - Input

add chain=input comment="Accept PPTP traffic from DMZ" in-interface=brDMZ \
protocol=tcp src-port=1723

add chain=input comment="Accept SSTP traffic from DMZ" disabled=yes dst-port=\
443 i1in-1interface=brDMZ protocol=tcp

add chain=input comment="Accept EOIP/PPTP/SSTP traffic from DMZ" \
in-interface=brDMZ protocol=gre

add chain=input comment="Accept SNMP traffic" dst-port=161 in-interface=brLAN \
protocol=udp src-address-11st=LOCALSNMPACCESS

add chain=input comment="Accept neighbour traffic from LAN" dst-port=5678 \
in-interface=brLAN protocol=udp

add action=add-src-to-address-1list address-list=grey address-list-timeout=5m \
chalin=input comment="Port scan to grey list" psd=21,3s,3,1

add action=log chain=input

add action=drop chalin=input comment=Default
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Firewall - Input

Firewall =] E3
Fiter Rules  NAT Mangle Service Pots Connections Address Lists  Layer7 Protocols
#| =[]+ [e] [7] [00 Reset Courters || 00 Resst Al Counters | (| [input [#]

# | |Action Chain Src. Address |Dst. Address |Protocol |Src. Pot | Dst. Pot  |In. Inter...|Out. Int... | Connection State | Src. Address List Dst. Address List | Out. Bridge Port | In. Bridge ¥ |
0 o accept i & tcp) 8291 Managemerit
10.0.0.0/8 brOMZ

black

grey
. Drop invalid connections

4 K drop

... Accept established connections
5 o' accept

.. Accept related connections

E o' accept

i Accept ICMP traffic

7 o accept

i Accept winbax traffic from LAN

B o' accept

... Accept replies from ISP DNS

9 o' accept

... Accept replies from ISP DNS

10 o' accept

i Accept DNS requests from LAN
11 o accept

i Accept DNS requests from LAN
12 o' accapt

invalid
established
related
1 iemp)
6 fic) 8291 brLAN
Gfce) 53 brOMZ trusted-ISP-DNS
17 judp) 53 brOMZ trusted-ISP-DNS

€ fcp) 53 brLAN

g g8 ffggiiid

17 {udp) 53 brLAN
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13

14

15

16

13

15

20

p

23
24

25

Firewalling co-located servers with RouterOS

i Winbox protection grey

t add src to address list input

;- Winbowx protection darkgrey

=t add src to address list input

.o Winbeo protection lightgrey

et add src to address list input

i Accept winbox traffic

 accept input
o Accept broadcasts

+ accept input

oo Accept PPTP traffic from DMZ

+ accept input

.o Accept PPTP traffic from DMZ

+ accept input

o Accept EOIP/PPTP/SSTP traffic from DMZ

+f accept input

i Accept SNMP traffic

 accept input

: Accept neighbour traffic from LAMN

+ accept input

.. Port scan to grey list

=t add src to address list input
5 log input

. Default

R drop input

Firewall - Input

6 ftcp)
6 ftep)
6 fcp)

6 ftcp)

6 ftcp)
Gicp) 1723
47 (gre)

7 (udp)

7 (udp)

823

8231

2291

8291

1723

brOMZ

brOMZ

brOMZ

brOMZ

brLAN

brLAN

NEwW

new

new
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winboo,_darkgrey

winbox_lightgrey
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Firewall - Output

/ip
add
add
add
add
add

add
add
add
add
add

add

add

firewall filter

chain=output dst-address-list=Management protocol=tcp src-port=8291
chain=output
chain=output
chain=output
chain=output

action=drop
action=drop
action=drop
action=drop

connection-state=invalid

chain=output comment="Accept established connections" connection-state=\

established
chain=output
related
chain=output
chain=output
chain=output

trusted-ISP-DNS dst-port=53 out-interface=brDMZ protocol=tcp
chain=output comment="Accept requests to ISP DNS" dst-address-list=\
trusted-ISP-DNS dst-port=53 out-interface=brDMZ protocol=udp
chain=output comment="Accept DNS replies to LAN" out-interface=brLAN \

protocol=tcp

comment="Accept
comment="Accept

comment="Accept
comment="Accept

src-port=53

dst-
comment="Drop blacklist" dst-address-list=black
comment="Drop greylist" dst-address-list=grey
comment="Drop invalid connections" \

address=10.0.0.0/8 out-interface=brDMZ

related connections" connection-state=\

ICMP traffic" protocol=icmp
winbox traffic" protocol=tcp src-port=8291
requests to ISP DNS" dst-address-1list=\

Firewalling co-located servers with RouterOS
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Firewall - Output

add chain=output comment="Accept DNS replies to LAN" out-interface=brLAN \
protocol=udp src-port=53

add chain=output comment="Accept broadcasts" dst-address-type=broadcast \
out-interface=brDMZ

add chain=output comment="Accept PPTP traffic to DMZ" out-interface=brDMzZ \
protocol=tcp src-port=1723

add chain=output comment="Accept PPTP traffic to DMZ" dst-port=1723 \
out-interface=brDMZ protocol=tcp

add chain=output comment="Accept SSTP traffic to DMZ" disabled=yes \
out—-interface=brDMZ protocol=tcp src-port=443

add chain=output comment="Accept EOIP/PPTP/SSTP traffic to DMz" \
out—-interface=brDMZ protocol=gre

add chain=output comment="Time server access" dst-address=10.254.0.12 \
dst-port=123 protocol=udp

add chain=output comment="Accept SNMP traffic" dst-address-list=\
LOCALSNMPACCESS out-interface=brLAN protocol=udp src-port=161

add chain=output comment="Accept neighbour traffic to LAN" dst-port=5678 \
out—-interface=brLAN protocol=udp

Firewalling co-located servers with RouterOS MUM Amsterdam 2016 Stephan Szarafinski



Firewall - Output

add chain=output comment="Accept SYSLOG traffic" dst-address-list=\
LOCALSNMPACCESS out-interface=brLAN protocol=udp src-port=514

add action=log chain=output

add action=drop chain=output comment=Default
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Firewall - Output

Firewall = E3
Fiter Rules | NAT Mangle Service Pots Connections Address Lists Layer7 Protocols
e 71| | W | | 00 Reset Courters || 00 Reset All Counters | output (%]
H | | Action |Chain |Sec. Address |Dst. Address |Protocol |Src. Port  |Dst. Pot  |In. Inter... Out. Int... |Connection State | Src. Address List |Dst. Address List | Out. Bridge Pot | In. Bridge v
26 o' accept output 6tcp) 8291 Managemert
27 X drop output 10.0.0.0/8 brDMZ
... Drop blacklist
28 K drop output black
.. Drop greylist
23  Wdrop output grey
... Drop invalid connections
30 W drop output invalid
i Accept astablished connections
k) o' accept output established
... Accept related connections
32 o' accept output related
oo Accept ICMP traffic
i o' accept output 1 licmp)
i Accept winbox traffic
U o accept output 6dcp) 8291
i Accept requests to ISP DNS
35 o' accept output 6 tcp) 53 brDMZ trusted-ISP-DNS
... Accept requests to ISP DNS
36 o' accept output 17 (udp) 53 brDMZ trusted-ISP-DNS
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37

19

40

41

43

45

46

47

43
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. Accept DNS replies to LAM

«f accept output
i Accept DNS replies to LAM
+ accept output
; Accept broadcasts
+f accept output

oo Accept PPTP traffic to DMZ

o accept outpit

oo Accept PPTP traffic to DMZ

«f accept output

oL UL

: Accept EOIP/PPTP/SSTP traffic to DMZ

+f accept output
.o Time server access

«f accept output
o Accept SNMP traffic

+ accept output
. Accept neighbour traffic to LAN

+f accept output
i Accept SYSLOG traffic

o accept outpit

5 log output
.o Default

K drop output

10254.012

Firewall - Output

6 ftcp)

17 {udp)

6 ftcp)

6 ftcp)

o Lap

47 (gre)
17 (udp)
17 {udp)
17 (udp)

17 {udp)

53
a3
1723
1723
123
161
5678
514

MUM Amsterdam 2016
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brOMZ
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brOMZ
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Firewall - Forward

- Gebruik out bridge port
en in bridge port

General Advanced Bdra Action Statistics
Src. Address List: DMZ F -
Lot L v - Voor de snelheid worden
S 7 accepted en related packets
o i meteen geaccepteerd
Connection Fate
”STML” : - DMZ verkeer gaat naar DMZ-IN
en DMZ-OUT
Out. Bridge Port: ||| @2LVWGENGGT |~
In. Bridge Port: [ 1| {@20WGENEET F|a

- Firewalling gaat per service, de IP
adressen van de servers gaan per
service in een address list
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Firewall - Forward

/ip firewall filter
add action=drop chain=forward comment=\
"Internal source address not allowed from DMZ" in-interface=brDMZ \
src—-address=10.0.0.0/8
add action=log chain=forward comment=\
"Internal destination address not allowed to DMZ" dst-address=10.0.0.0/8 \
out—-interface=brDMZ
add action=drop chain=forward comment=\
"Internal destination address not allowed to DMZ" dst-address=10.0.0.0/8 \
out—-interface=brDMZ
add action=drop chain=forward comment=\
"VPN source address not allowed from LAN" in-interface=brLAN \
src—address-11st=VPN
add action=drop chain=forward comment=\
"VPN destination address not allowed to LAN" dst-address-1ist=VPN \
out—-interface=brLAN
add action=drop chain=forward comment="Drop blacklist" src-address-list=black
add action=drop chain=forward comment="Drop blacklist" dst-address-list=black
add action=drop chain=forward comment="Drop greylist" src-address-list=grey
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Firewall - Forward

add action=drop chain=forward comment="Drop greylist" dst-address-list=grey
add action=drop chain=forward comment="Drop invalid connections" \
connection-state=invalid
add action=jump chain=forward comment="Accept established connections" \
connection-state=established jump-target=ConnectionExceptions
add action=jump chain=forward comment="Accept related connections" \
connection-state=related jump-target=ConnectionExceptions
add action=jump chain=forward comment=\
"Accept traffic from DMZ to JWGNOO1l uplink" in-bridge-port="1!(02)JWGNOO1" \
Jump-target=DMZ-0OUT out-bridge-port="(02) JWGNOO1" src-address—-1ist=DMZ
add action=drop chain=forward comment=\
"Drop other traffic from DMZ to JWGNOOl uplink" in-bridge-port=\
"1 (02)JWGNOO1" out-bridge-port="(02)JWGNOO1"
add action=jump chain=forward comment=\
"Accept traffic from JWGNOO1l uplink to DMZ" dst-address-1list=DMZ \
in-bridge-port="(02) JWGNOO1" Jjump-target=DMZ-IN out-bridge-port=\
"1 (02)JWGNOOL"
add action=drop chain=forward comment=\
"Drop other traffic from JWGNOOl uplink to DMZ" in-bridge-port=\
"(02)JWGNOO1" out-bridge-port="! (02)JWGNOO1"
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Firewall - Forward

add chain=forward comment="Traffic from LAN via NAT to DMZ" dst-address=\
'70.0.0.0/8 in-interface=brLAN out-interface=brDMZ src-address=10.0.0.0/8

add chain=forward comment="Traffic from DMZ via NAT to LAN" dst-address=\
10.0.0.0/8 in-interface=brDMZ out-interface=brLAN src-address=!10.0.0.0/8

add chain=forward comment=xxrv001l dst-address=10.253.0.0/24 in-interface=\
pptp-out-xxrv00l src-address=10.0.0.0/8

add action=jump chain=forward comment="Accept traffic from VPN" jump-target=\
VPN-IN src-address-11ist=VPN

add action=jump chain=forward comment=harski in-interface=pptp-in-harski \
jump-target=VPN-IN src-address=10.12.0.0/24

add action=jump chain=forward comment=jm in-interface=pptp-in-jm Jjump-target=\
VPN-IN src-address=10.12.1.0/24

add action=jump chain=forward comment="Accept traffic from VPN" \
dst-address-1ist=VPN jump-target=VPN-OUT

add action=jump chain=forward comment=harski dst-address=10.12.0.0/24 \
jump-target=VPN-OUT out-interface=pptp-in-harski

add action=jump chain=forward comment=jm dst-address=10.12.1.0/24 \
Jjump-target=VPN-OUT out-interface=pptp-in-jm

add action=log chain=forward

add action=drop chain=forward comment=Default
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Firewall - Forward

Firewall = B3
F*HF“H|HF|.T Mangle Service Ports Connections Address Lists Layer7 Protocols
d = « % (1 T | 00 ResetCounters 00 Reset Al Counters _ forward T
| # | |Action |Chain |Src. Address |Dst. Address | Protocol |Src. Port  |Dst. Port  |In. Inter... |Out. Int... |Connection State | Src. Address List |Dst. Address List  |Out. Bridge Port  |In. Bridge Port  |¥
.27 Intemal source address not allowed from DMZ
50 K drop farward 10.0.0.0/8 brOMZ
.21 Intemal destination address not allowed to DMZ
851 [ log forward 10.0.0.0/8 brOMZ
.0 Intemal destination address not allowed to DMZ
52 K drop forward 10.0.0.0/8 brDMZ
2 WPN source address not allowed from LAN
53 ¥ drop forward brLAN VPN
... VPN destination address not allowed to LAN
54 K drop forward brLAMN VPN
.+ Drop blackdist
55 K drop farward black
. Drop blacklist
56 K drop farward black
.. Drop greylist
57 ¥ drop forward arey
... Drop greylist
58 K drop forward grey
. Drop invalid connections
59 K drop farward invalid
.o Accept established connections
(1] A jump forward established
i1 Accept related connections
61 A jump farward related
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Firewall - Forward

.+ Accept traffic from DMZ to JWGNODT uplink: )

62 & jump forward DMZ (D2UWGNDO1 HOZWWGENDDT
;. Drop other traffic from DMZ to JWGNDDT uplink

63 K drop forward (DZWWGENDO NIZWWGNDD1
.+» Accept traffic from JWGNIDT uplink to DMZ

64 &l jump forward DMZ HO2WWGNOM (D2JWGENDD1
;1 Drop other traffic from JWGND0T wplink to DMZ

65 & drop forward HO2WWGNOD1 (D2WGNDOT
.1 Traffic from LAN via NAT to DMZ

66 o accept forward 10,0008 110.0.0.0/8 brLAN  brDMZ
;o Traffic from DMZ via NAT to LAN

&7 o accept forward n0.000v8 1000048 brDMZ  brLAN
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Firewall - Forward

:: Accept traffic from VPN
68 FAjump forward VPN

o:: harsld

— potpn-harski not ready
69 Ajump forwanrd 10.12.0.0/24 pptpdn-..

im

— pptp+in{m not ready
] Ajump forwand 10.12.1.0/24 pplp-ngm

;11 Accept traffic from VPN
71 FAjump forward VPN
o:: harsld

— potpn-harski not ready

T2 Ajump forwanrd 10.12.0.0/24 pptpdn-...

im

— pptp-injm not ready

73 Ajump forwand 10.12.1.0/24 pptp-n{m

74 = log forwand

=-——————————————i
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Firewall Forward

add action=return chain=ConnectionExceptions comment="Reset DNS requests" \
dst-address-list=service-DNS-SERVERS dst-port=53 protocol=udp \
src—address-list=!trusted-DNS

add chain=ConnectionExceptions

Firewall =] E3
Fiter Rulzs | NAT Mangle Service Ports Connections  Address Lists  Layer7 Protocols

qe = [T Feset Counters || 00 Reset All Counters CornectionExceptions | %

H Action Chain S, Address | Dst. Address |Protocol |Src. Pot |Dst. Port |In. Inter... |Out. Int... |(Connection State | Src. Address List Dist. Address List Out. Bridoe Port In. Bridge Port -
. Reset DS requests

116 4 retum Connectio... 17 (udp) h3 trusted-DNS service-DMNS-SER. ..

17 o accept Connectio...

- Sommige accepted connections wil je kunnen weigeren of beperken
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Firewall — DMZ-IN

/ip firewall filter

add action=add-src-to-address-1list address-list=grey address-list-timeout=5m \
chain=DMZ-IN comment="Port scan to grey list" psd=21,3s,3,1

add chain=DMZ-IN comment="From Gateway" protocol=icmp src-address=85.17.3.190

add chain=DMZ-IN comment="PASSTROUGH list" dst-address-1list=\
service-PASSTROUGH

add chain=DMZ-IN comment="DNS servers list port 53" dst-address-list=\
service-DNS-SERVERS dst-port=53 protocol=tcp

add chain=DMZ-IN comment="DNS servers list port 53" dst-address-list=\
service-DNS-SERVERS dst-1limit=1,5, src—-address dst-port=53 protocol=udp

add action=drop chain=DMZ-IN comment="DNS servers list port 53 limited" \
dst-address-list=service-DNS-SERVERS dst-port=53 protocol=udp

add chain=DMZ-IN comment="VOIP list" dst-address-list=service-VOIP-SERVERS \
dst-port=5004-5060 protocol=udp src-address-list=service-VOIP-CARRIERS

add chain=DMZ-IN comment="VOIP list" dst-address-list=service-VOIP-SERVERS \
dst-port=5060 protocol=udp src-address-list=service-VOIP-USERS

add chain=DMZ-IN comment="WEB list port 80" dst-address-list=\
service-WEB-SERVERS dst-port=80 protocol=tcp
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Firewall — DMZ-IN

add

add

add

add

add

add

add

add

add

chain=DMZ-IN comment="WEB list port 443" dst-address-list=\
service-WEB-SERVERS dst-port=443 protocol=tcp

chain=DMZ-IN comment="RDP list" dst-address-list=service-RDP-SERVERS \
dst-port=3389 protocol=tcp

chain=DMZ-IN comment="SSL list port 22" dst-address-list=service-SSL \
dst-port=22 protocol=tcp

chain=DMZ-IN comment="MAIL list port 25" dst-address-list=\
service-MAIL-SERVERS dst-port=25 protocol=tcp

chain=DMZ-IN comment="MAIL list port 587" dst-address-list=\
service-MAIL-SERVERS dst-port=587 protocol=tcp

chain=DMZ-IN comment="MAIL list port 110" dst-address-list=\
service-MAIL-SERVERS dst-port=110 protocol=tcp

chain=DMZ-IN comment="MAIL list port 995" dst-address-list=\
service-MAIL-SERVERS dst-port=995 protocol=tcp

chain=DMZ-IN comment="MAIL list port 143" dst-address-list=\
service-MAIL-SERVERS dst-port=143 protocol=tcp

chain=DMZ-IN comment="MAIL list port 993" dst-address-1list=\
service-MAIL-SERVERS dst-port=993 protocol=tcp
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Firewall — DMZ-IN

add chain=DMZ-IN comment="FTP list port 20" dst-address-list=\
service-FTP-SERVERS dst-port=20 protocol=tcp

add chain=DMZ-IN comment="FTP list port 21" dst-address-list=\
service-FTP-SERVERS dst-port=21 protocol=tcp

add chain=DMZ-IN comment="FTP list port 40000-50000" dst-address-list=\
service-FTP-SERVERS dst-port=40000-50000 protocol=tcp

add action=drop chain=DMZ-IN comment=Default
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Firewall

# |
| 76
|77
| 78
| 81

| 83

| 85

+

:A:tinn

. Pert scan to grey list

= add src to address list

.; From Gateway

o accept

. PASSTROUGH list

o accept

; DNS servers list port 53

o accept

1o DNS servers list port 53

o accept

.o DNS servers list port 53 limited

X drop

. VOIP list

o accept

2 VIOIP list

o accept

..o WEB list port 80

o accept

.o WEB list port 443

o accept

; RDF ligt

o accept

Chain

DMZ-N

DMZ-IN

DMZ-IN

DMZ-N

DMZ-N

DMZ-IN

DMZ-N

DMZ-N

DMZ-IN

DMZ-IN

DMZ-N

85.17.3.130
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1 ficmp)

& fcp)
17 {udp)
17 {udp)
17 {udp)
17 {udp)
B tep)
B tep)

6 ficp)

Firewall —= DMZ-IN

Fitter Rules |HAT Mangle Service Ports Connections Address Lists  Layer7 Protocols
. . . - -r‘:l ‘[ -(IIII Reset Counters .l:lu Reset All Counters
\Src. Address |Dst. Address | Protocol | Src. Port

53
53
53

5004-5060

443

3389

MUM Amsterdam 2016

\Dst. Pert  |In. Inter...|Out. Int... | Connection State | Src. Address List

service-VOIP-CARRIERS

service-VOIP-USERS

\Dst. Address List

service-FASSTROUGH

service-DNS-SERVERS

service-DNS-SERVERS

service-DNS-SERVERS

service-VOI|P-SERVERS

service-VOIP-SERVERS

service-WEB-SERVERS

service-WEB-SERVERS

service-ROP-SERVERS

= E3
\DMZ-IN E
(Out. Bridge Pot  |In. B ¥
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a7

@

]|

32

93

35

g7

Firewalling co-located servers with RouterOS

;.o S5L list port 22

o accept

. MAIL list port 25

o accept

; MAIL list port 587

o accept

; MAIL list port 110

o' accept

;.o MAIL list port 595

o accept

;.o MAIL list port 143

o accept

i MAIL list port 953

o accept

.. FTP list port 20

o' accept

.o FTP list port 21

o accept

... FTP list port 40000-50000

o accept

. Default

R drop

DMZ-N

DMZ-N

DMZAN

DMZAN

DMZ-N

DMZ-N

DMZAN

DMZAN

DMZ-N

DMZ-N

DMZAN

6 ftcp)
6 ftcp)
6 ftcp)
6 ftcp)
6 ftcp)
6 ftcp)
6 ftcp)
6 ftcp)
6 ftcp)

6 ftcp)

Firewall —= DMZ-IN

2

587
110
995
143

9493

21

40000-50...
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senvice-55L

service-MAIL-SERVERS

service-MAIL-SERVERS

service-MAIL-SERVERS

service-MAIL-SERVERS

service-MAIL-SERVERS

service-MAIL-SERVERS

service-FTP-SERVERS

service-FTP-SERVERS

service-FTP-SERVERS
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Firewall = DMZ-OUT

/ip firewall filter

add chain=DMZ-0OUT comment="To Gateway" dst-address=85.17.3.190 protocol=icmp

add chain=DMZ-0OUT comment="PASSTROUGH list" src-address-list=\
service—-PASSTROUGH

add chain=DMZ-0OUT comment="DNS servers list port 53" dst-port=53 protocol=tcp \
src—address-1list=service-DNS-SERVERS

add chain=DMZ-0OUT comment="DNS servers list port 53" dst-port=53 protocol=udp \
src-—address-1list=service-DNS-SERVERS

add chain=DMZ-0OUT comment="DNS users list port 53" dst-port=53 protocol=udp \
src—address-1list=service-DNS-CLIENTS

add chain=DMZ-0OUT comment="TIME users list port 123" dst-port=123 protocol=\
udp src-address-list=service-TIME-CLIENTS

add chain=DMZ-OUT comment="VOIP list" dst-address-list=service-VOIP-CARRIERS \
dst-port=5060 protocol=udp src-address-list=service-VOIP-SERVERS

add chain=DMZ-0OUT comment="VOIP list" dst-address-list=service-VOIP-USERS \
dst-port=5004-5060 protocol=udp src-address-list=service-VOIP-SERVERS

add chain=DMZ-OUT comment="MAIL list port 25" dst-port=25 protocol=tcp \
src—address-list=service-MAIL-SERVERS
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Firewall = DMZ-OUT

add chain=DMZ-OUT comment="MAIL list port 25" dst-port=25 protocol=tcp \
src—address-list=service-MAIL-CLIENTS

add chain=DMZ-0OUT comment="WEB Clients port 80" dst-port=80 protocol=tcp \
src—address-1list=service-WEB-CLIENTS

add chain=DMZ-OUT comment="WEB Clients port 443" dst-port=443 protocol=tcp \
src-—address-1list=service-WEB-CLIENTS

add action=drop chain=DMZ-0OUT comment=Default
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Firewall = DMZ-OUT

Firewall

Fiter Rules | NAT Mangle Service Pots Connections Address Lists  Layer7 Protocols

L Ik (5| || | oo Reset Counters || 00 Reset All Counters

| # | |Action |Chain |Sre. Address |Dst. Address |Protocel | Src. Port

. To Gateway

98 o accept DMZOUT 85173150 1 (icmp)
. PASSTROUGH list

9 o accept DMZOUT
.. DNS servers list port 53

100 o accept DMZOUT & ttcp)
.o DNS servers list part 53

M o accept DMZOUT 17 judp)
i DNS users list port 53

102 o accept DMZOUT 17 judp)
:.» TIME users list port 123

103 o accept DMZOUT 17 judp)
i VIOIP list

104 o accept DMZOUT 17 judp)
2 VIOIP list

105 o accept DMZOUT 17 judp)
.o MAIL list port 25

106 o accept DMZOUT 6 ftep)
.o MAIL list port 25

107 o accept DMZOUT & ttep)
... WEB Clients port 80

108 o accept DMZOUT & ttcp)
..o WEB Clients paort 443

109 o accept DMZOUT 6 ttep)
.1 Default

110 K drop DMZOUT
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|Dst. Port

&

123

|In. Inter... | Out. Int... | Connection State

EEEEE
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|Sre. Address List

service-PASSTROUGH
service-DNS-SERVERS
service-DNS-SERVERS
service-ONS-CLIENTS
service-TIME-CLIENTS
service-VOIP-SERVERS
service-VOIP-SERVERS
service-MAIL-SERVERS
service-MAIL-CLIENTS
service-WEB-CLIENTS

service-WEB-CLIENTS

Dst. Address List

service-VOIP-CARRIERS

service-VOIP-USERS

|DMZoUT
|Out, Bridge Port

*

In. Br ¥
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Firewall — VPN-IN

/ip
add

add
add

add

firewall filter

chain=VPN-IN comment="Accept VPN connections traffic to LAN" dst-address=\

10.253.0.0/24

chain=VPN-IN comment="Accept VPN connections traffic to LAN" dst-address=\

10.0.0.0/8 src-address-1ist=VPN
chain=VPN-IN comment=jm dst-address=10.0.0.0/8 src-address=\

10.12.1.0/24

chain=VPN-IN comment=harski dst-address=10.0.0.0/8 src—-address=\

10.12.0.0/24

add action=drop chain=VPN-IN comment=Default

T Reset Counters

# Action

Chain

- Accept VPN connections traffic to LAMN

113 o accept

VPNIN

- Accept VPN connections traffic to LAM

114 o accept
.. Jm

115 o accept VPN-IN
:: harsld

116 o accept VPNIN 10.12.
- Default

117 ¥ drop VPN-M

VPNAN

Src. Address |Dst. Address Protocol |Src. Port

Firewalling co-located servers with RouterOS

o0 Reset Al Counters

10.253.0.0/ ..

Dst. Pot  |in. Inter._. |Out. Int... Conneclion State
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Src. Address List

VPN

Dst. Address List

VPNAN ¥
Out Bridge Pot In.Brw

Stephan Szarafinski



Firewall = VPN-OUT

/ip firewall filter

add chain=VPN-OUT comment="Accept VPN connections traffic from LAN" \
src—address=10.253.0.0/24

add chain=VPN-OUT comment="Accept VPN connections traffic from LAN" \
dst-address-11st=VPN src-address=10.0.0.0/8

add chain=VPN-OUT comment=jm dst-address=10.12.1.0/24 src-address=\
10.0.0.0/8

add chain=VPN-OUT comment=harski dst-address=10.12.0.0/24 src-address=\
10.0.0.0/8

add action=drop chain=VPN-OUT comment=default

T Reset Counters || 00 Reset All Counters VEN-OUT ¥
# Action Chain Src. Address |Dst. Address Protocol (Src. Port |Dst. Port  |In. Inter... Ouwt. Int... Connection State | Src. Address List Dist. Address List (Owit. Bridoe Port In. Br~
o Accept VPN connections traffic from LAN
118 «f accept VPNOUT 1025300/
: Accept VPN connections traffic from LAN
115 «f accept VPN-OUT 10.0.0.0/8 VPN
jm
120 W accept VPNOUT 100008 100210424
:i: harski
121 «f accept VPNOUT 100008 100200524
.; default
122 K drop VPN-OUT
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Toestaan van verkeer naar en van een server

- Op 83.149.69.144 zit een webserver
- Toevoegen aan address list ‘service-WEB-SERVERS’
- Meestal heeft een server ook een DNS-CLIENT en een WEB-CLIENT

Mew Frewall Address List =1 E3
Name: |service- DNSCLIENTS | #
Address: |83.143.65.144 Cancel W VN U £330 2549
o | - o VPN 10.253.0.240
Timeout Apply @ service-DNS-CLIENTS 83.149.69.144
@ service-WEB-CLIENTS 83.149.69.144
[rsable @ service WEB-SERVERS  83.149.69.144
@ trusted-ISP-DNS 8517.150.123
Comment @ trusted-ISP-DNS 6221264122
Copy
Ramaove
enabled
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Firewalling co-located servers with RouterOS

Afsluiting

Vragen?
U kunt altijd mailen naar
stephan@szarafinski.net voor

meer info en advies.

Bedankt voor uw aandacht!
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