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Zmy  Agenda

= Company introduction

= Network operation

the big picture
= Management approaches
= Network monitoring

= RouterOS monitoring
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FMS Internetservice GmbH

Value Added Distribution
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S  FMS Internetservice GmbH

= Value Added Distributor
= Distribution
= Training
= Consulting

= Support

= Founded 1997
= 11 employees

= Southern Germany
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ZmS  F\S Internetservice GmbH

= |nhouse training facility

= All certification levels

= First German speaking Training partner
TR11 & TR23

" First MTCSA certified German distributor

See Training Schedule
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Network Operation — Big Picture

Challenges and Elements
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The Challenge of Operation

= Growing number of devices
= More critical services
= Higher bandwidth (more packets)

= Heavy interconnection of sites

= Networks

= Become larger
= Become more complex
= Require higher availability

= Require effective security
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'-'é'-"‘ Operational Tasks

" |Inventory

" Management

= Debugging

" Maintenance

" Monitoring
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g  RouterOS

Network Inventory Management

= Dude

= Script based database
= TR069

= CAPsMAN

Access to management

= Dude
= Management VLAN
= RoMON

= CAPsMAN

Management technologies

= Webbox

=  Winbox

= Terminal

= API

= TR069

= SNMP

" App

= CAPsMAN

General Tools

= Time/SNTP

= Watchdog

= Scripting & API
= Netwatch

= SSH keys

Maintenance

= RouterOS & bootloader updates
= Backup/Restore & Import-Export
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g  RouterOS

Debugging (Router) Debugging (Traffic and Network) Logging & 3™ Party Integration
= Health = Neighbours = [P Accounting
= History = Bandwidth test (old and new) = Traffic Flow (Netflow)
= |ocal logging = Traffic generator = SNMP
= /system ressources = Torch = Graphing
= /system routerboard = Ping, Flood Ping, Ping Speed = Syslog
= /tools profile = Traceroute = TRO069
=  Supout = |P Scan

= Packet Sniffer (and TZSP

streams)

= Port Mirroring (Switch chip)
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Management Topologies

Secure and Convenient Management Access
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FWS \janagement Approaches

= (Considerations
= Security
= Convenience

= Efficiency

= Common Approaches
= Separate management and user traffic
= Management VLAN
= Tunneling payload (e.g. PPPoE)

= Tunneling of management (VPN)
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FWS \janagement Approaches

= (Central MikroTik tools

= The Dude
= CAPsMAN

= Usermanager

= Detailed examples
= RoMON
= CLI/scripting (3™ party tools)

= API (Application programming interface)
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RoMON

Simplify Discovery and Access
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RoMON

= Router Management Overlay Network

= Proprietary MikroTik protocol

= Device discovery

= Device access

= |Layer-2 & layer-3 networks
= Without layer-3 routing
= Winbox support

RoMON Overlay )
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fm§  RoMON + MAC Winbox vs. Neighbours + MAC Winbox

Neighbour discovery (MNDP)

= Using existing network

= Compatible with CDP and LLDP

= Limited to layer-2 broadcast domain
= Winbox: discovery and MAC

connection

RoMON

= Creates overlay network

= Only with MikroTik devices

= Not limited to layer-2 broadcast domain
= Winbox: discovery and MAC connection

= Winbox: RoMON agent connection

= On ethernet like interfaces (Ethernet,
WLAN, EolP, VLAN ...)
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FWS | ocal Device Discovery across Routers

Discovery with RoOMON, Connect by ROMON Winbox

!

C t to ROMON
Winbox e > RoOMON Agent < RoMON enabled Router

E 192.0.2.0/24 203.0.113.0/24 =— 198.51.100.0/24

RoMON enabled devices RoMON enabled devices RoMON enabled devices

[

Discovery with MNDP
Connect by IP or MAC Winbox
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S  RoMON Setup

% Tools Bl B et sans = e
" Enable RoMON B o i e | e
=5 MetaRONTER Email
Food Fing
Graphing
IP Scan Current ID: |64:01:54:4F 28:59 New RoMON Port
a MNew WinBox MAC Server

" Optional but recommended WM& - —

D: |64:D1:54:4F:28:59

Secrets: |““""'“"

Interface: |EI||
L] Forbid

Cost: |100

= Set ID manually v et

= Use secret(s)

Traffic Monitor

= Optional
= Customize interface

configuration
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RoMON Tools

RoMON Seftings

v/ Enabled | oK |
ID: |64:01:54:4F-28.59 |- | e
Secrets: |“’“’“‘" | =
Curent |D: |64:D1:54:4F-28:59 | | Ports

" Discovery
" Ping

= CLI: ssh

= Winbox

140items (1sel.. |0% packet loss

" [Address /|Cost  |Hops

|Path [LZMTU  |Identity \Version |-
64:01:54-08:4C-54 400 2 D4:CAED:23:FB:AD, 6... 1500 RoMon: A32 6437
64:01:54-4F 27:F0 200 164:071:54:4F27-FO 1500 RoMon: A11 64312
64:01:54:4F.28:5F 200 1 64:D1:54:4F:28:9F 1500 RoMon: A22 64211
GC:3B:6B:00:1C:10 200 1 &C:3B:6B:00:1C:10 1500 RoMon: AZ21 6427
CC20:E0:11:8A.D5 400 2 DA:CARD23:FE:AR, . 1500 RoMon: A31 6421
D4.CAGD23:FBAL 200 1 D4:CAGD:23:F8:AL 1500 RoMon: R2 G426
E4:80:8C:BZ2:81:96 200 1 E4:8D:8C:B2:81:56 1500 RoMon: A12 64312

7 items

ID: |64:01:54:08:4C:54

Packet Size: |32‘

Interval: |1.000

Courtt: |

[adminfRoMon: R1] /tool romons-
[adminfRoMon: R1] ftool romon>

port diascover edit export get ping print
[admin@RoMon: R1] /tool romons>

et

3sh

|Seq He | Huost |T|me | Reply Size |Status -

137 64:D1:54:08:4C.54 0.001 32 -

138 64:01:54:08:4C:54 0.001 3z f

139 64:01:54:08:4C:54 0.001 32 -
|I"-I'I'tr1:1]m5 |Avg: 1ms Mz 4 ms
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Standard Tools in RoOMON Network

Ping / MAC Ping RoMON Ping

e

General | Advanced ID: [64:D1:54-08:4C-54 Start

| Fing To: |64.0154.08:4C.54 Packet Size: |32 | =
|

Interface: | Interval: | 1.600 Close

[ 1 ARP Ping Court: | [ | MNew Window

Packet Count: |

[Seq#« |Hnst i'l"lme |F{&phr Size iStatus
12 64:01:54:08:4C-54 0.001
13 64:D1:54:08:4C-54 0.001
14 64:D01:54:08:4C:54 0.001
15 64:01:54:08:4C-54 0.001
16 64:01:54:08:4C-54 0.001
Seq#/ |Host Time | Reply Size |TTL |Status 17 64:01:54:08:4C:54 0.001
16 timeout timeout 18 64:01:54:08:4C:54 0.001
17 timeout timeout 19 64:07:54:08:4C:54 0.001
18 timeout timeaout 20 64:07:54:08:4C-54 0.001
15 timeout timeout 21 64:071:54:08:4C-54 0.001
20 timeout timeout 22 64:01:54:08:4C:5d 0.001
| timeout timeout 23 64:01:54:08:4C.54 0.001
22 timeout timeout 24 64:D1:54:08:4C:54 0.001
23 timeout timeout 25 64:01:54:08:4C:54 0.001
24 timeout timeout 26 64:01:54:08:4C:54 0.001
25
26
27

Timeout: | 1000

timeout timeout 27 64:07:54:08:4C.54 0.001

timeaout timeout 28 64:01:54:08:4C.54 0.002

timeout timeout 29 64:D1:54:08:4C. 54 0.001

l . » [ .
25 items |an29pad{e¢s . | 100% packet | .. | | |ﬂ°r'. packet loss Min: 1 ms Avg: Tms |I'U'Iax: Hms

REHERHEOREREKEEEKEER
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2ms  \Winbox Discovery and RoMON Connection

Devices within

the layer-2
network

discovered

File Tools

Connect Ta:

EMD'I :5&:4?28:5‘.3

Login:

Password:

Session:
Mote:

Group:

FRoMOM Agent:

\MAC Address
64:01:54:4F27-F6
E4.80:8C:B2:81:56
6d: 01 :54:4F:28:5C

|admin

O

'H.l:ui"-ﬂun:-m

Add/5et

naged MNeighbors o

W i resh |
derty

contains || ¥ | |RoMon

|IP Address
152.0.2.1
152.0.2.1
192.0.2.254

WinBox v3.18 (Addresses-Site-1)

|dentity

‘RoMon: A11

RoMaon: A12
RoMaon: R1

—

v Keep Password

[w| Mtosave Session

[ | Open In New Window

Use router as

RoMON agent

Connect To RoMON |

- [Version
6.43.12 (table)

6.43.12 (stable)
6.44 (stable)

all | %

=] o |

| Board | Uptime | i
RB352Ui-5ac2nD 02:59:58
RB352Ui-5ac2nD 00:57:12
RBE352Ui-5ac2nD 00:57.45


https://www.mikrotik-shop.de/

2ms  \Winbox Discovery and RoMON Connection

WinBox v3.18 (Addresses-5Site-1) - O

@
File Tools
Connect To: E-iD'I :5.11:4#:23:5.(.:
Login: 'acir.riin
Password:
Connected to _
Session: | <own>
RoMON agent e: [RoMon: R1
(Group:
RoMON Agent: |64:01:54:4F:28.5C
Add/Set |

RoMON Managed RoMON Neighbors | e

T | | Refresh |

discovery [Address

:f_-':u:lst- -ans /

| D4CAGD23F8AR 200
£4:01:54-4F-28:5F 200

th rough age nt 6C:38:68:0D:1C:10 200

E4:20:3C:B2:81:96 200

| Disconnect From RoMON 1] Connect |

(Path
1 D4:CABD:23:FB:AD
1 64:01:54:4F28.5F
1 6C:3B:6B:00:1C:10
1 E4:80:8C:B2:81:56

v Keep Password
v Mutosave Session

| Open In New Window

|% || Browse...

4 _

Two hops to

reach

'—EMT'—' "je"'m'-" |Versigp~"[Board
1500 RoMan: R2 6 RB750UP
1500 RoMon: 4211  RB952Ui-5ac2nD
6427  RB750Gr3
64312 RB952UiSac2nD

o e S il 00

. e S | S

64:01:54:03:4C:54 400

2 D4:CABD:23:F3:A5, 64:D1:54:08:4C:54 | 4

LLATEENCT Hanlly Sl

S UL AR e AD, LLALNE T ancla

HDMDI‘l. A1l 64312 RBE352Ui-bacZnD
1500 RoMon: A32 6437  RB352Ui-SacZnD
1500 RoMon: A31 6421 RB352Ui-5acZnD
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FWS | ocal Device Discovery across Routers

Discovery with RoOMON, Connect by ROMON Winbox

!

] Connect to RoOMON
Winbox > RoOMON Agent < RoMON enabled Router

E 192.0.2.0/24 203.0.113.0/24

64:071:54:08:4C:54 400 2 D4:.CA6D:Z23:F8:AH, 64:D1:54.08:4C 54 1500 RoMon: A3Z2 6437 RBS52Li-bacZnD
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Remote ROMON Agent

RoMON agent connection by IP
Across layer-3 network

E.g. internet

Remote discovery and management

Branch offices

Customer networks



https://www.mikrotik-shop.de/

S Remote Network Discovery

Operator
Winbox

|

Disable RoMON on WAN port

| [iteface  / [Forbid
Pl no 4
| | ether5 yes | 100

2items

]

RoMON Agent

Customer 1

198.51.100.0/24

203.0.113.0/24

RoMON Agent

Customer 2

RoMON
enabled

devices

RoMON
enabled

devices
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'-'é'-"‘ Security Considerations

= Disable RoMON on WAN
= Don’t enable Winbox on WAN

= Management VPN
= VPN to reach RoMON agent

= RoMON to reach remote devices
= VLAN to limit RoMON locally
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HSNM Integration

With CLI and Scripting
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gy  Hotspot Network Manager (HSNM)

= Commercial Captive Portal solution HSNM Gateway
= Tight MikroTik integration = MikroTik hotspot
= WAN/LAN gateway

= Management HSNM Accesspoint

= Monitoring = MikroTik WLAN access
point

= /import

= Scripting host

= Scheduler
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gy  MikroTik Gateway Integration

(— - G @ © B hsnm 1intern.fmsweb.de &

k Dashboard ¥
« aHSNM Defaui

HOtSPDt Mnnnger & Display All Users
Admin Data Search :
Edit
4 Systern -l ns Traffic GW Sold MET
@ ~ @4 Add Gatewsay Period Values Period Values Traffic: T 0.01/F
> e FiS-Testhhr =

Add User 3 37017 KB $1

Edit T00 irt

3 e F5-Test?

Al e Feseller Test GmhH

3 Manager Domain Templates
4 Manager nuroucher

2] Copy
3£ Cut
T
]

Delete Connections  — Welcome Poral Visitors

LockUnlock

Admin

& Ccard Management .' \
& Dashboard | \
& Display All Connected Users | llll"-.
& Display All Users

| st of Access Paoints [ A
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g  Choosing Hardware and RouterOS Type

(&= & B @ B hsnmlinternfmsweb.de#

llI{ S N M G Crashhoard G Dashhoard ‘-\"v Dashboard ¥ | & Users ¥ ﬁ Dashboard ¥ | = Ac : Points Map ®
« ]

Hotspot Manager @ Gateway
. Add or edit a hotspot ga for the manager
Admin Data Search
- @ System il —
Gateway Mame Gatewayh
- e FM5-Testhbr = e
3 e FMS-Test? = | ZIPCode
_ | City
4 e Feseller Test GmbH =
Country Metherlands .
g Manager Domain Templates = | Bhane
A Manager nuroucher = Pohile Phone

Internet Connection |P Address or DwvnDNS Mame
@ Satew ey

URL or IP to Access the i eb Management

o)
@
2
b
-
ra
]

Hardware Type Mikrotik (REx, CCR, hAF, haP Lite) "
@ Satewayd

Gateway Boute rQS Version
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MikroTik Specific Settings: WAN

e Authentication Options

@ Wireless

Same Metwork of the appliance

L]
Addre ssing Mode Static [P or DHCP -
WA Interface ether -
[tuses a WLAN Ul
WLAN 1D
[tuses DHCR Client for the WA L]

WAN P Address
WA Metwork Mask

WAN Gateway
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2mlS  MikroTik Specific Settings: MAC Auth + Hotspot

Add Ether? to Hotspot Bridge ]

Add Etherd o Hotspot Brid ge ]
Authentication via Mac Address O Add Etherd to Hotspot Bridge ]

Add Etherd to Hotspot Bridge ]
@ Wireless

Add Etherd to Hotspot Bridge |
@ Wian )

Add Ether? fo Hotspot Brid ge ]
0 gl Add Ethers to Hotspot Bridge O]
9 VPN Add Etherd to Hotspot Bridge ]
9 Scheduler Add Ether! 0 to Hotspot Bridge ]
@ Mikrotik Router OS5 Add Ether11 to Hotspot Bridge ]
@ Oiptions Add Ether12 to Hotspot Bridge ]

Keep-Alive Timeout Undefined -

I[P Addre ss

Metwork Mask

OMS IF Addresses

First IP Address for the DHC P Address Pool
Last IP Address for the DHCP Address Pool

DHCP Lease Time 1 Hour w
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CWS  |njtial Configuration

<« c @ @ B henmintern fmsweb.de g
« a{SNM Defau
HDtSpDT Munuger & Dashboard
Admin Data Search _
Edit
* © syster A& = | B Addrinter

3 e FMS-Testhbr

¢ Add Map, Zone or Floor

4 eFMS—TestE = [# Ed
L Cut
4 *i;f’ﬁ FMS-Test3 = i

s elete

@ Camain

A e Feseller Test GmhH

B LockUnlack

T Connected Devices

Display All Connected Users

AT
L %E{, Manager Domain Templates

Display All Users who Used this Gateway

=
4 ﬁ%:ﬁi.]'
0 Manager nurYoucher

Download Gateway Config Files

“ @ Domain_KMN-23474 Diownload Walled Garden

b anufacturer's Management Interface

e
) bl ®| @|8e Be

Download .rsc
Upload to MikroTik
/import

Initial configuration
Scripting

environment
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s Scripting Environment

= Updating MikroTik gateway configuration

= Changes of initial configuration will be transferred to gateway

= |mporting data from HSNM

= E.g. walled garden

= Exporting data to HSNM

= E.g. User Manager accounts, GPS data

= Monitoring

= (Gateway and accesspoint availability
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'-'ér"‘ Central Walled Garden

I w WIEN Y er. TIdr w uusrier _—

Display All Users & Dashb | @ Dor X ) cate X | L inialled G %

Ligt of Access Points Wa”ed Garden

List of Gatewsays List the of walled gardens for the domain: Domain_KP

]

Map of the Gateways Destination Host Y FPort T Alow P

Sales toUsers

[
iy
=

a
=

o
i

Tools for Managing Data an

* mikrotik-chop. de

0
!
I
M % ™ & & 4 o

o)
&
2
at]
=
I
Il

Youcher Management
d * rriikrotik-shop. de 443

[
a
:
a
=z
h
il

Welcome portal

@ Domain_KN-73942 = | & Custom Apps
> Manager. Voucher und Paypal = G4l Custom Images
. L2 Surveys, Quizzes and/Tests [ | Domaln Or' gateway Ievel
L Manager. Woucher und P aysafe ==
M Templates

Translations

= Automatic import by script

Q Walled Garden
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o  Seamless Integration of legacy Solutions

Legacy ticket printer Ticket Printer 3rd Party Application
Creating Usermanager accounts i i

Legacy 3™ party application N »
HSNM MikroTik hotspot gateway

Creating Usermanager accounts |
with Usermanager

Exporting UM accounts to HSNM

Deleting UM accounts locally
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sy  GPS based Maps and Tracking

Geolocation and tracking
Longitude 5.2812660

Latitude 521326330

GPS Coordinate Storing

= Script sends GPS location = Static GPS location

= Can be stored in HSNM = Can be entered in HSNM

= Tracking of moving gateways = Visualisation of gateway location

= E.g. busses, trains, taxies
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w L ) e el I~

e Feseller. Test GmbH
E Manager Domain Templates
=] Manager nurVoucher

Al @ Domain_kM-23479

3 @ Sateway

@ Comain_kM-73942
- Manager. Woucher und Paypal

- Manager YWoucher und Paysafe

3<
]
&

Cut
Delete

Locklnlock

Admin

P92 JD @ © i e 4

Connected Devices

Display All Connected Users

Display All Users whao Used this Gateway
Download Gatew ay Config Files
Download Walled Garden

Sateway Route

List of Access Paints

Map of the Gateways

ser Traffic Log

Welcome portal

B 0ok & a

Bypass or Lock IP/Mac Address
Custom Apps

Custom Images

Surveys, Quizzes and Tests
Templates

Translations

Llser Interface Preview

E Wialled Garden

- T
% Hilton*Royal %
i Oy dal
D%’a,—,ﬁ; Parc Soestduinen %}
A
[rl
w%%
ki
=
=] SCAN COIN
MNetherlands E
ﬁbﬁ:@
2
2
=
n

Park
[De Bergjes

Q Landgoed De Paltz

gy
-
A8 A0

[hai3]

Restaurant 't Hoogt @
Haushaltswarengeschift (f)
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2§  Hotspot Network Manager (HSNM)

[ 3 w Fh=-1 estd

4 e Feseller Test GmhH

3 hManager Domain Templates
4 M anager. nur Woucher

@ Domain kM-73942

b f‘éf Manager Youcher und Paypal

3 Manager Youcher und Faysafe

o ke Hun D R <’ o ¥ naiy
e X . Shefrtdd ' k d_,.#’f_ : -G": e | Bremerhaven Y
Liverpool : \ © == Groningen
P . — /] A= G - Bremen
Nottingham 8 4 : L
= irmingham : 8 | |
\ sirm e Peterborough  Morwich ) I //Nederland
of ; u .L s - / ST | Osnabrick De
9 England v cambridge [ Den Haag ¢, Enschedec -
Worcester ’ :.f (,f o = [ z %
Wales j + o unstero
- o Arnhem. Bielefeld
- Gloucester D:!_prd : / .J,r Dordrecht© ,
inseas. Cardiff -Lﬂnéjﬂn - -~ A ‘s-Hertogenbosch Nordrhein-
& s e C . f £ ¥ 0
, ' N Westfalen Kassel
Bath ! - Antwgrpen 11 2
~Dunkerque ™ . Belgie Dusseldorf Siegen
i iege
Exeter Southampton . Brighton ger 8 colais Lill Bel ? ue / Aachen - Bonn ;
Portsmouth of Doves e A ' P i
, e OO 4 Belgien >
*lymouth N\ P S a5.ge | Keblenz
R J Nt - Gailols Waillonie :
/_H_H'H.. o / = — &
e P > St oite Frankfurtam
ot > ; o g
f J _ \ A France Letzebuerg Main Y
Guernsey te tavre " pouen i b
\ N f ; Mannheim
g~y ) A Caen b e
— Jersey : Paric -Reims Saarbricken ]
__‘__..—-"" S | Normandie & o Karlsruhe
A £t 1 Strasbourg 4 Baden-
5 Wurttemberng
rest Bretagne Rennes :
(i Orléans o_FrF';!-.- B
Le Mans e [ imSEsgau
' Poys de Basel o
S— e fo Lalre Tours  rentre Turich b
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g  Manual Positioning on Floor Plans and Maps

= Access Points Map

Management of access points on the map or on the floor

= Manual positioning

= (Gateways & access points
= Maps or plans

= Coverage (in m)

42 Dashboard | @ Map, Zone ar Floor % | Access Points Map 3% | % Access Points Map X | ) Gateway X |2 Access point ® 9 Map, Zone or Floor X | (& Gate:

= Access point

List of access point for the gateweay: G

SY I Y Retailer Y Manager Y Domain Y Gateway Y Zone Y AccessPaintMame

r @ 2 Feseller: Test GmbH Manager: nur Youcher Domain_kKMN-23470 Gatew ayl Fris AccessFoint2
Reseller: Test GmbH : Damain_KMK-23475 Main-\are house-AF-1

r @ 3 Feseller: Test GmbH Manager: nur Youcher Domain_kKMN-23470 Gatew ayl Fris OfficeBuildingAP-1

r @ 1 Reseller: Test GmbH Manager: nur Youcher Domain_kKMN-23470 Gatew ayl Fris Storage-Depot-AFP-1

r @ 16 Feseller: Test GmbH Manager: nur Youcher Domain_kKMN-23470 Gatew ayl Fris Training-Center-24P-1 =
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2§  Hotspot Network Manager (HSNM)

(&> G @ (@) hsnm 1.internfmsweb.de see ad L IN @O =
. JHSNM o
Hotspot Manager 2 Access Point Map
Admin Data Search y
—_— Edit
al @ System A & = @ Edi
> eFMS—Test—hbr = @ copy R
» eFMS—TestZ = | =€ ouw '
W Delete

4 e Reseller Test GmhH =i
; o Admin
3 WManager Domain Templates =
= List of Access Points
A hWanager. nuroucher =

4 @ Domain_KMN-23479 =

4 @ Gateway1 =

o Floar-2
@ GatewayZ
@ Gateway3
@ Gatewayd
@ Gateway5

e Domain_kKMN-73942

» @ hanager. Woucher und Faypal

» Manager. Woucher und Paysafe
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e

e

o ——)
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e 3
et =il
__a -}
. -k
—
JMH—JJ'-L*”‘“L#
|
Gateway

Booo § oo §oaw § w4

Ik
Ik

Access point

o
1]

=

Edit
¢ Edit

Etl Copy

W Delete

Admin

"% Dashboard

@ Download Access Point Config Files

[# Manufacturers Management Interface

Access point

context menue
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2§  Hotspot Network Manager (HSNM)

Direct web
interface access
for gateways and

access points

« |I|HSN M

Hotspot Manager
Admin Data

3 e F5-Testhbr
[ e FM5-Test?

- e Feseller Test GmhH

L "'fi- tanager. Domain Templates

Manager nuroucher

o @ Comain_kMN-234739

Search

23

~u
B

Gateway Configuration

Manufacturer's Web Managemerit

S mw
Mikror ik
RouterOs v6.42.1

You have connected to a router. Administrative access only, If this device is
not in your possession, please contact vour lozal netwark adrministrator,

WebFig Login;
Lagin: |admir'| | | Login l
Password: | |

S Am

winbox  Telnet Graphs  License Help

rrikrotik
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2§  \onitoring (HSNM)

= Availability and latency

= Captive portal related values
= Bandwidth
= Amount of transferred data
= Number of connected users

= Number od registrations
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2§  Get in Touch

Are you looking for a powerful

captive portal solution?

+49 761 2926500 | sales@fmsweb.de | Web form


https://www.mikrotik-shop.de/
http://www2.fmsweb.eu/kontakt.html
mailto:sales@fmsweb.de?subject=Inquiry%20for%20central%20management%20platform

Network Monitoring
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Packet Sniffer

Last Resort for Networking Problems
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Network Debugging

= Planning / checking firewall settings
= Networking problems

= Faulty client / server applications

= Things go wrong?

= Real insight is necessary

= Packet sniffing
= De facto standard: Wireshark

= RouterOS packet sniffer

WIRESHARK
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MikroTik Packet Sniffer

= General settings
= Filter
= Start/Stop

= Results in CLI / Winbox

= Results in file, analyse in Wireshark

= Streaming to Wireshark

General | Streaming  Filter
Memary Limit: |1{H]
|| Only Headers
|w| Memory Scroll

File Mame: |Sn'rFFer

File Limit: | 1000

|@ | Backup || Restare | | Upload... |
' o Tima Size \Ceeation Time |-
file 1000.1 KiIB. 'bJE!m/mta 17:28:23
GER =n/01/1970 01:00:05

oS
[DIflash/pub directory Jan/D2A1970 01:03:32
i directory Jan/01/1970 01:00:05

4 tems (1 selected) |12.5 MiB of 16.0 MiB used i22‘3$free
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ZS  Remote Packet Sniffing

Customer 1

l

Operator [

198.51.100.0/24

Packet Sniffer
Locally analyse packets from

a remote sniffer in real time
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CIS  gpiffer Stream

= Enable “Stream”
= Set Wireshark host IP
= Enable “Filter Stream”

= TZSP stream is sent

= Filter stream in Wireshark
= UDP port 37008

= Start sniffer in Winbox

General Streaming | Filter

0K

w|: Streaming Enabled

Server: | 152021

| Filter Stream

Cancel
Apply

A The Wireshark Netw
File Edit View Go Capture Analyze Statistics
dm 2 ® B ] =1 4

| ] |i~::-r_1--; a display filter ... <Ctrl-/=

Welcome to Wireshark

Capture
...uging this filter: I| |ud|:| port 37003

Mpcap Loopback Adapter PO U
IEthernet

VirtualBox Host-Only Metwork

Learn
User's Guide * Wiki - Questions and Answers -

stopped

Start
Stop
Packets
Connections

Hosts

fele e

Protocols

Mailing Lists

You are running Wireshark 3.0.0 (+3.0.0-0-9937233de). You receive automatic updates.

*  Ready to load or capture

Mo Packets

Profile: Default
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2§ | jve Output

Fe| Capturing from Ethernet (udp port 37008) =
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
A E 3 e RE Qes=F sz EaqaaH

|ﬂ |A|:u|:ul1r'a|:!:snla-.f filter ... «<Ctrl-/= gﬂ '] Expression... + RoMon
Mo, Time Source Destination Protocol Length  Info L4
| 344 270.061314 Routerbo @d:1c:18 CDP/VTP/DTRP/PAEP/UDLD CoP 153 Device ID: RoMon: A21 Port ID: etherl
| 345 278.061315 Routerbo @d:1c:16 LLDP Multicast LLDP 161 TTL = 128 SysName = RoMon: A21 SysDesc = MikroTik RouterOS 6.42.7 (st
E 346 271.725633 Routerbo 23:fB:a5 Spanning-tree-(for-bridges) B88:bf @xB8bf 169 PRI: @ DEI: @ ID: 1
| 347 271.748971 Routerbo 4f:28:5a Spanning-tree-(for-bridges) @@ STP 184 RST. Root = 32768/8/64:d1:54:41:28:5a Cost = @ Port = 8xB8el
E 343 272.386686 Routerbo 4f:28:5a Spanning-tree-(for-bridges) 88:bf @x88bf 185 Ethernet II
| 349 272,523252 283.68.113.253 255.255.255.255 MHNDP 194 5678 = 5678 Len=185
| 35@ 272.523253 Routerbo 23:f8:a5 CDP/VTP/DTR/PAEP/UDLD coP 152 Device ID: RoMon: RZ Port ID: etherl
| 351 272.523498 Routerbo 23:f8:a5 LLDP Multicast LLDP 159 TTL = 128 SysName = RoMon: R2 SysDesc = MikroTik Router0S 6.42.6 (sta
352 272.523491 8.8.8.8 255355 355355 MNDP 197 5678 » 5678 Len=184
I 353 272.523725 Routerbo 23:f8:a5 CDP/VTP/DTP/PAgP/UDLD cop 138 Device ID: RoMon: R2 Port ID: vlanl
| 354 977.593834 Routerha 23:fR:ab 1INDP Multirast 1 1P 148 TTI = 128 SwsName = RoMan: R? Swshesc = MikraTik Router0S 6.47 .6 fsta ¥
< >
4 Mikrotik Neighbor Discovery Protocol L
Header Unknown: @éee
Segio: 251
4 T 1, L 6: MAC-Address
TlvType: 1 = MAC-Address
TlvlLength: &
MAC-Address: Routerbo 23:f8:a35 (d4:ca:6d:23:T8:a85)
4 T 5, L 9: Identity
TlvType: 5 = Identity
TlvLength: 9
Identity: RoMon: R2
4 T 7 1 15 \arsinn i
I =

Q > IEﬂ"uernet: <live capture in progress:=-|

|| Packets: 593 - Displayed: 593 (100.0%) || Profile: Default



https://www.mikrotik-shop.de/

Traffic Flow

Statistical Network Information
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2§  Traffic Flow

= Compatible with Netflow
= Statistical network

information

= Byte and packet counter
= Source and destination IP
addresses

= Source and destination ports

= Top talkers
= Top protocols

= Utilisation

General | |PFIX  Status

Interfaces: | all
Cache Ertries: | 168k
Active Flow Timeout: [00:30:00
Inactive Flow Timeout: |00:00:15

[O][x] Ol[x]
+ v
rrc.}-".ddress Dst. Address  |Port Version |
= 10.10.0.130 2065 5
1| Lo |
¥
[Ol[x]
Src. Address: -
Dst. Address: |10.10.0.130 Cancel
Port: | 2055 -;.-.pph__r
Version: |5 ¥ -
-
emplate Refresh: [20
Copy
emplate Timeout: 1800
enabled
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2lS  Netflow Collector and Anlysis

= ntop (former) free standard
= Successor ntop-ng
= Requires commercial nProbe

to collect Netflow

= Alternative free and open

source collectors available

= E.gasin FMS Management

Plattform

L2 /L3 Protocol Data Percentage
TCP 834.7 KBytes |92 _2%| |
UDP 92.5 KBytes|10.2%| =

P 905.6 KBytes| 96.4%
ICMP 0.4 KBytes| 0.0%
ICMPvE 5.1 KBytes| 0.6%
ICMP 0.9 KBytes| 0.1%
Other IP] 1.6 KBytes| 0.0%

(R)ARP 2.9 KBytes| 0.3%

IPv 29.6 KBytes| 3.2%|2

m TCP
Il UDP
ICMP
M Other IP
B (RIARP
B IPvG
B ICMP

Former ntop GUI
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i etflow in FMS Management Plattform

Bytes (last day) Destinations {last day)
| g o - - mmE-
5 T | 1 | | s -
T ok . e — = | .
A0k | E
! .
= Satoz 0200 05:00 09:00 412:00 15:00 12:00 21:00
Time
Wi Fhoteoto Daoaoeast Fooacoess Baoacosd 102000 | R oscossossoss g
]
)
.
B 2ok
Bytes (last hour}
30k
]
ELI. 20k
= 10k
oo 0.0 T T T T T 1
Sat0z 03:00 0600 0900 12:00 15:00 15:00 21:00 2210 22:20 22:30 22490 22:50 23:00
Time Time
Protocols {last day) Destination Ports (last day} Source Ports (last day) Sources (last day} Destinations {last day}
Ll ~ "~ Ll

Value Count Value Count Yalue Count Value Ceunt Yalue Count
Top 5 values Top Svalues Top S values Top 5 values Top Svalues
UDF 51.02% 466,208 53 14.71% 134,443 53 14.51% 132,630 10.10.0.151 16.67% 148162 101001531 15.22% 135,255
TCP 40.01% 365,607 D678 11.73% 107,189 1] 5.97% §1,998 100,010 B.08H 71,767 b ] 13.31% 118,229
ICMP 5.04% 73476 1] 5974 51,998 443 G.45% 59,250 b 7.05% 62,676 255.255.255.255 12.10% 107,507
@ IPVE-ICMP 0,634 5,762 443 6.40% 58,520 5678 6.47% 59,105 ©10,10.0.55 T.01H 62,312 @1010.010 T 69,085

Ir=nAF n28eh 7 ERAR an R L @a31n a7 L 2 RAE AMNIN N 8L 4 70 Aw|NI7 1111 2170 PETRS
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RouterOS Monitoring
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2§ | ocal RouterOS Logging

= Source for network
debugging = packets and

packet statistics

= Source for device debugging

= |ocal status information

= SNMP
= |Local logging

Lo [u]

all

+

Mar/03/2019 22:01:56
Mar/03/2019 21:02:02
Mar/03/2019 21:02:03
Mar/03/2019 21:02:03
Mar/03/2019 21:02:03
Mar/03/2019 21:02:03
Mar/03/2019 21:02:03
Mar/03/2019 21:02:03
Mar/03/2019 21:02:03
Mar/03/2019 21:02:03
Mar/0342019 21:02:03
Mar/03/2019 21:05:56
Mar/03/2019 21:05:56
Mar/0342019 21:05:56
Mar/03/2019 21:05:56
Mar/03/2019 21:05:56
Mar/0342019 21:05:56
Mar/03/2019 21:05:56
Mar/03/2019 21:05:56
Mar/0342019 21:05:56
Mar/03/2019 21:05:56
Mar/03/2019 21:05:56
Mar/0342019 21:05:56
Mar/03/2019 21:05:56
Mar/03/2019 21:05:56
Mar/0342019 21:05:56
Mar/03/2019 21:05:56
Mar/03/2019 21:05:56
Mar/0342019 21:05:56
Mar/03/2019 21:05:56
Mar/03/2019 21:05:56
Mar/0342019 21:05:57

b A3 S 10714

Marslar200d 21130
Mar/03/2019 21:07:13

nEmory
memory
TnEmory
nEmory
memory
TnEmory
nEmory
memory
TnEmory
nEmory
TEmMory
TnEmory
nEmory
TEmMory
TnEmory
nEmory
TEmMory
TnEmory
TnEmory
TEmMory
TnEmory
TnEmory
TEmMory
TnEmory
TnEmory
TEmMory
TnEmory
TnEmory
TEmMory
TnEmory
TnEmory
TEmMory
mMRmnry

Emory
TEmMory

syztem, info
gyztem, info

route, debug,
route, debug,
route, debug,
route, debug,

syztem, info

route, debug,
route, debug,
route, debug,
roLte, debg,

event
evernt
event
event

calc
event
evernt
calc

ntp, debug, packet
ntp, debua, packet
ntp, debug, packet
ntp, debug, packet

ntp, debug

ntp, debug, packet
ntp, debug, packet
ntp, debug, packet
ntp, debug, packet
ntp, debug, packet
ntp, debug, packet
ntp, debug, packet
ntp, debug, packet
ntp, debug, packet
ntp, debug, packet
ntp, debug, packet
ntp, debug, packet
ntp, debug, packet
ntp, debug, packet
ntp, debug, packet

ntp, debug

zuztem infn

syztem time zone zettings changed by admin
device changed by admin
Interface change
interface=wlanl
status=I1F
mbu=1500
device changed by admin
Begin calculation
Update
interface=wlanl
End calculation
zending to 10.10.010 NTP packet (48 bytes)
Wk =4
tode=3 [Client]
TransmitTimestamp=e026c03492d6a9ch
“w'ait for 300 seconds before sending next message
received MTF packet [48 bytes)
LI=0
Wk =4
tode=4 [Server]
Stratum=3 [Secondary Reference)
Poll=3
Precizsion=-13
RootD elay=b45
RootDizspersion=13bc
ReferencelD=hbca2ab2
ReferenceTimestamp=e026bE2eabiga 23
OriginateTi
meztamp=el-6c03492d6a9:5
ReceiveTimestamp=e06c03538c3bcEbb
TranzmitTimestamp=el26c0358chb2al el
inztantly adjust by FIEEE964

Inn actinn channed by admin

Log Output

EWELEm, INMD, SCCouUnt

gyztem, info

Lger admin logged out rom 11U, 1U.55 w18 telnet
log action changed by admin
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S  Central Syslog

= External, central syslog server

= Will survive reboots / crashes
= No tampering from device

= Better search

= Correlation across devices

VRRP Setup

= Example: Investigate VRRP change
= |nvolved: Master, slave, crosslink

switch
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S  FMS Management Platform

= Syslog, Netflow, SNMP traps ...

= MongoDB, Elasticsearch ...

= Central storage
= Powerful search
= Dashboards

= Alerts

= Enhanced MikroTik support
= E.g. MikroTik MIB, Log syntax

[=1|E3

Rules | Achions

+|[=| [~][=] [T

|T|:||:|in::3 le'refi:-: |£‘u::tin:|r'| | |v
* ctical echo

debug Moy
o emarn MMEmany
* info MEmony
gygtem FtdSkFP

* warning MMEmany

Remote Syslog Configuration

|E itermnz |

Mame: |FMSMP | ok,
Tupe: |rem|:|te " ¥ | Cancel

Remote Address: |10.10.0.130 | -
Femate Part: |51 40 | Copy
Sro. Address: |1D.'ID.D.13EI . Remove
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2§  \V|F| Connects from Syslog across complete Network

WLAN Connections (last 1/2 hour)

52

WLAN Connections (last hour)

62

WLAN Connections (last day)

468

WLAN Connections (last 1/2 hour) Connections by Access Point (last day)

10
g
a 5
=

0 - = = = T

16:30 18:35 18:40 16:45 16:50 18:55
Time

WLAN Connections (last hour)

10 Value % Count
@
D Top 5 values
@ 5
% 10.10.0.40 91.67% 429
a
18:00 18:10 18:20 18:20 18:40 18:50 10.10.0.29 4.27% 20
Time 10.10.0.128 342% 16
10.10.0.22 0.64% 3

WLAN Connections (last day)

a0

Messages

18:00 21:00 Sun 02 02:00 06:00 08:00 12:00 15:00
Time
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ZS  Fnphanced Log Message Processing

= Make syslog server system,error,critical login failure for user admin from 10.10.0.55 via web

understand message

Messages ==
= Database fields

Timestamp 1

source mikrotik_login_wia USer_name

2019053103 1044015 31 10100177 weh admin

system,error,critical login failure for user admin from JO.10.0.E55 wia wehb

2019-05303 1624011108 10100117 b
= Search e

system,error ,critical login failure for user admin fromef0.10.0.E55 wia wehb

u SOrtIng 2013-03-03 16:40:02.177 10.10.0.117 winbox adrmin

system,error,critical login failure for user admin from 10.10.0.55 wia winbox

m Analyse 2019-03-03 16:39:59.675 10.10.0.117 winbax adrin

system,error,critical login failure for user admin from 10.10.0.55 wia winbox

admin

H19-05-13 1635957 419 1000117 winbaox admin

system,error,critical login failure for user admin from 10.10.0.55 wia winbox

u LOgln Fallure 2019-03-03 16:39:08 902 10.10.0.117 ftp root

sy¥sten,error,critical login failure for user root fromw 10 10.0_.E55 wia ftp
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ES  Fjjled Logins including Username and Login Type

Login Failed (last hour) Logins failed (last 7 days) Logins Failed (last 7 days)
5 30
oo
: ; 7 o 20
w
o T T T T T T
Feb 18 Wed 20 Fri 22 Sun 24 Tue 28 Thu 28 Sat 02
Time
Login failed by Username (last hour) Logins failed (last 7 days) Login failed by Username (last 7 days) Login failed by Login Type (last 7 days)
4.0+
a
E
o
|:I
EL,J, 204
=
0o I T T T T T
16:50 18:00 16:10 16:20 16:30 16:40
Time
N o - N " _ N " =
M admin administrator default manager root sshuser test user ALz L) ST ML ) SIS o ) ST
Top 5 values Top 5 values Top 5 values
10100117 87.04% 47 admin 4054% 15 ssh 3243% 12
Login failed by Login Type (last hour) 10.10.0.10 1206% 7 root 1892% 7 winbox 2073% 11
T manager 1351% 5 web 16.22% 6
© 4.0 test 10.81% 4 fip 13.51% 5
=
= administrator 8.11% 3 telnet 8.11% 3
[+T:]

2.0+

mikrotik_lo
:—

0.4 T T T
15:50 16:00 16:10 16:20 16:30 16:40

Time

|_Ji: P ssh telnet web winbox
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2§  Get in Touch

Are you looking for centralised

and MikroTik aware logging?

+49 761 2926500 | sales@fmsweb.de | Web form


https://www.mikrotik-shop.de/
http://www2.fmsweb.eu/kontakt.html
mailto:sales@fmsweb.de?subject=Inquiry%20for%20central%20logging%20platform

+49 761 2926500 | sales@fmsweb.de | Web form

www.fmsweb.de | www.mikrotik-shop.de

Central
Logging

Central ROUterOS
Management Hosting

Service

e Distribution



http://www2.fmsweb.eu/kontakt.html
http://www2.fmsweb.eu/
https://www.mikrotik-shop.de/
https://www.mikrotik-shop.de/
mailto:sales@fmsweb.de

Dank u wel!
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