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gms  MikroTik trainings and workshops

=

= Own training center (south-west of Germany)

and on site

(Austria, Denmark, Germany, Greenland, Hungary,
Luxembourg, Malta, Netherlands,

Switzerland, Uganda)




s  Overview / big picture

“Implementing and running a RSTP (MSTP) network Is easy.
As long as it is running well.”

Topics:
= Evolving network (improvements)

= Maybe more (R)STP than you expected (Background)
= MSTP for improved network



s  Overview / big picture

No topics:
= “New” style of bridge configuration
(See MUM presentations or the MikroTik wiki)

= Redundancy of routers
(see for example Patrik Schaub, 2018 Berlin)

= BPDU (Bridge Protocol Data Units)



The beginning



g  Existing setup

-

= Malin site + one remote site switch remote (0

= One (reliable) 100 Mbit/s |
connection S i

= Local network 192.168.100.0/24 o ;—SY”““ e

= Redundant internet connectivity E

= 100 Mbit/s link will be replaced
by new 1 GBps/s link




Cm§  Redundant setup

Prior presentations about redundancy (by us, FMS Internetservice):
Skipped the switch setup.

WS  High Available ISP Network

VPLS Radius PPPoE | Upstream

endpoint - server | switches
M = W e (e
Backbone »
switches ___
[
-

Radius

Patrik Schaub,
MUM EU 2018 Berlin ISP Backbone ISP Core (Datacenter)

Internet




gy  Redundant setup

Switch remote 1. . Switch remote 2

Remote site

Main site

Switch main 1 s S\witch main 2

"eg o N




iy  New setup (RSTP)

Used hardware:

= Router: CCR1009 (example, depending on network)
= Switch: CRS326 (Crs326-24G-2S+RM)
Software: RouterOS 6.43.12/6.44

Bridge = E3

Bridge Ports |WLANs M5Tls Port MST Ovemides | Fiters  NAT Hosts  MOB
L = | T
# Interface Bridge Horzon |Trusted |Prionty (hex) | Path Cost |Raole -
| 0H  dtetherd bridge no a0 10 designated port
1H  ftetherd bridge no ] 10 designated port
2items

CCR1009: HW offloading for RSTP on etherl-ether4



i Traffic Flow

| \§ N

Switch remote 1. . Switch remote 2

Remote site

M Active GW

o)




f§  Redundant setup

Easy - just created bridges (with RSTP, default)

= Switches: All involved ports bridged

= Routers: ether3, ether4 (faceing switches) bridged
HW offloading on CCR1009 (e1-e4)

Issues with given setup:
= Only 1 IP-Subnet (no VLAN, no network seperation)
= Traffic uses 100 Mbit/s link.



Network seperation (VLAN)



cmy v AN

= VLAN 100: Client network
= VLAN 42: Management network

Users separated from management network

Also possible: VLAN for

= VoIP /Video

= Guest network (wireless)

= Backup / (VMWare|SQL) replication



am§ AN

Example config switch local 1

Bridge =] E3
Bridge Ports |‘u"L.P-.N5 M5Tls Port MST Ovemides = Fiters MAT  Hosts MDB
| Irrterface | Bridge PVID \Comment -
D H  ftether?l bridge 1 to router 1
1H  ftether?? bridge 1 to router 2
ZH  Atether?d bridge 1 to remote site
IH  bsfpsfpplusi bridge 1 to neighbaour switch
4H  dtether!? bridge 100 client laptop
bitems
Bridge =l E3
Bridge Pois VLAMs | M5Tls  Port M5ST Ovemides  Fiters MAT  Hosts MDE
[#][=] [~]lx]
Bridge /|VLANIDs  |Tagged Untagged Comment | -
bridge 42 etherd1, etherd2, ether2d, sfp-sfpplus1, bridge management
bridge 100 ether21, ether?2, ether2d, sip-=fpplus1 etherl? client network

2 items




am§ AN

Example config router 1

Bridge =1 E3
Bridge Ports |‘u"L.P-.N5 M5Tls Port MST Ovemides = Fiters MAT  Hosts MDB
[#][=] [«][=]
# | |inteface Bridge PVID Comment w
0 4-tetherd bridge 1 tagged to switch local 1
1 +tetherd bridge 1 tagged to switch local 2
2items
Bridge

Bridge Pois VLAMs |I'I-I'ISTI5 Fort MST Owvemides  Fiters  MAT  Hosts MDEB

#][=] [vl[=] =] 7]

Bridge /| VLAN IDs  Tagged Untagged |Comment -
bridge 42 etherd, etherd, bridge management
bridge 100 etherd, etherd client network

2 items




am§ AN

= HW offloading: missing on router 1 / router 2

Bridge Pots |WLANs M5Tls Port MST Ovemides Fiters MNAT Hosts MDE
5 | | T
#? Ilrrterfa::e Bridge FVID Comment Interface <bridges
. fbetherd bridge 1 tagged to swi -
1 Tdetherd bridge: 1 tagged to swi] General STP VLAN | Status  Traffic oK
) VIVAR Eiterng | T cancel
EtherType: |(x8100 ¥
=RE Apply
_ PVID: (100
2items Dizable
Frame Types: |admit only YLAM tagged ¥
) Comment
Ingress Fitering

= VLAN-Filtering=yes - HW offloading CRS3xx only
But: No switching traffic through router, right? - Wrong!



gms | ocal traffic through router

Switch remote 1. . Switch remote 2

Remote site

Main site

Switch main 1. . Switch main 2

/ %\E
L

/ Router 1 Router 2




gy  |ssyes to solve

Bridge Ports |VLANs MSTls Port MST Ovemides Fiters  MAT Hnjs MDBE

Switch to switch: Port

. =]
disabled by RSTP L L
H Interface Bridge PVID Forwarding Comment
. . 0 H  tlether?d bridge 1 yes to router 1
" On Iocal SWltCh 1 1H  dtetherZ? bridge 1 yes to router 2

34 beidga 1 ss b
. I iH  ttsfpsfpplusi bridge 1 no to neighbour switch
" 0n remOte SWltCh 2 TH . Ieher1s bnage 00 yes c:u$

= We have ,switching traffic” through router 1
= VLAN-Filtering required = No hw offloading on router - CPU
= Also: Slow link to remote site is used



gms | ocal switch to switch disabled

=% Disabled by RSTP —= 3
Switch remote 1. . Switch remote 2

Remote site




Path decission



s  path decission on RSTP

How does RSTP selects path / non forwarding ports?

= Selection of ,root bridge”

1. Lowest bridge priority (default 0x8000 = 32768)
2. Lowest bridge MAC accress

Bridge ID: Ox<priority>.<mac_address>

Recommended priorities: Steps of 4096 (required for MSTP)
0x0000, 0x1000, 0x2000, ...0x9000, 0xA000, ..., 0xF000



s  path decission on RSTP

How does RSTP selects path / non forwarding ports?

= Selektion of port roles (forwarding: yes/no)
1. Lowest port path costs (default 10) on ports to root bridge
2. Lowest port priority (default 0x80) for ports on root bridge
3. Lowest bridge port ID

Path costs: On ports faceing to root bridge
Port priority: On ports faceing away from root bridge



2§  port roles

Ports to root bridge:
" root-port: Forwarding traffic.

= alternate-port: Not forwarding traffic. (Backup for root-port)

Use path costs to select path to root bridge.

Bridge
Bridge Ports |VLAMs MSTls Port MST Ovemides Fiters MAT Hosts MDE
= =T

H Inteface Bridge Fole Forwarding
. 0 fbether rstp-bridge root port | yes




2§  port roles

Ports facing away from root bridge:
= designated-port: Forwarding traffic.

= packup-port: Not forwarding traffic.
Use port priority (if path costs are equal).

Additional port role:

= disabled-port: Disabled / inactive port (no link)



g  Root bridge

Please note:

= Root bridge (layer 2) is no default gateway (layer 3)

= Traffic iIs not forced to go through root bridge.

= Non root bridges will just know the path with lowest cost

to root bridge

Selected root bridge will affect traffic distribution.



s  path decission on STP

| think that | shall never see

A graph more lovely than a tree.
A tree whose crucial property

Is loop-free connectivity.

A tree that must be sure to span
So packets can reach every LAN.
First, the root must be selected.
By ID, it is elected.

Least-cost paths from root are traced.

In the tree, these paths are placed.
A mesh is made by folks like me,

Then bridges find a spanning tree.

Poem by Radia Perlman, who
invented STP.



Root bridge selection



F§  Root bridge? | don‘t care...?!?

Switch remote 1. < > . Switch remote 2 (root bridge)

Remote site

Switch main 1 s Switch main 2

. /

@’\




FWy  Root bridge? | don‘t care...?!?

E +— NEW RSTP switch
E E Lower MAC address

NEW root bridge
Switch remote 1% < > ﬁ Switch remote 2

Remote site

G’\



s  Traffic to internet is ok

| \§ N

Switch remote 1. . Switch remote 2

Remote site

@

Active GW
(root bridge)
priority=0x7000




rin Slow link is used

/E

Switch remote 1. . Switch remote 2

Main site

Remote site

Switch main 1. . Switch main 2

- /

’ Router 1 T % Router 2

Active GW
(root bridge)
priority=0x7000

@



ZS  Traffic through router

Switch remote 1. . Switch remote 2

Remote site

Main site

Switch main 1. m Switch main 2

/

Active GW
(root bridge)
priority=0x7000




gms  Traffic through router and other site

{source > E \ / E ::
Switch remote 1. . Switch remote 2

Remote s@g
Mainsike . 1
v v
Switch main 1 — Switch main 2

Router 1 % % Router 2

Active GW
(root bridge)
priority=0x7000




Path selection



g§  path selection

Intended traffic flow
= No traffic on slow link

= No traffic through router (no HW support)

Root bridge will be on active router (VRRP)
= set priority=0x7000 on VRRP master and
set priority=0x8000 on VRRP backup

Bridge path costs will help disableing the correct ports



s  Traffic design (R1 active)

Switch remote 1 ﬁ

Main site

Switch main 1%
100

Router 1 \§sms
Active GW

(root bridge)
priority=0x7000

% Router 2

ﬁ Switch remote 2

Remote site

Standby GW
priority=0x8000

No traffic
through router:

path-cost=100
on slow link
and crosslink

Rest: Default
cost (10)



s

Switch remote 1 ﬁ

Router 1 ‘-1 ’
=
Standby GW

priority=0x8000

Traffic design (R2 active)

ﬁ Switch remote 2

100

Remote site

100

% Router 2
Active GW
(root bridge)
priority=0x7000

No traffic
through router:

path-cost=100
on slow link
and crosslink

Rest: Default
cost (10)



s Traffic design (R1 active)

Is this our final / perfect setup?
Depends on...

= devices talking to each other

(Device to device or device to internet only?)

Also: Let's check faillure on main site.

(Failure of site to site link will just use slow link.)



2§  ajlure (R1 active)

=" " =
Switch remote 1. . Switch remote 2
t 100 4

Remote site

Main site

Switch main 1%—“—% Switch main 2
/ 100 100 \
-
Router 1
=

Active GW Standby GW

(rc?ot.:)riczl)ge;)o 00 priority=0x8000
priority=0x

Traffic through slow link
Ok, if low traffic

% Router 2 E




2§  ajlure (R1 active)

[source > . \

—
f —"\ —

Switch remote 1 Switch remote 2

Remote site

Main site

Switch main 1 ' SW|tch main 2

I 100 \
Router 1 s Router 2

Active GW Standby GW

(FQOt.frifég;?)o 0 priority=0x8000
priority=0x

Traffic through router
Ok, if performant router




Improvements



g  yse backup link

= Wishlist: Use the backup link

chil Result

10 Mbit/s== & 10 Mbit/s

— " \%‘

g
%—20 Mm/;—&
- A 10 Mbit/s

!
b 20 Mbit/s 10 Mbit/s

wisTmet 10M bl(/s,k_ Q‘S

VLS Tunnel
Rl-Backup
VIS T unnel
R7

10 Mbit/s to PPPoE client at R6 and R7

Sebastian Inacker,

MUM EU 2018 Berlin



s  Client and management traffic

Switch remote 1; ﬁ Switch remote 2
VLAN 100

Remote site client traffic

Main site

- . and
Switch main 1; E Switch main 2

| VAN 42
Router 1 % % Couter 2 E management

Active GW Standby GW
(root bridge)

V=X 7000 « priority=0x8000
priority=0x




s  Backup/replication traffic

E . Server (backup)
Switch remote 1; ﬁ Switch remote 2

VLAN 73
_________________________________________________________________________________________________________________________ Remote site backup/replication
Main site

=SQL / VMs
B SWitch main 2 =File-/Mailserver

. Server (main)

% Router 2




gS  Fact check

We have
= One bridge = One RSTP network
- One root bridge
- Same path costs for all VLANS

Would it be possible to have a root bridge and path costs
for each VLAN (group of VLANS)?



g  yse backup link

Do not use multiple bridges, because
= No HW offloading, Possible Loops in network, ...
= See MUM presentations or MikroTik wiki

- Manual:Layer2 misconfiguration
-> Bridged VLAN on physical interfaces

Bridge Ports |VLAMs MSTIs Port MST Ovemides Fiters MNAT Hosts MDE

. =) | T
#E 'r“tf:t:':d —— E:dds: — Prorty 'ex) | Bridge |Pots VLANe MSTle Port MST Ovemides Fiters NAT Hosts MDB
1 ttethers vian100  brdge_one o (=1 |9 | Settings
2 ttetherd viand2 bridge_one
3 t-bethers_viand2 bridge_one Mame Type L2 MTU |Tx R Tx Packet {p/s)
4 betherd_vian73 bridge_two R ttbrdge_one Bridge 1588 0 bps 0 bps |
5 tbetherS vian73  bridge_two R tthrdge two Bridge 1588 0bps 0 bps |




MSTP



Qs \MSTP

Multiple Spanning Tree Protocol (MSTP)
Available since RouterOS 6.41 (2017-12-22)

Multiple? Can we have...
= multiple STPs?
= multiple root bridges?

= Different paths on Layer 27

Hardware offloading: Only on CRS3xx



gy \igration

Please note:

This Is no guideline, how to migrate in a production network!
MSTP is compatible to RSTP (see MSTIO, later), but there can be

loss of connectivity.



g  Epgble MSTP

Use MSTP on routers and switches

Interfface <bridge:

General STF |"u"LAI".I Status  Traffic

Region Name: |

Region Revision: |'I]

Max Message Age: |D'|]:DD:2'D

Forward Delay: |00:00:15

Transmit Hold Count: |E

Max Hops: |2'I]

...............

OK

Transmit Hold Count: |E

Protocol Mode: ¢ none ; ¢ STP F-[STF‘I & M5TP I Cancel
Priority: | 3000 | hex Poply
Region Name: | | Disable
Region Revision: |'I] | Comment
Max Message Age: |D'|]:DD:2'D | Copy
Forward Delay: |00:00:15 | | [[Remove
| Taorch
|

Max Hops: |2'D




gm§ ST

MSTI — MST Instance

= One root bridge per MST Instance

= Different root bridges = different disabled ports

= Assign VLANS to Instances - different paths per
VLAN (group)

= MST Instance Identifier: Number (1 — 31)

Sollution to not beeing able to use multiple bridges.



zms ST

MST Instances (on router 1, root bridge in MSTI1)

Bridge
Bridge Ports VLAMs MSTls |F‘nrt MST Ovemides Fiters MAT Hosts MDB

#=] [2]=] [=] [7]
Bidge /| identifier |Priority hex) | VLAN Mapping _ JRegional Root Bridge 1D Root Port

bridge | 1 J000 100, 42 §0<7001 AC.BE.OC.C9:74:A5 none H
bidge | 2 2000 73 |2<7002 BB:69:F4:90:0C:CA  etherd  [IE)EaRl CRIRN B
2 items Bridge MSTI <bridge:1> General Status OK
General | Status oK Cument MAC Address: |4C:5E:0C:C3:74:A5 | Cancel
Cancel Foot Endge ﬁpphr
\dentifiar: |'I | Root Bridge |D: | (7001 4C:5E:0C:C9:74:Ab |
entirier: Apply Disable
I Fegional Root Bridge |1D: 7001 4C:5E:0C.C9.74:A5 I
N : Comment
Priority: | 7000 | hex s Root Path Cost: |0 |
— . Co
VLAN Mapping: | 100 e Comment Roct Port: |none | i
| 47 a Copy Remaove
Port Count: |2 |
Remove

Designated Port Count: |2 |

enabled




sy  \|ST Override

MST Override

= Different path costs, assigned to interfaces & Instances -
Sellection of paths to be disabled

= Path costs (MSTI1, MSTI2, ...) will not be taken from bridge

ports!

For MSTI1 (VLANS for user traffic and management) we will

configure path costs of next slide



Zm§  \STI 1 (VLAN 42, 100)

E E VLAN 100

_— . client traffic
Switch remote 1; E Switch remote 2

100
_________________________________________________________________________________________________________________________ remoesie AN
Main site
| 10 VLAN 42
Switch main 1; e S\vitch main 2 management
100 100

Router 1 & % Router 2

Active GW Standby GW

(rc?ot.frictll)g;:)o 00 priority=0x8000
priority=0x

Fileserver




@y MST Override, MSTI1 (VLAN 100, 42)

Switch main 2, interface faceing router 1

Bridge
Bridge MST Ovemide <ether21:

Bridge Ports VLANs M5Tls Port MST Ovemides |F|hers NAT Hosts MDB
General |Statu5
=| [7][=] [=] = [Fin g
Interface: (Sl Cancel
|D§,.rr13mi:: ||$| |i5 ||$| |r1n ||$| EI Fil
firter | Identif thex) |Intemal Path Co | & | Forward | Easinn) | | Aoty
nterace /| lgentitier rionty {hex ntemal Fat st e arwanding
fether21 'III:| 100 fekemate port fno | Priority: hex Disable
Ilrrtemal Path Cost: |100 || -
1item out of 8 mment
Copy
Remaove
| | | | enabed
Switch remote 2, interface faceing slow link
=] E3

Bridge
Bridge Ports VLANs M5Tls Port MST Overides |Fihers NAT Hosts MDB

+|=] [¢][=] [=] [¥
[ Fiter |
E

|D§,.rr13mi:: ||$| |i5 ||i| |r'|n
:Illrrterface | Idertifier IFricrity hex) | intemal Path Cost  [Role lenrwarding |
|

gther?4d 1 'Iﬂilahemate port Mo

1item out of &




am§ STl 2 (VLAN 73)

Use cheapest path:

== 10
Switch remote 1 |IE6GN

10

10 ==

ﬁ Server (backup)

Switch remote 2
101 (root bridge)

VLAN 73

_________________________________________________________________________________________________________________________ Remote site backup/replication

Main site

10

. . =10
Switch main 1 —

Bridge
Bridge Ports VLANs MSTIs FPort MST Ovemides | Fiters NAT Hosts MDE
&+ = | T

[hynamic ¥ | |is * | no
|dentifier * | |is * | |2
Interface |dentifier Priority fhex)  |Intemal Path Cost Fiole

no configured path costs (path cost = 10)

(items out of 8

Forwarding

10

10
— Switch main 2

ﬁ Server (main)




MSTP Regions



FHS \|STP Regions

MikroTik wiki: First subchapter for MSTP is ,Regions”.

We ignored regions so far...!

Interface <bridge:>

General STP | VLAM Status  Traffic QK
Protocal Mode: f"nc:lne i~ 5TP  B5TP & MSTP Cancel
Priorty: | 2000 hex Apply
Our Region Name: Empty _ _
Region Mame: Dizable
Region Revision: 0 (default) " Comment
Max Message Age: |00:00:20 Copy
Forward Delay: [00:00:15 Remove
Transmit Hold Count: |& Torch

Max Hops: |20




gy  \|STP Regions

With regions it's possible to have

= One regional root bridge per region and VLAN group
= STP running in each region (Internal Spanning Tree, IST)
= STP between regions (Common Spanning Tree, CST)

Common Spanning Tree

MSTP
Region 2

MSTP MSTP

Region 3

Region 1

Internal Spanning Tree




gy  \|STP Regions

Example from MikroTik Wiki:

Regional root (VLAN 10,20)

Region R1

Regional root (VLAN 30,40)

Regional root (VLAN 10,20) Region R3 Regional root (VLAN 10,20)

' Region R2

boundary port (region to region)

Regional root (VLAN 30,40)

Regional root (VLAN 30,40)




gy  \|STP Regions

One region is fine for us.

Use same values for
= Region Name

= Region Revision

Bridge Ports VLA&Ns MSTls | Pott MST Overides  Fiters NAT  Hosts MDE
L o = | T
Bridge Ilderrt'rfier Pricrty fhex) VLAMN Mapping Regional Root Bridge 10 Foot Port
. bridge 1 7000 100, 42 (bc7001.4C:5E:0C.C:74:A5 none
bridge | P 3000 73 §2c7002 B8:69:F4:90:0C-CA etherd
£ items

Interface <bridge:

General STF | VLAN Status Traffic 0K
= VVLAN mappings to MSTI IDs Protocol Mode: ¢~fione ; ¢ STP ¢ RSTP & MSTP Canc
_ Priarty: |2000 e Aoph

on all MSTP devices (for BPDU packets). —— _
Region Mame: |example net Dizab
Region Revision: [50200 Comme
Copy

. i . Max Message Age: |00:00:20

If not: MSTP will assume multiple regions! Forward Delay: 000015 Remo
Torcl

Transmit Hold Count: | &

Max Hops: |20



MST Instance O



gmy  \STIO

We have internal path costs for our (single) region for each
MST instance (VLAN group).

Do we need path costs on bridge ports (not at MST Override)?
Depends.

There is a MST Instance Zero for all VLANS not assigned to a

MST Instance. MSTIO will use bridge port costs.



MSTP between RSTP segments



fm§  MSTP between RSTP segments

Switch remote 1 ;

Main site

Switch main 1 ﬁ
100

Router 1 %

-
Switch remote 2

100

Remote site

100

100
% Router 2

New RSTP switch
Connected to
accessport VLAN 100

New RSTP switch
Connected to
accessport VLAN 100



s  \STP between RSTP segments

What do you expect?

= Who is root bridge on new RSTP switches?
= Router 1 (it's root for MSTI1, VLAN 100)

= One ,random” switch/router



s  \STP between RSTP segments

What do you expect?

= Who is root bridge on new RSTP switches?
= Router 1 (it's root for MSTI1, VLAN 100)

= One ,random” switch/router

Expect the unexpected

= |t's one ,random® switch (here: switch main 2) —
depending on priority/MAC of /interface bridge config

= Traffic is going the (correct) MSTI1 (VLAN 100) path.

(also the bridge / port is not forwarding.)



g  Disabled bridge ports (at MSTIO)

- E +«— New RSTP switch
/ E Connected to
N accessport VLAN 100
Switch remote 1; < E Switch remote 2

Remote site

New RSTP switch

R __ Connected to
T
E \ E accessport VLAN 100




Thank you!



