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Important notes:

> Ask if it is not clear
» Exit doors!

> Let’s be casuall

» Eliminations

> Legal notice: Always check the regulations!




Who | am?

> Payam (like “Pa”[L] +”yum”)
- payam(@Moluke.net

» Background in Computer Engineering and
Industrial engineering

» 17+ years experience in an ISP

> Now, Based in Vancouver (Canada)

> MoLuke Inc.
- System Integration
— Telecom Solutions
— Network Hardware




Session Objective

» Connect to a wireless network and feed
local clients over copper and wireless

> Why?
— Local devices does not have Wireless NIC

— Wireless signal is not strong enough
(repeater)

- You have a Chromecast and want to use it in
a hotel

- You want to connect your tablet, mobile and
laptop to an in-flight internet




How to Solve?

Back to Back

> Pros:
- Simple, Easy, Straight forward

» Cons:
— More devices (i.e. 2)
— Not for travel

- Not portable
- Need cable




How to Solve?

\\ . :
Dual band: a routerboard with 2 wireless
> Pros
— A professional solution Wy
- Simple working solution. rearid
- L
> Cons Mﬂ

— Need professional/costly device(s)
> Price? hAP ac lite*(49.95USD), hAP ac (129 USD)
- 2 different bands




And the Magic! ;ﬁ
From RouterOS v6.35rc mAP lite
> Introduced in March 2016 » Introduced January 2016
> “wireless-rep” package
- Now integrated in default Wireless
Package
» added support
for wireless repeater mode for |
302.11 protocol « <= I
> Having Station and AP mode AP |
simultaneously on a single WLAN



The Magic in the Reality




Announcement of 6.35rc

v6.35rc [release candidate] is released, new packagel B by sergejs » Fri Jan 29, 2016 6:54 pm

¥6.35rc has a new package, that has the same features as @G —r®-cm2 package and will contain many new interesting features.
Few of the added functions are listed in the changelog below, more to comel

Documentation for the new package is in progress. Please test new package before adding it to the production
networks. Thank you very much for your feedback in the advancel!

Package Is available on download page with "All packages’ file
What's new in 6.35rc1 (2016-Jan-29 13:59):

*} route - do not show duplicate gateway on connected route;

) - added new package "@IEESD-EED"

) @TEESR €D - initial support for station roaming for station mode in 802.11 protocal,
! - added support for repeater mode for 802 11 protocol;

) R €D - added support for background scan for B02. 11protocol;
*) - added suppaort for saving scan results to file;

) @IEETR €5 - added support for scan rounds setting;

! - added WPS client support;
") --added STEP feature for the scan-list;




Alternative RouterBoards
> Small

» USB jack for power cord
- Use with powerpack

» But any other RouterBoard
would work

hAP lite Classic




Other Accessories
» Battery, 16000mAh aliexpress 25USD

- http://www.aliexpress.com/store/product/10
0-Original-Xiaomi-Power-Bank-16000mAh-

Xiaomi-External-Battery-Pack-With-Dual-USB-
For-iPhone-6/1761705_32368495624.html

» 20-30 cm Micro USB Cable aliexpress
1USD (or longer)

» 0.5 M Network Cable (good to have)




How to?

> schematic

Interface type: Virtual AP
Interface name: wlan-client
Mode: station (*)
Upstream WiFi:
“training_w2w"”
WPA2: 1122334455

Interface type: physical
( , Interface name: wlan-ap
A

IP: DHCP Client Mode: ap-bridge
NAT: scrcnat, outgoing int: wlan-client, SSID:myap-g[GROUPNUMER]
masqrd i.e. myap-gl

MikroTik WPA2: 99887766

4

IP: 172.17.[groupnumber].1/24
i.e.172.17.1.1/24

DHCP Server:
pool: 172.17.[G].2-172.17.[G].254




How to?

Preparation:
» Latest version of winbox (as of today 3.18)

> deate to the latest version of RouterOS (as of today 6.44.3
anything above 6.35.1])

D l | | I . l “ 3 . | 2

> Set the physical WLAN in “ap bridge” with your own wireless
security profile

> Setup IP and DHCP Server
» Add a “Virtual” WLAN and set its mode to “station”

> Add DHCP Client for Virtual WLAN Interface
> Add Masquerade NAT




How to? (continue)

> Connect your device to the MikroTik wireless network

> 'CAL\SB)nect to MikroTik (Winbox, SSH, telnet, I0S/Android

» Use a WiFi Analyzer to find channel of the public wifi
— Or Background SCAN by mikrotik

> Change channel of the physical wlan to match the
Upstream AP

> Put SSID of the Upstream WiFi in the Virtual AP

- Wait for connecting
» Hooray! You are therel




Good to Have Tools
> Wifi Analyzer for Android

- httDS //play.google.com/store/apps/deta
ils?id=com. FarDroc wifl. analvzer&hl en

» Fing for android

- https://play.google.com/store/apps/deta
7Pd =com.overlook.android.fing&hl=en

> Xlrrus WiFi inspector (windows)
- http://wvw.xirrus.com/wifi-inspector

» iINetTools for iOS
> [T Tools for iOS




Use latest Winbox!

» Always use update Winbox to latest version
before touching your RouterBoard!

> http://www.mikrotik.com/download
@ WinBox via

File Tocls

Connect To: | 192.168.80.3

Connect To RoMON | | Comnect

|E:{Fﬁ}ﬂ:ﬂxﬁeﬁmimmwmimx.phmw




@ admin@192,168.80.3 (MikroTik) - WinBox v6.29.1 on hAP lite (smips)

1.1 Check Version e

ll-sfmm

> [admin@MikroTik] > system package print

> Flags: X - disabled

> # NAME VERSION
> 0 routeros-smips 6.29.1 o Lis
> 1 system 6.29.1 — E | Enable || Disable |
, : + | Version | Build Time
> 2 X ipvé 6.29.1 5 Srouterossmps  6.29.1 Jun/01/2075 1
. Sadvancedt... 6.29.1 Jun/01/20151
> 3 wireless-cm2 6.29.1 dhep. £.29.1 Jun/01/2015 1
B hotspat £291 Jun/01/20151
> 4 hotspot 6.29.1 ipve 5291 Jun/01/2075 1
mpls 629.1 Jun/01/2015 1
N 5 dth 6.29.1 PPR 6251 JunA0 20051
Trouting 6291 Jun/01/20151
securty £.29.1 Jun/01/2015 1
> 6 mpls 6.29.1 system £291 Jun/01/2015 1
wireless-cm?2 6.29.1 Jun/01/2015
> 7 routing 6.29.1 - !
> 8 jejeje) 6.29.1
> 9 security 6.29.1
> 10 advanced-tools 6.29.1 7.6 MiB of 16.0 M




Upgrade
> Check Update

[admin@MikroTik] > system package update check-for-updates
current-version: 6.43.12

latest-version: 6.44.1

» Upgrade

[admin@MikroTik] > system package update upgrade
current-version: ©6.43.12
latest-version: 6.44.1

status: Downloaded 56% (3.9M1iB)

|| Check For Updates

| Installed Version: |6.43.12

Latest Version: |6.44.1

What's new in 6.44.1 (2019-Mar-13 08:38): A
| IChanges in this release:

*V hridne - fived nnssihle memone leak when sina Vinoressfitednn=ves" on hridne




4.1 Setup AP

» Setup Security profile

— Wireless->Security Profiles-
>add

— Name: profile-ap
- Mode: dynamic keys
— Authentication type: WPA2

"
[y

|

I
¥
B Rouing ||
i _
|RADIUS EAP StaticKeps
I Fies - Name: |p(ofile-ap |

HE
;R‘:‘:I - Mode: |d5|namic keys ” + |
I
PS K 9% Tools r Authentication Types: [ | WPAEE) v WPAZ PSK

[ JWPAEAP [ WPA2EAP
) Uricast Ciphers: (] aes cem [ | tkip

B Group Ciphers: [¥] aescem [ tkip

[ New Terminal
¥4 MetaROUTER
#5 Partition

| 2 Make Supout.if WPA Fre-Shared Key, | |

& Manual 2items (1 selected) WPA2 PreShared Key: [ { |
@ NewWinBox

— Unicast and group Ciphers:
aesc cm

— WPA2 Pre-Shared Key
99887766
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4.2 Setup AP

> Wireless->
- Mode: ap bridge
- Frequency: leave it now
—~ SSID: myap-g/GROUPID]

- le. if you are group no 1,

then set myap-gl

— Security Profile: profile-ap
(as configured in the
previous section)

- Apply
- Enable

General Wieless |HT ‘WDS Nsteme NV2 Status Traffic
Moz ap bridge D) [E3 | =
Band: |2GHz8/G 2 ||t-jw
Channel Width: | 20MHz Ik i
Frequency: 12412 !@ MHz ‘Eﬂ’.
5@ | a Comment
Scan List |default IL_J $ || AdvancedMode
Wireless Protocok ]any | Torch
cail m_@ e
WPS Mode: |push button *] [ WPS Client
Biidge Mode: [enabled 1| [ setup Repeater
VLAN Mode: |no tag [#] | Scan..
r 1 I




4.3 Setup IP address for AP

> IP->Addresses->Add

— Address: 172.17[GROUPID].1/24
> i.e. if your Group nois 1, then put 172.17.1.1/24

- Interface: wlanl-ap

sty s et b
Lg L= u-_:a; S50

== Switch
-3 L=

T i .
& MPLS " Accounting Address
2 i it
<0 Spstem M Cloud New Address
@ Queues DHCP Client Address: [7217.1.1/24 | 0K
== DHCP Relay Network: | | ¥ Cancel
.l; Il:;ius E::Pse“'ﬂ =D intetace: [wintap %] | apply
A Tools " Firewall Disable
@l New Terminal Hetsnat EPS—




4.4 Setup DHCP Server for AP

> IP->DHCP Server->DHCP Setup
> DHCP Server Interface: wlanl-ap ->next

> DHCP Address Space: 172.17.[GROUPID].0/24 ->next
- i.e. if your group no is 1, then put 172.17.1.0/24

P O ORI 5 - l'é;‘;‘;ﬁ"v‘ o
z i
A i Networks Leases Options Opiion Sets | Alets

© Addeses =[] ] [7] [ oHep conig {CBHee sewn D
Cloud Name /| Interface Relay | Lease Time | Address

DHCP Client
DHCP Rela

\ DHCF Server

Select interface to run DHEP server on

DHCP Server Interface: | wian-ap F

| Back || New || Cancel |

|




4.5 Verify AP
> What IP has your mobile received?




/ m
551[: |Channel |Sign .|Noise..| Signa...| Radio Name |+

1C?4
MC5:
APRWB  4C:5E-0C. SIS
AP ICT4.CHEEORED. caslslaiionili wwzu{eeex

Q 5 Connect the router to Upstream WiFi
» 5.2 Find Frequency of the upstream WiFi
— Xirrus wifi Inspector
- WiFi Analyzer
» 5.2 Find Frequency of the upstream WiFi MikroTik Way
- Background SCAN
- If you do regular scan, you Wlll loose our connectivity to
RouterBoard =
Fiestace: | lan2 (K2 |

b = e e e e
b e e e e B e



5 Connect the router to Upstream WiFi
> 5.3 Change the Physical Interface frequency/band/CHW

- Wireless->Interfaces->wlanl-ap->wirless->Frequency
» 5.4 Create Security Profile if Upstream WiFi has any
» 5.4 Wireless->Security Profiles->add

- Name: profile-client

- Mode: dynamic keys

— Authentication type: WPA2 PSK

— Unicast and group Ciphers: aesc cm
- WPA2 Pre-Shared Key 1122334455




5.5 Create Virtual Wireless

» General->Name: wlan2-client

> Wireless->Mode: station
> Wireless->SSID: Upstream WiFi SSID

> Wireless->Security profile: profile-client (as created
before)

v Default Autherticate

Mstrerme Dual

Wirelezz T ables General Wireless |WD5 - Status Traffic |
Interfaces | Mztreme Dual  Acc Mo s ] i
2 Secondary Channel: | — Apply

g = (o] % & I: 55ID: [UPSTREAM SSID |a

. Master Interface: |wian a0 ¥
Virtual | Cl
WS
Advanced Mode




w4 Ve Dl
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5.7 Setup DHCP Client
> IP->DHCP Client->add->DHCP: interface=wlanZ-client

&3 PPP Wieless Tables — S—— o | £

s Swich P e [ TR o | DHCP Clent oy | [

*12 Mesh (=] [7] [o0 Reset | | 2HF S | DHEP Gl Opons all

ARP _5:'___]_ JLE _lEl 8 New DHCP Client =l E3 i

. MPLS " Accounting ’ [nterface [UseP. pHep ' Status ok ||

::::"5 3 o meens ) (riedoce: [wonzckent | ¥ | [ Cancel |}
m Cloug ¥ Use Peer DNS .

® Queves ¥ Use Peer NTP et |

i Files DHCP Relay Disable

[ Log DHCP Server DHCP Options: | - o

i::‘” r~ DNS Add Defaut Route: |yes ]| [ cop

= o :z: Defauit Route Distance: | W=
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5.9 Setup NAT

> IP->Firewall->NAT->add

— General-> Chan: srcnat
— General-> Out. Interface: wlan-client
— Action-> Action: masquerade

3 PPP

2 Switch

i

. MPLS

# Routing

43 System

& Queves

L Files

.| Leg

B Radius

x Tools

@ New Teminal
¥4 MetaROUTER
#2 Paitition

£ aa

| Make Supout.rif

l-.
I\
I* Addresses
I+
DHCP Client
DHCP Relay

DHCP Server
D

Hotspot
IPsec
Neighbors
Packing

% Action |Ch)

>

Chair: | srcnat [#] Cancel

Sic. Address: [ v Apply
Dstaddess | |~

Protocok l B Comment

Sre. Port: I—, g Copy

Dst. Port: [—‘ > Remove

Any. Port: i | > Reset Counters
In. Interface: | | > Reset All Counters
Owinetace: [ v




Which WLAN interface as AP/Station?

> The setup could be done in 2 different ways:

> Physical interface: AP, virtual interface: Station
- You can easily connect to the RB, but you would get
disconnected when you want to connect the RB to the
upstream WiFi due to channel change
» Physical interface: Station, virtual interface: AP

- RB trying to search and find suitable upstream WiFi to connect
to

- Changing the channels

- Most probably you can not connect to the RB without the RB
gets connected to the upstream WiFi




Funny things to do

> Turn your mobile cellular into an uplink for redundancy
> Create a Hotspot and resell! (Don't do that!)

» Turn it into an appliance by developing some script and
webpages
- Scan all channels. Store results. Change into default channel,

wait for client. Show client available network. Select network,
change channel, start!




Question?




Extra

| > hAP lite ac

» Have station as physical interface




