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Presentacion Personal

v Nombre: Maximiliano Dobladez

v CEO - MKE Solutions

v Experiencia con MikroTik RouterOS desde 999
v Consultor y Entrenador MikroTik

v @ - info@mkesolutions.net
v L= - @mdobladez
v LW - mdobladez
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°resentacion de la Empresa

Capacitaciones Oficiales

v Entrenamientos Privados
v Entrenamientos Publicos

v Academy Coordinator Latam

Soporte
v Incidencias

v Soporte Mensual (OutSourcing)

@ www.mkesolutions.net

@ info@mkesolutions.net

‘ ,

MUM

Desarrollo
v Desarrollo de Proyectos

v Soluciones llave en mano

Ventas
v Hardware

Licencias RouterOS

| @mkesolutions
_——
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-SCENARIO

Situacion inicial

y
y
4

Vv  Acceso a

Brindar conectividad inalambrica al campus universitario

Dos redes wireless Profesor (encrip

rada) y Alumnos (libre)

Redes Independientes y NO se puec

V' Internet libre pero controlado para

Vv Acceso a S

en ver mutuamente

as redes por VLANSs diferentes

Alumnos

AL (Sistema de Alumnos) para Profesores




-SCENARIO
Propuesta Original

v Realizar una red MESH dual con varios APs para cubrir la
zoNna solicrtada

v Crear dos redes inaldmbricas a través de AP Virtuales
v Posibilidad de brindar roaming entre APs

v Niveles de seguridad basicos




-SCENARIO

Diseno de la red original

pasada en WDS + RSTP
Dual - 5Ghz Backbone - 2Ghz Acceso

y
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v Canales diferentes para evitar traslape (red acceso)
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RELIES MESE

Diseno de la red

RED
UNIVERSIDAD

e 5Ghz - Backbone o-------o Vlan Profesores

-----== 2Ghz - Profesores e------- Vlan Alumnos ~
Alumnos MKE
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CAPsMAN

V' Administracidn centralizada

v Comunicacién por MAC e IP.

v’ Aprovisionamiento de APs

v Soporta AP Virtuales

v/ Soporta modo local forwarding | CAPsMAN forwarding
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CAPsMAN
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CAPsMAN

Implementacion de CAPsMAN

v Crear 2 Bridges (Profesores y Alumnos)

v Crear red de Backbone en 5Ghz

Vv Activar CAPsMAN en router central

v Configurar el Aprovisionamiento

v Configurar los CAPs y registrar al CAPsMAN

v Chequear la configuracion
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CONFIGURACION CAPsMAN

v Bridge Profesores y Alumnos
v Bridge BackBone

Bridge Ports Fiters NAT Hosts General STP Status Traffic 0K
+ = ¢ % O 7  Setings Name: |BRIDGE ALUMNOS ' Cancel
Name Type L2MTU |Tx Type: Bridge " Apply
R 42BACKBONE Bridge 1600 :
R  41BRIDGE ALUMNOS  Bridge 1594 MTU: M Disable
R  44BRIDGE PROFESORES Bridge 1594 Al MTU: 500 L |
Comment
L2MTU: 1534 - ]
Interface <BACKBONE> [=] E3 = E
General STP Status Traffic 0K 1al STP Status Traffic 0K
Name: |BACKBONE - Cancel Name: 'BRIDGE PROFESORES | Cancel
Tpe: e oo )| Toee (e o
MTU: " Disable | MTU: ¥ | Disable
Actual MTU: 1500 — | Actual MTU: 1500 | o—
L2MTU: 1600 ' * L2MTU: 1594 —
Copy | Copy
MAC Address: D4:CA:6D:2B:A8:82 : 1| MAC Address: 00:0C:42:63:11:0B r
Remove Remove
ARP: enabled ¥ | ARP: enabled $||
Admin. MAC Address: v Torch | r MAC Address: v || Torch

e Activarles RSTP MT(E




CONFIGURACION CAPsMAN
v Configurar Red Wireless como AP Bridge y WDS

Interface <wlan1 mesh> @ EII

General Wieless WpDS Nstreme Traffic 0K

‘d: ap bridge Cancel

Band: 5GHz-A + Apply
Channel Width: | 20MHz ¥ Y.
isable
Frequency: auto + MHz
" Comment

S SSID: MESH

Interface <wlanl;
. — Wireless” HT WDS  Nstreme NV2 Status  Traffig™....
Wireless Protocol: | unspecified y

Security Profile: | mesh £ WDS Mode: ¥

WPS Mode: |pushbutton  \WRS Default Bridge:  BACKBONE

Antenna Mode: antenna a |
Bridge Mode: | enabled [ — WDS lgn0lqe»V i

Scan List etz

4l
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CONFHGURACION CAPsMAN
v Activar CAPsMAN v crear Configuraciones

As Quick Set

+ CAPsMAN Interfaces  Provisioning Configurations Channels Datapaths Sect
" Interfaces + 1 Y Manager AAA

o Wireless
Add Name Type MTU L2 MTI
2 » Bridge

=g PPP

= Switch

“ & Mesh _

4 IP | ~ Enabled ™
MPLS ' " Certificate:

# Routing

CAPs Manager

“CA Certificate:
System |
& Queues
Files
Log
. Radius
s, Tools
@ New Terminal

Generated Certificate: CAPsMAN-D4CABD2BA. ..
Generated CA Certificate: CAPsMAN-CA-D4CAEBD ...

Package Path:

+

Uparade Policy: none
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CONFHGURACION CAPsMAN
v Activar CAPsMAN v crear Configuraciones

Interfaces Provisioning Configurations  Channels Datapaths Security Cfg.  Access List Remote CAP  Radio Registration T able

= O T

Name SSID Hide SSID LoadBal.. Country Channel  Frequency Band  Datapath Bridge

Config ALUMNOS  ALUMNOS BRIDGE ALUMNOS
Config PROFESO... PROFESORES CANAL 1 BRIDGE PROFESORES

CAPs Configuration <Config ALUMNOS>

CAPs Configuration <Config ALUMNOS>
Wireless Channel Datapath Security

Wieless Channel Datapath  Security

NE L -alConfig ALUMNOS

Datapath: | | v
Mode: ap
Bridge: BRIDGE ALUMNOS ¥ a
SSID: ALUMNOS
i SSID
CAPs Configuration <Config PROFESORES> Wieless Channel Datapath | Security
Wireless  Channel Datapath Security Datapath: | | v
ZYENEEConfig PROFESORES Bridge: BRIDGE PROFESORES ¥ a
T
SSID:  PROFESORES ateeal {Chanmel [Dalspath Secuty

LTI T PROFESORES SEGURIDAD ¥ A
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CONFIGURACION CAPsMAN

v Crear Aprovisionamiento

Interfaces Provisioning  Configurations Channels Datapaths Secuwity Cfg.  Access List Remote CAP  Radio Registration Ta

+ | 2] ¥

# Radio MAC Identity Regexp Common Nam... Action Master Configurati... Slave Configuration
0 00:00:00:00:00:00 create dy... Config PROFESO... Config ALUMNOS

CAPs Provisioning <03:00:00:00:00:00> =] E3

T Y T ol 0 00: 00: 000000
Hw, Modes:

OK

<«

Identity Regexp:

fommon Name Regexp:
| IP Address Ranges:

Action: | create dynamic enabled
\Master Configuration: | Config PROFESORES

o ¢ @

1 item S"Conﬁguation: Config ALUMNOS LK

- mat |cap

MKE
[solutions |



CONFGURACION CAPsMAN
v Crear VLANs v agregarlas al Bridge correspondiente

O X
Bridge Ports Filters NAT Hosts
gk = ?
Interface Bridge Prionty (h... Path Cost Honzon Role Rw
DI 4tcapb BRIDGE PROFESORES 80 10 disabled port
DI 4tcap BRIDGE ALUMNOS 80 10 disabled port
£vlan 10 ALUMNOS BRIDGE ALUMNOS 80 10 designated port
£2vlan 20 PROFESORES  BRIDGE PROFESORES 80 10 designated port
D 4dwds83 BACKBONE 80 74 root port
ml B3] Interface <vlan. 10 ALUMNOS>
General Status  Traffic 0K General  Status Traffic
Name: vian.20 PROFESORES | Cancel | Y- vian. 10 ALUMNOS
Type: VLAN Apply Type: VLAN
MTU: 1 | - MTU: 1500
L 1500 Disable
L2MTU: 1594 . L2MTU: 1594
Comment
MAC Address: D4:CA:6D:2B:48:81 i = . | MAC Address: D4:CA:BD:2B:A8:81
opy
ARP: enabled 3 ARP: enabled
Remove
v ID: | - VLANID: 10
LANID: 20 Torch
Interface: etherS 3 ‘ Interface: etherS

Use Service Tag Use Service Tag MK E
'solutions]
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CONFIGURACION CAPs

v Crear Bridge y agregar la interface wlan Backbone

As Quick Set
.. CAPsMAN

W Interfaces

Bridae Ports Filters NAT Hosts

9F 1Y | Settings
o Wireless
. Name Type
&% Bridge R 41BRIDGE BACKBONE Bridge
== PPP
) Brid -
= Switch :
- Bridge Ports Filters NAT Hosts
© & Mesh —
: — o =
Interface Bridge Prionty (h... Path Cost
| £Pwlan1 mesh BRIDGE BACKBONE 80 10
D 4dwdsb BRIDGE BACKBONE 80 101

4
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CONFIGURACION CAPs

v Configurar la interface wlan Backbone y agregarla
al bridge

Interface <wlan1> [=] E3
General Wireless VDS~ fstieme  Status <Fraffic | 0K
7 fiode: |wds slave k2 Cancel
fChannel Width: | 20MH s
f el : 4 Disable
Frequency: auto + MHz 3
{Comment
SSID: 'MESH P '

0 Inerface <wlan1 meshy

General Wireless... WS-

‘\. Scan List: | default .
Wirele ;Protocol: unspecified *

atus _Traffic
Security'R fil: | mesh A | ST unamic mesh -

” *' Sishbutton. , + |
WFS Mode: [Ptsh-bultag .| fWDS Default Bridge: BRIDGE BACKBONE
Antenna Mode: antenna a :
Bridge Mode:  enabled * WDS Ignore SSID

4
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CONFHGURACION CAPs
v Activar CAP y configurar Interfaces

W Interfaces
+ Wireless Interfaces  Nstreme Dual Access List Registration Connect List  Security Profiles
&+ Bridge L 24 Y CAP Scanner | Freq Usage = Aligni
= PPP
= Switch CAP " =] E:
¢ 2 Mesh o~ v ﬁﬁ:ﬁ:ﬁﬁﬁ:ﬂﬁ::ﬁ:ﬁ:ﬁﬁﬁﬁﬁ:ﬁ:ﬁﬁIII....ﬁfﬁﬁ'fIﬁé 0K
ss |P | terfaces:  wian? access 7 & Cancel
w IPvb ' Certificate: none ¥
; i Apply
MPLS Discovennterfaces: BRIDGE BACKBONE # @ J
# Routing ’ Lock To CAPSMAN
System -~ o
Q Queuss CAPsMAN Addresses: v
Files CAPsMAN Names: -
Log CAPsMAN Certificate Common Names: —
'0 o
A= Radius Bridge: none +
«, Tools
@ New Terminal _ Requested Certificate: CAP-000C4248F562
"< MetaROUTER Locked CAPsMAN Common Name:

4
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CONFIGURACION CAPs

v Se espera conexidn al CAPsMAN v el
aprovisionamiento

Wireless T ables

Interffaces  Nstreme Dual Access List Registration Connect List  Security Profiles  Channels

e = CaP Scanner  Freq Usage = Alignment  Wireless Sniffer ~ Wireless Snooper
Name Type Tx Rx Tx Packet (p/s) Rx Packet [p/s)
RS 4Pwlan1 mesh Wireless (Atheros ARS... 112.0 kbps 4.2 kbps 11
DRS  ¢®wdsb WwDS 111.6 kbps 4.2 kbps 10

--- managed by CAPsMAN
- channel: 2447/20/g(30dBm), SSID: PROFESORES, CAPsMAN forwarding
wlan access Wireless [Atheros ARS 0 bps J bps 0
-- managed by CAPsMAN
- SSID: ALUMNOS, CAPsMAN forwarding
) wlanZh Virtual AP U bps J bps U

po-
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CAPsMAN
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MONITOREO DE CONEXION

v Monitoreo centralizado

Interfaces Provisioning Configurations Channels Datapaths Security Cfg.  AccessList Remote CAP Radio Regstration Table ‘
=| (7] |
Interface + |55ID \MAC Address |Tx Rate Rx Rate |Tx Signal  |Rx Signal | Uptime | Tx/Rx Packsts |Tx{Rx Bytes [
capll3 MKE-Max-2 00:25:56:BC:CA:9D S4Mbps 48Mbps 0 57 01:40:37.70 72 976/64 513 40.1 MiBf12.0 MiB
capll3 MKE-Max-2 F8:CF:C5:70:83:58 11Mbps 11Mbps 0 -74  01:32:16,75 12057/7 630 13.8 MiB/527.7 KiB
caplld MKE-Max-2 00:1C:BF:00:29:F8 46Mbps S4Mbps 0 -66  00:42:38.20 57 275/43 439 59.1 MiB/S.1 MB
capllé MKE-May 2C:41:38:2D:74:F6 1Mbps S2Mbps-20MHz/15 0 -79 01:40:38 1/49 42 BI27.9KiB
capllé MKE-Max 43:50:60:1D:DF:2A 216Mbps-40MHz[25 13.5Mbps-40MH2/1S 0 -61 01:40:36.88 3 845/3 830 565.3 KiB/453.4 KiB
capllé MKE-Max D4:CA:6D:30:C3:C3 13SMbps-40MHz/15 13SMbps-40MHz/15 L0 i
capllé MKE-Max SC:BS:24.EC:B1:F8 5.5Mbps S8.5Mbps-20MHz/15 .
caplle MKE-Max CC:29:F5:5F:C7:ED S2Mbps-20MHz2/ 15 19.5Mbps-20MHz/1S BIWE) Ports ’ A (BT m
cap116 MKE-Masx CC:FA:0D:EE:GESF9  48Mbps 1Mbps +|=| 2] =] (¥
capz? MKE-Max-5 14:10:9F:D5:78:05 270Mbps-40MHz[25 216Mbps-40MHz/ 25 1 : g . T
cap27 MKE-Max-5 14:10:9F:D3:C0:93  243Mbps-40MHz/25 135Mbps-40MHz15 . m‘::f; = gc':"_"an [Piorky ('gcjmh Cmmlm S::gn ctod port
DI £eaprss RED GUEST 80 10 disabled port
DI £tcapris RED TRAINING &0 10 disabled port
D £caplls local_lan 80 10 designated port
D1 £eap2s RED GUEST 80 10 disabled port
Interfaces l Provisioning Configurations Channels Datapaths Security CFg.  Access List Remote CAP  Radio Regisl DI %tcap29 RED TRAINING 80 10 disabled port
‘ . : £ether? local_lan 80 10 designated port
ol ‘ ‘ = ‘ l ‘ ’ | ’ = I ’ YI ’ Manager } \ ARA I dether3 dmz_bridge 80 10 designated port
33 GSM
L lName 2 [Type [MTU [I.Z MU ,Tx Rx L £hetherd dmz_bridge 80 10 designated port
DRSMB  4Pcap2? Interfaces 1500 1600 485.0 kbps 69.9 kbps i3 ATA VOIP
DsB Weap2s Interfaces 1500 1600 Obps 0 bps £dether7 local_lan 80 10 designated port
DSB &Pcap29 Interfaces 1500 1600 0bps 0 bps v VNG Ty - 2
DRSMB  4Pcapli3 Interfaces 1500 1600 133.9 kbps 10.1 kbps 16 12 MKE-Max-2
DSB 4Pcapl14 Interfaces 1500 1600 0 bps 0 bps 0 0 MKE-Guest
DSB @cap115 Interfaces 1500 1600 0bps 0 bps 0 0 MKE Traning
DRSE 4Pcapllb Interfaces 1500 1600 1176 bps 4.4 kbps 3 3 M<E-Ma
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RECOMENDACIONES FINALES

v Usar paquete wireless-cm2

v Hacer aprovisionamientos personalizados

v Hacer reglas de filtrado por niveles de sefal
v  Activar WMM en toda la red Wireless

v/ Hacer filtrado netbios / smb en firewall bridge

v’ Colocar proteccién de DHCP intrusos

y alertas al detectarlos

MUM



REFERENCIAS

Enlaces y Documentaciones:

v MikroTik RouterOS Wiki
« Manual CAPsMAN

v MikroTik User Meeting MUM
* CAPsMAN - Uldis (India 2015)
* Redes MESH - Maia (Brasil 2008)
* Redes MESH para Universidad: Maxi (Bolivia 2014)

v MKE Solutions
» http://www.mkesolutions.net

‘A

|

» http//www.AcademiaDeEntrenamientos.com g
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PREGUNTAS?

Muchas Gracias!

» Info@mkesolutions.net

» hitp:// www.mkesolutions.net

» http://www.AcademiaDeEntrenamientos.com

» http://maxid.com.ar

» http://twittercom/mdobladez
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