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Presentacion Personal

v Nombre: Guillermo Nonino

v Profesion: Estudiante Ingenieria en Telecomunicaciones
v Soporte y Networking - MKE Solutions

v Consultor MikroTik

v Experiencia desde 201 3

v @ - gnonino@mbkesolutions.net

v <3 - sulllermo.mke
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MUM Introduccion y Obijetivos

v Tareas dentro del OutSourcing:
Relevamiento - Optimizacion - Mantenimiento

v La idea de esta charla es mostrar en base a mi experiencia, los
descuidos mas comunes que uno encuentra al relevar la configuracion

de los equipos, que dejan expuesto al router a posibles ataques.

v Los ataques tienen principalmente 2 objetivos: tomar el control del

router o simplemente provocarle una denegacion de servicios (CPU al
100%).
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MUM Consideraciones Previas

v No hay una unica manera de prevenir los ataques.

v No todos los routers sufren los mismos ataques ni de la misma

Mmanera.

v Se asume que el usuario tiene un minimo conocimiento del uso

del firewall de RouterOS (uso de clasificadores, cadenas y acciones).
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MUM Ataques por fuerza bruta

Al no tener un firewall por defecto, todos los servicios estan

disponibles por todas sus interfaces, incluso la publica.

v SSH vy Telnet son los mas usados para conseguir contrasefas por

fuerza bruta.

v WEB y Winbox son menos frecuentes, pero tambien puede ocurrir

el mismo atague.

all

Jan/09/1970 23.08.56  system ernor crtical  login failure for user identd from 187.141.13.251 via ssh
Jan/09/1970 23:08:59  system ernor crtical  login failure for user gnats from 187.141.13.251 via ssh

Jan/03/1970 23:09:01  system error criical  login failure for user jeff from 187.141.13.251 via ssh
Jan/09/1970 23.09:04  system eror crbical  login failure for user rc from 187.141.13.251 via ssh
Jan/09/1970 23:09:09  system error crtical  loain failure for user list from 187.141.13.251 via ssh

- .

Jan/09/1970 23:09:12  system eror cobical  login failure for user eleve from 187.141.13.251 via ssh
Jan/03/1970 230916 system error crnbical  login failure for user proxy from 187.141.13.251 wvia ssh
1an/09/1970 23:09:20  system error crtical  login failure for user sys from 187.141.13.251 via ssh

714113
Jan/03/1970 23:09:23  system error crtical  login failure for user zzz from 187.141.13.251 wvia ssh

lan/03/1370 23:09:27  system error cntical  login failure for user tech from 187.141.13.251 via ssh
{I an/09/1970 23:09:30  system ernor critical  login failure for user frank from 187.141.13.251 via ssh h
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Ataques al DNS

Torch (Running) =] E
B T s T e e T e T e T s S s e e T S S T T e S S o Start
Interface: P ¥ | Src. Address: [0.0.0. bio -
B A A W S W S S S , Stop
Entry Timeout: OO OO 03 's  Dst. Address: ‘D.O.D.O/ i =
S e S S S Sl Sl Sl S S S ST DR A A LR A RS LR A A R A TR AT, ose
B i ST s o 1 ok D I
V| Src. Address | Src. Address6 | New Window
Dst. Address6: | g /D 4
v/ Dst. Address v| Dst. Address6 o S S N e S S NN S S T
(] MAC Protocol V| Port MAC Brolocol: |l R RN R R Y )
LI Protocol L VLAN Id e e

Pot:jdns |®

N B N

[ ;Et“* \Prot... ‘Src o ~ |Dst. VLAN Id Tngﬁate v Rx Rate \T}fggkw L@fﬁaﬁg&g'_r e
800 (ip) 115.238.184.126:12633 >3 (dns) 6.0kbps 344 bps 0 0 -
800 (ip) 115.238.184.125:26701 ‘53 (dns) 6.0kbps 344 bps 0 0 1;_ H
800 (ip) 115.238.184.126:43549 :53 (dns) 6.0kbps 344 bps 0 0
800 (p) 115.238.184.125:16375 :53 (dns) 6.0kbps 344bps 0 0 |

| 800 (ip) 101.71.74.109:17231 33 (dns) 60kbps 344bps 0 0 !

| 800 (ip) 101.71.74.110:20153 -53 {dns) 60kbps 344bps 0 0 r

| 800 (ip) 115.238.184.125:50075 -53 (dns) 6.0kbps 344bps 0 0

& 800 (ip) 115.238.184.126:55531 33 (dns) 6.0kbps 344bps 0 0 |

w 800 (ip) 115.238.184.126:62555 33 (dns) 6.0kbps 344 bps 0 0 |

| 800 (ip) 115.238.184.126:34379 -53 (dns) 60kbps 344 bps 0 0 5

i 800 (ip) 115.238.184.126:48267 :53 (dns) 6.0kbps 344 bps 0 0 '
800 (ip) 101.71.74.109:58126 :53 (dns) 6.0kbps 344bps 0 0 |

| 800 (ip) 101.71.74.110:24377 :53 (dns) 6.0kbps 344bps 0 0 |

| 800 (ip) 115.238.184.126:26573 :53 (dns) 6.0kbps 344bps 0 0

‘ 800 (ip) 115.238.184.126:43181 -53 (dns) 6.0kbps 344bps 0 0 '
800 (ip) 115.238.184.126:48380 -53 (dns) 6.0kbps 344bps 0 0 |
800 (ip) 101.71.74.109:14222 -53 (dns) 6.0kbps 344bps 0 0 ‘
800 (ip) 115.238.184.126:17981 -53 (dns) 6.0kbps 344bps 0 0 |
800 (p) 115.238.184.125:45099 >3 (dns) 6.0kbps 344bps 0 0
800 (ip) 101.71.74.109:9467 33 (dns) 6.0kbps 344 bps 0 0 '
800 (ip) 101.71.74.109:42021 :53 (dns) 6.0kbps 344 bps 0 0 i

0 0

<]

\ 800 (ip) 101.71.74.109:62157 rou.vo. o 253 (dns) 60kbps 344 bps '
{Total Tx: 724.7 kbps gTotaI Rx: 176.6 kbps - : ‘Total Rx Packet: 2 MKE




Ataque al WebProxy

Googleso..

We're sorry...

... but your computer or network may be sending automated queries. To protect our users, we can't process your request right now.

See Google Help for more information.

Para continuar, ingresa los siguientes caracteres:

Y v &

L

: | lEnviar

Acerca de esta pagina

Nuestros sistemas han detectado un trafico inusual en tu red de
equipo. Esta pagina verifica si realmente eres tu el que envia las
solicitudes y no un robot. ;Por qué sucedio esto?

L ee—

N
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Ataques por SNMP

habilitar el servicio de SNMP, por defecto el router queda

expuesto a cualquier consulta por cualquiera de sus interfaces.

Profile (Running)
cPu: &) Start
Stop
Close
New Window
Name CPU Usage
dhcp all 05|
dns all 05|
firewall all 55§
idle all 0.0
profiling all
queuing all 8 5 H
management all 135
| teaffinaccounting = —

MUM

SNMP Community <public:>
MName:

Addresses:

Security:

Authentication Protocol:

Encryption Protocol:

Authentication Password:

Encryption Password:

public

0.0.0.0/0

Read Access
| Write Access

MDS

DES

“ |«

| default

™~
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MUM IP > Services

Una manera simple de protegerse, es deshabilitando los servicios
que no se usen Yy proteger los demas con reglas de firewall o desde

la opcion de IP > Service

IP Service <ssh>

P Service List =] E3

Y Name:  ssh | 0K
Name ‘| Port ‘Available From  Certificate | v Port: 22 Cancel
@ api 8728 _ ——
@ api-ss| 8729 none Avallable From: ... v Apply
@ ftp 21
@ ssh 22 Disable
@ telnet 23
@ winbox 3291 enabled
Q@ Wi a0 -~
» @ wiww-ss| 443 none
g items

)
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MUM Otros Servicios

Tener deshabilitados todos los servicios no garantiza que el router
este 100% protegido.

v El protocolo ICMP mal usado, puede elevar el consumo del CPU y
provocar denegacion de servicio > Ping Flooding.

CPU:100% Bv Hide Passwords B ()

=rohle |H 1 O X
= v

networking

etherne 6.0 |

bridaing 65

profiling 35]

unclassified 3.0

manhagement 2.0

idle 0.0

logging 0.0

winbox 0.0 '

N
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MUM Proteccion con Firewall

v SSH: TCP 22

General ‘Advanced Extra Action Statistics

v Telnet: TCP 23
Src. Address: v WEB: TCP 80

Dst, Address:

__> Protocol: | |6 (tcp) v WinbOX.' TCP 829 |

Src., Port:

o v WebProxy: TCP 8030
v DNS: UDP 53

P2P:

1—> In. Interface: [ | G v SNMP UDP | 6 |

General Advanced Extra Action ‘Statlstlcs

Action: |(a[fa]s 3*—

| Log |
|

Log Prefix: v |

™~
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Ping Flooding

Firewall Rule <>

General Advanced Extra Action  Stat General Advanced Extra ‘Action  Statist General Advanced Extra Action St
1) Chain: [input W Connection Limit Action: | accept
_—J}A -~ Limit | — o
Src. Address: Rate: 100 |/ sec H Log
Dst. Address: Burst: :5 Log Prefix:
- Dst. Limit-
: ———
Protocol: 1 [icmp) v Nth-
¥ Time-

~w Sic. Address Type
Firewall Rule <> Firewall Rule <>
General  Advanced Extra Action St General || Advanced | Extral Action
2) Chain: | input __...} Action: | drop
Src. Address: —_—mm
Dst. Address: ‘
Eeerl 111 (icmp) Filter Rules  NAT Mangle Service Ports  Connec
IF = ¢
 ——————————————
# Action Chain Protocol
0 W accept Input 1 (icmp) ™
Solutions




MUM

v El grupo READ por defecto puede hacer fetch y reboot!

Grupo READ

Group <read:> =] E3
MName: @ QK
Policies: v/ local telnet Cancel
V| ssh ftp
——’ v| reboot read Apply
write policy P
"—’ v test winbox
V| password web Copy
v, sniff sensitive
. Remove
v/ api
Skin: |default ¥
System

)
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MUM Descubrimiento de Vecinos

v MNDP estd habilitado en todas sus interfaces.

O MikroTik WinBox Loader v2.: = ||
Connect To: | D4:CAaBD:30:C2:F6 _I Connect
e MAC Address " 1P Address " Identity | Version Board Name
D4:CA:6D:30:C2:F6 192.168.88.1 GUILLE LABs 6.32.3 RE9S51-2n
Password:
Save

v Ip > Neighbors

MNeighbor List

Meighbors Discovery Interfaces I

Interface /

4 Publica |
& ether! ’
& ether2 |
& ethers

& ethers

& wlant

| ' !
=M e




MUM Acceso en Capa 2

Aun deshabilitando el “Discovery Interface” se puede acceder por

Mac-Telnet y Mac-Winbox sabiendo la MAC del equipo.

v Para cerrar el acceso en capa 2: Tools > Mac Server

MAC Server MAC Server

Telnet Interfaces I WinBox Interfaces Active S Telnet Intetfaces WinBox Interfaces l Active Se
= || || 22 Y| | MACPing Server = |22 |

Interface / Interface /
R S|

............................................................................................................................................................................................................................




Contrasenas guardadas en Winbox

SI estan guardados los accesos dentro del Winbox, facilmente se

puede exportar una lista y ver la contrasena con cualquier editor de

textol!l

 MikroTik WinBox Loader v2.2.18

[._]ji%ﬂ

Connect To: | 192.168.88.1 _|

Login: | Guille

Password; | ¥k

v Keep Password
v Secure Mode
v Load Previous Session

Conneck |

Save

i Tools... :

MNote: | GUILLE LABS

Address User

MNote 7/

192.168.838.1 Guille

GUILLE LABs

Remove All Addresses
Clear Cache

Export Addresses...
mport Addresses...

TEST - WordPad

Archivo Edicion Ver Insertar Formato Ayuda

e & #A it B

|

p-in 0t oneaddr000host192.168.88. 1

BlloginGuilledInoteGUILLE LAEsS

O
secure-model
0o

load-sesO

oo

--. SRATe

] pwdMUM-Lakhio

™~
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MUM

Winbox v.3

v En la version 3, se puede setear un master password para que no

muestre la lista y se pueda exportar.

.
L WinBox v3.0rc17 (Addresses)

=

B|=X

File Tools

Connect To: | 192.168.88.1

Login:  Guille

xxxxxxxx

Password:

Add/Set

Managed  Neighbors

Master Password

Password:

Address User

Connect To RoMON

0K

Session

Connect

Group

v Keep Password
Open In New Window

al |+

RoMON Agent Now

N
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MUM Accesos desde The DUDE

v Muchos descuidan el acceso al software The DUDE. Si el mismo
corre en una |P publica y estd con las credenciales por defecto,

facilmente se puede acceder a el y tomar el control de los equipos

que este administrando.

@ Preferencias | € Servidor Local Apuda | 'YIRELESS LINKS == WW! |
Servidor: |200.200.200.1 Conectar
Modo: ¢ plain * sequro
Guadar
Puerto: 2211
Elirminar

MNombre de usuario:

Contrasena:

Direccion Nombre de usuario

™~
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Herramientas Usadas

Profile (Running) Torch {Running) =] E3
!\Jame Usage | ~ Basic ~ Filters Start
idle 78,5 - Interface: Iwan |E Src, Address: IU.D.U.OID |
winbox 6.5 [l Stop
management 4.5 | Entry Timeout: |00:00:03 |s  Dst. Address: |0.0.0.0/0 | =
r!etworldng 3.0 ~ Collect Stc. Addressé: |::/0 ] :
Firewall 2.0 | Src. Address Src. Addressé s s MR | New Window
st. Addressé: |
EE 2 fg : Dst. Address Dst. Addressé
queuing 1'5 | MAC Protocol Port MAC Protocal: |all IE
T— 1.0 | Protocol VLAN Id Protocol: |any %]
unclassified 1.0 | DSCP Pt I p—p IE'
logging 0.5 |
bridging 0.0 VLAN Td: [any E3
Alash_ 0.0 DSCP: |any 3
graphing 0.0
I2tp 0.0 'Eth. ... |Pro... |Src. Dst. 'WLANId |DSCP  |TxRate |Rx Rate T |Tx Pack... |Rx Pack...|| ¥
p2Zp-matcher 0.0 800... 6(t... 184.107.141.20:9087 51555 2.6 kbps 148.5k.. S 14 »
profiling 0.0 806 ... 0bps 39.5 kbps 0 83|
routing 0.0 800 ... 47 187.189.147.70 1760 bps 5.7 kbps 2 S
ssl 0.0 800 ... 6(t... 64.233.186.125:5222 64445 S.8kbps 5.4 kbps 11 10
traffic-accounting 0.0 4(8... Obps 1856 bps 0 2
800... 2(... 192,168.0.1 45 Obps 1440 bps 0 3
800 ... 2(... 192.168.0.1 43 Obps 1440 bps 0 3
800... 17... 8.8.4.4:53 (dns) 193373 648 bps 1176 bps 1 1
800 ... 17... 190.104.143.50:1701 {I2tp) 11701 (12tp) 926 bps 976 bps 2 2
800 ... 47 179.60,254.46 496 bps 976 bps 1 2
800... 1(... 8.8.8.8 944 bps 944 bps 1 1
800 ... 6(t... 190.0,22,98:51241 3 (https) 592 bps 624 bps 1 1
800 ... 6(t... 190.0,22,98:51893 3 (https) 592 bps 624 bps 1 1
800... 17... 64.233.186.189:443 (htt... 153224 528 bps 600 bps 1 1
800 ... 6(t... 179.41,15.50:44292 *3 (pptp) 1184 bps 592 bps 2 1 =
191 items |T0ta| Tx: 28.0 kbps |T0ta| Rx: 222.0 kbps |T0ta| Tx Packet: 50 |Total Rx Packet: 152
ka.’ UU{ LA AdrAWaia LLRLSS R R LS ) ? JerUlll, nnw i IBUU -1 IIIIP slein IBJ U? i

Ockj30/2015 15:27:05 memory system, error, critical login Failure for user admin from 192,168.88.179 via winbox
Qctf30/2015 15:44:18 memory system, info, account user admin logged out from 192,168.10.4 via winbox
Qctf30/2015 15:47:11  memory system, info, account user admin logged in from 192.168.10.4 via winbox

— =\
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mum MikroTik User Meeting

;Preguntas!?

MUCHAS GRACIAS!

Guillermo Nonino
MKE Solutions

|2 de Febrero
Lima
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