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WHO AM I?

»Soragan Ong 

»MikroTik Evangelist 

»Since RouterOS 2.9.x 

»Certified MikroTik Trainer 

»How to reach me?  

Email: soragan.ong@alagasnetwork.com 

Skype: s_alagas
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Training Center & Education
MIKROTIK.SG

»MikroTik Training Center  

»Base in Singapore 

»Organising MikroTik User Group Singapore 
http://www.meetup.com/MikroTik-User-
Group-Singapore-MUG-SG/
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WHAT’S IN THIS PRESENTATION?

» Definition of firewall, identify firewall 

» Type of firewall based on function, capability 

» Know what information are necessary to build a good firewall 

» RouterOS firewall features 

» Examples of firewall using RouterOS
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KEEP IN MIND

»Security is not friendly 

»Less trust = More secure 

»Firewall need continue maintenance 

»Firewall is not smarter than Administrator
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Security User Friendly
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WHAT IS FIREWALL

- Hardware / Software 

- Interconnect networks with different trusts 

- Control flow of network traffic
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TYPE OF FIREWALL

- Packet Filter 

- Network Address Translation 

- Proxy
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Packet Filter
TYPE OF FIREWALL

» Must have, basic! 

» Analyse incoming and outgoing packet 

» Stateless Packet Filtering 

» Stateful Packet Filtering 
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Network Address Translation
TYPE OF FIREWALL

» Resolve limitation of IPv4 

» Block unrequested/new incoming 

» Only allow what’s configure, anything else 
goes to device input 

» Does not protect the firewall device itself
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Proxy
TYPE OF FIREWALL

» Middle man for LAN user and the Internet 
servers 

» Layer 7 (Application) 

» Web proxy, SOCKS (L5)
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You must know at least two: 
»OSI Layers 
»Network protocol
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PLANNING & DESIGN

•Where to deploy your firewall?
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Information Gathering
PLANNING & DESIGN

»Users 

»Applications in your network. 

»Servers 

»Network Connections
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ROUTEROS FIREWALL

»Packet Filter + NAT 

»Mangle 

»Stateful 

»Support IPv6
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Routing

Traffic Control
WAN Load 
Balancing

Firewall
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IP > Firewall
ROUTEROS FIREWALL

»Rules 

»Informational 

»Database
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IP > Firewall > Filter, NAT, Mangle
ROUTEROS FIREWALL (RULES)

•Conditions/Matches: General, Advanced, Extra 
•Action 
•Statistics
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ROUTEROS FIREWALL 
(INFORMATIONAL)

•Information on current state 
•Connection Tracking 
»Address (source/destination) 
»Ports 
»Protocol (TCP, UDP, ICMP, etc) 
»State (only TCP)
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ROUTEROS FIREWALL  
(DATABASE)

•Service Ports 
•Address List 
•Layer7 Protocols
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FIREWALL EXAMPLE
End-user for accessing internet
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REFERENCE LINKS

» http://wiki.mikrotik.com/wiki/Manual:IP/Firewall 

» http://wiki.mikrotik.com/wiki/Basic_universal_firewall_script 

» http://wiki.mikrotik.com/wiki/Manual:Packet_Flow 

» http://wiki.mikrotik.com/ IS YOUR BEST FRIEND
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QUESTION?
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THANK YOU!


