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»Soragan Ong
»MikroTik Evangelist
»Since RouterOS 2.9.x

» Certified MikroTik Trainer

»How to reach me?

Fmail: soragan.ona@alaagasnetwork.com

Skype: s_alagas
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Training Center & Eaucation

» MikroTik Training Center
»Base In Singapore

» Organising MikroTik User Group Singapore
http://www.meetup.com/MikroTik—User-

Group-Singapore-MUG-SG/
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WHAT'S IN THIS PRESENTATION?

» Definition of firewall, identify firewall

» Type of firewall based on function, capability

» Know what information are necessary to build a good firewall
» RouterOS firewall features

» Examples of firewall using RouterOS
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KEEP IN MIND

»Security is not friendly

Security User Friendly

»lLess trust = More secure

» Firewall need continue maintenance

» Firewall is not smarter than Administrator
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WHAT IS FIREWALL

— Hardware / Software
— Interconnect networks with different trusts

— Control flow of network traffic
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TYPE OF FIREWALL

— Packet Filter
- Network Address Translation

- Proxy
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TYPE OF FIREWALL

Packet Filter

» Must have, basicl

» Analyse incoming and outgoing packet
» Stateless Packet Filtering

» Stateful Packet Filtering
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TYPE OF FIREWALL

Network Address Translation

» Resolve limitation of IPv4

» Block unrequested/new incoming

» Only allow what's configure, anything else
goes to device input

» Does not protect the firewall device itself
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TYPE OF FIREWALL

Proxy

» Middle man for LAN user and the Internet

Servers
» Layer 7 (Application)
» Web proxy, SOCKS (L5)
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You must know at least two:
» 0S| Layers
- »Network protocol
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PLANNING & DESIGN

*Where to deploy your firewall?

Network
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ﬂ

L — Internet

ot

Firewall

g
/ ﬂ'
<‘ ‘7 o

e
er

Private network

WWW.ALAGASNETWORK.COM | WWW.MIKROTIK.SG PAGE °

Phone: +65 3158-5060 | e-mail: soragan.ong@alagasnetwork.com



PLANNING & DESIGN

Information Gathering

»Users
» Applications in your network.

» Servers

» Network Connections
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ROUTEROS FIREWALL

B rFilter + NAT
»Mangle

» Stateful

»SUPPOrt |PV6

A
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WAN Load

Balancing Traffic Control

Firewall
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ROUTEROS FIREWALL

|IP > Firewall

Firewall
Fiter Rules  MAT Mangle Service Ports  Connections  Address Lists  Laver? Protocols
= [« |22 (&) | Hesel Counters || 00 Reset All Counters Fing all ¥
)) I 2 | l e S R Action  Chain Src, Address Dst, Address Prot,.. Src, Port  Dsk, Port  In, Ink... (Ouk, 1., |Bykes Packets
0 Fjump  inpuk Etherl... 099 ME S 761 300
111 Allow Established & Related
........ L facc. WAN-IN ... 4134MB 5352950
= 2« acc,.. WAN-IN 17 L R i aMB 1783562
)) I I I fO rl I I a tl O I I a | 3 ofacc... WAN-IN 295.3 MB 2 654 036
4 o acc... WAaN-IN 17 (... 1701 6.3 KB B
5 Kdrop  WAN-IN J2.a MB 575690
& items
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ROUTEROS FIREWALL (RULES)

[P > Firewall > Filter, NAT, Mangle

*Conditions/Matches: General, Advanced, Extra

| :
Firewall X
*Action
Filter Rules INAT Mangle Service Ports Connections Address Lisks  Layer7 Protocols
e (= 22|52 | = ? Heselb Counters | o0 Reset All Counters Fine all s
| |
® S t a t I S t I C S # Action  |Chain Src, Address Dst, Address Prot... Src, Port  |Dst, Port | In. Int... |Out, I... |Bwtes Packets
[ Fump  inpuk Etherl... a09.9MEBE & 761 300
11 Allow Eskablished & Related
........ LA WANIN L o4134MB 5352950
........ 2 &facc,,, WAMNIN O AF. o SeFE . 278MB 173562
3 ofacc... WAN-IN 295.8 MiB 2 654 036
4 o acc... WAaN-IN 17 (... 1701 6.3 KB P
5 Kdrop  WAN-IN J2.a MEB 575690
b items
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MNew Firewall Rule

General | Advanced Extra Action  Statistics
_ _Incoming
Src, Address: | ____ ; Oukgoing Apply
~ 7 Qukgoing
o
v Qukgoing
' I -
o | e
orc, Fort: |:| Fia 3 |
Disk, Pork: output Femove
Any. Port: === Reset Counters
pPop: v Reset All Counters
In. Interface: v
Cuk, Inkterface: v
Packet Mark: v
Conneckion Mark.: v
Routing Mark: v
Routing Table: v
Connection Type: hd
Connection State: hd
Connection MAT State: hd
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MNew Firewall Rule =] E3

General Advanced Extra Action Statistics

Src. Address Lisk: v Cancel I
Dst, Address List: v Apply |
Layer? Protocol: A Disable I
_omment |

_ontent: bl -
Copy I

Connecktion Bytes: v .
Femove |

Connection Rate: v .
Reset Counters |

Per Connection Classifier: b .
Reset All Counters |

Src, MAC Address: v
Cuk, Bridge Port: v
In. Bridge Pork: v
IPsec Policy: v
Ingress Priority: hd
Priority: v
DSCP (TOS): v
TCP MS5: .
Packet Size: h
Randonn: v
~w— TCP Flags
W ICMP Options
IPv4 Options: v
TTL: v
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MNew Firewall Rule =] E3

General Advanced Extra | Action  Statistics

—&— Conneckion Limik Cancel |
Lirnik: G.: 100 : |
Apply |

Metmask: |32
—a— Limit Disable |
Rate: 0 | sec ¥ Cammant |

Bursk: 5 - ooy I

Mode: ¢ packet ( bit - — I
~ sk, Limnik \

Rate: 1 {|sec | Resel Counters |

Burst: |5 Reset all Counters |

¢

Limit By: |dskt, address ¥
Expire: 100,00 S
~ kR
Every: a
Packet: (0
~ A Time
Tirne: (000000 - 1d 00:00:00
Days: v sat |V Fri v thuy (v wed v tue (v mon (v osun
% Src, Address Type
~& Dsk, Address Type
Address Tvpe: |unicast ¥y -
Inverk
i =
% Hokspok
% [P Fragment
WWW.ALAGASNETWORK.COM | WWW.MIKROTIK.SG PAGE

Phone: +65 3158-5060 | e-mail: soragan.ong@alagasnetwork.com



MNew Firewall Rule

General Advanced Extra Ackion | Skatistics

Action: |accept

accent

add dst to address lisk
add src to address lisk
drop

Fasttrack conneckion
jump

log

passthrough

rejeck

return

tarpik

Log Prefix:
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QK

Cancel
Apply

Disable
Comment
Copy
Remove
Reset Counters

Reset All Counters




MNew NAT Rule

General |Advanced Extra Action Statiskics QK

_? Cancel
dstnat
Src, Address: Eeaan

Chain:

Apply

Dst, Address: v
MNew NAT Rule

Protocol: | General Advanced Exktra Action |Sl:al:isl:ics QK
arc, Fork: | Action: accept

Cancel

Reset All Counters

accepk __
Lsk, Fork: [ add dst ko address lisk Apply
add src ko address lisk
ANy, Fork: | Log Prefix: |dst-nat
jump
In. Interface: | og
masquerade
Ouk, Inkerface: [ L assthrough opYy
return
>aine Reset Counters
srC-nat
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New Mangle Rule [m]

Fiter Rules - NAT - Mangle | Servi General IAdvanced Extra Acktion Stakistics
| _ = (]| (& | T Chain: J rerouking “; Cancel
# | Action | Chain Sr Forward
1+ special durnmy rule to show Fz Src. Address: "‘lDtUt I: Apply
0D & acc... prerouting 0 OULbUL
sk, Address: .
11 special durmmy rule to show Fa OsLroutin Disable E
1D _facc... forward Drakacals | v Comment

131 special dummy rule to shog S

2 D &facc... postrouting Mew Mangle Rule
13 Wia Alagashlet  Filker Rules  MAT  Mangle |Service Ports €| General Advanced Extra  Action | Statiskics
3 #ma... prerouting

e | = |« || 22 ] | & TIT

1 SingTelTy
4 #ma... prerouting " ]

Action: |accept

Act Chai Sre. Add accept
‘ Si ‘ el I _ rEss add dsk to address lisk

11 special durmy rule ko show Fasttrack cou

. add src ko address lisk
0D e acc... prerouting

Log Prefix: change DSCP (TOS)

11 special durmy rule ko show Fasttrack cou change M55 ;
1 D «facc... forward change TTL
11 special durmy rule o show Fasttrack cou clear DF
2D «facc... postrouting fasttrack conneckion I:
1 Wia Alagashet I]::-:glp
3 , # ma... prerouting mark conneckion [:
1 SingTelTy mark packet E
4 #ma... prerouking mark routing

passthrough E

return '

set priority ;

snifFF PiC

sniffF TZ5P

strip IPv4 options
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ROUTEROS FIREWALL
(INFORMATIONAL)

‘*Information on current state

~ *Connection Tracking

' »Address (source/destination)
»Ports

»Protocol (TCP, UDP, ICMP, etc)
» State (only TCP)
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Firewall

Filter Rules MNAT Mangle Service Ports

—

I'f

_onnections

Address Lists  Layer? Protocols

l}_'_ll.lr-ll l...11'

A
S
S
SR
=1
=1

SR
SR
SR
SR
SR
SR
S
S
S
S
A
S
S
SR

1

C

SAC
Sim

Tracking

Src, Address !
25 =

s AN A HC L X

o ¥ 20756690
4 ¢ L 20658610
45 - 101:50154
45 ¢ 10150997
10 ¢ 0,146

10 2. 7.145:356...
11 21 © 4.129:5...
11 21 4.129:5,..
11 1< ! "215:39,..
11 2l b2, 1383,
11 2l t2.150:4. ..
11 2l 79154, ..
11 & im, 5459, ..
11 ¢ bA 2355,
11 . , 175:49, .,
12 ¢t 7 1738145
15 2 1595, .,
15 22 1595, ..
1% 22 1595, ..
1. 2. 1595, ..
17: R = ety |
172 ¢ 9027501
17: LI 252942073
170 1 1:359355

172

. 2P

Dst, Address Prot... [(Connecki,.. Timeout TCP State | Orig./Repl. Rate Crig. JRepl, Bytes v
1r= - 443 6 (kcp) 23:59:52 established 0 bps)j0 bps 264.6 MB/186.2 ... &+
1 | 443 6 (kcp) 23:59:28 established 0 bps)0 bps 509.1 KiB/501.7 KiB
11 443 6 (kcp) 23:59:59 established 1808 bps/1776 bps 794.0 MiB/S17.9 ...
10 ¢ 443 6 (kcp) 23:59:54 established 0 bps)j0 bps 22,3 MiBfz2z.1 MB
1r . 161 17 (... Qo 00: 03 0 bps/0 bps 2132 B/2374 B
11 161 17 (... Qo o0: 03 0 bps/0 bps 1993 B/2189 B
11 47 1., 00029 2.0 kbpsj0 bps 719.6 MIBJO E
2 1T TS I Qo003 0 bps/0 bps 159 B/0B
1 1443 6 (kcp 23:59:44 esktablished 0 bps/0 bps 1343.4 KiBj1990,,..
1 443 6 ikcp) 23:59:54 esktablished 0 bps/0 bps 22.1 MiEf16.9 MBE

l 443 6 (kcp) 23:59:56 established 0 bps/0 bps 28.8 MiB|76.2 MIiB

[ "443 6 ikcp) 23:59:54 esktablished 0 bps/0 bps 62.3 MBJ15.7 MiB

[ 443 6 (kcp) 23:59:26 esktablished 0 bps/0 bps 29.7MiBjf12.1 MiB

( 1443 6 (kcp) 23:59:14 esktablished 0 bps/0 bps 474.1 KiBj472.1 KiE

« 1443 6 (kcp) 23:59:51 established 0 bps/0 bps 1026.9 KiB/1007, ..,
« 1443 6 (kcp) 23:59:54 esktablished 0 bps/0 bps 32.7 MiBJ31.9 MiB

] « 443 6 (kcp) 23:59:47 established 0 bps)j0 bps 11.1 MiE/S.1 MIE
11 ’ 443 6 (kcp) 00:04:59 established 5.7 kbps/1792 bps 23.0 MiEf21.4 MiBE
10 b2e 6 (kcp) 00:00:04 time wait 0 bps)0 bps 1500 B/15824 B
1 6 (kcp) 00:00:06 time wait 0 bps)0 bps 1500 Bf15824 B
1 | 6 (kcp) 00:00:09 time wait 3.6 kbps/8.2 kbps 1500 B/1524 B
1 AT22 6 (kcp) 00:04:59 established 0 bpsj0 bps 636 B/624 B
2r . ' 35,2555, 171(... Qo o0: 03 0 bps/0 bps 163 B/0BE
1 2.1c 1:57266 17 1., oo o002 0 bps/0 bps 131 B/O B
2 2t . 35,2555, 17(... 00006 0 bps/0 bps 160 B/O B
1 2.30.,2.5:23 6 (kcp) 23:22:46 esktablished 0 bps/0 bps 606 B/S63 B
177 2 7 1 1 fir AN N Né N ket hne G RIGE R
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ROUTEROS FIREWALL
(DATABASE)

*Service Ports
*Address List
*Layer?7 Protocols
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Firewall

Filter Rules | NAT | Mangle | Service Porks | Connections Address Lists | | aver? Protocols

=] =1

- MName 4 Address Timeout

ll':ll.lr-ll I..-11.

all

¢

@ NAT149  172.30.255.2
@NAT149  172.29.89.0/24
@ NoMAT 192,168.0.0/16
@ NoMAT 172.16.0.0{12
@ NoMAT 10.0.0.0/5

Firewall

Filter Rules ‘ NAT ‘ Mangle =ervice Porks IConnections ‘ Address Lists ‘ Layer? Protocals ‘

T
MName 7 Ports SIP Direct Media
@ ftp 21
@ h323
@ rc be6 s
@ pptp
@ sip s06e0, 5061 VES
@ tFkp 69

Filker Rules ‘ MAT ‘ Mangle ‘ Service Ports ‘ Connections ‘ Address Lists Layer? Protocols ‘

=

I'f

Fegexp
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Cancel

Apply

_armmenk

Copy

Remoye




Firewall

Filker Rules

FIREWALL EXAMPLE

End-user for accessing internet

MAT Mangle Service Ports Connections  Address Lisks  Layer7 Prokocols

C = =Y Reset Counters | 00 Reset all Counters Finc all ¥
#® Action  Chain Src, Address |Dsk, Address Prot,... Src, Pork  |Dsk, Port  In, Ink... Ok, 1., Bytes Packets
[ Sump  inpuk Etherl.., aoU9.9ME o 761 300
11 Bllow Established & Related
....... L WA WAN-IN e #lad MBS 3es 900
....... 2 &acc, WaNIM oo Ve, 8678 .. 278MB 178562
3 2958 MB 2 654 036
4 17 (... 1701 6.3 KIB 6
5 J2.a MB 575 690
6 items
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REFERENCE LINKS

» http://wiki.mikrotik.com/wiki/Manual:1P/Firewall
» http://wiki.mikrotik.com/wiki/Basic_universal_firewall_script

» http://wiki.mikrotik.com/wiki/Manual:Packet_Flow

» http://wiki.mikrotik.com/ IS YOUR BEST FRIEND
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QUESTION?

THANK YOU!
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