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Introduction.

CYGNAL TECHNOLOGIES

% Cygnal Technologies was established in the Middle East since 1997-2013 (under the name Cygnal and PCTek)
* Internet Dial-up and VSAT Provider for military service contractors.

% Established in the Philippines since 2013
<+ Registered Internet Provider

<+ Been using and implementing Mikrotik RouterOS since late 1999-Present

% IT Solution provider

* Network Infrastructure consultation and commissioning

*  Mikrotik consultation and deployment

* Cloud Hosting Provider

* Software Development

*  Wireless and Hotspot solution provider

* Public Hotspot operator. -
®e*
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The Current setup:

DL:100mbps
UL:100mbps

\{0"9
* The ISP allocated the network with 11 public ip-block

of /29, all public IP must be assi to the routers, and
clients should NOT be natte%o

» The network router is a -mikrotik router with its own
PR IRIVE . by —— proprietary services security protocols and is
connected to the ote router located overseas.
= = . Workstatwﬁs B&s a specific route provided by the non-
| - i | i mikrotik riter-to reach other devices on the remote
: | | : side.
D
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The Task (and considerations).

DL:100mbps

UL:100mbps %
¥
* Provide a scalable Bandwidth managgnent for each
network. éo

DL:25mbps DL:75mbps

UL:25mbps UL:35mbps 0%
* Not to replace the existing&&e router

Publie IP: 19818.1.0/29 * Not to make any ch@s to current infrastructure

fe = | (e.g. IP addressing, It‘gt\ing, Firewall, VPN, Security, etc.)

--------- Fm— - - - - - - Fom e - - - -

* Provide Hdtsiﬁ&t.

E ! ! ! !o E ! ! ! !0 * And a provision for a NATTED LAN.

o
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Possible Solution

DL:100mbps
UL:100mbps

________ e SESSSSSSSSSSRUIE L o o e )
i i i 5 1 e 51

——————————
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X Replace th
. Itb

rrent router with Mikrotik?
all proprietary connectivity and security.
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Solution:

DL:100mbps
UL:100mbps

* Add a Mikrotik router just rl%/&fter
the fiber modem.

* And make it transpaé\éo

«‘00
What g@e should we use?

;-%. ;E . ,- Router mode?
|- __________ \J_/'---_______'l r _________ \. l / ____________ ..':. 0. ..
h : ) : e _OI‘_
Bridged mode?

>,
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In-Line Devices

= What is an inline network device?

* A device that can be installed between two or more network devices that can perform spe

function, it receives the packets and forwards them to i

alter the data in transit.

* It operates at Layer-2 (data link) and some operates at L2 and L3

+ Itis transparent and end devices are not aware of its presence. «Q,C’

Non-Intrusive in-line devices

&

o

2

Y

Coupler Surge
To extend Protector PoE
Cable length

These taps does not alter the data in transit

CYGNALTECHNOLOGIES

ntended destination, it can enhaa@&;r

O

Nof
)
@"trusive in-line devices

<" gexinda

Network Sniffer Appliance bandwidth
Tap Controller

These taps can alter the data in transit
-
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"t gvexinda

Exinda Appliance

| % CYGNALTECHNOLOGIES

It's a WAN optimization appliance

It controls the traffic (Layer 2 and above) O\@e’
» Application accelerator (@)

« Application Visibility V\O\’

« Cache Server 0‘2‘

* Monitoring and reporting &Q’

« Can be set as in-line network device e
o

systems. ooty

Price is based on the WAN bandwidth,.::

*e
.

.
o ® Tt
» .
Pae

A 2mbps wan costs US$1,000 and for 100mbps
WAN priced at US$6,500
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Rural Tech Development (Papua New Guinea)

» Shaz Honarzad (Rural Tech Development)
= Dan Santillan (Cygnal Technq@? es)
)

Malé%Mi:}%i‘otik to function similar to Exinda

By the way.. They are hiring now!

. . . D,
s, Need 2 Mikrotik engineers o0
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Lets make Mikrotik to function like Exinda!

3 Steps Configuration R
O
1. Attach the ports to a bridge. Q\QO\,
O
2. Create a Bridge Filter &
?3'
V\

o
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Note: There’s already a
Transparent Traffic Shaper entry
at mikrotik wiki using a simple
method.

I used a different approach
here and you can see the
difference.

I separated the ingress and
egress traffic by identifying
the physical IN and OUT port,
and by doing so, it gives more
flexibility to further use of
Layer 2 fields through the
bridge filter. I did not use the
mangle to mark the necessary
packets due to its lacking of
layer-2 fields.

: CYGNALTECHNOLOGIES

General | Advanced ARP STP | Action Statistics

K
Chain: !forward || ¥ | Cancel
~a- nterfaces Apply
In. Interface: [ etherd |* |~
out. Interface: [ || ethers [F]~ | Deabe |
Comment
Iri. Interface List: | | -
s i
Remave
~4— Bridges
90 =
Out. Bridge: | | Reset All Counters
In. Bridge List: | | -
Out. Interface List: | | *
~a— Sro, MAC Address
Src, MAC Address: [_|[00:00:00:00:00:00 |
Src. MAC Mask: |FF:FF:FF:FF:FF:FF |
~a— Dot MAC Address
Dst. MAC Address: [1|00:00:00:00.00.00 |
Dst: MAC Mask: |FF:FF:FF-FF:FFFF i
~<— MAC Protocol — —
MAC Protocol-hum: [1/500 p) [#] hex
—&—1p
Sro. Address: | | b
Src. Port: | | >
Dst. Address: | | b
Dst. Port: | | b
Protocol: | | b
~a— Packet Mark
Packet Mark: || =]

~4— |ngress Prionty

Ingress Priorty: D|D

|enabled

il

Mew Mangle Rule

- Connection NAT State: |

General | Advanced | Exira | Action  Statistics

Chain:

b rerouting I & Cancel

Sre. Address: | i‘v Apply
sl i

Protocal: | i - Comment

Sre. Port: | |* Copy.

Dst. Port: | |+ Remove

Any. Port: | v Reset Counters

<9

In. Interface: | — "' Reset All Counters

6l
Out. Interface: ‘ >v st
In. Interface List: 6 >

: é |
Out. Interface List: | S [oina
AN

A
Packet Mark: £ &/
»

i hd

Caonnection M : ¥
Rm@k: [ |~
*@g Table: | il"
onnection Type: | : s
Connection State: | I i
|-

enabled
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Visualization Comparison

Wiki Method Layer 2-7 support Method
IN > | | Bridge
IN - 5
¥
l V
Layer 2-3
Mark Packets here i iti
Layer 3-7 Optional / Additional
Mark Packets here

T Add more L3-L7

. FW Filter I Packets marking
T “‘----—---—---: -------- ’ here and reference
{ FW Filter the bridge filter
h g packets

N
>
>
.
- D,
’ o,
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Configuration: Setting up the bridge

@ 1. Attach the ports to a bridge.

P I Y I T

: CYGNALTECHNOLOGIES

4 * Bridged 4 ports. S

Sl « ISP Port O\Q’
* 2 ports for the routers. O

cessesssssssssssssnnnnnse ] port reserved for 1@%@

O
/interface bridge add name=in-line-bridge «@
/interface bridge port add interface=ether5 bridgeg
/interface bridge port add interface=ether6 bri
/interface bridge port add interface=ether?

ine-bridge comment="Reserved”
in-line-bridge comment="R1"
e=in-line-bridge comment="R2"

Bridge =E
1/ o® -
Bridge Pors !Fihem NAT | Hosts
rscl S sy s ko L
| =S|
[#][=] [v]l%] [a] [7]
 |interface + | Bridae |Path Cost | Role |Root Pat__ |Comment =
ttethers indine-bridge 10 designated port Reserved
| ettt in dge 10 dis e =
| dtether” indine-bridge 10 disabled port Rz
ttetherd indine-bridge 10 designated port ISP Uplink

4 ftems {1 selected)
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Configuration: Setting up Bridge Filter

@ 2. Create the bridge filter. Identify the interface port for IN and OUT and mark the packets accordingly.
TP Direction: ISP ™= R1 (router #1 download) %

: /interface bridge filter add chain=forward in-interface=ether§ o rface=ether6 \

INYRRREN N action=mark-packet new-packet-mark="wan-to- Rl-pkt” co =“R1 download”

Direction: ISP 4= R1 (router #1 upload)
/interface bridge filter add chain=forward in-interfa er6 out-interface=ether8 \
action=mark-packet new-packet-mark="R1-to- t” comment="R1 Upload

Direction: ISP === R2 (router #2 downloa?,
/interface bridge filter add chain=forwa interface=ether8 out-interface=ether? \
action=mark-packet new-packet-ma an-to-R2-pkt” comment="R2 download”

-'o
vea.®

Direction: ISP ¢== R2 (rolw.'#z upload)
/interface bridge filter adﬂcﬂhalrpforward in-interface=ether7 out-interface=ether8 \
action=mark-packet new:péc:ke!amark—"RZ to-wan-pkt” comment="R2 Upload”

Enable Bridge Firewall
/ interface bridge settings set use-ip-firewall=yes

Endge | Forts Fiters | NAT | Hosts
#|[= [v %] [ [T o0 Reset Counters |[ o0 Reset 41 Courters @5
g | lAdwon |Cham !lntelfaces/\n Interface \Intecfacasfom.lmavface iPad(ets |Commem | |=
0 # mark packet forward etherd etherf 0 R1 download
1  # mark packet forward etherb etherg 0 R1upload .
2 1 mark packel forward ethert ether? 0 R2 download
3 Zmekpacket foneard  sther] herl ORZpkad S
4items (1 selected) Technolognes




Configuration: Setting up Bandwidth Limit

3. Create the Bandwidth Limit

2Mbps r
N FMbps

P

O |
&3 ..'} CCRI009-7G-1C 15+ PC

 CYGNALTECHNOLOGIES

Use Simple Queue or the Queue Tree facility

R1 Limit Download 9
/queue simple add name=R1-download packet—marks=wan—to—Rl—pl@&t—a’F0 /2M\
max-limit=0/2M target="0.0.0.0/0”
oY
R1 Limit Upload

/queue simple add name=R1-upload packet—marks=R1—tc$3n—pkt limit-at=1M/0 \
max-limit=1M/0 target="0.0.0.

\%

R2 Limit Download \a
/queue simple add name=R2-download pac@arkaan—to—RZ—pkt limit-at=0/5M \
max-limit=0/5M t ="0.0.0.0/0”

R2 Limit Upload sy
/queue simple add name=RZQI:QIQad'paCket—markFRl—to—wan—pkt limit-at=5M/0 \

max-limit=5§F7 0'target="0.0.0.0/0“

Queuve List [s1 B3
|
Simple Queues. | Inteface Gueues Queue Tree  Cueue Types
L sy e B |
i""!:i |_—¢:E_X\: !CIJ fﬂ'| iDD Reset Courters HDD Reset All Counters i [ Find H
# | |N_ame }Target 1Upioad Mazx Limit |Down\oad Max Lim'rtiPacket Marks iUpIcad fvg. Rate iDownIoad Avg. Rate |Ccrr|rnem \ \'ii
0 R1-downrload 00000  unlimited 2M wando-R1pkt ||
L. BRluplead 00000 MM uniimitzd £t okt |
R R B e e e
3 2 R2<pload 00000 5M unlimited R24o-wan-pkt
@
4 tems {1 selected) 0B queued ED packets qusued .
‘hnologies




* CYGNALTECHNOLOGIES

Speed Test

(video edited to cut playback time)

Qusue Lis
Smple Cueuss  ntadsce Queues  Cueue Tree  Queue Types
| 1| | | o0 Reset Courters || 00 Feset Al Counters ,
# Name  [Tamget |[lipioad MaxLimt Download Max Limit Paee ke |Upioad Avg. [Dowrioad Avg. v |
0 B R1download 00000  urimited 2 Tkt
. {8 Rl-upload 00000 1M unlimied awar Rt
2 @ RZdownload 00000  unimited 5 OwanJ!c-FiE-p’L! 30 5 kbps
3 & Rupload 00000 5M unlimied o R24o-wan-pkt 42 3 kbps
|4 ems 0 B queued 2 D packets queued l'

0,0
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Firewall on the Bridge

The bridge firewall implements packet filtering and thereby provides security functions that are used to manage data flow to,

from and through bridge.

o
You can put packet marks in bridge firewall (filter and NAT), which are the same as the packet marks in IP firewall put byca\Q/
'/ip firewall mangle'. In this way, packet marks put by bridge firewall can be used in 'IP firewall', and vice versa.

Source: (httpsy/fwiki.mikrotik.com/wiki/Manual:Interface/Bridge#Bridge_Firewall)

N
~-

)

Further

Mangle Packet Mangle

Mark the Matching Block or Paentee 5.:
packets here Allow herer :.'..'. .".. -
20 0
*le ® %0

Mark the Cfeser

packets here

Firewall

Filter

Block or
Allow here

“; CYGNALTECHNOLOGIES

0\/
e&é
A

&~
6\4—-—»
 /

Mark the
packet and
Block or
Allow here

D,
B ud
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Firewall on Mikrotik

= [P Firewall Filter \Q:f’
= Protocol based filtering (Mangle / Firewall Filter). 00

= DNS or Web Proxy redirection. é0\’

= Layer 7 matcher. OQ\

= Etc..etc. «Q/

These approach are mostly based on Layer-3 and above (and a ver @ﬁe portion of layer 2), it
requires that mikrotik device MUST be the gateway in orde-r.foﬁt e filter to work.

..ooo

Our mikrotik in-line shaper/filter does NOT act as the gateway, therefore, it doesn’t
need to have an assigned IP address or any running services like DNS or Web Proxy.

......
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2 Steps Configuration R

O
N%
1. Mark the packet at the Mangle Facility Q\éo

<~
2. Create a Bridge Filter \:\
Sl

D,
enmesiir, ...
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Demonstration:

N
~a—-

Mangle

Block or
Allow here

Mark the
packets here

Direction:
from ISP to R2

~ (i
= (U

Important: Be mindful of the direction.

: CYGNALTECHNOLOGIES

A demonstration of filtering packets on bridge
interface (L2) and the mangle facility. \@"9
Mark a packet containing the word “ESMTP” for mail transfer session. \(o
/ip firewall mangle add chain=prerouting content="ESMTP" action=mark-packet new—packe@ =

Create the bridge filter rule and attach the esmtp-pkt mark. (@)
/interface bridge filter add chain=forward in-interface=ether8 out-interface=ether7 paf«tmark=esmtp—pkt action=drop

esmtp-pkt

N
Bridge Ports Fiters ‘NAT Hosts ‘ '2E
‘EE EE |g ‘ﬂ |i:ril Reset Counters || 00 Reset A Courters :‘4 Jail ”3_‘
=3 ‘ ‘Adiun |Chain |Imedacesfln Interface |\nteffacesf0ul. Interface iPacket Markc |F‘ackeis !wa‘l_ U |v
0 #drop forward etherd ether? esmtp-pht [}/ P A0
1 #makpacket foward  etherd etherb ,q?,%dz@gd
2 #makpacket forward etherf etherd * .'G R1uploady
3 #mark packet forward etherl ether? .':MHZ doggid
4 #mark packet forwand ether? etherd el ﬁiy g
AT AN
*ee’
5items

Firewall = E3
Fiter Rules  MAT Mangle |Raw Service Ports  Connections | Address Lists  Layer7 Protocals
|__ﬂE‘ E“§| I_EJ E | 00 Reset Counters || 00 Reset All Counters | M |§u!a
H ‘ IAchun iChain |Fm{o.. |Src. Port |Dsl. Port |Ccnned\un Mark ‘Dut. Bridge Port |h‘|. Bridge Port |Nsw Packet Mark |By‘tes |Pa::kets H'
] o mark packet preroting esmtppkt 8478 11 1|
®,
S
it
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Filter Turned-Off

1=
o tings [Dashboard
Wyl | g | Gafe Mode |5
Guick 5&1 :
:G CRPsMAN Ereige (=l E3
. rterdaces Bridge  Pots Filtes | NAT Hosts
L Wireess e |=| v ® [ |T| 00 BesetCourters | 00 Seset All Courtem Al =
8y Bnidge H# | |Action [ Chain itefaces/in |, tefaces/Out. in.|Packet Mark' |Packets  |(Comment "
=% FFP 1 Ina‘l packet ther3 Iel">=|5 .-
> Swich 2 o mark packet d 6 etherd
2 Mok B e —
P s : file Edit View Options Tooks Help
MPLS ! YfSend | o Spelling v [ Attach '~ @ Security [v [l Save v
= !i‘cum':g : 5 ftems |1 sdlected) From: Administrator < admin@cygnaliech.com> admini® oy v
System

. G - = ¥ To:  Pan Santillan <santillan.dans mtBgmail.come

g Oueuea @E E‘El - Q >
e + T Routes Medhops Fules VRF @o
= Addreas Netiwork inteface || [ «

B 1| ﬁ al ¥
% Hadius s .
Dst. Address Gateway - Subject:  Test Email

A, Tools

B Mew Teminal This is an email test. Oé

[ 1)

=S MetzROLUTER
‘é Parftion

: Make Supout
& Manual * ' * .

-
& New WinBox 0 tems Deems

4
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Filter Turned-On

L&)
12 o Diashb oard
| (M| | Sefe Mode | Session [ 15
Aa Guick Set - =
i CAPSMAN iz =
. riedaces Brdge | Pors. Fiers |NAT  Hoste
L Wieess o = o ® (O |T| o0 BesetCountern || 00 Heset Al Courtem all 3
2 Bridge # | |Action [ Chain ntefacesn. |, MtefacesOut. In. | Packet Mark | Packets  (Comment V
i pop 0 Hdmp formand eamtppkt (1]
o 1 #makpacket 0 R1 downioad
o Switch 2 o mark packet ' : 0 R upload
“r% Mesh 3 #makpacket forward etherd 1573 A2 dowrdoad
- 4  #makpacket forward sthar? 3 652 RZ upload . s
il 1P File Edt View Options Tools Help
MPLS | ﬁ | o Speliing ~ [m.q, v @ Secunty (v [l Save ™
Rautn |
= 3?5: I 5 items |1 esected) From:  Administrater < admin@cygnaltech.com> w
Sy=
5 o) antillan.dans. mt@gmail.com>

.9 I:.:.euea I =] lz‘ EE . 0
Fles + T Routes  Nesthops  Rules VRF
| &

Address Network intexface - L =1 | Y al =

&

R Badiuz s E
Dist. Address Gateway - Subject:  Test Email

W Toals l VV
B MNew Temingl This is an email test. Oé

= MetzROLTER

#5 Partition
1 Make Supout
& Manua . olle 5
= Dtema
@ New WinBox aeisd

. J
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So what L2 fields that can be used for packet matcher under the bridge filter?

1. General 2. VLAN

e Interfaces IN/OUT e Vlan ID

*  Bridges IN/OUT *  VLAN Encapsulation Q/%
* SRC/DST addresses . 8023 Typ = il AT 00\

«  MAC Protocols Packet T
* [P Src/Dst Addresses acket lypes 0\/
and Protocols (L3) é

?. A(I){Il:codes il Sg”}")P Types M aI@’e Rul e

* Hardware Type * SIP Flags

«  Packet Type STP Root Addresses To C(@T Layer 3 to Layer 7
* Addresses * STP Root Cost . o
*  SRCand DST * STP Sender-Address Jeestd
MAC Address + STP Port B et
«  Gratuitous « STP Priorities E— A be?ter chance to hit a specific packets

* STP Ages / STP Time

2,3 and 4 are not available at the mangle

2., ..:
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Expansion

What to do with the unused ports?

« Useit for the natted LAN and... \/O
* Hotspot access port. \;0

X

* Use this port for the ”WAI\L’(ﬁort of the

natted LAN and hotspotvs,
The hotspot port and AN port MUST not be
a member of the.T.A-N ridge
= Bridged 4 ports. '.':,-:‘., ::
ISP Port Lt
2 ports for the routers.
1 port reserved for later use
=9
R2
D,
o,
CYGNALTECHNOLOGIES CYGNAL

Technologies



Almost done...

Leararareressssszessresssssassesanes Remember the reserved port? S

A\
This port is a member of the in-l'r@bridge
interface and it should not hax@Yiblic ip
address, the port can be ug r expansion by
connecting another devigeMdr router to it.

(although, it is ok to assiyd¥t with an ip address, we are
] Wlerface to listen on any protocols on

e it a managed switch)

L
The sithiple gilution is just to connect the “wan” port and
" . e @ 7 .
the “in-Tife;bridge” port with a patch cable.

D,
S
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LAN Configuration

Create the bridge for natted LAN
/interface bridge add name=Ilan-bridge comment="LAN"

Add the ports to the lan-bridge
/interface bridge port add interface=ether1 bridge=lan-bridge
/interface bridge port add interface=ether2 bridge=lan-bridge

Add the IP address to the lan-bridge
/ip address add address=192.168.1.1/24 interface=lan-bridge

NAT the LAN subnet

/ip firewall nat add chain=srcnat src-address=192.168.1.0/24 action=masquerade \

out-interface=wan-bridge

: CYGNALTECHNOLOGIES

| ]

LAN WAN

@ WAN Configuration

Create the bridge for WAN
/interface bridge add name=wan-bridge comment="WAN"

Add the ports to the wan-bridge
/interface bridge port add interface=ether4 bridge=wan-bridge

Add the Public IP to the wan-bridge )
/ip address add address=198.18.1.4/29 interfa an-bridge

Add the Public IP gateway 0\/
/ip route add dst—address=0.0.0.0/O@Nayﬂ%.l&l.1 distance=1

O

Enable DNS server «@
/ip dns set server="8.8.8.8, %4.4" allow-remote-requests=yes

Q¥
(€)
n, G

oge;
~2e8i
= %02

®,
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CYGNALTECHNOLOGIES R

www.cygnaltech.com

2.
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