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What do we have for today?

» Basic MultiWAN using ECMP.
» Force destination address to
route out of a specific ISP.

» Ensure dst.address will go out
of specific route.

= Setup routers email settings.

= Setup Trigger and email
contenst for ISP status.




Multi-WAN Setup

Multi-WAN is a practical setup to maximize multiple ISP’s
And be able to avoid downtime if you have alternate ISP.

» We will use Tripple WAN for better sample
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Tripple WAN setup

1. IP>Addresses

2. IP>DNS

3. Firewall>NAT>masquerade
4. Firewall>Mangle

5. IP>Routes

6. Local DHCP

Tripple WAN

IP>Addresses
Address List
— e
[+][=] [¢][=] [=] [
iMdress £ iNe‘twork |Irrterface |
i LOCAL Networl
0P 192.168.10.254/24 152.168.10.0 etherd
o 192.168.50.254/24 152.168.50.0 ether1-WAN1
or 192.168.60.254/24 152.168.60.0 etherZ-WAN2Z
o 192.168.70.254/24 152.168.70.0 ether3-WAN3
IP>DNS

Servers: |208.78.222222 | #

|208.67.220.220 =




Tripple WAN

Firewall>NAT>masquerade

F'i&erﬂ].jles Mangle Service Ports Connections  Addres:

(Chain_[{I111|Out. Interface

=l masquerade srcnat ether1-WAN1

=l masquerade srcnat ether2-WANZ

=l masquerade srcnat etherd-WANI

Firewall>Mangle
# | Ea‘\dion |Chain !In. Interface it| Connection Mark |Ii Mew Connection Mark  |New Routing Mark
;1 Tripple WAN CONFIG

# mark connection  input ether1-WAN1 wan1_conn
# mark connection  input ether2-WANZ wan2_conn
# mark connection input etherd-VWAN3 wan3_conn
_# mark routing output wan1_conn to_wan1
_# mark routing output wan3_conn to_wan3
# mark routing oltput wan2_conn to_wan2

Tripple WAN

IP>Routes
Houte List
EN&E‘H’]O{JS Rules VRF

#][=] [2][%] [=] [¥]

| Dst. Address '-_iGateway i!!Distance |Scope |Target Scope | Routing Markc
AS F0.000/0 152.168.50.1 reachable ether1-WAN1 1 0 10 to_wan1
AS P 0.00.0/0 192.168.60.1 reachable stherZ-WAN2Z 1 30 10 to_wan2
AS P 0.0.00/0 192.168.70.1 reachable ether3-WAN3 1 an 10 to_wand
1o Multi-WAN
AS P 0.0.0.040 "~ 192.168.70.1 reachable etherd-VWAN3, 1... 1 a0 10

Rioute <0.0.0.0/0:

General | Atrbutes

Dst. Address: [0.0.0.0/0

| |reachable ether3-WaN3

Gateway: [192.168.70.1

'
[192.188.60.1 | %] |reachable sther2Wanz | %
192168501 [[#] [reachable cther-WANT | &

Check Gateway: || -




Tripple WAN

Local DHCP

DHCP iNetwoﬂﬂ leases Options Option Sets | Alerts
| =] [~][ 2] | 7] | oHcP Config || DHCP Setup |
Name [interface Relay  |leaseT

DHCP Setup
[Seiect inierface to o DHCPseveron |

DHCP Server Interface: il %I

i Back | Mext | Cancel ".

e |
Force a dst.address to route out of a

specific ISP.

Choose any public IP’s preferably a ping-able DNS.
This IP’s will be used to know ISP status.
Via:

A. Route

B. Mangle




Choose IP’s

Choose 3 ping-able IP that we will be used for monitoring
later-on.

49.151.178.157 for
ISP1 Monitor

124.106.88.146 for
ISP2 Monitor

121.96.219.176 for
ISP3 Monitor

A. Force dst. to Route to a specific ISP via Route

IP> Routes:
when dst. is 49.151.178.157 gateway is ISP1's GW
when dst. is 124.106.88.146 gateway is ISP2’s GW
when dst. is 121.96.219.176 gateway is ISP3’s GW

Routes | Nexthops Rules  VRF

g = | T

e et R SN | Pt et S S
. ISP2_monitor

hS > 124.106.88 146 192.168.60.1 reachable etherZ-WANZ 1 10 10
.- 1ISP3_monitor

hS P 121.96.219.176 192.168.70.1 reachable ether3-WAN3 1 10 10
.2 1ISP1_monitor

S [ 49.151.178.157 192.168.50.1 reachable ether1-WAN1 1 10 10




—
B. Force dst. to Route to a specific ISP via Mangle

Chain: Output dst.add: 49.151.178.157 new connection mark: wan1-check
Chain: Prerouting connection mark: wan1-check new-routing-mark: to_wan1

Chain: Output dst.add: 124.106.88.146 new connection mark: wan2-check
Chain: Prerouting connection mark: wan2-check new-routing-mark: to_wan2

Chain: Output dst.add: 121.96.219.176 new connection mark: wan3-check
Chain: Prerouting connection mark: wan3-check new-routing-mark: to_wan3

Fireweall
Filter Rules  MAT - Service Ports  Connections | Address Lists | Layer? Protocols

—r——

= | |\'-"' w | (3] :?I | 00 Reset Counters I 00 Reset All Courters |
|Action ;gj,aip_ _:\;!::'I_st_._ﬁqgrg.s_s__._ _._Connection Mark I New Connection Mark | New Routing Mark
# mark connection  output 45151.178.157 wan1-check
# mark routing prerouting wan 1-check to_wan1
# mark connection  output 124,106.88.146 wan2-check
# mark routing prerouting wan2-check to_wan2
# mark connection output 12156215176 wan3d-check
# mark routing prerouting wan3-check to_wan3

The Problem

Despite having Route and Mangles that will force packets to go out of a
certain ISP.

Routes will be disabled whenever gateway is unreachable.
Giving chance for the router to ping a monitoring IP thru other ISP/Gateway

This will give false report in our monitoring.
As we want to make them triggers




|
Scenario 1

Roules | Nesthops  Rules  VRF

[#][=] [][=] [

st. Address T |Gateway

|Check Gat... | Distance iScope iTargei Scope iHouﬁng ]
10 10

DAC P 132.168.70.0/24 ether3-WAN3 reachable 1]
DAC P 152.168.60.0/24 ether2-WANZ reachable 1] 10 10
oC P 192.168.50.0/24 ether1-WANT unreachable 255 10 it}
DAC P 152.168.10.0/24 etherd reachable 1] 10 10
22 15P2_monitor
AS P 124.106.88.146 192.168.60.1 reachable ether2-WANZ 1 10 10
22 ISP3_monitor
AS P 121.96.215.176 192.168.70.1 reachable ether3-WANI 1 10 10
. 15P1_monitor
§ P 45.151.178.157 152.168.50.1 unreachable i 10 hit]
i1 FO0D0/0 152 158 50 1 unreachahle 1 a0 b tn_wanl
AS P 0.00.0/0 192.168.60.1 reachable etherAWANZ 1 30 10 to_wan2
AS F0.0.0.0/0 192.168.70.1 reachable etherFWaN 1 30 10 to_wan3
o Multi-WAN
AS ¥ 0.0.0.0/0 132.168.70.1 reachable ether3-WANI\ 192968.60.... 1 o
16 4%.151.178.157 56 47 43ma
17 45%.151.1758.157 SE 47 4 H
18 49.151.178.157 56 47 39ma Forced ROUte Dlsabled
19 49.151.178.157 56 47 3%ms

49.151.178.157 is still ping-able despite

ISP1 being disconnected Route for mangle disabled

_ + + —+—+
Scenario 2

|
Routes | Nexthops | Rules  WRF

[admin@Multi-WAN autc chang

SEQ HOST
0 124.108.88.148
1 124.106.33.14%
2 124.106.83.148
3 124.106.23.146
4 124.106.33.14€

¥] > ping 124.106.38\146
SIZE TTL
55 45 44Cms
56 45 373R3
56 45 403m
56 45 453ms
56 45 485ms

124.106.88.146 is still ping-able despite
ISP2 being disconnected

il
| Gateway |Chec: Gat...| Distance |Scope  Target Scope |Rauting Mark |f
ether3-WAN3 reachable a 10 10 H
Dc P192.168.60.0/24 ether2-WAN2 unreachable 255 10 10
DAC [ 152.168.50.0/24 ether1-WAN1 reachable 1] 10 10
| T | 10
SP2Z_monitor
P 124.106.88.146 152 168.60.1 unreachahle 1 10 10
i+ 15P3_monitor
AS P 121.96.215.176 192.168.70.1 reachable ether3-WAN3 1 10 10
2 15P1_monitor
AS > 45.151.178.157 192.168.50.1 reachable ether]-WAN1 1 10 10
AS P 0.0.0.0-0 152.168.50.1 reachable ether]-WAN1 1 30 10 to_wan1
1S P 0.0.0.0/0 152.168.60.1 unreachable 1 30 10 to_wan2 |
AS FC.00.0/0 T52.168.70.1 reachable ether - WANG 1 ki) 10 to_wand
110 Multi-VWAN
|AS P+ 0.0.0.0/0 192.168.70.1 reachable ether3-WAN3, 152.168.60.... 1 30 10

STATUS

Forced Route Disabled

Route for mangle disabled
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|
Scenario 3

Routes | Nesthops  Rules  VRF
| 5 [v]

| ‘ Dst. Address | Gateway
B P 192.168.70.0/24 herd-WANJ unreachable

DAC P+ 192.168.60.0/24 ether2-WANZ reachable

DAC P 152.168.50.0/24 ether1-WAN1 reachable 0 10 10

DAC P 192.168.10.0/24 etherd reachable 1} 10 10

| 15P2_monitar

1 reachable ether?-WANT 1 10 10

| i ISP3_monitor

5 P 121.96.213.176 192.168.70.1 unreachable 1 10 10

| i ISP1_monitor

AS > 49.151.178.157 192.168.50.1 reachable ether1-WAN1 1 10 10

AS P 0.0.0.0/0 192.168.50.1 reachable ether1-WAN1 1 30 10 to_wan1
] 1 reachahle ether?-WANZ 1

s P 0.0.0.0/0 192.168.70.1 unreachable i 30 10 ta_wan3

1o Multi-WAN
|A3 I+ 0.0.0.0/0 192.168.70.1 unreachable, 192.168.60.1 redchable 1 30 10

ved=881 packet-lo3s=5% min-rtc=71lms avg-rroxle7ms

Forced Route Disabled

echo: dhcp,critical,error dhep-client on etherZ-WANZ lost IP add: El

[ n@Multi-WAN auto changs Gateway] > ping 124.106.88.146
SEQ HOST SIZE TTL TIME STATUS
0 124.106.388.146 56 45 177ms
1 124.106.88.146 56 45 TIms H
e Ffl g Route for mangle disabled

121.96.219.176 is still ping-able despite
ISP2 being disconnected

Ensuring dst.address will go out of
assigned specific route

To avoid monitoring IP’s being pinged
thru other ISP’s




The Solution

To avoid monitoring IP’s being pinged thru other ISP’s
we will use Firewall Filter.

Chain: Output dst.add: 49.151.178.157 out.interface:Ether2_Wan2 action: drop
Chain: Output dst.add: 49.151.178.157 out.interface:Ether3_Wan3 action: drop

Chain: Output dst.add: 124.106.88.146 out.interface:Ether1_Wan1 action: drop
Chain: Output dst.add: 124.106.88.146 out.interface:Ether3_Wan3 action: drop

Chain: Output dst.add: 121.96.219.176 out.interface:Ether1_Wan1 action: drop
Chain: Output dst.add: 121.96.219.176 out.interface:Ether2_Wan2 action: drop

The Solution

Drops monitoring IP for ISP1 from going out of ISP2 & ISP3
Chain: Output dst.add: 49.151.178.157 out.interface:Ether2_Wan2 action: drop
Chain: Output dst.add: 49.151.178.157 out.interface:Ether3_Wan3 action: drop

Firewall

Filter Rules |NAT Maﬁg]e Serwc:e Portz | Connections Mdress Lists | Layer? Protocols

ﬂ T [ | oo Rc*e‘[ Cc.u"l‘ers || 00 Reset Al Counters J

(& _|Adion |Chan [Dst_ Adchess Ti{ilin. inter_|Out_interface

"0 dop  output 49151178157 sther2-WANZ
17 " $drop  output 49.151.178.157 etherZWAN
7 Hdop  oupdt 724.106.85.196 ether1-WANT
3 $dop  output 124.106.88.146 ether:-WAN3
4  $dop output 121.96.219.176 ether]-WANT
5 $drop  output 121.96.219.176 etherZ-WAN2




The Solution

Drops monitoring IP for ISP2 from going out of ISP1 & ISP3
Chain: Output dst.add: 124.106.88.146 out.interface:Ether1_Wan1 action: drop
Chain: Output dst.add: 124.106.88.146 out.interface:Ether3_Wan3 action: drop

Firewall

Filter Rules | MAT Mangle Service Pots  Connections | Address Lists Layer7 Protocols
[#][=] [“][] [] [7] [o0 Resc Courters |00 Resct Al Courters |
6| lAton Chan |SDst Addess [[ilin mer. Ot sace.
1] HKdrop  output 45.151.178.157 etherZ-WANZ
1 #Hdrop  output 49.151.178.157 ether3-WAN3
2 #drop  output 124 106.88 146 ether1-WAN1
3 #Kdrop  output 124 10688 146 ether3-WAN3
4 Hdrop  output 121.96.219.176 ether1-WAN1
| L #Kdrop  output 121.96.219.176 etherZ-WANZ

The Solution

Drops monitoring IP for ISP3 from going out of ISP1 & ISP2
Chain: Output dst.add: 121.96.219.176 out.interface:Ether1_Wan1 action: drop
Chain: Output dst.add: 121.96.219.176 out.interface:Ether2_Wan2 action: drop

Firewall

Filter Rules | MAT Mangle Service Pots  Connections | Address Lists Layer7 Protocols
[#][=] [“][] [] [7] [o0 Resc Courters |00 Resct Al Courters |
6| lAton Chan |SDst Addess [[ilin mer. Ot sace.
1] HKdrop  output 45.151.178.157 etherZ-WANZ
1 #Hdrop  output 49.151.178.157 ether3-WAN3
2 #drop  output 124 106.88 146 ether1-WAN1
3 #Kdrop  output 124 10688 146 ether3-WAN3
4 Hdrop  output 121.96.219.176 ether1-WAN1
L #Kdrop  output 121.96.219.176 etherZ-WANZ
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Results

ether3_WANS3.

Firewall Drops Traffic for 49.151.178.157 going out of ether2_WAN2 and

Fiter Rules | NAT Mangle = Service Ports Connections  Address Lists  Layer7 Prote

00 Fsset Courters || 00 Reset Al Counters |

when ISP1 is down.

Routes }Negdhops Rules VRF

|Sre. Address |Dst. Address [lSre. Port ~ [Det.... « [in... Out. Interface |Bytes  |Packets
49.151.178.157 ether2-WAN2 858 15
49.151.178,157 etherd-WAN3 568 1

Cannot Ping 49.151.178.157

max-rcc=354ms

STATUS
packet reje...
packet reje.
packet reje.
packet reje.

(3 By packet reje.
E] =] [7] ;
[ Dst. Address T Gateway (Check Gat...| Distance |Scope | Target Scope | Routing Mark
DAC P 192.168.70.0/24 ether3-WAN3 reachable [T 0
DAC P 152.163600/24 cther2 WANZ reachable o 1 10
DC P192.168.50.0/24 stherl-WAN1 unreachable 255 10 10
DAC P 152.16310.0/24 cther reachable o 10 10
21 15P2_monitor
|AS 12410682146 192,168,60.1 reachable ether2 WAN2 1 10 10
| :/15P3_monitor
A P 12196219175 192,163.70.1 reachable etherd WAN2 1 10 10
.. ISP 1_manitor
5 P 49.151.178.157 192.168.50.1 unreachable 1 10 10
PO000D 15216250 1 uneachable il a0 p
AS  P0.000/0 192,168,60.1 reachable ether2- WAN2 1 30 10 to_wan2
AS 00000 152.168.70.1 reachable ether3 WAN3 1w 10 to_wan3
| Mult-WAN
|as F00000 152,168,70.1 reachable etherd WAN3, 192,168 60.... 1 )] 10

Results

Firewall Drops Traffic for 124.106
ether3_WAN3.

|
NAT | Mangle Service Pots  Connections

.88.146 going out of ether1_WAN1 and

Address Lists  Layer7 Protocols

| .EIJ Ij] il:ll:l Resst Counters || 00 Resst 4l Counters

# | |Acton  |Chain ||Dst. Address |11/ Out. Interface Bytes |Packets |
Hdrop  output 124.106.88.146 etherl-WAN1 0B 0
®dop  output 124.106.88.146 ether3-WAN3 280 R 5
Cannot Ping 124.106.88.146 / e
Move up one level
when ISP2 is down. fcommand Use command at the base
[admin@Multi-WAN auto change Gateway] >
SEQ HOST STATUS
q a packet r...
Routes ‘tho'ps Rules VRF T packet T...
i1 T=h = 2 packet r...
| [4] 1hid
|Dst. Address | Gateway |Check Gat...| Distance |Scope | Target Scope |Routing Mark |
DAC P 192.168.70.0/24 stherd-WAN3 reachable 0 10 10
OC P 152.168.60.0/24 ctherZ- WANZ unreachable % 10 10
DAC  [>192.168.50.0/24 ether1-WAN1 reachable o 10 10
10.0/24 = 2 10 10
2 15P2_moritor
§ - 124.106.88.146 192.168.60.1 unreachable 1 10 10
" TSP 3_monitor
AS P 121.96.219.176 192.160.70.1 reachable sther3-WANI 1 10 10
2 1SP1_monitor
AS 49151178157 192.168.50.1 reachable ether!-WAN1 1 10 10
AS _ P0.0.0.04 192.168.50.1 reachable ether] WANT 1 30 10 to_wan1
| XN 157 168,60 1 uneachable T 30 o wanz__]
AS  P0.0.0.00 192.168.70.1 reachable stherd-WANI 1 30 10 to_wan3
s Multi-WAN
AS P 0.0.0.00 192.168.70.1 reachable sther3-WAN3, 132.168.50. 1 0 10
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|
Results

Firewall Drops Traffic for 121.96.219.176 going out of ether1_WAN1 and
ether2_WAN2,

i |Bytes  |Packsts |
596.219.176 504 B 9
¥ drop output 121.96.219.176 etherZ-WAN2 0B 1]
Cannot Ping 121.96.219.176
. ’ Move up to base level
when ISP3 is down. e Move up one level
/command Use command at the base level
[admin@Multi-WAN auto change Gateway]
SEQ HDST STZE TTL TIME STATUS
Nexthops | Rules | VRF o packet ...
— 1 packet r...
2 packet T...
©|Gateway
DC | P 192 168.70.0:24 sther3WAN3 unreachable
DAC P 192.168.60.0/24 sther2-WAN2 reachable
DAC P 15216850 0:24 ather] WAN1 reachable
DAC P 192168.10.0/24 stherd reachable
2 1SP2_montor
AS I 124.106.88.146 192.168.60.1 reachable ether2-WANZ 1 10 10
" ISP3_moriter
5 P 12156213176 152 168,70 1 urreachable 1 10 10
TSP _mortter
A5 P49.151.178.157 192168 50,1 reachable ether1-WAN1 1 10 10
AS | P0.000/0 192.168.50.7 reachable ether1-WANT 1 &) 10 to_wan1
AS 00000 192168 60 1 reachable ether? WANZ 1 30 10 to_wan2
5 0.0.0.00 192.168.70.1 urreachable 1 30 10 to_wan3
- Muti- WAN
AS | P0000/0 192.168.70.71 urreachable, 192.168.50.1 reachable.. 1 30 10

Setup routers email settings.




Router’s Email setup

Email Settings |
Server: |mikro1ikphi\ippines com | f QK ma" server settlng
Port: IZG | e Cancel
Start TLS: |no E3 tpply
From: |mar.ﬂorde||za |,%ﬁ Email account to be USEd by
oz [T —— the router to send mails
ser: |mari philippines.com | &
Password: [+ | &

Triggers for Email Router




Auto Email setup

Now that we are assured that when ISP1 is down you cannot ping 49.151.178.157
Now that we are assured that when ISP2 is down you cannot ping 124.106.88.146

Now that we are assured that when ISP3 is down you cannot ping 121.96.219.176

Flood Ping

@ New Teminal Gpbeg
=5 MetaROUTER i
#2 Partion MAC, S

| Make Supout.if

][] [v][x] [=] [Y]

|Host / |Ir1tenra| |Trrneout {.. iStatus |Snce |
‘:‘;1119.151.178.15 00:00:30 1000 up Dec/13/2017 11:14:30
%!13.21 596.215.176 00:00:30 1000 up Dec/13/2017 11:27:21
;;!1224.11}6.38.146 00:00:30 1000 up Dec/13/2017 11:27:22

Auto Email setup

With the use of Netwatch monitoring 49.151.178.157 for ISP1

Netwatch Host <43.151.178.157>
T |Up = Interval period could be shorten

for a more accurate status check

Host: [49.151.178.157 P
Interval: |DD:DD:3B |
Timeout: |1DD[ﬂ | ms

Status: |up |
Since: |Dec/13/2017 11:14:30 |

Metwatch Host <49.151.178.157>

9.15
Host [ TF] Down Host Up [ Down]

On Up:

On Down:
ff;;;?ﬁg;ﬁni: Loofzsglfrdehza@gmall.mm /tool e-mail send to=aesflordeliza@gmail.com
body="15F1 on Btherl is now restored” ;UbJeﬁFSLS_IP'I Is;ﬁw?. di od”
from="mar flordeliza @mikrotikphilippines com” ody= on Etherl is discannect

from="mar flordeliza@mikrotilphilippines com”




Auto Email setup
With the use of Netwatch monitoring 124.106.88.146 for ISP2

Netwatch Host <124.106.88.146>

[t oun

Interval period could be shorten

Host: |124.106.88.145

for a more accurate status check

Interval: ||]ID:DD:31]

Timeout: |WDDD

Status: |up

Since: |Dec/13/2017 11:27:22

MNetwatch Host <124.106.88.146>
Host | Down

On Up:

Metwatch Host <124.106.88.146:

Host Up

On Down:

ool e-mail send to=aesflordeliza@gmail.com
subject="I5P2 is now up"

body="15P2 on BtherZ iz now restored”

from="mar flordeliza@mikrotikphilippines com™

/tool e-mail send to=aesflordeliza @gmail com
subject="15P2 iz down"

body="15P2 on Bther? is Down"

from="mar flordeliza @mikrotikphilippines .com”

Auto Email setup

With the use of Netwatch monitoring 121.96.219.176 for ISP3

Netwatch Host <121.96.219.176>

[Fost] up | Down

Host: |121.96.219.176 |

Interval: |DD:DD:3D |

Timeout: |'IDDD |ms

Status: |up |

Since: |Decf13a’2ﬂ1? 11:27:1 |

Netwatch Host <121.96.219.176=
Host i Down

On Up:

Interval period could be shorten
for a more accurate status check

Metwatch Host <121.96.219.176=

s > (o]

On Down:

/ool e-mail send to=aesflordeliza@gmail.com
subject="I5P3 is now up"

body="15P3 on Etherd is now restored”

from="mar flordeliza @mikrotikphilippines com”

/tool e-mail send to=aesflordeliza@gmail.com
subject="15P3 is down" body="15P3 on
Ether3iz Down™

from="mar flordeliza @mikrotikphilippines .com™
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Configuration benefits?

= Knows when your ISP goes down and the
time it was restored.

» Router reports via email means you could
also received it while on vacation/away from
work.

» Ease of mind that you don’t need to manually
check each ISP manually, specially for
multiple ISP deployment.

» Ensuring configuration will work even on
modem-router down time, ISP link
disconnection or any other forms of internet
source problem.

Thank You
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The End

 Questions and Answers

To get in touch with me:
Mar Aeschyllus Flordeliza
mar.flordeliza@unitedplexus.com

+63-2-358-2733
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