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Multi-WAN
w/ auto notification 
for 
WAN's status updates
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What do we have for today?

 Basic MultiWAN using ECMP.
 Force destination address to 

route out of a specific ISP.

 Setup routers email settings.
 Setup Trigger and email 

contenst for ISP status.

 Ensure dst.address will go out 
of specific route.
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Which way to start?

Multi-WAN Setup

Multi-WAN is a practical setup to maximize multiple ISP’s
And be able to avoid downtime if you have alternate ISP.

 We will use Tripple WAN for  better sample
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Tripple WAN Source

IP configurations for simulation

 ISP1: 192.168.50.0/24
GW:   192.168.50.1

 ISP2: 192.168.60.0/24
GW:   192.168.60.1

 ISP3: 192.168.70.0/24
GW:   192.168.70.1

 Local Network: 192.168.10.0/24
GW: 192.168.10.1
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Tripple WAN setup

1. IP>Addresses

4. Firewall>Mangle

2. IP>DNS

5. IP>Routes

3. Firewall>NAT>masquerade

6. Local DHCP

Tripple WAN
IP>Addresses

IP>DNS
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Tripple WAN
Firewall>NAT>masquerade

Firewall>Mangle

Tripple WAN
IP>Routes
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Tripple WAN

Local DHCP

Force a dst.address to route out of a 
specific ISP.

Choose any public IP’s preferably a ping-able DNS.
This IP’s will be used to know ISP status. 

Via: 
A. Route
B. Mangle
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Choose IP’s
Choose 3 ping-able IP that we will be used for monitoring 
later-on.

49.151.178.157 for 
ISP1 Monitor

124.106.88.146 for 
ISP2 Monitor

121.96.219.176 for
ISP3 Monitor

A. Force dst. to Route to a specific ISP via Route

IP> Routes:
when dst. is 49.151.178.157 gateway is  ISP1’s GW
when dst. is 124.106.88.146 gateway is  ISP2’s GW
when dst. is 121.96.219.176 gateway is  ISP3’s GW
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Chain: Output   dst.add: 49.151.178.157 new connection mark: wan1-check 
Chain: Prerouting  connection mark: wan1-check new-routing-mark: to_wan1

Chain: Output   dst.add: 124.106.88.146 new connection mark: wan2-check 
Chain: Prerouting  connection mark: wan2-check new-routing-mark: to_wan2

Chain: Output   dst.add: 121.96.219.176 new connection mark: wan3-check 
Chain: Prerouting  connection mark: wan3-check new-routing-mark: to_wan3

B. Force dst. to Route to a specific ISP via Mangle

The Problem

Despite having Route and Mangles that will force packets to go out of a 
certain ISP.

Routes will be disabled whenever gateway is unreachable. 
Giving chance for the router to ping a monitoring IP thru other ISP/Gateway

This will give false report in our monitoring.
As we want to make them triggers 
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Scenario 1

Forced Route Disabled

Route for mangle disabled

Scenario 2

Forced Route Disabled

Route for mangle disabled
124.106.88.146 is still ping-able despite 
ISP2 being disconnected
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Scenario 3

Forced Route Disabled

Route for mangle disabled

121.96.219.176 is still ping-able despite 
ISP2 being disconnected

To avoid monitoring IP’s being pinged
thru other ISP’s

Ensuring dst.address will go out of 
assigned specific route
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The Solution

To avoid monitoring IP’s being pinged thru other ISP’s
we will use Firewall Filter.

Chain: Output   dst.add: 49.151.178.157 out.interface:Ether2_Wan2 action: drop 
Chain: Output   dst.add: 49.151.178.157 out.interface:Ether3_Wan3 action: drop 

Chain: Output   dst.add: 124.106.88.146 out.interface:Ether1_Wan1 action: drop 
Chain: Output   dst.add: 124.106.88.146 out.interface:Ether3_Wan3 action: drop 

Chain: Output   dst.add: 121.96.219.176 out.interface:Ether1_Wan1 action: drop 
Chain: Output   dst.add: 121.96.219.176 out.interface:Ether2_Wan2 action: drop 

The Solution
Drops monitoring IP for ISP1 from going out of ISP2 & ISP3
Chain: Output   dst.add: 49.151.178.157 out.interface:Ether2_Wan2 action: drop 
Chain: Output   dst.add: 49.151.178.157 out.interface:Ether3_Wan3 action: drop 
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The Solution
Drops monitoring IP for ISP2 from going out of ISP1 & ISP3
Chain: Output   dst.add: 124.106.88.146 out.interface:Ether1_Wan1 action: drop 
Chain: Output   dst.add: 124.106.88.146 out.interface:Ether3_Wan3 action: drop 

The Solution
Drops monitoring IP for ISP3 from going out of ISP1 & ISP2
Chain: Output   dst.add: 121.96.219.176 out.interface:Ether1_Wan1 action: drop 
Chain: Output   dst.add: 121.96.219.176 out.interface:Ether2_Wan2 action: drop 
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Results
Firewall Drops Traffic for 49.151.178.157 going out of ether2_WAN2 and 
ether3_WAN3.

Cannot Ping 49.151.178.157
when ISP1 is down.

Results
Firewall Drops Traffic for 124.106.88.146 going out of ether1_WAN1 and 
ether3_WAN3.

Cannot Ping 124.106.88.146
when ISP2 is down.
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Results
Firewall Drops Traffic for 121.96.219.176 going out of ether1_WAN1 and 
ether2_WAN2.

Cannot Ping 121.96.219.176
when ISP3 is down.

Setup routers email settings.
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Router’s Email setup

Triggers for Email Router 
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Auto Email setup

Now that we are assured that when ISP1 is down you cannot ping 49.151.178.157

Now that we are assured that when ISP2 is down you cannot ping 124.106.88.146

Now that we are assured that when ISP3 is down you cannot ping 121.96.219.176

We could now use them as triggers.

Auto Email setup
With the use of Netwatch monitoring 49.151.178.157 for ISP1

Interval period could be shorten 
for a more accurate status check.
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Auto Email setup
With the use of Netwatch monitoring 124.106.88.146 for ISP2

Interval period could be shorten 
for a more accurate status check.

Auto Email setup
With the use of Netwatch monitoring 121.96.219.176 for ISP3

Interval period could be shorten 
for a more accurate status check.
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 Knows when your ISP goes down and the 
time it was restored.

 Router reports via email means you could 
also received it while on vacation/away from 
work.

 Ease of mind that you don’t need to manually 
check each ISP manually, specially for 
multiple ISP deployment.

 Ensuring configuration will work even on 
modem-router down time, ISP link 
disconnection or any other forms of internet 
source problem.

Configuration benefits?

Thank You
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To get in touch with me:

Mar Aeschyllus Flordeliza

mar.flordeliza@unitedplexus.com

+63-2-358-2733

The End

• Questions and Answers


