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About Me

Trainings

e Cisco Certified Network Associate (Routing & Switching)

e Cisco Certified Network Associate (Data Center)

e Cisco Certified Network Associate (Wireless)

e Cisco Certified Network Professional (Routing & Switching)
* Microsoft Certified System Administrator

e APTECH Certified Computer Professional (ACCP)

e Red Hat Certified System Administrator (RHCA)

¢ MTCNA (MikroTik Certified Network Associate)—=> In Process

Position

* Manager Network & IT Support

* Haier Pakistan(Pvt)Ltd
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Road Map

* Why MikroTik router board Implementation required in
Haier Network

 DHCP Server Functionality & Mac Address Filtering
* WAN Failover Functionality

* Virtual Private Network Implementation

* Remote Access VPN Implementation

* Demilitarized Network Zone Set up & Destination
Network Address Translation
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Haier Network Before MikroTik
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Why MikroTik router board Implementation in Haier

Network

* Easy to configure and manage

* Very low cost rather than any other hardware like Cisco,
Fortigate

* Intelligently handled Firewall & Failover

* Easy remote monitoring

* Very User Friendly GUI

e Support of Giga bit Ethernet Ports (i.e. GL 750 Hex)

e Site-to-Site VPN functionality in failover to support leased
lines as backup

* Easy to manage configuration backup and restoration
process



Halef DHCP Server Configuration

@ Haier@10.42.0.7 (MikroTik) - WinBox v6.32.2 on RB3011UIAS (arm) = =
> || cu| | Safe Mode | [wl| Hide Passwords H (5
4 Ouick Set [x]
W Interfaces Pools | Used Addresses
& Dridge .|.- =il ?
=g PPP ([Name . [Addresses [Next Pool : [~]
“2 Mesh T VPN-POOL 172.18.99.1-172.18 55 254 none
P defautt-dhep 152168 88 10-192.168. 88 254 none i
%= P P New DHCP Server o]
aci * == Name: [EEETESE |
4 Routi I r :
#° Routing o Interface: |local L* oy
System I3 Mame: |default-dhcp DHCP | Metworks = Leases :
8 Queues Addressss: |(-192 168.88 254 | & + < |s2] [
Files e P ey = Lease Time: |00:10:00 - ) —!
Next Pool: |none [ ¥ ] = Apphy | |Mame | Interf i BR...| =
Log Bootp Lease Time: |forewver
L Radius Address Pool: |default-dhcp *
emove
. Src. Address: -
B Mew Teminal
'!iw Partition Delay Threshaold: -
=2 Mk otk Authortative: -_aﬂef 2s delay ¥
& Manual = -
= Bootp Support: |static *
B ca p Supp |
Lease Script:
[Oems
Add ARP For Leases
Always Broadcast
| Use RADIUS
:enabled

|2 ftems (1 selected)
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Mac Address Filteration

* Normally, a router allows any device to connect as long as it knows the
appropriate passphrase

* With MAC address filtering

* A router will first compare a device's MAC address against an approved list of MAC
addresses

* Then only allow a device onto the Local network if its MAC address has been specifically
approved

FAC: 11-22-33

MAC:11-22-33

capcl r“". : .
L unauthorized
¥ user
'P

Fart 1

Switch =




Haler \ac address Filtering

Open your local interface> ARP-> reply-only

& Haier@10.42.0.7 (MikroTik) - WinBox v6.32.2 on RB3011UiAS (arm) — =
> |[cu| [ Safe Mode | [ Hide Passwords [ (5
A& Quick Set (][]
w Intefaces Pools | Used Addresses
& Bridge -|- i T
=Z PPP g . | Interface <docal> IEIIZI V
¥& Mesh General | Bthemet | Status | Traffic | 0K |
== P I Interfacs
——
r Mame: |Fem Cancel
MPLS ] =] e !ﬂ | — | _
7 Routing B Ta P e | fonly | [T« Packet (p/s)  |Fx Packet p/s) | ||
DR <& MTU: [1500 0 bps 0 1]
i e "llor e | Disable | 11.9 kbps 21 17
Q Clusues DR e L2MTU: 1538 = | C = | Obps ] (1]
DR <% = . b 0 bps i 1]
Files DR s Maxl2MTU: 8156 544 hps ] 1
Log DR 4% MAC Address: |E4:BD:8C:03:F0:45 | | L] | 267 kbps 27 30
B Radius DR e% e 19.4 kbps 3z Y|
= DE &% ARP: |reph-only ¥ | Cable Test 0 bps ] V]
=, Tools F DR 9 | = | Dbps 0 o
. DR 4 Obps 0 0
B Mew Teminal
= DR ¢® | Reset MAC Address | Obps o o
Ye Partition DR @» 320 bps i 1
- Make Supout rf DR s-# Obps o o
? DR <& 2.2 kbps & &
& Manual S ¢ 0 bps 0 i}
E Exit 5 L 0 bps o o
S i Dbps 1] 1]
R 4H 347 4 kbps 510 411
RS i 50.7 kbps B4 67
5 4 Dbps 0 i}
5 4 O bps 1] o
S i Obps 0 0
| R G-t 0 bps 1] 1]
RS ¢ Obps 0 0
L D bps o o
RS ¢ 2453 kbps 325 249
S L4 0 bps ] V]
enabled :;'unning |slave [limk ok
-2? tems (1 selected)

|2 tems



Haier Mac Addresses in ARP List

In IP->ARP
Put your users/Lan Ip address here and User’s Mac Address with interface local

& Haier@10.42.0.7 (MikroTik) - WinBox v6.32.2 on RB3011UiAS (arm) - e
e RN Safe Mode w| Hide Passwords [ (=
Aa Quick Set
mH |Interfaces o= = | T
71, Bridge IP Address MAC Address Interface s
=% PPP D 104201 00:23:5E:CA:16:F1 bridgedocal
- ' D 104202 00:06:58:87:-DC:86 bridgedocal
“'2 Mesh D =110.42.0.8 E4:1F:13:31:05:D4 bridgedocal
s P - |D 1042015 00:1C:.C4:DACT:F2 bridgedocal
== D 1042020 E4:1F:13:B3:63:A6 bridgedocal
MPLS o  =1042024 80:EE:72:70:28:32 bridgeocal Mew ARP =1 E3
#7 Routing I D =110.42.0.32 08:ED:B9:73:AE:93 bridgedocal )
s . |D  =1042039 50:68:04:21:3E:72 bridgedocal IF Address: | LIS RSVREC)
ystem D =10.42.0.49 60:6C:66:16:41:DF bridgedocal MAC Address: |80 EE 73703832
&8 ueues D = 10.42.0.57 00:22:B0:E1:29:52 bridgedocal
= D =1042064 20:16:D8:59:76:87 bridgedocal Interface: |local *
Files D =1042074 ABATS5:30:BCET bridgedocal
Log D =1 10.42.0.95 A4:2B:B0:BE-98:28 bridgedocal Published
B Radi D 10420102 34:23:87-E0:32:AD bridgedocal
At Radius D =10420113 00:88:22-00-01-50 bridgeJocal
« Toals - D =10420210 00:15:00:0A:A9:FD bridgedocal
—_ Terminal D 10420214 SC:D2:1E:96:0E:65 bridgedocal Copy
=w lemina 0 =10.42.0.241 E0:2A:82:5E:08:ED bridgeocal
#5 Partition D 320214217073  18:2B:8D:D7:-F1:04 bridgeocal Smove
S
=
MAC Telnet
enabled

19 tems
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Difference with Cisco IP SLA Failover Monitoring
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Haier WAN Failover Functionality with few clicks
as compared to Cisco

@' Haier@10.42.0.7 (MikroTik) - WinBox v6.32.2 on RB3011UIAS (arm) e >
|43 || 4| | Safe Mode vl Hide Passwords [ (7
As Quick Set
wH Interfaces Iules  VRF : i
S o General | Attribut
i, Bridge T | =
el . . .
== PPP ! |GE|tE:'\.'||la').r |Distance | Routing Marke | Pref. Sourg Seten LT
“ % Mesh 202.142.170.73 reachable bridgedocal 1 Gateway: |122.129.79.254 ||?| |unreachable
=5 P I 122.125.75.254 unreachable 2
4 10.10.0.1 unreachable 8 Check G i
-~ MPLS " 14 bridgedocal reachable 0 104207 o L
# Douti I [Z2p-out1 reachable [1] 104207 Rpe iricast
96 Routing ‘4 10.42.0.1 reachable bidgeocal 1 e |
o System I g 10.42.0.1 reachable bridgedocal 1 _ )
B s 24 10.42 40.1 unreachable 1 104207 Distance: |2
": ' 10.44.0.1 reachable dZ&p4chi_warehouse:> 1 Scope: |.']-D
. Files <|2tpchi_warehouse> reachable 0 104207 '
Log 24 10.44 .40 1 reachable <12prawalpindi= 1 Target Scope: i'H]
: : AAprawalpindi= reachable [1] 104207 )
At Radius 24 10.44.80.1 reachable <Zp-multan= 1 Routing Mark: |
@ New Teminal 8 Route <00.0.0.0/0:=
¥ Partition Sl Ve | :
Attributes -OK
= Make Supout rf ) Bt Akl '1] | -
s : ress: | [EXENINEY Cancel
& Manual 14
B 5« 1 Gateway: |202.142.170.73 | #| [reachable bridgedocal | & Dok s static
L
E; Check Gateway: |ping || ¥ a Dizable
173 Type: |unicast |E| Comment
= Copy
7 I "
-Hemove
3 Scope: |EH] |

A Target Scope: |'H] |

o5 Routing Mark: |

Pref. Source: | | o
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Virtual Private Network

* Virtual Private Network is a type of private network
that uses public networks, such as Internet, instead of
leased lines to communicate

e TwWo connections — one is made to the Internet and the
second is made to the VPN

* Datagrams — contains data, destination and source
information

* Firewalls — VPNs allow authorized users to pass through
the firewalls

* Protocols — protocols create the VPN tunnels
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Protocols Used in VPN

* PPTP -- Point-to-Point Tunneling Protocol
* L2TP -- Layer 2 Tunneling Protocol

* |IPsec -- Internet Protocol Security



Haiefr Virtual Private Network Types

* Site-Site VPN

* Router-router VPN

* Required for two geographic locations.
* Works over Internet

e Connect two different LANs

* Remote Access VPN

* Works over internet
* Connects remote users from anywhere with Office Intranet
* Dialup set up required to connect



Haier  sjte-Site VPN Diagram
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Haier Site-Site VPN Configuration for Head Office
routerboard

/ interface lZtp-server server
zet enabled=yes max-mtu=1460 max-mru=1460 %
authentication=pap, chap,mschapl,mschap2 defaunlt-profile=default-encryption

!/ ppp secret

add name="userl” service=1Z2tp caller-id="" password="FP@sswlird"™ \
profile=default-encryption local-addre=ss=192.16E8.3.254 \
remote—addre=ss=10.0.1.254 routes="" limit-bytes—-in=0 limit-bytes—-out=0 \
comment="" disabled=no

/ ip route

add dst-addres==10.0.1.0/24 gateway=10.0.1.254 scope=255 target-scope=10 \

comment="" disabled=no
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Site-Site VPN Remote branch configuration

finterface 12tp-client

add add-default-route=no allow=pap,chap,mschapl,mschap?2 comment=""
connect—to=80.80.80.110 disabled=no max-mru=1460 max-mtu=1l460 3
mrru=di=zakbled name="1Ztp-outl"” password="P@sswlrd"™ \

profile=default-encryption user="userl”

/ip route
add comment="" disabled=no distance=] dst-addre=s==192.168.2.0/23 \

gateway=1892.16E.3.254 =scope=2535 target-=scope=10



Haler  gjte site VPN at Public Network
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Haier MikroTik Implemented Network Map
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Haier Network Diagram of Remote Access VPN at
L2tp/IPsec

Remote Access VPN for Branch WIMS Time Attendance

conectivity .
‘ “"‘:“-‘: I DNS for GEMS

Sales Portal

MikroTikRB 3011

L2tp/IPsec remote access vpn at dialup services if Cisco VPN fail, :
<9 while on Windows 8 & 10. cisco vpn fail to connect So Dial up VPN Service works well

Remowve VPN Users
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7 Steps to configure VPN with L2TP/IPsec

* Create IP Pool/VPN Pool

* Create profile for Remote Access VPN

* Create User credentials for Remote VPN Users
* Tunnel Encryption through IPsec

* |Psec Peers and Proposals

* Firewall settings for Outside access

* Adding Routes for VPN-User Traffic
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Create IP Pool/VPN Pool

E‘ Haier@10.42.0.7 (FMikroTik]) - WinBox «w6.32.2 on RB2011LLWAS (arm)
g L Safe Maode

A Quick Set
e Interfaces Fools sed Addresses
& m Dridge = | | = I

== PPP Mame Addresses Mext Pool
= 2 Mesh = WPMN-POOL 1721899 1-172.18.95 254 none
o default-dhcp 152 162.82.10-192.168 .88 254 none

MPLS
<  FRouting
Sy=stem

Q Queseues
Files Addresses: |[172.18.991-172.1.| & Cancel
e

IP Pool <WPMN-POOL=

o Nard B S

Mame: P -PiOC L )

Log MNext Poal: |none -
Radius
Tools [

Apphy

Remowve

Mew Terminal

Fartition
Malce Supout rif
& Manual

Bl Ext

v OH A B




Haier Create profile for Remote Access VPN

& Haier@10.42.0.7 (MikroTik) - WinBox v6.32.2 on RB3011UIAS (arm)
| x> || c# | | Safe Mode |

A Quick Set
mn Interfaces Interface  PPPoE Servers | Secrets Profiles | Active Connections
4 i Dridge -l-— 'E- ?
=% PPP | [Name - |Local Address  |Remote Address [Bridge | Rate Limit...[Only One |
& Mesh  @VPN-Profile  10.42.0.7 VPN-POOL default
55 w ||T Edefauk default
= | £ defaultencr... 104207 unlcrnowwm default
MFLS [
2 PPP Profile <\WFM-Profile>
" Routing [ 1
St . General | Protocols | Limits  Queue
& Cueues Name: |HENEEGEN |
S Local Address: [10.42.0.7 =] = Apply
o5 Remote Address: |VPN-POOL =]«
St Radius
s, Tools [ Bridge: | =
B Mew Teminal Bridge Port Priorty: | - Remowe
#.. Partition Bridge Path Cost: |-
- Make Supout rf
& Manual Incoming Filker: | =
E Exit Cwutgoing Filter: | -
Address List: ==
DMNS Server: |202. 141224 34 | -
202.141.229.34 |+
WIMNS Server: —

- Change TCP M55
& defautk  no & yes
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Create User credentials for Remote VPN Users

@ Haier@10.42.0.7 (MikraTik) - WinBox v6.32.2 on RBE3011LIAS (arm)

o || cu| | safe Mode
Aw Quick Set
#H Interfaces
o Dridge
== PPF
@2 Mesh
25 [P
MPLS
#° Routing
System
g Queues
Files
Log
L Radius
s, Tools
B Mew Teminal
f; Partition
= Make Supout rf
& Manual

E B

B | || S

_|Name

Intefface  PPPoE Servers Secrets | Profiles | Active Connections

| lﬂiheium
& camran

& kamranservice=2tp call ..

& learachiz

@ karachicsd?
& kchi_warshouse
& muttan

& multan2

& multarwh

& multanwh 1

& nadeemmtn
& peshawarlog
& peshawarsales
& peshawarwh
& qtalog

& rawalpindi

& rawalpindisale
& sahiwallog

& sahiwalsale?
& sahiwalsaled
& sahiwalsales
&P sahiwalsales3
&P sahiwalwh

& sargodha

& sargodhasale
& sodsale

& sodsales

& sgdwh

& sialoot

& sizlkeotcsd

& sialcotcsd 1

& sizllotsale

& siallcotwh

& suldeur

& suldursale
ﬂtariq

& umair

|55 items {1 selected)

By

'I'2tp
12p
any
12p
12p
12p
12p
12p
12p
12p
12p
12tp
1&p
12p
12p
12p
12p
12tp
12tp
12p
12p
12p
12p
12tp
12tp
12p
12tp
12p
12p
12p
12p
12p
12p
12p
12p
12p
1&p

|Service [Caller ID

PPP Authentication & Accounting
' | Prafile |Local Address

“WPN-Profile  10.42.0.7
VPN-Profile  10.42.0.7
defaultencr... 10.42.0.7
WPM-Profile  10.42.0.7

PPP Secret <umair>

Mame:
Passward:
Service:
Caller 1D:
Profile:

Local Address:
Remote Address:

Routes:

Limit Bytes In:
Limit Bytes Out:

Last Logged Out:

_enabllea

'Iitp

[VPN-Profile

[104207

[Jun/13/2016 14:23:36

:He_mut_e Address Lr:lst Logged Out

Cancel
Apply
Disable
Comment

Py
Remove

IHII IIH

VPN-Profile  10.42.0.7
VPMN-Profile  10.42.0.7
VPM-Profile  10.42.0.7
WPMN-Profile  10.42.0.7
VPM-Profile  10.42.0.7
VPM-Profile  10.42.0.7
VPM-Profile  10.42.0.7
VPMN-Profile  10.42.0.7

May/27/2016 10:23:47

Jun/08/2016 09:15:18

Jun/13/2016 12:02:11
Jun/08/2016 12:55:50
JunA1272016 22:50:39
Mar/ 14,2016 13:42:34
Jun/13/2016 15:55:14
Jun/13/7°2016 17:14:14

Apr/12/2016 16:00:24
May. 24,2016 18:34:10
MayD7/2016 01:00:10
Jun/13/2016 13:15:27
Jun/08/2016 07:25:12
Jun/13/2016 13:00:57

JunA11/2016 13:51:01
May /072016 03:15:02
Jun/13/2016 16:04:58
Jun/13/2016 16:54:38
Jun/09/2016 11:34:40

JunA13/2016 10:37-47
May/D3/2016 05:10:13
Jun/13/2016 15:06:17

Apr/28/2016 11:45:18

Apr/25/2016 16:55:12

Jun/09/2016 08:45:34
Feb/24/2016 16:32:31
Jun/13/2016 16:42:06
May./01./2016 10:06:15
Jun/13/2016 14:23:36

s >
[ Hide Passwords W (=

B|[x]
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o] [ sdo
. ntedaces
2+ Bridge

A Quick Set

32 oo
=% PPP

@8 Mesh

25 [P

.« MPLS

#° Routing

o System

& Queues

. Files

. Log

A Radius

A, Tools

@ New Teminal
#5 Parition

. Make Supout i
& Manual

E &

J Interfaces

m | e || e S

@ Haier@10.42.0.7 (MikroTik) - WinBox v6.32.2 on RB3011UIAS (arm)

Policies  Groups Peem|ﬂaﬂde?aus'ﬂoﬂe&wﬁgs'ﬁwoszis Install

|

[#]|=] ][] [g] [7]

Local Address: |::

Tunnel Encryption through IPsec

Port: |5{H]

X

Hide Passwords [ (5

BB

1item (1 selected)

Auth. Method: |pre shared key [#] .
-D15able
[ Passive
Comment
== '
Remove
Plicy Template Group: |defaut 3
Exchange Mode: |rnain |2p || ¥ |
Send Initial Contact
NAT Traversal
MylD: fato ¥ |:] |
Proposal Check: |obe'_.r ||3|
Hash Algorithm: |shal |#]
- Encryption Algorithm
[ des 3des aes-128
[] aes-192 a8s-256 [ blowfish
[] camelia-128 ] camelia-192 [ camelia-256
Mode Corfiguration: | | v
DH Group: |modp1024 [#]
Generate Policy: |port overide || ¥ |
Lifetime: | 1d 00:00:00 |
enabled




Haier

(][] [swto e |

A Quick Set
@ Interfaces
22 Bridge

=% PPP

“ 2 Mesh

25 |P

. MPLS

# Routing

40 System
Qﬂuma

. Files

{= Log

t Radius

=, Tools

B New Terminal
#2 Partition

5 Make Supout rif
& Manual

E B

B | ot || S S

|IPsec Peers and Proposals

@ Haier@10.42.0.7 (MikraTik) - WinBox vE.32.2 on RE3011UIAS (arm)

IPsec

Policies  Groups Pesrs | Remote Pesrs  Mode Corfigs  Proposals  Installed SAs | Keys  Users

EE v [al [7] [Fra ]|
¢ |Port F'ropos N..... -
=1 E3

1 item {1 selected)

sha
[] sha&12

[] des
aes-128 cbe
aes-256 chc
[] twofish

] camellia-132
[] aes-128 ctr
[ aes-256 cir
[ aes-152 gem

Lifetime: |DD:3|]:CH]

PFS Group: |modp1024

Folicy Template Group: |default

Exchange Mode: |ma1'r1 I2tp

Send Initial Cortact
MAT Traversal

My 1D: |E|uto

=] |

Proposal Check: |obey

Hash Algerithm: |sha1

— BEncryption Algorithm

[] des Ides
[ aes-192 aes-256
[ camelia-128 [ camelia-192

aes-128
[ ] blowfish
[ cameliz-256

Mode Configuration: |

| -

DH Group: |modp1024

=]

Generate Policy: |port ovemde

=]

Lifetime: |1d 00:00:00

Lifebytes: |

| -

o =

Hide Passwords [ (=)
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Firewall settings for Outside access

@' Haier@10.42.0.7 (MikroTik) - WinBox v6.32.2 on RB3011UAS (arm) i s
[ > [ ca| | SafeMode | [v| Hide Passwords H (=)
A% Quick Set _ [=1|E3;
W |Intefaces Fitter Rules | NAT Mangle Service Ports  Connections | Address lists  Layer7 Protocols
& Dridge g || = v ¢ [ T | | 0O Reset Counters || 00 Reset All Counters | Fir 0 TEI|!
=% FPP i # | A.dlan [chan  [Src. Address |Dst. Address |Proto... |Sre. Port ] . - - - -
| L A AR JLiae =M L R S JER o MRES 50 | B R = e X s e <172 18.99.0/24>10. 42 0.7>
® 8 Mesh [0 +Facc. input 172.18.99.0/24 104207 Ceeyed L Ll RS 0 WD
= . General | Advanced Bdra | Action | Statistics | 0K |
e ’ 1
MPLS P Chain: | =] Cancel |
#° Routing I~ Src. Address: [ 1[172.18.99.0/24 Ja | ] Pociy |
System I3 Dst. Address: [|[10.420.7 TS i |
Q‘ Queues 2
Files Protocol: [_|judp F| oA | Comment |
Log Src. Port: ._ _' - | Copy |
A Radius Dst. Port: [ 1500, 1701, 450 Ja || Remove |
Tools [
u —= : Arty. Port: A | Reset Counters |
B Mew Temina E R
P2p: 2ol | Reset All Counters |
#2 Partition = - :
-, Make Supout i In. Interface: || millinet T | .
& Manual Out. Interface: | -
= - _
Packet Mark: | | ™
Connection Marlk: ._ _. -
Routing Mark: [ -
Routing Table: >
Connection Type: ._ _. -
Connection State: | -
Connection NAT State: i
|1 item (1 selected)
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Adding Routes for VPN-User Traffic and VPN Done

& Haier@10.42.0.7 (MikroTik) - WinBox v6.32.2 on RB3011UIAS (arm) — >
LRl Safe Mode v| Hide Passwords [ ()

A5 Quick Set Route «<172.18.99.0/24>

mE Interfaces General | Aftributes

a5 Bridge Dst. Address: | [EERERECANG]

_-F_: PPP Gateway: |local ¥ | reachable o

= & Mesh

s |P [+ | Check Gateway: |ping = I
MPLS I Type: |unicast ¥

" Routing I Dt e -
Syztem [~ istance:

QGueues Scope: |30
Files Target Scope: |10
Log Routing Mark: -

% Radius Pref. Source: -

s, Tools I3

B Mew Teminal

#2. Partition

= Make Supout nf
& Manual
B ea

enabled active static
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Dialup connection for VPN User

C hange wour networking settings

- St up a new connection or nebwork

I

St up a wireless, broadbband, dial-up, ad hoc, or WP connection; or set up a rcuter or access point.

Connect to a netwwork

Connect or reconnect to a wireless, wired, dial-up, or WPHN network connection.

Choose homegrowup and sharing opticns

Loccess Files and printers located on other netvwork computers, or change sharing settings.

Troubleshoot problernns

& ¢

Cagnose and repair network problerns, or get troubleshocoting inforrmation.
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Dialup Connection

5 » Control Panel » All Control Panel ltems » Network and Sharing Center v | 42 ||| Search Controt Panet

Control Panel Home " . - " -«
View your basic network information and set up connections

Manage wireless netwerks h&,‘ —— Q See full map
Che dapter sett o
= e MALIKZAHEER-PC Multiple netwarks Internet
Change advanced sharing (This computer)
settings
Vi your st o Comectordcomes How do you want to connect?
H
HPKHR 4 Access type: llntemet
' Connections: ! r:"e\is';;vawwkc:mnemms

Network 22 o -

Pt R . ACeoncora : < Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

Change your networking settings 3 Choose a connection option

-5. Set up a new connection or netwerk

* Setup a wireless, broadband, dial-up, ad hoc, .
Connect to the Internet -
Setup a wireless, broadband, or dial-up connection to the Internet.
s. Connect to a network
Connect or reconnect to a wireless, wired, dial-{| el Setupa new network — L —
ag, Configure a new router or access point. [

ady Choose homegroup and sharing options

Access files and printers located on other netwd| & Manually connect to a wireless network
ca. Connect to a hideen network or create a new wireless profile.

[S) Troubleshoot problems
Diagnose and repair network problems, or get .

nect to a work
[Set up a dial-up

VPN connection to your workplace)

: < Dial directly
Q Set up a dial-up connection

e e ot o B ORI . Connect directly to a phone number without going through the Internet.

() (e

What is a VPN connection?

Seealso
Hometroup

Internet Options

‘Windows Firewall
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Putting VPN Server Address

@ L:EII Connect to a Workplace

Type the Internet address to connect to

Your nebwork administrator can give you this address,

Internet address: [Example:Contoso.com or 157.54.0.1 or 3ffe:1234:1111]

Destination name: VPN Connection 2

[l Use a smart card

'ﬁ' [T] Allow other people to use this connection
This option allows anyone with access to this computer to use this connection,

[l Den't connect now: just set it up so I can connect later

Mext

Cancel
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Dialup User Credentials

(S

@ L Connect to

Connecting to VPN Connection 2...

Type your user name and password

User name: umair 1 *
Password: sesae II E s
Ij Show characters I
| Remember this password

Verifying user name and password...

Domain (optional):

L — -

|__skip || Cancel |
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Setting IPSec preshared Key

= = | . = —, 2
|'D7'®Uv|-l}l' « Metwork and” 3 uonc — - | 52 |Waork Connections
@ o @[l «« Network and™= : : ork Connections ) | Advanced Properties ﬁ
'\_,.) 1 S VPN Connection Properties ﬂ Organize » Start this corl P
ize * i ; = - =
Organize Start this cclr, _ Securty I—I_Networking T == il @ A LITP
~ | Local Area Connect Type of VPN: %h B
- - = o ; 1P T P, Network cable unplg (@ Use preshared key for authentication
o bicfiwark cabic uniy : unneling Frotocal with IPsec (LETF/IFaec) % @ Intel(R) 82566D0M-2 | H
K = Intel(R) 82566DM-2 Autornahc _ Key:  FEEFrrsreiiresc
T Layer 2 Tunneling Frotocol with IPsec (L2TP/1PSec) Rl = 1 _ o
“vug Disconnected Secure Socket Turneling Protocol (SSTP) =gy Disconnected () Use certificate for authentication
@7 WAN Miniport (IKEW IKEv2 g3 WAN Miniport (IKEw .
T T ——— Authentication &V P | Verify the Mame and Usage attributes of the server’s certificate
onnection - =
.ﬁ.‘.:- iRy ©) Use Bxtensble Authentication Protocol (EAP) Ak VPN Connection
E} WAN Miniport (L2TH = ~"R Disconnected
= = &5 WAN Miniport (L2TH
l- Wireless Metwork Cgo Properties
- Disabled ) ' — Wireless Network Cg
dim Realtek 8185 Extensil @ Allow these protacals L“E Disabled
B Vireless Termina allll Realtek 8185 Extensil
— Eﬂ_ Disconnected - X :
i 7TE USE Modem FF|} [7] Unencrypted password (PAP) L. Wireless Terminal
[7] Challenge Handshake Authentication Protocal (CHAF) T~ g_'rg EEEEJES . 7] Unencrypted password (PAP)
Microscft CHAP Version 2 (MSCHAP v2) n R el o
7] Automatically s my Windows logon name and Challenge Handshake Authentication Protocol (CHAF)
s (vl donon, £ ] Microsoft CHAP Version 2 (MS-CHAP v2)
[ Automatically use my Windows logon name and
i 0K ] ’ Cancel password (and domain, i ary)
| ok || Cancel
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DMZ Network Zone

* Demilitarized zone (DMZ) is a host or network segment located in a "neutral
zone'" between the Internet and an organization’s intranet (private network). It
prevents outside users from gaining direct access to an organization’s internal
network while not exposing a web, email or DNS server directly to the Internet.

1= 1658 5 " =27F
Chatsicie 1

e )

1 F=Z. 1. 1. A el
1= TEE = 1M et

AFE 11 Frealhr
1= MG E S 2P e el

WF2 ME.1. el wf
122 1Sl S5 _SRapese il

AF2 ME_71 S iraa=ml W
1= _ 1&8_ 5 <(P1agpgecih

12 TE.T. Sirmml
1= 1658 5 SiihfAapessaci)
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DMZ Zone firewall setup Network Diagram

DMZ Zone setup with

= WMS Time Attendance
firewall

.

Public Interface
Sales Portal
MikroTik RB 3011

<

Remote Users




Haier DMZ Network Setup LAB

@' Haier@10.42.0.7 (MikroTik) - WinBox v8.32.2 on RE3011LIAS (arm) i >
w3 || 4| | Safe Mode | [v| Hide Passwords (5
A& Quick Set [x]
w8 |nterfaces Fiter Rules MAT | Mangle | Service Ports  Connections  Address lists  Layer? Protocols
& Dridge .|-' - w I b4 . |‘:|. ?: 00 Reset Counters || 00 Reset All Courters : Fir J -_ ial!
= I #--3-:1 | NAT Rule < ackets
“ s Me N
1] General | Advanced BEdra Action Statistics | QK | 20 520
255 |P [ 1 : 6
MPLS - 2 Chain: |sEGE I* | Cancel | 0
: 3 I 1 45
#° Routing [ 2 Src. Address: | = | Bpphy | 54
G| 5 Dst. Adcress: || W < | [ o] ’
& Qusues :
Files Protocol: | ||6 fcp) T oA | Comment |
Log Src. Port: - | Copy |
F* Radius Dst. Port: [1]97 - | Remowve |
Tool [ 1
o Any. Port: lii | Reset Counters |
B Mew Teminal e ,
n. Interface: b
% Partition : | Reset All Counters |
. Make Supout i Out. Inteface: |
€ Moxnss Packet Mark: R
B B« -
Connection Mark: | [t
Routing Mark: - -
Routing Table: hd
Connection Type: | -
|6 tems {




Haler g Nat for Local Server and DMZ Setup done

@' Haier@10.42.0.7 (MikroTik) - WinBox v6.32.2 on RE3011UIAS (arm) — =
.-'O C’ Safe Mode | [v| Hide Passwords [ (=)
A5 Quick Set | NAT Rule <~ EE| [%]
## Interfaces . Fitter HL Gl | Advanced | Bta| Acton | Siatistics | oK |
o, Bridge :__'l' [ Action: [FEETES I3 | Cored | | |al
=% PPP ] Fackets
% Mesh [ i def [ Log | Apphy | 2l D
e N E Log Prefix: Iv || e | 21 112
e : 2 To Addresses: [10.420.20 |« | Comment | 43
% e N To Ports: |31 T Copy | 57
System P 5 Sl | 0
& Cueues | Remove |
Files | Reset Counters |
tag | Reset All Courters |
F* Radius
s, Toaols I
B Mew Teminal
¥ Partition
= Make Supout rif
& Manual
E et

ﬁ tems { |enabled
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Time Attendance System through DMZ setup
done

O Login v -+ == x
w B 3 A © 9O 8 —

Q

Human Capital Management Software

H @ i e ( @ ™ ETRAX

www.TimeTrax.com.pk

Sign in
Serving over 500 satisfied clients with this robust Human Resource Management system across Pakistan in 27 cities and deployed in 17 countries
across the globe; including UAE, South Africa, Korea & Brazil, with embedded payroll logic for various industries, TimeTrax is the ultimate
software solution for Integrated Attendance, Payroll, Leave & Travel Management. We are proudly assisting companies in building transparency
into employee productivity for the last 14 years. Password

Username

Can’t access your account?

2016 © EfroTech, all rights reserved ré : eMage@ the creative division of EfroTech
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Questions and Answers

W 1

~
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Contact Details

Umair Masood

Manager Network & IT Support

Haier Pakistan(Pvt)Ltd

8t Floor, Mega Tower, Main Boulevard Gulberg-I|

Lahore

Email: umairmasood@haier.com.pk , umairmian@gmail.com
Cell Phone: +923142437094 , +923347137377

facebook: https://www.facebook.com/umair.masood?
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