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Introduction

Name:; Wardner Maia
Country: Brazil

—> Electronic/Telecommunications Engineer

—> Internet Service Provider since 1995

- Wireless Internet Service Provider since 2000

—> Teaches Wireless for WISP’s since 2002, Mikrotik since 2006
—> Mikrotik Certified Trainer since June, 2007
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Introduction

MD Brasil Information Technology and Telecommunications

- Internet Service Provider, in the states of Sdo Paulo and Minas Gerais
—> Mikrotik Distributor, equipment integrator

—> Mikrotik Training Partner

—> Consulting Services

www.mdbrasil.com.br
www.mikrotikbrasil.com.br
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Target audience and objectives

Target Audience:
- ISP’s and WISP’s that run small / medium growing networks

Objectives:

—> To discuss the most common network topologies and their issues regarding access
security and network availability..

—> To understand conceptually the existing threats related to layer 2 vulnerabilities with
practical demonstrations .

—> To discuss possible countermeasures using Mikrotik RouterOS listing the “best
practices” to ensure security at this level of OSI model..
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OSI Model
(Open Systems Interconnection)

D
»

Layer 7: Application

Layer 6: Presentation

Layer 5: Session Addressing and routing

Layer 4: Transport

La

< Layer 2: Link

e
- Layer 1: Physical
Physical Connections 5 Attacker
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Why Layer I ?
—>Network Security is a broad question and should Layer 7: Application
be viewed under different perspectives, from the .
physical to the application layer of OSI model. Layer 6: Presentation
Layer 5: Session
—>Security issues are quite independent for each Layer 4: Transport

layer and no matter how strong are the Security

measures adopted for the upper ones, if a low layer is | __Layer3i-Network

compromised the whole security is compromised. < Layer 2: Link >
Authentication, confidentiality, integrity and availability
must be guaranteed for all layers.

ayer 1 ica
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Why Layer I ?
—> If compared to the many efforts focused in
application and network layer, there are few ones Layer 7: Application
regarding to the infrastructure breaches inherent _
to the existing L2 protocols weakness. Layer 6: Presentation
Layer 5: Session
—> Good practices adopted to enhance Layer 2 Layer 4: Transport

security are important not only for the security

itself, but to ensure a performance optimization, _Layer3+-Netwark

since a lot of garbage traffic can be dropped with < Layer 2: Link >
appropriate measures.

ayer 1 ica




Rout ireless Systems®

AGENDA

—>Common topologies for IP Networks
—>Bridging, Switching and Layer Il Firewalls

—> Layer Il attacks and protocol vulnerabilities:
—> CAM table overflow / neighborhood protocols explotation.
- VLAN s and Spanning Tree protocols explotation.
—> DHCP Starvation
—> ARP Cache poisoning — MitM Attack
—> Defeating users and providers Hotspot and PPPoE based
—> Wireless deauthentication attacks

—> Countermeasures and best practices to face L2 issues using Mikrotik RouterOS
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—> Common topologies for IP networks
—> Bridging x Switching
—> Layer Il Firewalls (Bridge Filter)
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Customer gateway is border gateway
Just one broadcast domain
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Gateway W

172.16.2.0/24 172.16.3.0/24

Customer’s gateway is distributed and close to it.
Segregated Broadcast domains

—> Even in such type of network there are bridging segments that should be watched
11
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Typical Routed Network with concentrated gateway
“Bridge over Routing”

Gateway &

172.16.2.0/24 172.16.3.0/24

Usually dynamic routing with transparent tunneling from the customer to the

main gateway — (EolP / EOMPLS, etc) 12
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Layer 2 Networks

ATM, Frame Relay, MPLS (layer “2.5"), etc

" Bridged IP Networks:
—> Fixed IP
- —> Dynamic IP with DHCP

We will focus on - —> Hotspot
—> Bridging over routing

Layer Il only network with PPPoE concentrator

13
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Bridging x Switching

Bridging x Switching

- Both Bridging and Switching happen Layer 7: Application

at layer ll, but with a slightly difference Layer 6: Presentation

Layer 5: Session

—> Switching process is usually faster, .
because no processor cycle is required, e
Packets are forwarded at “wire speed”. Layer 3: Network

Layer 2: Link B”‘?'ge
—> Since V.4, Mikrotik RouterOS support Layer 1: Physical Switch
switching for some equipments. '

14
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Switching

—> The switch keeps a table with the MAC address connected to it,
establishing a relationship with the port from where they were “learned”

- When a MAC address does not exist in the table, it is sought in all ports.

—> The address space (Host table o CAM table) is limited and when it is full the
switch forward the packets tor all ports behaving as it was a HUB!

Feature Atheros8316 Atheros7240 ICPlus175D Other
Port Switching yes Yes yes yes
Port Mirroring yes Ves yes Mo
Host table no no
Vlan table 4096 entries 16 entries no no
Rule table 32 rules no no no
(RB450G) (RB750) (RB450) 15
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Bridging

—> Like the Switch, the Bridge keeps a table with the MAC addresses and
ports. Each Bridge in the same segment has all MAC address that were “learned”

from other Bridges.

—> The Host table does not have a fixed limit but is obviously limited by

hardware memory resources

—> With RouterOS Bridging features is possible to inspect ethernet frames an

to aply filters, marks, etc.

Bridge Ports Fiters MAT Hﬂ'Si5|

\MAC Address

|Onl... - |Age Bridge

00:0C:42:-54:85:A1
L 00:0C:42-54:85:B0
00:0C:42-54:85:5D
L 00:0C:42:54:85:B1
Ethernet Frame ] ( Ethernet Frame ] 00:0C:42:36:C8:1C

00:0C-42-42-42:47
(bST | SRC | TvPE) (DST | SRC | TYPE) L DD.0C:42:5A.89.B3

ether?
ether?
etherd
etherd
etherh
etherh
etherh

00:00:05 bridge1
00:00:11 bridge1
00:00:07 bridge1
00:00:11 bridge
00:00:10 bridge
00:00:11 bridge
00:00:11 bridge

16
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Layer 2 filters

Bridge
Decision

OUTPUT

or- 3 @{ INTERFACE
t

Interface
HTB

YeS_jce P
Firewall

Bridge
SRC-NAT

t
Bridge
Output

Action: | accept | ¥

arp-reply
drop

dzt-nat

jurmp

log

mark packet
pazsthraugh

. = log i
g ¥ . - redirect
Chair Esr»:?rd K mark packet Chain: | EERE] K returm
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Layer 2 attacks

MAC Flooding
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Attacks against Switches and Bridges
MAC flooding

There are a lot of tools designed with the purpose or “network security auditing”
that you can flood a lot of MAC address at any point of the bridged structure.
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Attacks against Switches and Bridges
MAC flooding

The flooding can be launched from any port of the whole structure, even
from Wireless interfaces in bridge mode.
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Mac Flooding
DEMO

—> Lauching the attack from 4, we can see the effect in all bridged equipments.
—> Host tables increase very fast ant network performance goes down.

21
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MAC flooding - Countermeasures

Switches:

—> Since the CAM table is limited, the attack does not cause DoS, but the
switch starts to behave like a HUB, forwarding packets for all ports. Sniffing
In promiscuous mode is possible.

—> When using Mikrotik RouterOS switching capability, there is nothing to
do but only to avoid unauthorized people to have physical access on such
structure.

—> It would desirable some feature like Cisco’s “port security” limiting the
total of MAC addresses learned by each port.

22
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~ Link| Forwarding | Statistics| VLAN | viLANS | Static Hosts | Hosts | snmp | AcL| system| ozt |

Portl Port2 Port3 Port4 Port5

Forwarding

From Port 1
From Port 2
From Port 3
From Port 4
From Port 5
Port Lock

Port Lock
Lock O

Port Mirroring
Mirror Ingress
Mirror Outgress
Mirror To @ (@] © © @

Bandwidth Limit

Ingres Rate

Outgres Rate

23
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MAC flooding - Countermeasures

Bridges:

=> Increasing the Host table “ad infinitum” the network will suffer delays,
lost of packets, jitter, etc. The time to completely crash depends on
equipment capabilities.

—> On the other hand, when using bridging we can inspect and apply filters
to the ethernet frames.

—>Can we use Bridge Filter to thwart a MAC Flooding attack ?
??7

24
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MAC Flooding against Bridges
Countermeasures

Why We cannot use Bridge Filter to thwart MAC flooding...

Eridge Portz Fiters MAT HUSi5|

\MAC Address |Onl.. + |Age Bridge

00:0C.42:5A4:89:A1 ether? 00:00:05 bridge1

L 00:0C42:54:85:B0 ether? 00:00:11 bridge

( Ethemet Frame | [ Ethemet Frame | 00:0C:425A:89.90  ether3  00:00:07 bridge
(DpST | SRC | TYPE | (DpsT [ SRC |TYPE| |[L  000C425A8%B1  ether3  00:00:11 bridge1
00:0C:42:36:C8:1C etherh 00:00:10 bridge

00:0C.42-42:42-42 ethers 00:00:11 bridge

L 00:0C425A8%E3 etherd 00:00:11 bridge1

—> Before passing through the filter, MAC’s should be “learned” by the Bridge.
—> Because of this, Firewall Filter is useless to face this type of attack.

25
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MAC Flooding against Bridges

Countermeasures
Bridges:
—> Itis possible to configure the border ports Generd | staus
to search in an external Database an not in the rterface: |ethert [#]
host table. With this configuration (yes) there is Bridge: |oridge [+]
no host table associated for that port. Prorty: [30 | hex
Path Cost: |10 |
Haorizon: | | -

—> This setting protects only the equipment
where it is configured but the flood continue to Edge: [auto ||

compromise the other bridged. Point To Por, =]
Extem# FDEB: |yes E3

—> Fortunately, for the other equipment, we
can use the Bridging filter features and accept
only well known MAC addresses.

26
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MAC Flooding against Bridges
Countermeasures

So, MAC flooding countermeasure is only possible, combining external FDB for the
border ports + Bridge Filter for intermediate hosts.

—> Because of with external FDB=yes turns the border bridge to act like a HUB,
some kind of dynamic security could be achieved by means of a script that monitors
the host table and turn on this setting only in case of anomalous behavior of the
host table.

Bridge = Portz  Fiters |I"~.IAT Hosts
IEHE' EE . . | Reset Counters ||l:ll:l Reset All Counters | &[ all |i|
|D"|E||r1 |Irrterfaces |Irrterfacesf |Sn:: MAC Address...| Dst. MAC Addres.. ||'H'IA.CF' /Ac:tmn \ |E:.fte5 |V|
D F&forward 00:0C.42:20:20:20 0
1 E=forward 00:0C:42-30:30:30 0
2 FE=forward 00:0C:42-40:40:40 0
3 E=forward 0

27
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Layer || attacks

Exploiting Neighborhood
Discovery protocols

28
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Exploiting Neighborhood
Discovery Protocols

—> Neighbor Discovery Protocols are helpful for networking administrative tasks

—> Mikrotik RouterOS uses MNDP - Mikrotik Neighbor Discovery Protocol. (Cisco
uses similar protocol — CDP - Cisco Discovery Protocol).

—> Both protocols are UDP based, broadcasting packets each 60 seconds over
port 5678 and for all interfaces where the protocol is enabled.

teighbars |D|sccuverylnterfa-:es Meighbers  Discovery Interfaces |
[ ][ (]
|Interface |IF' Address s |M.-“-‘-.E Address ||I:|I3r'||:i|:_'.-' |F'Iatf|:|rm |"-.J'ersi-:|n |B|:uar|:| MNa.. Interf B |
& bridge 1721612 00:0C4202:0202  MKBR-2  MikioTk 4.2 RE450G Jﬁr‘? d':‘fﬂ
4 bridge 1721613 O0:0C:42.0%30303  MKER-3  MikroTik 4.1 RE7E0 n ethegn
i bridge 172161.4 O00:0C:42:04:04:04  MKER-4  MikroTik 4.1 RE7A0 & oo

A ether:
wlarl

29
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Exploiting Neighborhood
~—— Discovery Protocols

Memony: 936 M CPU:100% ide Pazzword: [0 E

7 | Meighbaor List

Meighbars | Dizcowvery Interfaces

—> Hacking tools developed to attack

Cisco Routers can attack Mikrotik

| Interface IP Address ¢ | MAC Address \ | [dentity
& bridgeT 0.9.158.115 10.23.7410:07.NE  3/CEP4Y RouterOS too.
& bridge1 010151122 E8:4330:48:9C0K ROMIZOD

A BridgeT 01424230 AZ9FCC:08:32:90
A BridgeT 0.15.93.50 86:44:43:24.40:14

K3FBSYO0

& bridge 0.23.35.92 C8:36:A0 5F-C9: 26

ib:;d§:1 0524911 E 2-55 B 651044 —> That tools can be used to get

ﬂ[;jg:] e Ll oL mformahons about the network or to cause
& bridgeT 0.70.85.0 F2.E6:12-21:F3FD

iLhndgm 0.86.80.73 BE:44:20:10:6D:D1 Denial of Service.

& bridge 0.98.36.92 AL:25:24-5E-E5-5E

& bridge 0.98.177.28 BC.C404:0590:19  4YCUPAL

A biidge 0101.22540  30FSF2530BAC  TE7KIHKE ,

L ST ~ The atltack can be triggered from any
rnage E E E JLLia =iyn) g e s z H H

A bidget 01415185  7CECDS14704E RM1IDRO port of the Bridged Network and rapidly

A bridge 01515710 181E:B5313CDE  IEWOST) i i

i bridget 017917988 9E96AGIDSEECS LGUBS3G infects all hosts where the protocol is

A bridge? 024225288  ABCESFOF2653  OMHZCAC enabled.

A biidge 11684120 9BECEAB42407 IFKTATF

A biidge 121.22 ICFIEIRCST]  OSMIVDF

A biidge 136523828 C26CDBTTESF3  NIWEDN

A biidge 138.250107  52641017B5E2 COL4HCL

1.72.30.90

(_)2! e et C34re557_tzhog2 — 15 seconds of attack against a RB433AH
30
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- Triggering the attack from 4
- Checking the effects at 1

- Protecting measures at 1

- Filtering at 4

Exploiting Neighborhood
Discovery Protocols

DEMO
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Neighborhood Discovery Protocols attacks
Countermeasures

- Disable MNDP for all interfaces

General |.-'1'-.dvanc:ed ARF | STP  Action  Statistics

Chair: | fornward " ¥ |

- |nterfaces

—>Even with MNDP disabled, the traffic generated by . ;.o

such type of attack will be present and can cause v Sic. MAC Address

performance problems. To block UDP port 5678 atall =~ 7 0= Macades

Bridge Fiters will drop this traffic. wacPrtecerie g a
Sre. Address: | R

—> Remember that each ethernet-like interface Sre. Port | ~

(EolP, IPIP, static PPtP, etc) has MNDP enabled by Dst. Adess: | |~

default. Dst. Part: []|5674 | &

i Digcoveny Interfaces |
Meighbors y Protocol: [ 1| udp (AP

IE' IEI —w— Packet Mark

|Interface 4 —¥— |ngresz Prionty
& bridgel
A etherl
A ether?
A afher
A wlan
A wianz 32
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Attacking Layer 2

DHCP Starvation




Rout ireless Systems®

DHCP Basics
DHCP runs in 4 steps:
1) The Client tries to find a DHCP server in his physical network segment

DHCP Discovery

Src-mac=<mac_do_cliente>, dst-mac=<broadcast>, protocolo=udp, src-
ip=0.0.0.0:68, dst-ip=255.255.255.255:67

2) DHCP server offers (and reserves for a time) on |P address

DHCP Offer

Src-mac=<mac_do_DHCP-server>, dst-mac=<broadcast>,
protocolo=udp, src-ip=<ip_do_DHCP-server>:68, dst-ip=255.255.255.255:67

34
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DHCP Basics

3 ) The Client accepts the IP

DHCP Request

Src-mac=<mac_do_cliente>, dst-mac=<broadcast>, protocolo=udp, src-
ip=0.0.0.0:68, dst-ip=255.255.255.255:67

4) The Server acknowledges the IP for the Client

DHCP Acknowledgment

Src-mac=<mac_do_ DHCP-server>, dst-mac=<broadcast>,
protocolo=udp, src-ip=<ip_do_DHCP-server>:68, dst-ip=255.255.255.255:67
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DHCP Starvation

There are 2 types of DHCP starvation attack:

1) The attacker generates tons of DHCP and follow all steps getting all IP’s
available

2) Tha attacker generates tons of DHCP discovery packets but doesn't
confirm them

Both technicques use random MAC addresses and can cause Denial of Service by
means of consuming all availables IP’s. The first attack is slower and persistent
and the second one is faster and more volatile. The attacker’s choice is based on
which kind of damage he/she want to cause to the network.
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DHCP  Metworks Leases |I:I|:|ti|:|ns Alerts

IEHEI @ | b ake Static || Check Status |

|.-“-‘-.|:||:|ress |.-“-‘-.|:tive Address |.-“-‘-.|:tive MALC .-“-‘-.ddre...|.-‘1‘-.|:tive Hos... | Expires After |Status

01160 3AD:25F5 maa

2d 23:52:49 bound

JEA4D:EZ25ALC:95
34:F3CRI10EEFR
A0:FE:45:45:DC:3E0
J3:52:B0:36:92:93
94 7F:693:51:04:52
E4:B1:FE:7B:FE:1D
Fz:B1.5C 36:89.37
Fa:FE:79:.0F:DE:09
G4:38:CE:4B:D0:EE

A TEED 24:48:9E
DEFD:245: 44727
BOAE:2C:74:.9F:FE

F4E0:FFF15:05

18:87:80:08:C0:AC
AE:DF:FZ40:01:1D
EdBB:DC:28:DA .

A FC.FC.Cr. AT m

00:00:20 affered
00:00:20 affered
00:00:20 affered
00:00:20 affered
00:00:20 affered
00:00:20 affered
00:00:20 offered
00:00:20 affered
00:00:20 affered

00:00:18 offered
00:00:18 affered
00:00:18 affered
00:00:18 affered
00:00:18 offered
00:00:18 offered
00:00:18 offered

[ T P U P I OSSY  ppepe |

O & 172.16.1.250
oD & 17216.1.254
oD & 172.16.1.253
oD & 172.16.1.252
oD & 172.16.1.251
D 4 172.16.1.249
oD & 172.16.1.248
oD 4 172.16.1.247
oD & 172.16.1.248
oD & 172.16.1.245
aEn
D 4 172.16.1.228
oD 4 172.16.1.227
oD & 17216.1.226
oD & 17216.1.225
oD & 172.16.1.224
oD & 172.16.1.223
_Q__k 17216.1.222
253 ikems

——

DHCP Starvation

—> The attacker sends dhcp discovery
packets using random MAC address and
the server reserves IP’s from its pool.

—> With the server without IP resources,
the attacker can launch a Rogue DHCP
server to catch users to his own IP,
gateway and DNS configurations.

Less than 5 seconds can exhaust an
entire Class C

37
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DHCP Starvation
DEMO

- Launching the attack from 4
- Seeing the efects at 1 (DHCP Server)
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DHCP Starvation
Countermeasures

—> Appropriate Bridge Filter rules accepting only known MAC’s

- Use of static Leases at the DHCP Server

—> Radius o User Manager could be helpful
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Exploiting
Vlan’s

Atacking Layer 2

Sample network using VLANs
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VLAN s

A Vlan is a group of hosts with a common set of requirements that can
communicate as if they were attached to the same broadcast domain
regardless of their physical location. Vlans are usually used to:

—> To create multiple layer 3 networks over a layer 2 structure.
—> To split traffic and broadcast domains limitation.

—> To apply particular QoS rules

—> To improve Security (?)

- etc
4 Bytes
Deslination Souree a02a Fresrmie:
Address Address | VLANTag | Tvee/len Data Check
'd N
2 Bytes 2 Bytes (Tog Contral Information)
Tag Cananical
Profocal | 5" Format VLAN ID
I 3‘;"'? el {12 Bits)
oxei00 | BEBE | e

41
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Exploiting VLAN s
(802.1q)

/ VlanID =13

—> The first weakness is obvious — without proper protection any host with
the same Vlan ID will participate on the Vlan group.

42
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Exploiting VLAN "s
—> Vlan Proxy attack

- Attacker sends a packet with his/her IP and MAC (4) as source,
destination IP the victim (3) and destination MAC of the router (1) (usually
the promiscuous port)

- The Router re-write the MAC and sends the packet to victim (3)
- This network attack works only for unidirectional traffic

‘ - Vlan ID = 13
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Exploiting VLAN "s
—> Vlan double tagging attack

- The attacker forms a packet with Vlan Tag ID = 13 (target victim)
encapsulated with Vlan Tag ID = 14 (his/her segment)

- The switch (bridge) removes the Tag 14 and sends packet to Vlan 13
- Unidirectional attack.

&>

/ Vian ID = 13

Vian ID = 14 44
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Vlan s Explotation
DEMO

‘ - Vian ID = 13

- Vlan proxy attack
- Double tagging attack
- Limiting Vlan access

45
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General |.-'1'-.dvan|:eu:| ARF | STP  Achon  Statishics

Chain: |FHEE: 3

- |nterfaces

—w— Bridges
—w*— S MAC Address
—*— Dat MAC Address
—a— MAC Protocol
MAC Pratocol-Mum: [ | 8100 [+lan) " ¥ | hiex
-w—|P
—w»— Packet bark

—¥— |ngress Priarity

General Advanced ARP STP Action |Statistics

Action: [T ¥ | ‘

Exploiting VLAN “s
Countermeasures

—> Blocking MAC protocol 8100 at all external
ports that do not use a Vlan can prevent a
attacker manually configure his/her device to
participate on a Vlan.

—> Vlan proxy attacks and double tagging attacks
from unknown clients could be avoid only by
means of access control lists for all external ports.
Legitimate clients could however deploy such
type of attack.
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Layer 2 attacks

Exploiting Spanning Tree
Protocol
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Spanning Tree applications

Disabled path

STP is used for;

—> to avoid looping in Bridged Networks with multiple path.
—> to provide redundancy when an active path goes down.
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Spanning Tree x Rapid Spanning Tree (RSTP)

—>RSTP was proposed by IEEE 802.1w in order to provide faster responses when
adapting the network to topology changes

—>RSTP works watching port states that can be:
—> Unknown (not yet determined)
—> Alternate (not part of the current active topology — backup)
—> Designated (the port is designated for a connected LAN)
—> Root (path to the root Bridge)

—> RSTP is much faster than STP, but they are fully compatible.

50
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Route]

(R)STP Basics

—> The Spanning Tree Protocol elect among all the participating Bridges one Root
Bridge (usually the lower Bridge ID)

—> Each device computes the shortest path from itself to the Root Bridge.
—> Each Bridge has a Root Port, where the communication to de Root Bridge is

made.

—> All devices exchange BPDU (Bridge Protocol Data Unit) messages

Dir. Destino Dir. Origen Mens. configuracion
Root ID Root Path Cost | Bridge ID
\’ Protocol ID Port ID
Version Message Age
BDOU Type Hello Time
_ Flags Forw Delay o1
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(R)STP Basics

—> The Root Bridge periodically announces configuration messages to all other
Bridges named conf BPDU (Configuration BPDU) with its source MAC address.

—> If topology changes at any network segment, the responsible Bridge for this
segment sends messages telling about such modification. Such messages are
named tcn BPDU - (Topology Change Notification BPDU)

Root ID Root Path Cost | Bridge ID

Protocol ID Version | Mes. Type

52
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(R)STP Basics

Conf BPDU Conf BPDU

Bridge
Root
l BrO1 \ l Br02 \
/ l Br03 \ l Br04 \ l Br05 \ \
tcn BPDU tcn BPDU
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Exploiting STP and RSTP

Both STP and RSTP are wide open for attacks because there is no authentication in
BPDU messages.

For this reason anyone that has access to Layer 2 can explore STP to launch DoS or
MitM attacks

—> conf BPDU messages Flooding for DoS attacks

—> tcn BPDU messages Flooding for DoS attacks

—> Impersonating the Root Bridge by flooding conf BPDU mesages
- Man-in-the-middle attack when having access to 2 bridges
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Attacking (Rapid) Spanning Tree

—> Attacker sending conf BPDU message

fireymall info input; imether! out[none], sro-mac 04:08:20:12:29.75, dst-mac 01:80:c2:00:00:00, eth-proto Q026

—> Attacker sending tcn BPDU message

firetwaall info inpuk: imether] oukhone), sre-mac 04:08: 20:12:529: 75, dat-mac 01:30:c2:00:00:00, eth-prata 0007

—> DoS attack based on tons of conf BPDU messages

firewall info input: incetherl out[none], src-mac 56 ea:ah:15: 3eBl, dst-mac 07:30:c2:00:00:00, eth-proto 0026
firewall info input: incetherl out[none], src-mac d2:50ed: 1e:48: 31, det-mac 01:80:c2:00:00:00, eth-proto 0026
firetwaall info inpuk: imether] oukhone), sre-mac 42605079 2b:d4, dat-mac 01:30:c2:00:00:00, eth-prata 0026
firewall info inpuk: imethier]! outhone), sre-mac 20:63:54:01:d9:1a, dst-mac 01:30:c2:00:00:00, eth-prata 0026
firewaall info ipuk; inether! outnone), sre-mac 18:01:3a:59:72:0a, dst-mac 07:80:c2:00: 00:00, eth-proto 0026
firewall info inpuk: imether! outnone), src-mac f6:8%:e0:39:91: 44, dst-mac 07:80:c2:00: 00:00, eth-proto 0026

—> DoS attack based on tons of tcn BPDU messages

firewaall info ifput: inethier! out[hone), sre-mac 320601350 71, dst-mac 07:80:c2:00:00:00, eth-prata 0007
firewsall info ifput: ifethier! out[hone), sre-mac de:dE: 25000 e:be, dzt-mac 01:80:c2:00:00: 00, eth-prata 0007
firewsall info ifput: inethier! out[hone)], sre-mac 38:63:b3:60:18:1, dst-mac 07:80:c2:00:00:00, eth-prata 0007
firewsall info ifput: inethier! out[hone), sro-mac f8:52:27:436d:dd, dst-mac 07:80:c2:00:00:00, eth-prata 0007
firewmall info input; ircetherl outnone], sre-mac Felo00: 23850, dst-mac 01:80;c2:00:00:00, eth-proto 0007
firgwmall info input: ircetherl out:[none], sro-mac 3205 28:36:70:27, det-mac 01:80:c2:00:00:00, eth-proto 0007
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Attacking (Rapid) Spanning Tree

—> Attacker impersonating Root Bridge

firetwaall info
firetwaall info
firewall info
firewall info

input; incethier! out[hone), src-ppec 00:0c:42:03:04:04, d¥gpac 01:80:c2:00:00:00, eth-proto 0026
inpuk: ifether! outhone), srgfmac 00: 0o 42:03:04:04, dat-mYc 01:30:22:00:00:00, eth-prata 0026
input; imethier] outnone), simac 00: 0o 42:03:04:04, det-mgc 01:30:c2:00:00:00, eth-prato 0026
inpuk: ifethier] outnone), sre-Mgo 00: 0o 42:03:04:04, degac 01:80:c2:00:00:00, eth-prata 0026

EBridge Ports |Filters MN&T | Hosts

[#][=] [][] E
|Interface £ |Eridge |PriDrit_'.-' [h... |F'ath Cost |H|:|ri2|:|n |Fh:u|e |Fh:u:|t Pat...
41 etherd bridge1 al 10 designated port

I 41 affnars bridge1

I 41 afnar’ bridge1
3 etherd bridge1

| 3 afart bridge1

an 10 dizabled port

80 10 i

aa 10 raak pork 10

a0 10 ; i )
Eridge Ports | Filters M&T  Hosts

#][=] [2][=] (=] [¥]

Find

I 3 afirar? bridge1 aa 10
+1-etherd bridge1 a0 10
I +3 afrars bridge1 an 10

|Interface ¢ |Eri-:|ge |F'ri|:-rit_l,l [h... |F'ath Corst |H-:|ri2-:|
41 ether bridge1 a0 10 ract part 20
I 4t athar bridge1 2a 10 i t

dizabled part
deszignated port
dizabled part
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Attacking (Rapid) Spanning Tree

—> Attacker joining the (R)STP network

firewwall info
firewwall info
fireymall info
firewwall info
firewwall info
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- DoS with conf and or tcn BPDU
- Joining STP Network
- Changing the Root port for one Bridge

DEMO
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Attacking (Rapid) Spanning Tree
Countermeasures

Spanning Tree messages by default are sent to the MAC address below:
01:80:C2:00:00:00 .

—> Filtering This MAC on border Bridges/Ports on both input and forward channels
can avoid such attacks

General |.-’-'-.d\.fann:eu:| ARP  STP  Action  Statisticz

Chair: | inpLt || ¥ |

—a— |nterfares

| General |.-'1'-.dvan|:eu:| ARF | STP  Achon  Statishics

General Adwanced ARP STR Action | Statistics Ou Chair: | forward E3
. ~w— Bri —4&— Interfaces
s |
IEI ~w—Spn In. Interface: |:|| effter? || ¥ | -
4 Out. Interface: | | -
Dist. M. .
—¥— Bridges

Dt v 5o MAC Address
Dt MAC Address
Dst. MAC Address: [ || 01:80:C2:00:00:00 |

Dst. MAC Mask: | FF:FF:FF:FF:FF:FF |
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Attacking (Rapid) Spanning Tree
Countermeasures

The Bridge Filter feature of Mikrotik RouterOS provide means to selectively filter
BPDU messages using the classifiers:

- STP message type (conf BPDU or tcn BPDU)

Gereral | Advanced ARP STF |.-'1'-.-:ti|:|n Statizhics
—&—5TF Tyupe

Type: [ tl [config)
v TP Flags — {210
~¥— 5TP Root Address

- Sender MAC address

MALC Address: £ | 00:00:00:00:00:00 |
MAC Mask: |FF:FF:FF:FFFF:FF |

—4&— 5TP Sender Address ‘
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Layer 2 attacks

ARP Poisoning or ARP Spoof
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= 01 92.168.1.3
192.168.1.1
01 92.168.1.4
—> A asks all hosts: “Who has the IP 192.168.1.3 ?”

- C answers to A: “The IP 192.168.1.3 is on MAC CC:CC:CC:CC:CC:CC”
—> Aregister in its arp table the pair: 192.168.1.3, MAC CC:CC:CC:CC.CC:CC

ARP Protocol - Basics

Vv
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ARP Poisoning

—> The attacker sends to a specific target host or to all hosts of the
network, “gratuitous” arp messages saying that his MAC is the MAC
belonging to whom he/she wants to spoof (usually the main gateway)

—> The victim or victims has their ARP tables poisoned and whenever
they want to communicate through the gateway actually they send the
packets to the attacker

—> The attacker sends to the gateway “gratuitous” arp messages
announcing his MAC address as the MAC belonging to the victim.

—> Bidirectional attack is running now and all traffic from an to the victim
could be sniffed/changed by the attacker.
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ARP Poisoning

E 192.168.1.2

192.168.1.1

0192.168.1 4

—> Zsays to A: “The IP 192.168.1.3 is at MAC 22:2Z2:27:77:77:77’
—> Zsays to C: “The IP 192.168.1.1is at MAC 2Z:2Z2:7272:77:.77:77"

—> Atalk to C (and vice versa) through Z (Man-in-the-Middle)
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ARP Spoofing
DEMO

- launching arp spoof attack from 4
- Checking on all other hosts
- Filtering the ARP
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Arp Spoofing Countermeasures

1) Changing ARP protocol behavior

General |STF' Statuz  Traffic

o ' ARP disabled -> all hosts must have ARP
Tope: Biige | static entry’s
MTU: | 1500 |
L2 MTU: 1522 |
MAC Address: [00.0C42:0101.01 | ARP Reply-Only = In case of a multipoint
ARF: lonabled k2 system (e.g an Access Point), only the
Admin, MAC Address: : )
I concentrator must have static entry’s
reply-only
Problems:

—> Static Arp in all hosts is a hard administrative task.

—> Reply-Only doesn't protect client side — Unidirectional attack is trivial.
(Bidirectional requires a little bit more hacking © ).
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Arp Poisoning Countermeasures

2) Traffic isolation at layer 2

Considering a typical WISP network, the only valid traffic flow is from the client to
the gateway and from the gateway to the clients. Ensuring only this flow is allowed
We can thwart arp poisoning techniques because no one client will “see” the
other.

When working with Wireless AP, this isolation must be provided in 2 levels

—> Wireless Interface level
—> All Bridged ports, wireless and ethernet
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L '| Interface <wlanl=

General Wirsless |WD5 Mstreme Status  Traffic

Mode: |E|p bridge || ¥ |
Band: |2 4GHz-B/G [=]
Frequency: |2412 | % | MHz
S5ID:  MKER100-NG [PS
Scan List: | | b
Security Profile: |defaut [#]
Antenna Mode: |E|rrtenna a || * |
Default AP Tx Rate: | | ¥ bps
Default Cliert Tx Rate: | | ¥ bps
| Default Authenticate
m==ide SSID

Layer 2 traffic isolation
(for all Wireless cards)

Client 1

L '| AP Access Rule <BEBA:DD:BA:BA:CA=

MAC Address: |BE:BA:DO:BA:BACA S
Interface: |al [+

Signal Strength Range: -120..120 | k l Y,
AP Tx Limit: | -
Cliert Tx Limit: | | hd

A thentication
@ arding

Private Key: |nune || * | ﬂx| |
Private Pre Shared Kay: | |
-*- Time

|disabled

Default forward disabled at interface level and in the access list
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Layer 2 traffic isolation
(2 Bridged Wireless card)

General |.-'-‘-.u:|\-'ann::ed ARP | STP  Action  Statistics

Chain: | farward &3

—a— |nterfaces
In. Interface: Dlwlarﬂ " ¥ | -

Out. Interface: DlwlanE " ¥ | -

General Advanced ARP STP Action |Statistics

Action: | + |

General |.-'1‘-.|:Ivan|:eu:| ARP  STP  Achon | Statishics

Chain: | farvard &3

—a— |nterfaces
In. Interface: |:||wlan2 || ¥ | -

Out. Interface: |:||wlan'l || * | -~

—_ m

General Advanced ARP STP  Achion |Statistics

botor: [~ | \
2 Rules

>
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Wian1, 2,3y 4

ether1

12 Rules?

Bridge Pors Hﬂem|ﬂme MAT Hosts

#| =] [v] %] [a] [¥] o0 Resmc

# | |Chain Interfaces... Interfaces... £
0 EZforward  wlan wlan
1 EZforward  wlan? wilan
2 EZforward  wlan wlan3
3 EZforward  wlan3 wian
4 ESforward  wlan wiand |I»
B EZforward  wland wlan
G EAforward  wlan2 wland
7 EHforward  wlan3 wlanZ
2 EZforward  wlan2 wiand
5 EZforward  wland wlanZ
10 Forward wian3  wland
11 EZforward  wland wlan3

Layer 2 traffic isolation
(4 Bridged Wireless card)



12 Rules?

Bridge Pors Fitters |Bmt.te MAT  Hosts

#| =] [v] %] [a] [¥] o0 Resmc

# | |D"|air1 | Irrte.-rfaces...| Irrterfaces...|5
0 EZforward  wlan wlan
1 EZforward  wlan? wilan
2 EZforward  wlan wlan3
3 EZforward  wlan3 wian
4 ESforward  wlan wiand
B EZforward  wland wlan
G EAforward  wlan2 wland
7 EHforward  wlan3 wlanZ
2 EZforward  wlan2 wiand
5 EZforward  wland wlanZ

10 E&forward  wlan3 wiand

11 EZforward  wland wlan3

ireless Systems"

Wilan1, 2,3y 4

\_ J
ether1

4 Rules

Layer 2 traffic isolation

(4 Bridged Wireless card)

Bridge Pors Fitters |Bmt.te MAT  Hosts

EEIEII@

| Interfaces.. | Interfaces...

|Cha|r1
||» u Pforward
1l F&forward
2 EEforward
3 EEforward

wlan1
wlan2
wlan3
wland

letherd
lether1
lether
lether
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Wian1,2,3y 4 Layer 2 traffic isolation
(4 Bridged Wireless card)

\_ J
ether1

12 Rules?

Bridge Pors Fitters |Bm|..te MAT  Hosts 4 RUIeS
4] (7] [&] ) [srems
|D"|E|ir1 | Irrte.-rfaces...| Irrterfaces...|5

H#

ul Poward wlani  wlan2 Bidge Pois Fiters |Broute NAT Hosts |

I o2 3= [Ie] (2] 1) [eo e R - -
2 Bem oo BEEEELIE=
3 Fforward  wlan3 wian Chain Interfaces... Interfaces...

4 Frorward  wilan wiand |I» 1] FHforward  wilani lether1 |I # | |Chain |Intefaces... Interfaces...|
B EZforward  wland wian1 1 ERforward  wlan2 letherl 0 ERforward  letherl letherl

6 Fforward  wlan2 wlanl 2 Eforward  wlan3 lether

7 Fforward  wlan3 wian2 3 Eforward  wland lether

2 EZforward  wlan2 wiand

5 EZforward  wland wlanZ

10 EZforward  wlan3 wland

11 EZforward  wland wlan3

72




Routers & Wireless Systems® ' Wiy

Layer 2 traffic isolation
/interface bridge filter manv Bri ioment

add chain=forward in-interface=!ether2 (many Bridged equipments)
out-interface=!lether2 action=drop

s

Ninterface bridge Tilter

add chain=forward in-interface=ether1 out-interface=ether2 action=accept
add chain=forward in-interface=ether2 out-interface=ether1 action=accept
add chain=forward in-interface=!ether2 out-interface=!ether2 action=drop
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' Arp Spooﬂng
Countermeasures

|f the Bridged network has equipments without resources for isolation between clients,
there is nothing to do but only try to minimize the effects or arp spoofing techniques.

Below are some hints;

General |STF' Statuz  Traffic

M amne: |I:uriu:|ge1| | . .
I | 1 — Gateway with reply-only (static tables)
MTL: | 1500 |
L2 MTU: 1522 |
MAL Address: |EID:EIE:42:EI'I:EI'I:EI'I | General |.-'1‘-.dvan|:eu:| &RF STP Action  Statistics
ARP: |reply-only =] Chain: [forward [#]
Admin. MAC Address: | 00:0C:42:01:01:01 S —w— |nterfaces
—¥— Bridges
2 — Accepting arp requests from any host =i b e
—a— Dzt MAC Address
Dst. MAC Address: [ || FF:FF:FFFF:FF-FF |
_ General Adwanced ARF |STF' &ction  Statistics Dst. MAC Mask: | FF:FF:FF:FF:FF:FF |
General | &dvanced &RFP STP  Action |Statistics
—a— ARP Opoode —a— WA Protocol
Action: |[Ele=:: IEI | ARP Opcode: 9|1 [request] =] MALC Pratocal-Murs: [ || 806 (arp] | ¥ | hex
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Arp Spoofing
Countermeasures

3 — Dropping any reply that has other source than the gateway

General |.i'-.-:|'-.-'an-:eu:| ARP  STP  Action  Statishcs

Chairr: | Forward " ¥ |

-w— |nterfaces

—w— Bridges
—a— Sro, MALC Address
Sto. MAC Address: (1| 00:0C:42:01:01:01 |
Sre. MAC Mask: |FF:FF:FF:FF:FF:FF |

—w— [zt MALC Address
—a— WAL Protocol

MAC Pratocal-Mur: |:||BEIE (arp] || * | hiex

ARP i it .
General  Advanced |STF' Action  Stahizhcs Gereral Advanced ARE | STP  Action |5tatistics

—a— ARP Opcod
= prooae " _| Actior;

ARP Qpoode:; | 2 [reply) ¥
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Arp Spoofing Countermeasures
Complementary measures

Is possible to get rid of some “insane traffic” at layer 2, dropping frames there are not
Ethernet type or IPV4 traffic.

General Advanced -'"'-HF'|STF' Action  Statistics

-»- ARP Opcode
—4&— ARP Hardware Type

General |Fu:|va'1c:ed ARP STP  Action Statistics Hardware Type: [1[1
Chain: |forward || ¥ | ~»— ARP Packet Type

—w- |ntefaces —*- ARP Addresses
~w— Bridges -¥- ARP Src. MAC Address
- S MAC Address ~w- ARP Dst. MAC Address
-w- [st. MAC Address
—a— MAC Protocol
MAC Protocol-Num: [1[806 (amp) | ¥ | hex
v |F General Advanced ARF |STP Action  Statistics
~¥ Packet Mark - ARP Opcode
¥ Ingress Pricrity ~¥~ ARP Hardware Type

—&— ARP Packet Type

Packet Type: [1]|(x0800 hex
General Advanced ARP STP Action | Statistics ~w- ARP Addresses
Action: |drop - ARP Src. MAC Address
~w- ARP Dst. MAC Address
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Arp Spoofing Countermeasures
PPPoE only networks

—> Disable arp protocol in all interfaces

—> Configure Bridge Filters for all PPPoE interfaces accepting only PPPoE-
discovery and PPPoE-session and dropping all the rest. This helps to get rid of a lot

of useless traffic

General |.ﬁ.dvanced ARP  STP  Action  Statiztics

Chait: | forveard || ¥ |

- |nterfaces

—¥— Brdges

-w— Sz MAC Address

—w— [zt MAC Address

—— bAC Protocol
tAL Pratacal-Munn: |:||EEE13 [pppoe-dizcoveny) || ¥ | hex

Gereral Advanced ARP  STR Action |Stati$tics

3]

Action: (EEED

General |.-'1‘-.dvan|:eu:| ARF | STP  Achon  Statishics

Chair: | fonward " ¥ |

—¥— |nterfaces

—¥— Bridges

-w— S MAC Address

—w— Dzt MAC Address

—a— MAC Protocol
MAC Protocol-Hum: [ | pppne-sessiur‘

" * | e

Gereral Advanced ARP  STR Action |Stati$tics

Action: (EEED

3]

GEHET~3||.-'1'-.dvanced &RP STP .
Chair

AFP | STP  Achion |Statistin::$

Action: [ETTR | ¥ |
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PPPoE only networks
Are the filters secure enough ?

—> Even with the filters presented in last slide, a PPPoE only Network can have
security problems if the attacker is a associated client.

—> Attacker can spoof a PPPoE Server, compromising the service or compromising
other clients.

Attacker spoofing a
PPPoE Server
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Arp Spoofing Countermeasures
PPPoE only networks

Atacante con
PPPoE Server

Usuano

— Disable default forward at all Wireless Interfaces and access lists
—> Configure the Bridge Filtes BEFORE allowing PPPoE ftraffic.
—> Accept PPPoE session and PPPoE discovery

—>Drop the remaining traffic
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Layer 2 attacks

Attacking PPPoE and Hotspots

line Ban
Username
Password Login is
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Attacking PPPoE and Hotspots

—> ltis possible to deploy simple attacks, actually based on Layer 1 and
layer 2 explotation, just launching an AP with the same SSID and Operation
Band and with the same service (PPPoE o Hotspot)

—> Depending on the Power and physical location of the attacker nothing
more is necessary. A DoS attack to the legitimate provider could do things
faster.

—> The attack could be deployed with a lot of purposes, like DoS, PPPoE
and Hotspot passwords theft, dns spoofing, etc.

—> To discover PPPoE/Hotspot passwords the attacker can use a
“promiscuous” Radius Server.
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Attacking PPPoE and Hotspots

Ataques a Provedores e
Clientes de Hotspot e PPPoE

ISP com Hotspot

Hotspot ou ﬁ .

PPPoE

Radius
“promiscuo”
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“Promiscuous” Radius Server

maia@maia-laptop:/etc/freeradius/radiusd.conf

# Log authentication requests to the log file
# allowed values: { no, yes }
log_auth = yes

# Log passwords with the authentication requests
# allowed values: { no, yes }

log_auth_badpass = yes

log_auth_goodpass = yes
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Attacking PPPoE and Hotspots
Countermeasures

—> Only a good encryption scheme can avoid such type of attacks. It is foolish consider
that a Network without encryption is secure.

—> Encryption could be implemented in many ways, each one with proper advantages
and weakness. The most secure method is with EAP-TLS with Certificates installed in
all equipments. Unfortunately, there are practical limitations when using commaodity
hardware at client side.

—>Mikrotik RouterOS has an intermediate solution with Pre Shared Keys exclusive for
each client. Those keys can be administrated centralized with a Radius Server.

For details about such method, see http://mum.mikrotik.com — Brazil 2008
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Atacando la capa 2

Deauthentication Attack




Routers & Wireless Systems® ' Wiy

Denial of Service attacks against
IEEE 802.11 Wireless Networks

—> Attacks based on high RF power ( Jamming ) — layer 1

Since we are working on unlicensed bands, this is a potential risk and there is not
much to do about, but only call the responsible authority for specrtum use. A good
RF project could however help a lot to have a more robust network.

—> Protocol based attacks
The basis of those attacks are the existing vulnerabilities in control frames of 802.11

protocol. There is no authentication between wireless devices, a control frames can
be forged by anyone.
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Authentication Process

State 1:
Unauthenticated
Unassociated 802.11 Types and Subtypes

00 - Protocol Version

,, <

O
1)
. D
State 2: S 2 2 4 1]1]1)1]{1]1|1]1
. S
Authenticated o
- —*
Unassociated =
=
o
S 00 - Management Frame Type 01 - Control Frame Type 10 - Data Frame Type
0000 - association request 1010 - power save poll 0000 - data
0001 - association response 1011 - RTS 0001 - data + CF-ACK
v 0010 - reassociation request 1100 -CTS 0010 - data + CF-poll
0011 - reassociation response 1101 - ACK 0011 - data + CF-ACK + CF-poll
. 0100 - probe request 1110 - CF-end 0100 - NULL (no data)
State 3: 0101 - probe response 1111 - CF-end + CF-ACK gigé - EEA%K( (”Odd?t?)
i 1000 - beacon - CF-poll (no data,
AUthentlcated 1010 - disassociation 0111 - CF-ACK + CF-poll (no data)
Associated 1011 - authentication
1100 - deauthentication
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Deauthentication attack

1 — The attacker uses any tool like airodump, kismet, wellenreiter, or even Mikrotik
sniffer/snooper tool to find out:

- Access Point MAC address
- Client MAC Address
- Channel in use

2 — Gets a position where can transmit to the AP (even with a weak signal)
3 — Launches the attack asking the AP to de-authenticate the client;

This attack can be used not only for Denial of Service purposes, but also as support for
other attacks like Man-in-the-middle in the air.
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Atacando la capa 2

Deauthentication Attack
DEMO
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Ataque de Deauth

maia@maia:~$ sudo my-I2-attacks —s 00:0C:42:AA:AA:AA — 00:0C:42:CC:CC:CC
- - deauth=10 wlan0

09:54.01 Sending 64 direct DeAuth. STMAC: [00:0C:42:CC:CC:CC] [86|84 ACKs]
09:54:02 Sending 64 direct DeAuth. STMAC: [00:0C:42:CC:.CC:CC] [111|99 ACKs]
09:54:03 Sending 64 direct DeAuth. STMAC: [00:0C:42:CC.CC:CC] [54|64 ACKSs]
09:54.04 Sending 64 direct DeAuth. STMAC: [00:0C:42:CC:CC:CC] [138]130 ACKSs]
09:54:07 Sending 64 direct DeAuth. STMAC: [00:0C:42:CC.CC:CC] [305|301 ACKSs]
09:54:09 Sending 64 direct DeAuth. STMAC: [00:0C:42:CC:.CC:CC] [318]|311 ACKSs]
09:54:12 Sending 64 direct DeAuth. STMAC: [00:0C:42:CC.CC:CC] [266]|266 ACKS]
09:54:15 Sending 64 direct DeAuth. STMAC: [00:0C:42:CC.CC:CC] [322|316 ACKSs]
09:54:17 Sending 64 direct DeAuth. STMAC: [00:0C:42:CC:CC:CC] [224]|231 ACKS]
09:54:20 Sending 64 direct DeAuth. STMAC: [00:0C:42:CC:CC:CC] [346|344 ACKSs]
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Deauthentication attacks - countermeasures

—> Once the problems with deauth attacks were revealed, some solutions were
proposed, like the one below:

http://sysnet.ucsd.edu/~bellardo/pubs/usenix-sec03-80211dos-slides.pdf

- At the MUM s of Buenos Aires in 2007 and Krakow in 2008 some solutions using
Mikrotik RouteOS were presented. Although there were only palliative solutions that
could be adopted at that time..

http://wiki.mikrotik.com/images/2/20/AR_2007_MB_Wireless_security_Argentina_Maia.pdf
http://mum.mikrotik.com/presentations/PL08/mdbrasil.pdf
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- Since V4 was released, with
Mikrotik RouterOS is possible to
authenticate control frames, turning
the Deauth attack useless.

—> This is configured by means of a
shared key between Mikrotik devices.

Wattacker O1

|_Kj
as
@7
mo
@11
@13
o1s
@17

Deauthentication Attack

Countermeasures

5| Security Profile <MKBR>
Lieneral |Fi.-“-‘-.DIL|S EAP  Static Keps

Mame: |MKEF] |

Mode: ||:|_I,Ir'|amin:: keys || ¥ |

— Authentication Types

[] wPa PSK WPAZ PSK
U] WA EAP (] WPAZEAP
— Unicast Ciphers
[ thip AES CCM
— lGroup Ciphers
[ ] tkip aes com
WA Pre-Shared Key: | |
WPAZ Pre-Shared Key: | == |

Supplicant |dentity: | |

Group key Update: |I:IEI:I:IE:EIEI |

i anagement Pylitection: | allovwed

xxxxxxx
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Layer 2 attacks and Coutermeasures
Conclusions

—> Networks where the physical access to Layer 2 is exposed to potential attackers,
are under serious risks. Denial of Service attacks compromise network availability
and other types of threats can affect users and the whole security no matter how
secure is the network in respect to other layers.

—> Although Mikrotik RouterOS has a lot of features to implement security at Layer 2,
some benefits of a L2 structure should be employed carefully and only in parts where
the access is under a strong policy controlling physical addresses and deploying the
appropriate filters.

—> Migrating a L2 network to a routed one can be a hard task at a first sight, but
there are a lot of advantages when it comes to security. Migrating a dynamic routed
network to a MPLS is much easier.
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