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NUESTRO MORFE DIARIO!




Twitter!!!

e Sorpresa al final!

i (12) Facebook X B 02)SSHSupport-Inicio X | [ (12) Facebook X W gabriel Coronado en Twitte

€ Oan 5) hitps://twitter.com/gab

' gabriel Coronado

youtube.com/watch?v=clJRJu...
transmision en vivo del mum de paraguay
2107

#temamecatelpy

#ssh-tarija

. MUM in Paraguay LIVE stream
Mik ik Live video from the MUM conference in Nuesfra Sefiora Santa
g Maria de la Asuncion, Paraguay http-//mum.mikrotik.com
i g
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HARDENING EN MIKROTIK>




DEFINICION

* Reglas o politicas de seguridad que se
vlilizan para poder proteger un
determinado ambito informdtico.

 La seguridad informatica es elemental
al momento de realizar cualquier
implementacion.




«Tipos de ataques»

 man-in-the-middle

- Ataques de fuerza bruta

- Denegacion de servicios

« Atacando la capa 8 del modelo osi

N/

Victim

Attacker



Session

Pk

Settings
Safe Mode

A Quick Set
1 CAPsMAN
# Intefaces
1 Wireless
& Bridge
=3 PPP
=2 Switch
°13 Mesh
s P
MPLS
42 Routing
i) System
9 Queues
|| Files
|l Log
. Radius
A Tools
|B New Teminal
| & Make Supout rif
& Manual
O New WinBox

B &t

«NUESTRO MEJOR ALIADO»

. .

Dashboard

Session:|192.168.100.1
Log

| May/07/2017 08:31:38

May/07/2017 08:43:24
May/07/2017 08:43:26
May/07/2017 08:46:42
May/07/2017 08:46:44
May/07/2017 09:10:05
May/07/2017 09:10:10
May/07/2017 10:33:04
May/07/2017 10:33:04
May/07/2017 10:33:04
May/07/2017 10:33:04
May/07/2017 10:33:04
May/07/2017 10:33:04
May/07/2017 13:33:05
May/07/2017 13:33:07

| May/07/2017 13:37:40

May/07/2017 13:37:45
May/07/2017 13:37:53
May/07/2017 13:37:58
May/07/2017 14:55:40
May/07/2017 14:55:40
May/07/2017 15:11:35
May/07/2017 15:11:37
May/07/2017 15:11:42
May/07/2017 15:11:44
May/07/2017 15:12:34
May/07/2017 15:12:36
May/07/2017 15:23:52
May/07/2017 15:23:57
May/07/2017 15:23:57
May/07/2017 16:38:51

| May/07/2017 16:38:52

May/07/2017 16:57:27
May/07/2017 17:11:18
May/07/2017 17:28:27
May/07/2017 18:09:40
May/07/2017 18:12:25
May/07/2017 19:24:40
May/07/2017 19:27:26
May/07/2017 19:56:50

memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory

wireless, info
interface, info
interface, info
interface, info
interface, info
wireless, info
wireless, info
pppoe, ppp. info
pppoe, ppp. info
pppoe, Linfo
pppoe, ppp. info
pppoe, ppp, info
pppoe. ppp. info
interface, info
interface, info
wireless, info
wireless, info
wireless, info
wireless, info
wireless, info
wireless, info
interface, info
interface, info
interface, info
interface, info
interface, info
interface, info
wireless, info
dhep, info

dhep, info
wireless, info
dhep, info
wireless, info
wireless, info
wireless, info
wireless, info
wireless, info
wireless, info
wireless, info
system, info, account

@wlan1: connected
ether2 link down
ether2 link up (speed 10M, full duplex)
ether2 link down
ether2 link up (speed 100M, full duplex)
AQ:CB:FD:DC:0D:82@wlan2: connected
AD:CB:FD:DC:0D:82@wlan2: disconnected, unicast key exchange timeout
pppoe-out1: teminating... - peer is not responding
pppoe-out1: disconnected
pppoe-out1: inttializing...
pppoe-out1: connecting...
pppoe-out1: authenticated
pppoe-out1: connected
ether2 link down
ether2 link up (speed 10M, full duplex)
2@wlan2: connected
2@wlan2: disconnected, unicast key exchange timeout
2@wlan2: connected
2@wlan2: disconnected, unicast key exchange timeout
“@wlan1: disconnected, received disassoc: unspecified (1)
wlan1: data from unknown device E0:DB:10:3D:4F:SF, sent deauth
ether? link down
ether2 link up (speed 10M, full duplex)
ether2 link down
ether2 link up (speed 100M, full duplex)
ether2 link down
ether2 link up (speed 100M, full duplex)
E0:DB:10:3D:4F:9F@wlan1: connected
dhcp1 deassigned 192.168.100.205 from
dhcp1 assigned 192.168.100.205to
0C@wlan1: connected
dhcp1 assigned 192.168.100.201 to 74:5C:SF:18:E4:0C
@wilan1: disconnected, received deauth: sending station leaving {3)
@wlan1: connected
@wlan1: disconnected, received deauth: sending station leaving (3)
@wilan1: connected
@wlan1: disconnected, received deauth: sending station leaving (3)
@wilan1: connected
@wilan1: disconnected, received deauth: sending station leaving (3)
user admin logged in from 192.168.100.207 via winbox




“PARA ALGO DE MAYOR PERFORM™

Console -> Syslog Logged in as admin (Logout)

Syslog Message Filters: [ where Date/Time BETWEEN '2006-12-08 10:22' AND '2006-12-08 11:22' ]

Presets: [Last Hour | From: [2006-12-08 10:22 [ To: [2006-12-08 11:22 [ Alerts

0 To: IS v
|AII Facilities _V_JIAII Priorities :] Al kbl —-] Removals

Search text: I

Select Host(s): << Previous Showing Rows 1 to 30 of 250 [page 1,2, 3,4, 5,6, 7, 8, 9]

show all hosts Host  Date Time Message
ubuntu ubuntu  2006-12-08 11:20: snmpd[4932]: Connection from UDP: [127.0.0,2]:33091

ubuntu  2006-12-08 120 snmpd[4932]: Connection from UDP: [127,0.0,2]:33091

ubuntu  2006-12-08 120: snmpd[4932]: Connection from UDP: [127.0.0.2]:33091

ubuntu  2006-12-08 1201 snmpd[4932]: Connection from UDP: [127,0.0,2]:33091

ubuntu  2006-12-08 11:20: snmpd[4932]: Connection from UDP: [127.0.0.2]:33091

ubuntu  2006-12-08 11:20: snmpd[4932]: Connection from UDP: [127,0.0,2]:33091

ubuntu  2006-12-08 11:20: snmpd[4932]: Connection from UDP: [127.0.0.2]:33091

ubuntu  2006-12-08 11:20: snmpd[4932]: Connection from UDP: [127,0.0,2]:33091

ubuntu  2006-12-08 11:20: CRON[18708]: (pam_unix) session closed for user www-data

ubuntu  2006-12-08 11:20: CRON[18708]: (pam_unix) session openead for user www-data by (uid=0)

ubuntu  2006-12-08 11:20: JUSR/SBIN/CRON[18709]: (www-data) CMD (/usr/share/cacti/site/poller.php
>/dev/null 2>/var/log/cacti/poller-error.log)

ubuntu  2006-12-08 11:20: snmpd[4932]: Connection from UDP: [127.0.0.1]:33091

ubuntu  2006-12-08 11:18:34 sudo: po : TTY=pts/1 ; PWD=/home/po ; USER=root ; COMMAND=/bin/su notice

.. COeEnManTaxkEov B %




«LA YAPITA»

Rules | Actions

| Topics | Prefo | Action

crtical echo

info memory
waming memory




«ATAQUE DDOS»




“REGLAS DE FIREWALL"”

= '| Firewall

Filter Rules NAT Mangle | Service Ports Connections Address Lists Layer7 Protocols

L] =l hTd f t Count 00 Reset All Counters

| # | Action Chain :| 1| Protocol |: Dst. Port 1/l New Packet Mark |P..| New Connection Mark
0 ICMP (Ping)
& mark connection prerouting 1 {icmp) icmp_conn 11.7 KiB
& mark packet prerouting icmp 66.7 KiB
;:: DNS
< mark connection prerouting 17 {udp) dns_conn $535.5 KiB
& mark packet prerouting dns 32500 KiB 30 182
.. Http
&” mark connection prerouting 6 ftcp) http_conn 187.2 MiB 3 058 582
& mark packet prerouting http 6.8GiB 8071137
.:; Hitp Descarga
& mark connection prerouting 6 {cp) 80 http_conn_descarga OB 0
& mark packet prerouting http_descarga 0B 0
:: Hitps
< mark connection prerouting 6 {tcp) 443 https_conn 26.6 MiB 183 300
#” mark packet prerouting https 118.3 MiB 371 766
i WoW
& mark connection prerouting 6 ftcp) 372461126114 6881-655S5 wow_conn 7.4 MiB 125 562
#” mark packet prerouting wow 71.9 MiB 285 830
& mark connection prerouting 17 {udp) 3724 wow_udp_conn 7.4 KiB 159
#” mark packet prerouting wow_udp 74 KB 158
oL
< mark connection prerouting 6 {cp) 2055,5222 5223,8353-8400 lol_conn 3405 KiB 3502
#” mark packet prerouting lol 1068.2 KiB 7818
#” mark connection prerouting 17 {udp) 5000-5500 lol_udp_conn 422 39 KiB 6124
& mark packet prerouting lol_udp 538.1 KiB 6217
. Ventrilo
&” mark connection prerouting 6 ftcp) 30572 vent_conn 47 0 MiB 142 665
#” mark packet prerouting ventrilo 52.5 MiB 311 362
;i MSN
& mark connection prerouting 6 {tcp) 1863 msn_conn 1565.2 KiB 15 395
#” mark packet prerouting 7.8 MiB 31258
::: Winbox
< mark connection prerouting 8 ftcp) 8251 winbox_conn 256 MiB 410118
#” mark packet prerouting winbox 25.6 MiB 410138
::: Dragon Nest
& mark connection prerouting 6 {tcp) 14300,14301,14403.7000.14500 dragon_nest_conn 1236.5 KiB 29323
#” mark packet prerouting dragon_nest 7.1 MiB 82 200
#” mark connection prerouting 17 {udp)} 15100-15110 dragon_nest_udp_conn 11442 KiB 21533
# mark packet prerouting dragon_nest_udp 444355 KiB 61 285
::: Otros
& mark connection prerouting otras_conn 431.7MiB 1150612
& mark packet porerouting other 413.7MiB 1128 483




“LISTAS DE DIRECCIONES”

Firewvall

Fitter Rules
+ -

NAT Mangle Service Ports

=) T

Copecton]_hdioss Lt

D
D
D
D
D
D
D
D
D
O
D
D
D
O
D
D
D

Name

@ LISTADE IP's
@ LISTADE IP's
@ LISTADE IP's
@ LISTADE IP's
@ LISTADE IP's
@ LISTADE IP's
@ LISTADE IP's
@ LISTADE IP's
@ LISTADE IP's
@ LISTADE IP's
@ LISTADE IP's
@ LISTADE IP's
@ LISTADE IP's
@ LISTADE IP's
@ LISTADE IP's
@ LISTADE IP's
@ LISTADE IP's

Address
152.168.1.60
1592.168.1.46
152.168.1.51
152.168.19
152.168.1.27
152.168.1.50
152.168.1.17
152.168.1.32
152.168.1.16
192.168.1.12
152.168.1.8
152.168.1.40
152.168.1.245
192.168.1.7
152.168.1.212
152.168.1.52
152.168.1.14




“FIREWALL vs ADDRESS LIST”

[, nux Windows



"PROFESIONALES DE RECETA”




TdEmzh

L B

=

PLURSAr it rama S NS ey
Thiom I\ )

A A s A e
M MM I P B e 8 L - L
AW M) M TE N MARAN.,. T ATE Y e e

et S

SN NI ) w e AR CENG-SlcoCOM

-y PR o il MY . e
10N e oh PRYLL o
A N M UL A eyl e P Qe S

QUM LIEM e e -

«TREA R W YT -

Lol LA PN LM A0 -t i [N

s AL e e e s s et (T LN

Tidele LY Cumn L Talade st ho™n

SO AT A e AR e seriaee wes re b AT
Tibele LIDMTIY 0N S0t MM maidiont e
BAATPAT b SR AL Ba REVRAA BB THARM NV
Vivets omvuromwr s o= Ao v so—d ponts

D0 DV VLIMGY § ONODNACIN I8 MY N YR MO YA S
BN B AAAY e



«CONTRAMEDIDAS »

e Pensar como el atacante

 Mantener las normas de seguridad
minimas en nuestros equipos mikrotik
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(c,Como vamos con el twitter?y




«AL ATAQUE)

) 2dmin@6C]
Session Settings Dashboard

O/ ou| | Safetlode | Session: | ———

A& Quick Set =[]
L CAPSMAN Simple Queues | nterface Queues  Queue Tree  Queue Types Fiter Rules NAT |Mangle Service Pots Connections Address Lists Layer7 Protocols
¥ Interfaces +* 5| | V| | 00 Reset Courters || 00 Reset All Counters ¢71| | Y| | 00 Reset Courters || 00 Reset Al Counters o B

L. Weclom # Name Target Upload Max Limt | Download Max Limit | Packet Marks Total Max Limit (bi"';' : Action  |Chain Src. Address |Dst. Address |Proto...|Src. Pot  |Dst. Port  |In. Inter...|Out. Int... | Bytet ¥
& Bridge 0D Rhs<hots... invitados  unlimited unlimited Ajump  dstnat 200 e
w4 PPP Ajump  hotspot 20
: |l redir... hotspot 7{u... 1
=2 Switch 2| redir... hotspot 6 tep)
°12 Mesh |l redir... hotspot 6 ftcp) 1
g #l redir... hotspot 6 ftcp)
&P ! #Aljump  hotspot 6 ftcp) 13
MPLS I #Ajump  hotspot 6 tcp)
5 Z =l redir... hs-unauth 6 ftcp)
& Routing =l redir... hs-unauth 6 tcp)
i2 System f 10D =l redr... hsunauth 6 ftcp)
9 Q 11D =lredr... hs-unauth 6 ttep)
ueues .
(=] Files 1item 0B queued 0 packets queued 19items

|| Log
M Radius

Wireless Tables
Interfaces | Nstreme Dual Access List Registration Connect List  Security Profiles  Channels

A Tools

& New Teminal L =R ¢ CAP Scanner || Freq. Usage || Alignment || Wireless Sniffer || Wireless Snooper

#. MetaROUTER Name Type Tx |Rx | Tx Packet (p/s) Rx Packet (p/s) FP Tx
e S 4bwlani Wireless (Atheros ARS... Obps Obps
¥ Pattion S ¢bhackagabo  Vitual AP Obps Obps

o Make Supout rif 4-pinvitados Vittual AP Obps Obps

5 S 4-dventa Virtual AP Obps Obps
& Manual 7 e ; I : Py

N 9 New WinBox

“
5 tems out of 12




«ATAQUE DE FUERLZA BRUTA)»

 Descripcion
« Tendencia
 Vulnerabilidad




«VENTAJAS DE WINBO X»

 WinBox tiene protocolo propietario
 Mas complejo de ser atacado

* Ssh, telnet, web, Propensos a
infrusiones. ===




CUANDO TE QUIEREN DAR PALO!

) admin@192.168.100.10 (hack-mikrotik) - WinBox v6.35.4 on hAP ac lite (mipsbe)
Session Settings Dashboard

%> || (4| | Safe Mode Session:|192.168.100.10

As Quick Set
i CAPsMAN Traceroute To:

1 Interfaces memory ystem, emor, critic 32248 vi Packet Size: |56
1 Wireless
@ Bridge

2 memory ystem, emor, cri g lure for use! n from 3.132 Timeout: |1000

memory ystem, error, cr login failure for use
&4 PPP Y 7 n ; failure for us
2 Swi o tical | fro : Port: (33434

== Switch memory ol al login failure fo DNS
“1a Mesh memory 0 login failur Use DN

Protocol: |icmp

55 la memory ¥ 2
5l P = rl ,‘ ; = ; R e y 2. n Count:
MPLS
Max Hops:
42 Routing
&5 System ) )emory , emor, | re fo Src. Address:
7 g ystem, emor, cr ! ser t >madmin fr 3.132.248 via

e Queues 1 Interface:
|| Files

|l Leg

M. Radius

DSCP:

3 memory system, , cri failure for user telnetadmin from 202.203.132.249 via Routing Table:
et
A Tools lay/23 09:33:38 memory y: , emor, cri failure for user admin from 181.12 a telnet Hop Host Sent Last Avg. Best Worst Std. Dev. | History
memory itical | L er admin from 181.1 a tein 6 190.129.250.82 0% 35 30.0ms 297 284 318 0.7
memory or, I ilur Ser gu om 181.120.2 a telnet 7 84.16.9.116 35 34.8ms 352 339 433 17
¥4 MetaROUTER memory 0 c ! / 8 94.142.99.99 ; 35 110.8ms 112 1086 1136 14
#E Paditon memory m, emo! 109‘7‘ failure for user root from 22 15 9 213.140.37.37 ! 35 111.5ms 1129 1105 1156 12
e memory sy r, et login failure for user root from 179.15 via teinet 10 63.243.152.141 ! 351447ms 1447 1430 1517 14
o Make Supout rif 11 63.243.152.62 9% 35 176.6ms 175.9 175.0 1779
& Manual 12 66.110.72.6 0% 35 174.7ms 175.2 1731 190.9
13 66.110.57.21 35 174.6ms 178.2 174.1 2431
o] © New WinBox 14 66.110.59.182 0% 35 1768ms 1772 1745 1798
B Bt 15 101.4.117.213 0% 35 329.4ms 3314 3283 3469
16 101.4.117.97 0% 34 332.5ms 330.1 3272 336.2
17 101.4.112.197 9% 34 329.0ms 3303 3275 350.1
18 202.203.132.243 0% 34 370.8ms 3707 3691 3738

| New Teminal

+
18 items

enabled




«ATACANDO LA CAPA 8»

* La capa mas débil
* La mas vulnerable
* Ingenieria social

-
Digite su usuario
y contrasena ‘
|

o




«tHACKEANDO CON MIKROTIK»

e Desde lo mas basico

(hack-mikrotik) - WinBox v6.35.4 on hAP ac lite (mipsbe)

Session

e

Settings
Safe Mode

A Quick Set
1 CAPsMAN
| Interffaces
1 Wireless
&, Bridge
=g PPP
== Switch
“18 Mesh
3l IP

MPLS
42 Routing
i3 System
Q Queues
|| Files

Log
M Radius
A, Tools
| New Teminal
¥4 MetaROUTER
# Partition

- Make Supout rif

& Manual
9 New WinBox

[§=

Dashboard

Session [ —

(=] E3|
+

Address
D o i—c?

| — | [
& 0/24

Interface ¥
pppoe-out1
invitados
cooset

Interface: |cooset

+

[=|E3]
- Start

Address Range: |l &

+
25tems

MAC Address

[ Close

o |

New Window

DN| ¥
53
43
43
58
53
58
54
53
42
56
56

Time (ms)

54
51
83
58
58
60
58

4
53

53
54
39

Interface: |ether1

Service
Tabladta

MAC Address

AC Name
CosettNET

* Start

| CloseJ

‘ New Window

- Premium




«FUSION A. F B CON SQL INYECTION»

x|

t -
Mikror ik
RouterQS v6.35.4

You have connected to a router. Administrative access only. If this device is not in your possession, please contact your local network administrator.

WebFig Login:

chin:i ‘ ‘ Login ‘

Password: W

Odm ¢

Winbox Telnet Graphs License

© mikrotik




WINDOWS 10!

Windows 10




DONACION DE SESION!







YA PARA CONCLUIR!

Acerca de nosotros ceriiicaciones

Somos una empresa dedicada a brindar
soporte en soluciones con MikroTik

También somos un centro autorizado de MikroTik | MikroTik| | MikioTik

certificacion. Con nuestros cursos podras  feete | MTCWE |
capacitarte y obtener las certificaciones de
MikroTik. ks

contacite

2

EcaTel..

Proximeos Cursos
MTCNA MTCTCE

26 Ago 2017 29 Ago 2017
Reserva ahora con

™ 0973 691525
448.000 Gs. Ei EcatelSRL




BIENVENIDOS
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