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Why this presentation?
What this presentation is not.

What this presentation is.



Who is in the audience ?



What is security?




Security is the consequence of

the following sit

When an unaut

uation:

norized person:

- does not f

ave the key

- cannot find/copy the key

- if the key gets found, it

cannot be used




Conclusion:

Security is the applied logic
(algorithm, way of doing etc.)
which leads to that consequence.



Defining the goal:

To have a system which even if

compromised (revealed password)
will remain secure from a functional
authentication perspective.

s that even possible?



Discussion topics:

General communication priciples

RouterOS security mechanisms

Applying authentication logic on
different layers

Putting it all together



General principles

he OSI model is the basis of all

Inter-system communication.

Understanding the OSI

first step in understandi

to apply security conce

model is the
ng where

0ts.



General principles - OS|

Session Layer 5
Transport Layer
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General principles - OS|

Application Process |
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System 2
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General principles - OS|

Application level authentication security

Session Layer 5

These layers are geared towards security,
we can actually make use of them

Transport Layer
TCP/IP security

Physical security
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The setup

192.168.88.250/24

192.168.88.1/24
ether?2

etherl / reur=iSe=w=s \

fl

|
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RouterQOS security mechanisms

Physical security

MAC authentication security
TCP/IP security

Application level security



Physical security

1. Using secure enclosures/racks

2. Using centralized logging
3. Disabling unused interfaces

4. Protecting from factory reset



Physical security

2. Using centralized logging

Centralized logging is possible for
free using The Dude

https://wiki.mikrotik.com/wiki/Manual:The Dude v6/Syslog



Physical security

2. Using centralized logging

A Tools

(Bl Mew Teminal
| CD

#4 MetaROUTER
% Partiticn

o Make Supout rif

& Manual

9 New WinBox

B Exi

NIV

Health
Histony
|dertity
LEDs

License

Packages
Password

Parts

Reboot

Reset Corfiguration
Resources
Routerboard

SNTP Client
Scheduler

I Logaging
EBules Actions

[x]-/[v

Mame
* disk
* echo

I Logging memaory
remate

4 tems

Type
disk
echo

MEmory

remote
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Physical security

2. Using centralized logging

Log Action <TheDude>

Mame: | TheDude QK
Type: remote ¥ Cancel
Remote Address: |192.168.885 |l L Aoply
Remote Port: 514 Copy
Src. Address: - Remaove

B5D Syslog

Syslog Facilty: |3 ({daemon)
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Physical security

2. Using centralized logging

Rules | Actions

hitems

Action -
echo
MEmory

info, interface MyRouter e[lud |

LI
o

Topics: infa

interface
Prefix: | MyRouter
Action: | TheDude

enabled

[=1{E3
oK

Cancel

Apply

Disable

Copy

Remaove
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Physical security

3. Disabling unused interfaces

1 Wireless Interface  Interface Lisf§ Ethemet BEolP Tunmel IP Tunnel GRE Tunnel  WLAN
@5 Dridge o %l = | T | PowerCycle
e PPP
Mame Type MTL Actual MTL (L2 MTU

== Switch #irether] Ethemet 1500 1500 1558
°® Mash R 4isether? Fthemet 1500 1500 1558

“ X ether3 Fthemet 1500 1500 598
25 1P W etherd Fthemet 1500 1500 1598
7 MPLS o L etherh Fthemet 1500 1500 1598

' X etherk Fthemet 1500 1500 15598
&, Routing T ether’ Fthemet 1500 1500 1558
0 o etherd Fthemet 1500 1500 1598
o e X dretherd | Eihemet 1500 1500 1598
& Queues X ether10 Fthemet 1500 1500 1598
[ Files LT Ethemet 1500 1500 1558
.. Leg




Physical security

4. Protection from hardware reset

& Houtin I”
- Diver N
o7 System ¥
g . Health Auto Upgrade
LeUEes

- History Baud Rate: | 115200 =
[ | Files .

= Identity @E Boot Delay: (2 5
""" LED= =
_‘:Ei Radius 3 | Routerboard 0K Enter Setup On: |any key *

Cense
%, Tools ¥ _ Model: | 2011 UiAS-2HnD Boot Dewice: |nand-f-failthen-ethemet *
_ Logging pgrade —
[ New Terminal Packages Serial Number: |614A05385A6A CPU Frequency: |600MHz *
¥ LD d | Settings I —
LT Paseword . . 521 Boot Protocol: |bootp *
= Imware |ype: 4ar USE P Reset
= MetaROUTER -~ I — guer s Refomat Hold Button: |00:00:20
Lis & actory Fimware: | 3.

@ Parttion Rebaot Enable Jumper Reset
= Make Supout rif Reset Configuration Cument Firmware: |6.43.4 Force Backup Booter
9 Manual Resources Upgrade Fimware: |6.43.4 Silent Boot
9 New WinBox pv—— | Protected Routerboot
WL Exi




MAC authentication security

1. Disabling unwanted local login

2. Allowing only specific devices to
access the physical ports



MAC authentication security

1. Disabling unwanted local login

|8 Interfaces

1 Wireless
g, Dridge
=g PPP

== Switch
“Ia Mesh
285 |P

7 MPLS
@ Routing

| e e

Inteface

List

Interface List | EBthemet EolP Tunnel
=l [T Lists
Interface

[+]=| =] ¥
Mame
;> Mac login allowed
Local Login
i containg all interfaces
* all

;;; contains dynamic interfaces
* dynamic

. containg no interfaces
©naone

[=]|E3

(=]|E3

Mame: |LocallLogin

OK

Include:

Exclude:

Cancel

Apply

Commenrt

Copy

Remove

Comment for Interface List <Locallogin=

Mac login allowed

OK

Canicel
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MAC authentication security

1. Disabling unwanted local login

Interface  Interface List | Bthemet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP Bor
o = | T Lists

List Interface
LocalLogin gther?

Interface: ether? * ‘ Cancel

Apply

Dizable

Comment

Copy

Remove

enabled




MAC authentication security

1. Di_sabling unwanted local login

Queues
= BTest Server [=1(E3|
|| Files _
Lo Bandwidth Test | | MAC Telnet Server || MAC WinBox Server | MAC Ping Server
..... g .
,_'ﬂ Radius Elmal':ll ., Inteface Src. Address Uptime -
I"&i’ Tools ¥ see e MAC Telnet Server = E3
(Graphing
| New Teminal Mlowed Interface List: |Locallogin | # oK
- IP Scan
LCD
= MALC Server Cancel
#3 MetaROUTER
— Metwatch Apply
% Partition
Packet Sniffer
| Make Supout rif
— P Ping @E
& Manual -
Fing Speed Allowed Interface List: |Locallogin || # QK
&9 New WinBox -
ile
@ Exit o Cancel
o
Apply
SM3 [ items 26




MAC authentication security

2. Allowing only trusted devices

== Switch

“Ia Mesh

bl 1P

7 MPLS
&, Routing
os System

Q Queues

|| Files

_':EL Radius
& Tools

s e e

ARP
Accounting
Addresses
Cloud

DHCP Client
DHCP Relay
DHCP Server
DNS

Firewall
Hotspot

|Paer

[#] = [v|x @ |7

IP Address MALC Address Inteface
C 1152 168.88.250 FO1FAF:32:15:55 ether?
ARP <192.168.88 250> =] E3
IP Address: | 192.168.88 250 oK
MAC Address: FO:1FAF32:15959 | Cancel
Interface: etherd * Apply
Published Disable
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MAC authentication security

2. Allowing only trusted devices

[ Interfaces O][x]
1 Wirsless Interface | Interface List Ethemet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP Bonding LTE
&y Bridge g | % 3 | T| | Detect Intemet
=
=a PPF Mame T
== Switch : Et
“a Mesh H ﬁ ?“" General | Bthemet Loop Protect Owverall Stats  Rx Stats oK
E= -‘_ - = Mame: |ether? Cancel
L ’ g Type: |Bthemet Aoply
@ Routing M| JETI CiH P
s = MTU: | 1500
oy System el B ethero =0 Disable
;m etherd EiH Actual MTU: [1500
ueues etherl EtH Comment
B Fies &rsfp EtH L2 MTL: 1558
Log X |4wiani I Max L2 MTU: [4074 Toreh
L Radius MAC Address: |E4:8D:8C:23:5A.CA iele=
: - = Blink
Tods ! e
J% 1008 12 tems (1 selected) e hd )8
ke Tamemim=] Paecat MLAT AdAdrase




TCP/IP Security

Practices found on the Internet
usually employ technigues such as:

- [P ACL trust relationship (firewall)
- filtering invalid packet sources

- some form of port knocking
technique



TCP/IP Security

IP ACL trust relationship (firewall)

- the most common layer 3 method
- easy to configure

- useful when used with static IPs

- easy to bypass using spoofing

- what to do when in another city?



TCP/IP Security

Filtering invalid packet sources

- also common in modern firewalls
- a skilled attacker will not send

invalid packets and will not get
blacklisted




TCP/IP Security

Some form of port knocking

- employs a set of ports which are

“knocked” which then enables the
login to the device

- the ports used can also be sniffed
or discovered by specialized tools



Application layer security

1. Disabling unwanted services

2. Using built-in ACL mechanism
and changing default ports

PS. We’ll get back to TCP/IP soon



Application layer security

1. Disabling services (IP -> Services)

IP Service List =] E3
v|x|

Mame Port Available From Certificate -

—r

8 tems (7 selected)




Application layer security

2. ACL and default port change

[=I{E3
v | % | T
Mame Part i [P Service <winbox:> =] E3
I ~ Mame: |winbox OK
Port: | 18291 Cancel

¥ telnet 23 Available From: |152.168.88.0/24 Apply
I @ winbiox I 8251

1883 Dizable

4p

4p

bled
g tems (1 selected) i




Reiterating the goal:

To have a system which even if

compromised (revealed password)
will remain secure from a functional
authentication perspective.

s that even possible?



What is the problem with these
setups?



Are there any improvements we
can make?



The most important security layer

Session Layer 5
Transport Layer

1



How can this 8-th layer actually
come into play ?



Steganography is the practice of
concealing a file, message, image, or
video within another file, message,
image, or video.

The word steganography combines the
Greek words steganos (oteyavoc),
meaning "covered, concealed, or
protected"”, and graphein (ypadeLv)
meaning "writing".

source: Wikipedia



My birthday is: 01 February 1983

Let’s change the date format: 01.02.1983

Let’s turn it into a numerical code:

01021983



To express the same idea into a different

format we could say: “At 01 hours and
02 minutes you should ping the

equipment 47 times in order to access it
and then 111 times.”

01021983

IP header 20B, ICMP header 8B
47-20-8=19, 111-20-8 =83



01021983

Let’s read the true logic decoded:
- protocol 1

- 2-nd packet relevant

- length 19, encrypted length 83



Protocol 1: ICMP, echo request (ping)

2-nd packet relevant: the MikroTik
router will only process the odd packets

length 19, encrypted length 83: the
MikroTik router will respond in a
receptive manner if two sets of data are
involved: unencrypted 19 bytes, the
second sent over encryption 83 bytes



So for a highly secured device the
algorithm is as follows:

- drop icmp echo request of size 19 (True size:
19+ 20+ 8 =47) and add source to trustedl
- allow encrypted connections from trustedl1
- drop icmp echo request of size 83 over
encryption (True size: 83+ 20+ 8 =111) and
add source to trusted?2

- allow to port 8291 encrypted from trusted2
- allow discovery over encryption (optional)

- drop everything else



Setting up the authentication system:

1. Set up a PPTP server (you can use any
type of more advanced tunneling server
SSTP with SSL, L2TP over IPSec etc.)
2. Set up a PPTP user and password

3. Set up the firewall



PPTP server

== Switch
“Ia Mesh
255] |P

27 MPLS
#. Routing

il New Teminal
B |1CD
2 MetaROUTER

2| 2 2 T

Interface | PPPoE Servers Secrets  Profiles  Active Connections L2

L A

(=1| || | PPP Scanner I PPTP Server I
MName Type Actual MTU  [LZ MTL
PPTP Server =] E3
viEnabled | 0K
Max MTU: | 1450
Cancel
Max MRL: [1450
Apply
MRRL: hdl
Keepalive Timeout: 30 -

Default Profile: |default-encryption *

Authentication: (v mschapZ mschap 1
chap pap
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PPTP user and password

=g PPP New PPP Secret
== Switch Interface  PPPoE Servers | Secrets | Profiles  Ad Mame: |user] oK
“Ia Mesh
“ . ; L o = PPF Authent Fassword: passwordl . Cancel
= ) —
) MPLS ; MName Passward Service  |Caller ID Service: |pptp T Apply
%2 Routing [+ Caller ID: b Disable
{95 System I Profile: |default-encryption ¥ E—
g Queues
Local Address: | 192.168.88.2 e Copy
|| Files
Log Remote Address: |1592.168.88.3 e Remove
3 Radus Routes: b
A Tools F
| Mew Teminal Limit Bytes In: 7
= LcD Limit Bytes Out: b
¥4 MetaROUTER
% Partition Last Logged Out:
| o Make Supout rif 0 items enabled
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Firewall rules

Teminal

[admin@MikroTik] > ip firewall filte
$ jan/02,1970 05:47:52 by BouterdS 6.43.4
# software id = NLS3Q-VEGT

#

£ model = 2011Ui45-2HnD

£ serial number = gl4A05335ACH

T EL =% &

gdd action=add-src-to-address-list address-list=Trustedl address-list-timeout=%
1h chain=input connection-kytes=47 icmp-options=8:0-255 nth=2,1 protocol=Y
icmp

add action=accept chain=input dst-port=1723 protocol=tcp src-address-list=Y
Trustedl

add actiocn=accept chain=input protocol=gre src-address-list=Trustedl

gdd action=add-src-to-address-list address-list=Trusted? address-list-timeout=%
1h chain=input connecticon-bytes=111 icmp-opticons=8:0-255 in-interface=Y
all-ppp nth=2,1 protocol=icmp

gdd actiocn=accept chain=input dst-port=82%91 protocol=tcp src-address-list=Y
Trusted2

gdd action=accept chaln=input dst-port=2056l1l protocol=udp src-address-list=\
TrustedZ2

gdd action=drop chain=input

[admin@MikroTik] >




Terminal =] E3
-
[admin@MikroTik] > ip firewall filter export
# jan/0271970 05:47:52 by RouterdS £.43.4
# software id = NS30-VEGT
#
# model = 2011TiAS-2HnD
$# serial number = ©l4A05325R0A
° fip firewall filter
Fl rewa I I ru Ies add action—add-sro-to-address-list address-list=Trustedl address-list-timeout=%
1h chain=input connection-bytes=47 icmp-opticons=8:0-255 nth=2,1 protocol=
o icmp
add action=accept chain=input dst-port=1723 protocol=tcp src-address-list=\
applie s
add action=accept chain=input protocol=gre src—address-list=Trustedl
add action=add-src-to-address-list address-list=Trusted2 address-list-timeout=\
lh chain=input connection-bytes=11]l icmp-opticons=8:0-255 in-interface=\
all-ppp nth=2,1 protocol=icmp
add action=accept chain=input dst-port=8291 protocol=tcp src-address-list=\
Trusted2
add action=accept chain=input dst-port=205&6l protocol=udp src-address-list=\
Trusted2
add action=drop chain=input
[admin@MikroTik] » *
Firewall =] E3
Fiter Rules | MAT Mangle Raw Service Pots Connections Address Lists  Layer7 Protocols
o =T Feset Courters || o0 Reset All Counters all ¥
H Action Chain |Protocol | Dst. Port |In. Inteface | Src. Address List | Connection Bytes | ICMP Options/... |Mth/Every |Mth/Packet |Address List Timeout Bytes Packets |
0 =t add srcto address list input 1 {icmp) 47 8 (echo request) 2 1 Trusted 01:00:00 DB 0
1 o accept input & ftop) 1723 Trusted 0B 0
2 w accept input 7 (are) Trusted1 DB 0
3 et add src to address list  input 1 {icmp) all ppp 111 8 (echo request) 2 1 Trusted2 01:00:00 0B 0
4 f accept input & ftop) 8291 Trusted? 0B 0
5 o accept input 7udp) 20561 TrustedZ2 OB 0
& K drop input 1367.2 KiB 15 355
7 items 51




Working demo

192.168.88.250/24

192.168.88.2

S / 192.168.88.3

192.168.88.1/24

ether2

etherl / reuwr=Sc=v= \

==
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Final conclusions

A subtle but important difference in logic
makes the difference in security.

By making use of this tec
which has a compromiseo

nnique, a system
admin password

will remain unaccessib

e by attackers.

Questions?



