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About me - Daniel Turean

Over 18 years experience in Information Technology of which 10 years
in Computer Networks

2007 —2010 Nortel Networks beta tester
Cisco CCNA certified since 2013

2012 — Started working with MikroTik RouterOS and becoming MTCNA
In 2015

Currently Certified for MTCRE, MTCWE, MTCTCE and IPv6E

2016 — Founded Mikro Training SRL and become MikroTik Certified
Trainer no:364

MikroTik Certified Consultant on a variety of topics based on MikroTik
RouterOS.

https://www.mikrotraining.ro
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Agenda, technical details and
implementation steps

* General information about IPsec implementation in MikroTik RouterOS

* General information regarding RADIUS Client implementation in MikroTik
RouterOS

* RouterOS IPsec related option settings
* RouterOS typical IP firewall settings for IPsec tunnels

* Preparing and configuring Microsoft Windows Server 2016 NPS role to provide
RADIUS Server services to MikroTik RouterOS road warriors VPN Clients.
 Configuring the ShrewSoft VPN software client for roadwarriors.

* Configuring the Android mobile phone for using IPsec Xauth PSK
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Why IPsec?

* Provides US DoD (Department of Defense) encryption strength
* Ability to mitigate many network threats like:

 Data theft in transit
* Credentials sniffing in transit

 Network based attacks

* Provides Confidentiality, Integrity and Authentication
 Cross Vendor support, IETF standard
* GDPR? ... Privacy by design!!!
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General information about IPsec
implementation in MikroTik RouterOS

* |[Psec represents the set of protocols defined by IETF to provide
secure transport means of sensitive data over untrusted networks.

e Can be divided in 3 categories

* IKE (Internet Key Exchange) Provides authenticated keying material for
ISAKMP framework. Uses port UDP 500

* AH (Authentication Header) RFC 4302 Provides authentication and integrity
(no encryption) by hashing entire packet (header + payload). Uses AH IP
protocol 51 and it is incompatible with NAT!

* ESP (Encapsulating Security Payload) RFC 4&03 Provides confidentiality
authentication and integrity by encrypting the payload but leaving the P
header intact, thus surviving through NAT*. Uses ESP IP protocol 5o or UDP
4500 for NAT-T.

* NAT-T is required to pass portless IP protocol 5o through NAT
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Internet Key Exchange

* Has two phases

* Phase 1 - IKE Peers agree and
settles for the keying material used
to derive the keys for all SAs

* Phase 2 — IPsec (ISAKMP) Peers
establish one or more SA
(depending on the unique or
required option) that will be used to
actually encrypt data

Note: RouterOS also supports IKEv2

Phase 1 IKE
Auth Method

DH Group

Encryption
algorithm

Exchange mode

Hash algorithm
NAT-T

DPD and
Lifetime

Phase 2 IPsec

Ipsec Protocol

Mode (Tun or
Tap)

Auth Method

PFS (DH group)

Lifetime




IPsec IKE Security Association establish

e Host A (behind
Router A) sends
interesting

traffic to Host B
(behind Router
B)

IKE Phase 1 kicks in

successful, peering
Routers will start
IPsec ISAKMP Phase 2

e RouterAand B
negotiate an IKE

Phase one
session

If IKE PhaA

e RouterAand B
negotiate IPsec
phase two
session

If IPsec phase 2
successful, SA will be
created and
information
exchanged via IPSEC

established tunnel
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USES SHARED KEYS FOR PROVIDING ENCRYPTION
ESP Header/TRANSPORT Mode — existing between Original IP header and Payload data.

I
Encryption

ESP Header/TUNNEL Mode — Changes the position compared to TRANSPORT Mode,
providing confidentiality to Original IP header as well.

o




Encryption algorithms available in RouterOS

AUTHENTICATION ENCRYPTION
* MD5 - Obsolete * DES/3DES - Obsolete
e SHA1 - somewhat obsolete * AES - 128, 256 bit keys CBC/GCM

* SHA2 (256, 512) - Recommended ¢ Blowfish
* Twofish

e Camellia - 128, 192 and 256 bit key
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IKEvi & IKEv2 comparison

IKE VERSION 1 IKE VERSION 2
How many Exchange messages How many Exchange messages
* 9 messages in Main Mode e Only 4 messages
* 6 messages in Aggressive Mode * No Exchange modes (only 1 mode)
PEER enforcement on Lifetime Lifetime NOT negotiated, each peer

can delete SAs anytime by
exchanging DELETE payloads

Remote Access VPN NOT defined,
implementation is by vendor specific,

» ModeConf
e XAUTH

Remote Access VPN by default
« EAP

» User authentication over EAP
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Packet flow - IPsec

ENCRYPTION DECRYPTION

®

ROUTING ROUTING

O
. WPSEC
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/3\\\‘t
RW ROUTING
F AR
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10.
- ROUTING
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MikroTik RouterOS RADIUS Client

* Supports IPsec authentication e Current limitation: only PAP is
along with other options like supported for RouterOS
PPP, hotspot, wireless etc. RADIUS Ipsec

* Implements stardard RADIUS * Windows 2016 Server must
RFC 2865 and it is compatible have the NPS role configured in
with FreeRADIUS, XTRadius or PAP mode

similar servers.
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LAB topology and presentation scenario

MikroTik_Border APsec_Router i Windows_2016_Server
; Ethernetswitch-1

S —~— ' lh
— -
Ethernetswi[ﬁh-z el e0d

10.170.10.254/24 10.170.10.1/24
10.192.R54.1/24 CORPORATE LAN

RoadWa rrior_lpzc_cmlrr

L

(V] -

10.192.254.2/24
INTERNET
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RouterOS IPsec related option settings
Pool

=) Cluick Set

1 CAPsMAN

L ‘o0ls} | Used Addresses
¢ Step 1— Create an IP f## Interfaces P Pools) | Used Add
g i Wireless B - = | (] =
Pool for later use in = Adhesses :- 4
i 5 gy DNdge - Name Addresses
|IPsec PO| |cy IN order to = F.F.F.] Cloud SWARRIORS  10.170.20.100-10.170.20.110

) DHCP Cliert = dhcp_pool1 10.170.10.1-10.170.10.253
assign IP addresses to R e

IPsec VPN road warriors g ) DHce server IP Pool WARRIORS> o]

< MPLS DNS Name:{|WARRIORS oK
2 Routing —_—
- Firewall Addressesz: | 1017020 1001017020110 |+ | Cancel |
50 System ! L
: Hatspot ewt Pool: [none ¥
* Queue - 5 Mext Pool: |none ¥ | | "'F'I:'hj
Files i e =
e Kid Contral | Commert |
|_|:||:|
e Meighbors | Copy
Note: RouterOS already has A Radius i | emove |
the standard required A fods i
L : Mew Teminal
configuration ST TETE Routes
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RouterOS IP |IPsec menu option settings
Groups

* Step 2 —Configure

Policy Proposals | Groups | Peers  Peer

RoadWarrior Group that -
. : . =) 7
will later be invoked in =
the Policy template Fadliaro
e Starting with this slide, IPsec Group <RoadWarior>  [] E3
all remaining setttings Name:{[RoadWarod
are done in IP > IPsec
menu
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RouterOS IP IPsec menu related option settings

Policies General

Step 3 — Policies
configuration in Template
mode, Src Address
representing the local
subnet and Dst. Address,
the remote roadwarrior
subnet

We need Template option
enabled because we do not
know the public IP that the
client will use to initiate the
IKE session

Policies | Policy Proposals Groups Peers  Peer Profiles  Remote Pes
= +|%X| |G |T

H Src. Address Src. Port| Dst. Address

TiEE 10.170.10.0/24 11}.-1 70.20.0/24

|Psec Policy <10.170.10.0/24:0-:10.170.20.0/24:0>
General | Action  Status
Src. Address] | 10.170.10.0/24
Src. Port:
Dst. Address: || 10.170.20.0/24
Dst. Port:
Protocol: | 255 (all)
v| Template

Group] | RoadWamior

enabled Template - o
Tra INing




RouterOS IP |IPsec menu option settings
Policies Action

* Step 4 —Policy Action tab is

where we need to select the IPsec Policy <10.170.10.0/24-0->10.170.20.0/24:0>
Action as encrypt General| Acton | Status
Action:| |encrypt
* |Psec protocol should be set IPssc Protocols: faep
as esp SA Src. Address:|[0.0.0.0
54 Dst. Address:| | 0.0.0.0
* SA Src and Dst addresses Proposa: | defaut

remain unspecified to
match clients connecting
from anywhere

* Proposal is the default one
following in the next slide o] Training
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RouterOS IP IPsec menu related option settings

Proposals

Step 5 — Proposals can be
named profiles where we
declare Phase2 settings

In our case we have edited
the default policy proposal
with following

* Authentication shai

* Encryption aes-128 cbc (cypher
block chain)

e Lifetime of 1 hour

Policies | Policy Proposals [Groups Peers Peer Profles  Remote P

e || ==| || 3| | T | Statistics

MName Auth. Algorthms Encr. Algaorthms

* default shal aes-128 cho

IPsec Policy Proposal <default>
Mame: | default

Auth. Algarthms: md5 v shal
rll sha2hb
shahl2

Encr. Algarthms: null des
Jdes
aes-1592 che
blowfish
camellia-128
camelia-256
aes-192 otr
aes-128 gcm
aes-2h6 gocm

Lifetime: |01:00:00

FFS Group: |none

enabled default
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RouterOS IP IPsec menu related option settings
Peer profiles

Groups  Peers | Peer Profiles | Remote Peers  Mode Configs | Installed 54

+|= 7
Mame Hash Algorithms Encryption Algorithm DH Grou
* default sha aes-128 L
 Step 6 — Peer profiles are TR
used to create Peer Phasea .
e n Cry pth n Settl n g S Encryption Algorithm: des Jdes
aes-128 aes-132
3E B blowfish Copy
* In our case we have edited ke 0 | et il

the default peer profile, OH Giows:
same as for the policy
proposal at step 5 with
settings as follow:

Proposal Checl: |obey
* Shazi, aes-128, modp 1024 Letime [1d 00

Lifebytes:

 Lifetime 1 day

v| NAT Traversal

* NAT-T enabled DPD Intervall |disable DPD s — —
DPD Medmum Failures: |5 m Tra NN g




RouterOS IP IPsec menu related option settings
Peers

Groups | Peers | Peer Profiles  Remote Peers  Mode Corfige  Installed Shs

= |¥|%X & |T

* Step 7—Peers General tab DR 00000 o shredkeyaih mon
provides settings for IPsec eI RE
. General || Advance: QK
Peer, leaving the Address :H___,_j = P___I .
field as 0.0.0.0/0 - o | oo |
Local Address: -
* Profile is the default one Profle: {defack

CO N 'ﬂ g U re d at Ste p 6 Auth. Method: || pre shared key xauth

Exchange Meode: | main

*
*
*

v Passive

* Authentication method is
pre shared key Xauth

Secret:

*Aurth Login:

* Exchange mode main with Xiuth Password

passive mode
enabled responder - -
b Training |




RouterOS IP IPsec menu related option settings
Peers

Groups Peers | Peer Profiles  Femote Peers | Mode Corfige | Installed SAs

= | X O T

* Step 8 — Peers Advanced tab T T e e T
configures Policy Template —
General | Advance:
G ro U p C re ate d at Ste p 2 Policy Template Group: || FoadVWamior
c c Motrack Chain:
> M O d e C O nfl g I S t h e O n e We Send Initial Contact

will create in the next slide My 1D Type: [auto

Mode Configuration ) | IPSEC-RW

* Generate Policy should have S e
port strict option selected

Compatiblity Options: || skip peer id validation

enabled responder
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RouterOS IP IPsec menu related option settings
Mode Configs

* Step 9— Mode Configs tab

Groups Peers Peer Profiles  Remote Peers | Mode Configs

configures ModeCfg options to be =117
Used at prEViOUS Step8 Mame Respo...| Address Poaol Address Pref
IPSEC-RW yes WARRIORS
e Responder must be enabled
MName:| | IPSEC-RW DK
e Must point to Address Pool /| Responder

created in IP Pool at 15t step

Address Pool? |WARRIORS |+

Address Prefic Length? |24

* Address prefix length represents
the subnet size to be allocated to
VPN clients

Split Include:%10.170.10.0/24

System DNS

Static DMS:

 Split Include represents the
destinations reachable through

the IPsec tunnel o] Training




RouterOS IP IPsec menu related option settings
Users

e Step10—Our last step in IPsec
settings is the Users Tab, where
we can manua”y Create Utsers Groups Peers Peer Profiles Remote Peers  Mode Corfigs  Installed SAs  Keys | Users
for Extended Authentication
mode but, we are not going to!

T || Settings

* Instead, we will enable Xauth
Use RADIUS optionin the L
Settings button in order to Sl
query the Microsoft Active | Peply |
Directory database for
username and credentials
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RouterOS RADIUS Client related settings

e Stepi1- Laststepistoactually
configure the RADIUS Client
used to query Active Directory
for user credentials

* We need to enable the ipsec
service for the configured
RADIUS client and mention the
IP address where RADIUS
Server can be reached (Active
Directory in our case), and also
the shared secret

1 Wireless
7 Dridge
=g PPP
“Ia Mesh
&5 P
MPLS
#%, Routing
iy System
Q Queues
| Files
=| Log
L Radius

Mew Teminal
@ Dude

o Make Supout rf
& Manual

9 New WinBox

Bl Ext

g =

SETVICE

s 3| T

Reset Status

Called 1D

Radius Server <10.170.10.1=

General || Status

Service:

Called 1D
Domain:
Address:

Secret:

Authentication Port:

Accounting Port:

|_| L] 3 FI ]
dhcp

10.170.10.1

e

Timeout: | 300

Realm:

Src. Address: (0.0.0.0

login

wireless

¥ ipsec

Incoming

Address

| Reset Status
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RouterOS typical IP Firewall settings for
IPsec tunnels

* |Psec gets more complicated
if Fasttrack is used
ade ap I INVALID FOR
* We need to make sure to add ac FT IPSEC ESTABLISHED TRAFFIC" con
allow ESP IP protocol 5o on N ;
the Input chain

* We need to make sure to
allow UDP 5oo

* We need to make sure to
allow UDP 4500 for NAT-T

* We also need to prevent
IPsec destined traffic from e
being src-NATed (placed

above src-NAT rU|E) m
Training

add action=accept chain=arcnat dst-address=10.170.20.0/24 src-address=10.170.10.0/24




Preparing and configuring Microsoft Windows
Server 2016 — Network Policy Server role

* One easy way to access the
Add Roles and Features
servlet is using the Server
Manager in Windows Server

Add Roles and Features

Remove Roles and Features

Add Servers
2016 Create Server Group
e We W||| use it to add the S Server Manager Properties

Network Policy Server role
detailed in the next slides

Note: Active Directory role is
considered as already installed

E] Training



Preparing and configuring Microsoft Windows
Server 2016 — Network Policy Server role

* We should select Role-based
or feature-based installation
and select Next

DESTIMATIOMN SERVER

OneCompany.vpntestioca

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

(®) Role-based or feature-based installation

Configure a single server by adding roles, role services, and features.

_) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based

or session-based desktop deployment.
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Preparing and configuring Microsoft Windows

COFN FOyF
VE]
¥ Vi -

Select a server or a virtual hard disk on which to install roles and features.

 We should leave the selection
as default and go to Next
menu

(®[5elect a server from the server pool

() Select a virtual hard disk

Server Pool

1 Computer(s) found

This page s servers that are running Windows Server 2012 or a newer release of Windows Server,
and that ha n added by using the Add mrmand in Server Manager. Offline servers and
newly-added servers from which data cellection is still incomplete are not shown,

E] Training
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Preparing and configuring Microsoft Windows
Server 2016 — Network Policy Server role

® We ShOU | d Select N etwork Select one or more roles to install on the selected server.
Policy and Access Services Roles
and continue with Next menu

e Training
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Preparing and configuring Microsoft Windows
Server 2016 — Network Policy Server role

Select one or more features to install on the selected server.

e We have no option to select
Features Description
on the Features part of the
- - - » O ey
configuration so we just go S o= (2 of 7 installed) sower of
with Next on this one ke Sonviee (BT

* On the next configuration
menu we only need to review
and click the Install button to
actually start the NPS role
installation.

nent (Installed)

rment (IPAM) Server

v [
[] Bi
[] Bi
[ 1B
[]c
[]cC
o
|:| ]
[]
[]F
of| 5
I:l C
] In
1P
L1is
=

Cancel
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Preparing and configuring Microsoft Windows
Server 2016 — Group Policy Management

* Using Group Policy
Management from Server

= nageme VpntESt.lﬂcal
M ana g S I’-I wen eed to A R Statug| Linked Group Policy Objects | Group Policy Inheritance  Delegation
e n a b I e StO re pa SSWO rd 25 wpntest.lo [ Link Order GPO Enforced Link Enabled GPO Status WHI Fitter
U S i N g r eve rsi b | e 1 ar, Default Domain Policy | No Yes Enabled Mone
encryption
e View Help
* On Default Domain Policy es | aEXEEEm
we need to right click and B g Coriepaati || poie

select Edit. " e

* Group Policy Management
Editor we need to edit the
Password Policy to store
in reversible encryption as
enabled
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Preparing and configuring Microsoft Windows
Server 2016 — Active Directory VPN Group

y Active Directo ry Users and Com MName T}rFIE
* In ADUC (Active Directory atjltl”'l £, Allowed RODC Password Replication Group Security Gro
U dC t ) s .E“EE;.I;:.U_E M} Cert Publishers Shenr R

il p y
et o pU <o : r'JI i t LE Denied RODC Password Replication Group  Security Gro

LT =5 i
console we need to create a - [—'I_rrIF-.J 2 = & rchi i
H | Domain Lontrollers ﬂ i i ; e

Global Secu rlty Grou P | ForeignSecurityPrincipal = RAS and IAS Servers Security Gro
Managed Service Accoutr LE Cleneable Domain Controllers Security Gro
* Right click on the Users | User 8% DncUpdateProxy e
container and select Deligate Contial. Admins Seciirity g
Find... —omputers Security Gro
New>Group

Mew ; Computer
All Tasks : Contact
Vi Group

_ InetOrgPerson
i msD5-KeyCredential
ol msD5-ResourcePropertyList
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Preparing and configuring Microsoft Windows
Server 2016 — Active Directory VPN Group

1 vpntest.local || 8 Cert Publishers

| Builtin
Compt Mew Object - Group

* InADUC console new Object s
Group we should name the | Forei 3
group VPN_Users and keep it --
as Global scope and Security
type, then click OK

Create in:  wpntest.local Users

Group name (pre-Windows 2000):

I VPN _users

Group scope Group type
{_) Domain local (®) Security
(®) Global () Distribution

() Universal
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Preparing and configuring Microsoft Windows
Server 2016 — Active Dlrectory VPN Group
members

General Members Member Of Managed By

Members:
° |n ADUC Console we need to MName Active Directory Domain Services Folder
- : YpNestal I. | YEMest loCa .-"-_-‘SE! =
double click the VPN_Users A ol s

group that we have created
in previous step and add the
required Active Directory
User accounts that are
approved to access corporate
resources using IPsec tunnel.
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Preparing and configuring Microsoft Windows
Server 2016 — Server manager NPS role config

Active Directory Administrative Center

’ U > I L g t h & S STEr M b= g er Active Directory Domains and Trusts
conso | €ad g d in we Can Active Directory Module for Windows PowerShell
continue wit h T h e Netwo rk ' Active Directory Sites and Services
Poli cy Server role : ve Directory Users and Computers
configuration. Vel apsi Edit

Component Services

Computer Management

Defragment and Optimize Drives

Disk Cleanup

DINS

Event Viewer

Group Policy Management
15CS| Inthiator

Local Secunty Policy
Microsoft Azure Services

MNetwork Policy Server
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Preparing and configuring Microsoft Windows
Server 2016 — Server manager NPS role config

e Using the Server Manager
console again we can

& Network Policy Server

continue with the Network il L B s MR
Policy Server role &= | Z5E
configuration. @ NPS (Local)
W RADIUS Clients and Servers
* We need to right click the = RADIUS Clients
RADIUS Clients under i Remote RADIUS i .
RADIUS Clients and Servers =] Policies Eippiaet bt
and Select New o einihng View

8 Ternplates Manage
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Preparing and configuring Microsoft Windows
Server 2016 — Server manager NPS role config

€ NPS (Local)
v [°] RADIUS Clients and | Settings  Advanced

_:J EADIUS EII?IE Enable this RADIUS client
. . 7= Remote RADILS
* Using the Network Policy P
Server cmdlet we have created 5, Accounting

. l; Templates Managen
new RADIUS Client. S ’

* The options were configured as
Enable

* Friendly name
IPSECVPNROUTER

 |P Address of RADIUS Client
10.170.10.254

 Manual Shared secret (must
match with secret configured ST e
at Step 11 from the RouterOS con sk
RADIUS Client configuration) [sesaeeensee

B o] Training




Preparing and configuring Microsoft Windows
Server 2016 — NPS > Network Policies

e Using the Network Policy @ NPS (Local)
Server cmdlet we need to v [] RADIUS Clients and Servers
right click Network Policies B RADIUS Chents
. - =~ Remote RADIUS Server Groups
under Policies menu and T r Group
select New. i Connection Request Policies

— Networl Drliriar
B
&l

o Templates b Export List

: e
A rrnuntinn Mew

1'|I'Ii =N
Refresh

Help
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Preparing and configuring Microsoft Windows
Server 2016 — NPS > Network Policies

Mew Metwork Policy

Specify Network Policy Name and Connection Type

You can specify a namefor your network policy and the type of connections to which the policy is applied.

e Using the New Network
Policy setup dialog we
should name the policy as
IPSEC for future reference e s aiee
a nd ClICk Next_ equired. K yo VEris an uthenticating switc

Note: New Network Policy
dialog has multiple pages so we
can use Previous button in case
we need to adjust some settings
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Preparing and configuring Microsoft Windows
Server 2016 — NPS > Network Policies

Specify Conditions

Specify the conditions that determine whether this network pl =

® On the SpeCIfy " of one condition is required.
Conditions page we
S h O U | d a d d t h e Eijil::t a condition, and then click Add.
VP N —U S e rs ACt Ive I"E.'.‘-_.‘— ﬁ: d?ﬁjiin?gi ps condition specifies that the connecting user or ¢
Directory security

) Groups
%) The Machine Groups condition specifies that the connecting compute

group created LT ey
earlier.

e This will ensure that e bR T e T R R hattempts are and are not llowed. These
only VPN_Users I
group members are
allowed to connect | | )
through VPN tunnel pas_| | E] TR | File and Storage

Services

Groups
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Preparing and configuring Microsoft Windows

Server 2016 — NPS > Network Policies

Mew Metwork Policy

Spedfy Access Permission

O n S p e C I fy AC C e S S - _: ;:.:: i‘:T_I:;lurP whether you want to ¢ MNew Metwork Policy
Permission setu P Configure Authentication Methods

@) A s granted | Configure one or more authentication methods required for the connection
p a g e We S h O U | d ant a - 5; if client connection attempts matcl e . a|-|t|'|1-'3ﬂti':3ti':'|'|- you must configure an E4 F}"tfr' pe. ! & i
select Access granted

i 5 denie
(o) pt | on an d C I | C k N eXt ss f client connection attempts matcl] EAP types are negotiated between NPS and the client in the order in which they are listed.

[ ] Access is determined by User Dialin properties | EAP Types:

On the Configure Authentication
Methods page we should only select
Unencrypted authentication (PAP,
SPAP) and click Next.

Next setup page named Constraints is ,
optional so we just continue with setup e

[ | Allow clients to connect without negoetiating an authertication method.
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Preparing and configuring Microsoft Windows
Server 2016 — NPS > Network Policies

Attribute Information

H = To add an attrib
Configure Settij 'eacdandimy .
To add a custor]  Tunnel-Type

MPS applies settings to tl

. - | _ Add.
. O N C on fl g ure IR J .F'-Eril:u_rte number:

(R i E
. ACCESS IYDE: -

Settings page we o L

g p g Configure the settings for this netwar policy EaaTey ""Erﬂ:-'t"{t': I':'rm':'t'

S h ou | d remove ff conditions and constraints match the conl Ll Gl
existingPPPand (=
7 MName @) Commanly used for Dial-Up or VPN

RADIUS Atinbutes

F ra m e d att rl b Ute S Siandard i |P Encapsulating Security Payload in the Tunnel-mode (ESF)

-~ =
i) Commonhy used for 802 1x

77 Vendor Specific

g Then’ USing the Routing and Remote el-Prefe
Add button we - u [LooSen O Ot

add the VPN " Bandwid M+ B

tunnel type ¥ IP Filters | i oK Cancel

attribute for &L Encryption Specifies the tunneling pra '

IPsec-ESP tunnel et

mode |
|
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Preparing and configuring Microsoft Windows
Server 2016 — NPS > Network Policies summary

l Completing New Network Policy

o T

e Thisis the last setup

You have successfully created the following network policy:

page which actually PSEC
summarizes our frolicy cond
settings

* |n case we are satisfied
with the setup we can
select Finish ; Vebies

To close this wizard, click Finish.

Previous
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Preparing and configuring Microsoft Windows
Server 2016 — NPS > Connection Requests

ﬁ.. MPS (Local)
| RADIUS Clients and Servers|
Connection request policies allow you to designate whether connection requests are

w |=[ Paolicies

_ Connection Request F'n:ng

* On Policies > Connection T Network Policies

Request Policies we should i
Ml Templates Management

make sure that the
Authentication process is
done locally on the Domain
Controller. We need to
check if the policy is enabled s Windows authertication for llusers

€ Network Policy Server
File| Action |View Help
Note: Network Policy Server e
should already be registered @n  Ewort Configuration
with Active Directory but we Start NPS Service
can check that anyway

Properties

Help o] Training




Preparing and configuring Microsoft Windows
Client running ShrewSoft VPN software

() Shrew Soft VPN Client Setup

Software Edition

A Th e S h r eWS Oft | n St a I I er Choose the software edition you would like to install.
works in:

Please select ane of the following options:

e Professional (paid license) O Professional Edition

everal features that may be

»  Standard (free license) PO e AL S e U e

" Standard Edition

This edition provides a robust feature set that allows the user to connect to a wide range of
open source and commerdal gateways. Itis free for both personal and commerdial use.

Note: Always run the installer
as admin privilege rights

Open

Run as administrator

Troubleshoot compatibility R —
Pin to Start m Tra|n|ng




Preparing and configuring Microsoft Windows
Client running ShrewSoft VPN software

VPN Access Manager HE“

lit View Help

e  We now need to add a Site
configuration profile using
the Add button VPN Site Configuration

General | Clent | Mame Resolution | Authenticatio £ | *

e On General tab we need to
configure Remote VPN
Gateway Host Name or IP
address using udp 500 and
ike config pull

e The local host section can
use a virtual adapter
obtained automatically

r 2012 R2 S
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Preparing and configuring Microsoft Windows
Client running ShrewSoft VPN software

VPN Site Configuration

On the Client tab need to |
ena ble N AT-T mOde General| Client .. Mame Fesolution Authenticatid < | 2

Firewwall Qptions

Also we should disable IKE e
fra g mentat | on MAT Trawversal Paort
Keep-alive packet rate

ILE Fragmentation

Other Options

[ ]Enable Dead Peer Detection

[ | Enable |S4KMP Failure Matifications
[ ] Enable Client Login Banner

E] Training



Preparing and configuring Microsoft Windows
Client running ShrewSoft VPN software

VPN Site Configuration

L . th N . |jiEer'|t Mame Fie;5:|:|||_4r_i..:.r|_ Authentication _.F VPN Site anﬁguratign
e Leaving the Name | |
- Client | Mame Fesolution | Authentication . A
Resolution tab as default - - VPN Site Configuration
we Can COﬂtI nue W|th — . Client | Mame Fesolution | Authentication | Phase < | 2 |
A Ut h e nt | Catl onm Et h Od - B EE— Authentication Method _H utua. 2 L
M Utua | PS K+ XAUth Ad trifg : . " SR ———————— | Local ldentity . Remate I-:Ier'ntit_l,l- Credentials .

Server Certificate Autority File

e Local Identity should use IP
Address as Identification

Client Certificate File

type
: Client Private ey File
* Remote Identity should use :
5ame o pt loNns - Pre Shared Key

«  Credentials Pre Shared Key [AePuns ] |

must match with IPsec PSK
configured at step 7 from =
the RouterOS IPsec — —

configuration section . -
o] 1raining




Preparing and configuring Microsoft Windows
Client running ShrewSoft VPN software

VPN Site Configuration X VPN Site Configuration

e Phase 1 menu options must match with
Peer profiles setting at step 6 from I
Proposal Parameters oposal Farameters

RouterOS IPsec configuration section R SIS

[DH Exchange

[ Mame Resolution | .L"-.ut}'uer'utic:atic-r'u_ Phase 1 | Phat < | 2 .:":".LJH'IEr'ItiI:!EIt.iI:Ir'I | Phase 1 | Phase 2 | Policy |

* Shazi, aes-128, modp 1024
Cipher Algarithm

o Lifetime 1 day

Cipher Eey Length

A NAT-T ena bled Hazh Algorithm
. Key Life Time imit IS Lfe Timie il
° P h aseé 2 menu o pt IONS S h ouU | d m atC h Key Life D ata lirit utes K.ey Life Data limit

with Policy proposals at step 5 from
RouterOS IPsec configuration section

e Avuthentication shai C v S B Cancel

* Encryption aes-128 cbc (cypher block chain)

e Lifetime of 1 hour — —
o] Training |




Preparing and configuring Microsoft Windows
Client running ShrewSoft VPN software

VPN Site Configuration
* Policy configuration menu is where we
configure the policy generation level

| fwthertication | Phase 1 | Phase 2 Policy

IPSEC Puolicy Configuration

e Auto (Cisco Vendor-ID format)

[ ] M aintain
g Re q U | (S [w] Obtain Topology
! - Remate Metwark, Besolime
* Unique
* Shared

e MikroTik RouterOS can work with
Require or Unique options

E] Training



Preparing and configuring ANDROID mobile
IPsec VPN client

0.12kB/s = .h1% =2 1810 B - 0.00kB/s = .ih1% = 1810 B - 0.00kB/s = .th 2% - 18:11 %0.00kB/s = .11l 65% M} 17:24

On ANDROID & Settings & More & VPN
mobile you need -
tO (0] pe n Settl n g ) Airplane mode Default SMS app Roadwarrior
menu .

Dual SIM setting

. Tethering & portable hotspot IPSec Xauth PSK

On Settings menu Mobile Networks —
we need to open = WLAN 10.192.254.1
VPN WLAN Direct

Bluetooth
On VPN we add —
VPN profile

. Show advanced options

On ed|t VPN Date & time

©)

Add VPN profile More

profile we add
Server address,
Xauth PSK mode
and Pre Shared

E] Training
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Presentation Lab

Ethernetswitch-1

e —
= —

MikroTik_Border APsec_Router Windows_2016_Server

— CORPORATE LAN
e/

RoadWa rrior_lpzc_cuflﬂ

L
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S Training.

https://www.mikrotraining.ro

Thank you!

Questions?
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