1010101010170 710017010171011143

Mikrotik IPSec servisi

MUM Beograd, Srbija
10.10.2016.

Srdan Stanisi¢



IT/IS Manager u Algotech d.o.o.
@ U IT industriji od 1991. godine

B Usmerenje ka Windows poslovnim mrezama i bezbednosti
Informacija

W Sertifikati za Microsoft, CompTIA, NICE
® Autor dve knjige 0 mrezama
B Sa Mikrotik ruterima radi od 2005. godine

B Fokus na kontroli pristupa | automatizaciji rada

:»i"aIQOWCh
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Sta je to IPSec?

¥ Povezivanje dve Internet lokacije preko IPSec tunela

W Zastita drugih tipova tunela IPSec-om

W L2TP/IPSec za udaljene korisnike (,roadwarrior” rezim)

B Demonstracija u virtuelnom okruzenju

:‘f.‘f\algot;ech
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Sta je to IPSec?

W IPSec je skup servisa koji omogucavaju razmenu podataka u
zasStiCenom obliku preko nezasticenih IPv4 ili IPv6 mreza

W |PSec tunel je nerutabilni dinamicki tunel izmedu dve tacke u mrezi

® Danasniji de facto standard za sigurnu Internet komunikaciju




IPSec protokoli

W [PSec familija se sastoji iz sledecih protokola:
® Authentication Header (AH) — RFC 4302
W Encapsulating Security Payload (ESP) — RFC 4303

® Internet Key Exchange (IKE)

B Mozemo koristiti samo AH, samo ESP ili AH i ESP

W IPSec protokoli su izuzetno osetljivi na vremensku sinhronizaciju —
NTP protokol mora da se koristi na oba uredaja!
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Rezimi rada

B Transport rezim stiti
saobracaj izmedu dva
direktno povezana hosta

DB s

E-Commerce Server

B Tunnel rezim sluzi za zastitu saobracaja izmedu dve mreze ili dva
hosta koji komuniciraju kroz gejtveje

e a4

C ey auter 1 Router 2 -

=
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Authentication Header (AH)

® AH protokol je namenjen za zastitu autentiCnosti sadrzaja, ali ne i za
njegovo Sifrovanje.

® Vrednost AH Ce zavisiti od sadrzaja podataka unutar paketa
W Pozicija dodatnog zaglavlja zavisi od rezima tunela koji se koristi

W Za proveru identiteta (authentication) se koriste algoritmi
® MD5

m SHA1
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Encapsulating Security Payload (ESP)

W ESP protokol se koristi za zastitu sadrzaja paketa.
W Koristi svoju proveru identiteta i ne zahteva AH.
¥ Upotreba AH ojaCava zastitu paketa

W Za Sifrovanje podataka se koristi neki od poznatih algoritama:
® DES
m 3DES
W AES 128/192/256-bita
® Blowfish
B Camellia 128/192/256-bita

B Twofish
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Hardversko sSifrovanje ESP protokola

® Na jaCim modelima Mikrotik Routerboard-ova je podrzano je
hardversko Sifrovanje ESP protokola

¥ RB 1000

¥ RB 1100AHx2

® Svi Cloud Core Router (CCR) uredaiji
¥ RB 850Gx2

® CPU je optimizovan za brzu obradu AES-CBC i SHA1/SHA256
algoritama, sve ostalo se radi softverski
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IKE je najzastupljeniji protokol za razmenu kljuCeva preko Interneta

® |IKE daemon se aktivira kada treba uspostaviti razmenu kljuCeva,
obezbediti medusobnu proveru identiteta dva hosta i zapoceti
upravljanje security associations (SA) identifikatorima

® IKE ima dve faze uspostavljanja komunikacije:

m IKE |

m IKE Il
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W Kada se uoci potreba za formiranjem tunela, uredaji (najCeSce 2
rutera) zapocinju medusobno povezivanje

® Da bi se tunel uspostavio, oba uredaja moraju da imaju definisanog
partnera (Peer)

B Treba da znamo sledece parametre:

IP adresu druge strane

Algoritam za proveru identiteta (MD5, SHA-1...)
Algoritam za Sifrovanje saobracaja (3DES, AES...)
Vreme vazenja kljuca

Diffie-Helman (DH) grupu (minimalno DH2 — 1024 bita)
Da li ¢emo komunicirati kroz NAT (NAT-T opcija)

DPD podesavanja

Vreme zivota tunela (npr. 1 dan)
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Diffie-Helman algdritam

Diffie-Helman (DH) algoritam je osmisljen sa ciljem da dve strane,
koje nemaju zajednicki deljeni klju€ za Sifrovanje, mogu da ga
naprave u bilo kom trenutku

B Stvoren je za pravljenje dinamickih kljuCeva preko Interneta

® Ovako napravljen kljuC Ce Sifrovati sav ostali saobraca;

M Opisan u RFC 2409 i RFC 3526

® Minimalno treba koristiti klju¢ od 1024 bita i to je DH group 2

® Preporuka je da se koriste jaci kljucCevi
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W Kada se uspesno zavrsi faza |, imamo dinamicki napravljene
kljuCeve koji Ce se koristiti za dalje operacije

W Da bi se ova faza uspostavila, moramo da imamo:
W pravila za komunikaciju (policies) i
M skup pravila za zastitu (proposal)

® Pravila moraju da budu identiCna na obe strane

W Treba usaglasiti:
W |IPSec protokol (AH, ESP, AH | ESP)
B Rezim rada (tunel ili transport)
M Vreme zivota (lifetime) — npr. 30 minuta
® PFS grupu (takode DH kljuc)
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PFS je mehanizam koji menja klju¢ za Sifrovanje saobracaja na
kracem intervalu od zivota celog tunela

W Koristi se isti algoritam kao i kod uspostavljanja tunela u fazi |

¥ Ideja je da se omoguci dodatna zastita razmenjenog sadrzaja u toku
zivota IPSec tunela

B PFS dodatno opterecuje procesor za izraCunavanje ovih kljuCeva

W Koristiti minimum DH grupu 2

n“algocech Strana 14




Zivot tunela

Svi tuneli se prave sa ograni¢enim vekom trajanja
W Svaki novi tunel je Sifrovan drugim kljuem

B Zivotni vek se ograni¢ava
® Vremenski

® Na koliCinu podataka

W Za svako ograniCenje postoje dva brojaca:
W Meki (soft)
m Cursti (hard)

® Meki brojacC se koristi da se odredi vreme obnavljanja tunela.

m Cvrsti broja¢ se koristi da se odredi vreme kada se tunel ukida.
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Neophodna licenca za IPSec

W Detaljan opis nivoa licenciranja je naveden na stranici:
http://wiki.mikrotik.com/wiki/Manual:License

Nivo (level) Broj IPSec tunela

0 (24h trial) Bez ogranicenja
1 (free demo) Nije navedeno
3 (CPE) Nije navedeno
4 Nije navedeno
5 Nije navedeno

6 Bez ogranicenja
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http://wiki.mikrotik.com/wiki/Manual:License

Gde se nalaze IPSec servisi?

IPSec servise nalazimo u meniju
IP > IPSeciliu /ip ipsec u
konzoli

B [nstaliran je na svakom
Routerboard-u

@ Na x86 platformi treba da se
Instalira security paket

W Paket ppp daje podrSku samo za
PPP, PPTP, L2TP, PPPoE i ISDN
PPP servise

j»-‘v‘algot;ech

== Switch
¢ & Mesh

E
MPLS

#" Routing
System

& Queues

. Files
Log

. Radius

%, Tools
New Teminal
5 MetaROUTER

‘E Daoddtinm

o — — —
s v 4 '

ARP
Accounting
Addresses
Cloud

DHCP Client
DHCP Relay
DHCP Server
DNS

Firewall
Hotspot

|Psec
Neighbors
Packing
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FT1P © - jedan vazan dokumen

® Napravite dokument sa svim parametrima pre konfiguracije

CrpaHa Contoso Fabrikam
¥pehaj Mikrotik x86 v6.33 Mikrotik x86 v4.17
JaeHa appeca 203.0.113.17 203.0.113.25
IKE Phase | (IPSec Peer)

Authentication method | Preshared key Preshared key
Secret Buhe pazmerbed CMICom (Test1234)
Exchange Mode Main
Proposal Check Obey
Hash Algorithm SHA1 SHAL
Encryption Algorithm AES256 AES256
DH Group DH group2/modpl024 DH group2/modpl024
Lifetime 1d 00:00:00 1d 00:00:00

(86400 seconds) (86400 seconds)
DPD Interval 1205 120 s
DPD Maximum Failures 5 5

IKE Phase II {IPSec Proposal)

Auth Algorithm SHAL SHAL
Encryption Algorithm AES256 AES256
Lifetime 00:30:00 00:30:00

(1800 seconds) (1800 seconds)
PFS Group DH group2/modpl024 DH group2/modpl024

MuTepecanTaH caobpahaj (nonwuce)

Cepeep/oncer WWAW 198.51.100.10 192.0.2.0/24

mail 198.51.100.11
Mopr(oew) sve sve
MpoToKoAK esp esp
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Nasa |laboratorija —
prakticni primeri




Scenario koji simuliramo

® Simulirali smo povezivanje viSe organizacija, ISP-ova i udaljenih
pojedinacnih korisnika

Ildalieri kanznik, S
I1daljeri kariznik
Ldalieni karisnik. @

Strana 20




Virtuelno okruzenje

W Sve funkcije smo simulirali u virtuelnom okruzenju

.Kurlsnlk Idaljeni koniznik, #2 L dalieri kerisnik #1

Internet j‘
DHCP S 10100100

\..,.“ ‘Trange Frange Comp

192.168.1.2

192.168.1.1
Fabrik.akd LAk

A05L CPE router o 192.0.20.10

i
L

202.0.1131

mail. contozo. com Fabrik.abd zerver

Wi, conboE0, Com

.. MegalSP Mebwork
Fabrik.akd Bouter DHCF
192 51010012 Contoso Baouter e

1925110010 @7 Fabirik.am w502

198.51.100.1 | 203011317 207011329 1920201 WL
1 "
i y;
Contozo LaM

T
oy
"
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Mreza Contoso

B Centralna firma

B Simuliramo uobiCajene mrezne servise koji se dele sa drugim
Klijentima:
® www.contoso.com
W ftp.contoso.com
® mail.contoso.com

mail.contoso.com

‘ Www. contoso.com
192.51 100 12 2a | Contoso Router
198.51100.10

198.51.100.1 203.0113.17

~T
-

}

Contosa LAN

P=o
:Zi.‘\algobech
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FabrikaM deo

Partnerska firma ili udaljena lokacija

W Potrebno je da mozemo da kontaktiramo
centralnu lokaciju, Ciji resursi nisu dostupni
preko Interneta

® FabrikaM server je Mikrotik RouterOS
virtuelna masina, koja na svakih 10 minuta
izvrSava skript koji Salje e-pisma Hq  ad

#1

FabfikaM server

Fabrikatd LAN

=

FabrikatM Router A
r A
Fabrikam WS02

203.0113.29 132.0.20.1 -
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Jednim virtuelnim dobavljacem usluga (ISP)
smo simulirali sve Internet veze izmedu nasih

virtuelnih firmi i udaljenih korisnika (f“/\
® Nase virtuelne firme su povezane VLAN-ovima ntemet )

sa centralnim ruterom -
\
Azcess Router 20301131

il ",
1 4
kegal5F Metwark,

Contoso Router FaI:|| ter

1
203.011317 203.0.113.29
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Udaljeni klijenti i ,drumski ratnici

® Simulirali smo ku¢ne korisnike koji preko PPPoE (npr. ADSL
povezivanje) se povezuju na operatera

® Dodali smo i jednu prosecnu firmu koja bi da “ustedi“ na troSkovima
Interneta | ima Mikrotik ruter iza ADSL rutera

Idalieni kariznik, 1

.E‘-.DSL CPE router
'IEIE 168.1.1
Deskiop
Idalieni kariznik 82

Trange Frange Comp

MegalSP Access Fouter % MegalSP Server

202.0113.2 202.0.1131

~T=
-1
]

begal 5P Metwark

i"algot;ech

Strana 25



e
e | 200011317
g&aB B
Hor Aeloall Save

Baok  Toals

L L L

L T R - T e | IR [T e

L L p——

Contoso WWW server

— Ove jo deme WWW perver
. . | K eetard seeo DOS bamraes BLNOS, Ederret BETTPFTY Server
B 2015
rosp—— Mieretde MUM Eeagrad 2014
nilw it 0 pou ot - W Rt 08 |

W Postavili smo celu laboratoriju bez ograniCenja i testirali rad

File Edit W“iew Tools Message Help

ﬁ; Inbox - Outlook Express

|
I
o | B X 9@ G-

i i = IRboX

Folders = | t 0] % | From | subject

| Received 7

Poruka

| s I‘_;ﬂ Outlook Express

.

N— er  Poruka

- B er  Poruka
® Network Connections

er Poruka

File Edit View Favorites

Broadband

Tools Advanced Help

9/2/2016 5:23 PM
9/2/2016 5:24 PM
9/2/2016 5:27 PM

koso_admin@conkoso,com

) Megalsp
Connected, Firewalled

T @ AN Miniport (PPPOE)

_ LAN or High-Speed Internet

f 2200

B Statistics

IJzer I [uata POP3

whizhop  Disk space: 0 B, messages: 0 Login count: 7, last 292016 17:34:26

1]

= Local Area Connection I
_'!3 Limited or no connectivi
|_h! Intel(R) PROJ1000 MT (

-
Multiple natwerks

-~
WINTTEST-PC
(This computer}

yirtual Private Network VIS ac e el

‘ o
@T-’ Contoso TSGR
Connected, Firewalled
L WAN Miniport (PPTP)
b Contose

Ewxport | [

| ‘ algotech

View yout basic network information and &

el up connechions

X v
Irfternat

oonect o

Access ype No Ireemet access

Connections § Magalss

Access hpe Mo Irtemet accen

Connsctiena: § Comuos

T Unidentified netweek Accens hype Mo Intermet accen
Fubibc network Connections: § 4 4y nneLten
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Site-to-site IPSec




Zasto nam tréba z_aétitni t_unel?

M Vecina servisa nije predvidena za Sifrovanje podataka

® Maliciozne osobe mogu da presretnu saobracaj i dodu do podataka
koji se razmenjuju

Sniffer Packet <192.0.2 127-=198.51.100.12

oooo: o8 o0 27 16 Z2f 4e 083 00 Y 28 53 =2 08 00 45 00 . ' . »H.. "(5...E. =«
oo1o: 00 36 00 7= 40 00 7= 06 Of 85 =0 00 02 7f c6 33 6. ™M@ ™~ .. .. .. 3
ooz0: &4 0= 04 08 00 6e Od b1 eb 81 95 Y2 93 Yd 50 18 d4d....n.. ...r.}F.
0030: fa 81 cc Oa 00 OO0 50 41 53 55 20 6d 61 69 62 31 ... .. F4 55 ma1ll
0o4n0: 32 33 04 0Oa 23

Sniffer Packet <1592.0.2. 126198 51 .100.10=
General |P Packet

Faw Data:

nooo: 08 oo 27 1 2f 4= 08 00 27 28 53 =2 08 00 45 000 ..'.~N.. '[(5...E. =
0010: 00 37 =8 7c 40 00 3= 06 67 88 <0 OO0 02 7e c6 33 7. |@. > g....™.3
no0z20: 64 Da a4 =7 00 15 1b £7 =1 f6 9f 8d =0 ba 50O 18 4....... ...... F.
nozo; 7?5 40 87 df 00 OO0 50 41 53 53 20 46 61 62 4d 31 u@. . . PA 55 FabHMl
no40; 32 33 34 04 0a 234 .
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IKE phase |

® U ovoj fazi treba da definiSemo parnjake (peers) koji ¢e medusobno
komunicirati

@ |zmedu ova dva uredaja Ce se uspostaviti saobracaj i oni Ce
formirati dinamicki tunel

Megal 5P Server o -

203.0.1131

T
]
]

Megal 5P Metwork,
Fabrikabd Router
Contozo Fouter T

@7 203.0.113.17 203.0.113.29 —

198.51.100.1 132.0.20.1
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Contoso ruter

IPsec Peer <203.0.113.25%:

DefiniSemo najpre parnjaka — PR | T ox
|

FabrikaM ruter (203.0.113.29) Pt 50
Local Address: | |a Aoply

Auth. Method: |pre shared key =]
B Lozinka bi trebalo da bude e Commer

v . Secret: |‘“““‘
reCenica (passphrase)

Policy Template Group: |de°fa|.||t

Exchange Mode: |main
Send Initial Contact

® Svi parametri koje ne unesemo Sty
¢e dobiti podrazumevanu v e [+ |

Proposal Check: |-::be:.r " * |

Vred nost Hash Algorithm: [sha [#]
Encryption Algorithm: || des [ ] 3des [ ]aes-128

[ zes-192 zes-256 [ blowfish

[ | camelia-128 [ | camelia-192 [ | camelia-256

B Mozemo zadati i nasu lokalnu | |

IP adresu, ukoliko imamo vise - -
Javnlh IP ad Ffesa Lifetime: | 1d 00:00:00 |
Lifebytes: | | >

DFD Irterval: 120 =)=

DPD Maximum Failures: |5 |

|enabled
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FabrikaM ruter

DefiniSemo njegovog parnjaka
— Contoso ruter (203.0.113.17)

® Ovde imamo stariju verziju
RouterOS-a—v4.17

B Sintaksa je nesto drugacija, ali
je osnova ista

f.‘:.f\algot;ech

B IPsec Peer <203.011317>

Address: |203.0.113.17

Port: 500 Cancel
Apply
Secret: |Test1234
Certificate: |

|
|
Auth. Method: |pre-shared key [#]
|
|
|

Remote Certificate: |

Exchange Mode: |mair| || * |
Send Initial Contact
[ ] NAT Traversal

Proposal Chech: ||::||::uE'.f:.r ||

Hash Algorithm: |md5 ||

Encryption Algonthm: |3des ||

DH Group: |n1odp'|ﬂ24 ||
[] Generate Policy

Lifetime: | 1d 00:00:00 |
Lifebytes: | | b

DPD Interval: |120 [#]s

DPD Maximum Failures: |5 |

disabled
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Proveravamo da li se tunel podigao

® Ukoliko smo dobro uneli parametre, tunel ¢e se automatski podici

W Provera na strani Contoso rutera

IPsec =] E3

Policies Groups Peers HENﬂTEPEEfE|Mnd&Emﬁgs Proposals  Installed SAs  Keys  Users

m= | | | | Kill Connections Find
|Local Address + |Local Port |Remote Address  |Remcte Port |Side  |Established | -
203.0.113.17 500 203.0.113.29 500 initiator 00:44:15

B Provera na strani FabrikaM rutera

| IPsec [
Policies Peers Femote Peers | Proposals  Installed SAs
= ? Find
|Lm:a| Address 7 |H.E.'|'I'Iﬂ‘tE.' Address | |v|
203011329 203.0.11317
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Definisanje pravila sifrovanja saobracaja

¥ Dodajemo novi skup pravila

IPsec Proposal <FabilkaM:

W Ovaj deo je identiCan za obe strane

# | IPsec Proposal <Contoso> E
Mame: ||Eli=10 QK
Auth. Algorithms: [ | md5 shal Cancel s o —
C ]l || shaZ56 - Auth. Algorithms
| sha512 Apply Cancel
|| md5 sha1
Encr. Algorithms: [ | null | | des Disab Apphy
[] 3des [ ] aes-128 cbe = I:l il
[ | aes-192 cbe aes-2hk che Copy — Encr. Algorthms Dizable
|| blowfish [ | twofish Remove 7 (] d
(] camelia-128 [ camelia-192 i = —
[ | camellia-256 | | aes-128 ctr D 3des D aes-128
g aes-}iﬁ cir S aes-ﬁ cir [ aes-192 aes-256 Remove
aes-128 gom aes-1592 gom
[ | aes-256 gem Lifetime: |00:30:00
Lifetime: |DD:3'|]:D'|] | e
PFS Group: |modp1024 |
PFS Group: |modp1024 ¥
|E.-nab| od disabled
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B Svaka polisa mora da bude identiCha na obe strane

IPsec Policy <198.51.100.0/24:0->152.0 2.0/24.0:
zeneral |ﬂdjﬂr‘|

7 | IPsec Policy <192.0.2.0/24:0->198.511... [

@ Ovde treba da zadamo uslove koji ¢e saobracaj poslati u tunel

OK
Genergl Action 0K
Src. Address: |[EEIRIIEL | Cancel
Src. Port: | - Apply Action: |encrypt ¥ Cancel
Dst. Address: |192.0.2.0/24 | — Level: (unique * Apply
Dst. Port: | |j Comment |Psec Protocols: |esp ¥ Disable
Protocal: | 255 (all) |#| Copy Tunnel
Co
] Template — SA Sr. Address: [203.0.113.29 il
SA Dst. Address: |203.0.112.17 Remove
Proposal: |Contoso ¥
enabled Priority: |0
disabled |
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Tunel je uspostavljen

&l

B Tunel Ce se podici ¢im krene saobracaj

Pota oo

File Edit Wiew Message Tools Help

.8, 8 .8

Reply All Sender Forward

From: FabrikaM server<mother@fabrikam.com=
To: userdl@contoso.com

Subject: Poruka
Date: Thu, 08 Sep 2016 22:24:36 +0200

3 .3

Trash Spam Next

Sistem: FabrikaM Server
Policies Groups  Peer=  Remote Peerz  Mode Corfige  Propozale  Installed 5As | Keyz  Uszers
Sada je sep/08/2016 u 22:24:35 Find
SPI ¢ |Src. Address  |Dst. Address | Auth.... |Encr. Alg... |Cument B... | -
6dady00 203.011317  203.011325% shal aeschc 15576
bfSfbf1 203.011325% 203.0.113717 shal aeschc 5086

W Inbox - Outlook Express o ] 4

J File Edit Wiew Tools Message Help
[(P-2 @ | G X &-|E5-

]
|

Folders X | ¢ g | % | From | subject | Received =
E E‘ Outlook Express [t abrikaM server Paruka 9/8/2016 10:20 PM
= Local Folders &4 FabrikaM server  Poruka 98,2016 8:30 PM
- Inbox (10} 4 FabrikaM server  Poruka 9/8/2016 8:29 PM -
1@3 Cukbio &4 FabrikaM server  Poruka 9,/8/2016 8:20 PM
Strana 35
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Site-to-site IPSec
sa NAT adresama servera




Imamo sluCaj kada dve organizacije treba da komuniciraju, ali ne
zele da koriste svoje interne adrese

B Moramo prvo da uradimo NAT, a zatim te adrese da pustimo u tunel

1S Fabrikabd LAM
Megal5F Server =
2070112 1 T 19201210
Contoza Mail Server Megal 5P Metworl
i !
L i
Fabrikahd server
192 0,181 EI Contogzo Bouter Fabrik.abd Houter
193.51.1001) 203.0113.17 203.0.113.29 132.0.2.1
i ™
LW s .
Contozo LAMN
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Plan za realizaciju zahteva

M Proces se zasniva na slede¢em:

1.

f.‘:.f\algot;ech

Napraviti DST-NAT pravilo za sve servere
Napraviti SRC-NAT pravilo za sve servere
Dodati IPSec Peer (IKE I) podeSavanja
Dodati IPSec Proposal (IKE IlI) podeSavanja

Dodati IPSec polise (interesantan saobracaj)
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Definisanje NAT transformacije

® U ovom sluCaju imamo jedan korak viSe — NAT transformaciju
® NAT moradaseradi1l:1

B Ne zaboravite da propustite saobracaj izmedu NAT-ovanih mreza

Firewvall E E

Fiter Rules MNAT | Mangle Raw Service Ports Connections Address Lists  Layer? Protocols
k|| =] | =] 52 T | | 00 Reset Counters || 00 Reset All Counters | Fing | al E3
# | |Action \Chain | Src. Address \Dst. Address ~ |Proto...|Src. Port  |Dst. Port  |In. Inter...|( W
0 yfaccept  srcnat 192.0.18.0/24 198.0.19.0-24
1 <|"dstnat  dstnat 152.0.18.12
2 |"srcnat srenat 198.51.100.12
i i . R !
5| Firewall E
Fiter Fules MAT |I"-I'Iangle Service Ports Connections  Address Lists  Layer? Protocols
|| =] |« 32 | | = Reset Courters || 00 Reset All Counters | Find | al =
# |  |Agtion |Chain \Src. Address Dst. Address |Proto...|Src. Pot | Dst. Port  |In. Inter...|Out. Int...| ¥ |
0 o acc... sronat 152.0.15.0-24 158.0.18.0/...
1 <" dst-.. dstnat 152.0.19.10
2 I src-.. sronat 1520210
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Promena polisa za IPSec

B NasSa polisa cCe biti izmenjena u delu sa adresama koje iniciraju
saobracaj

 IPsec Policy <192.0.18.0/24:0->192.0.19.0/24:0> { % Psec Policy <192.019.0/24:0->192.0.1... [miam]
; ]
OK g zeneral |Amm OK
| Cancel Src. Address: |192.0.19.0/24 Cancel
Src. Port: b
| | Aeply | Src. Port: hd Apphy
Dst. Address: |192.0.19.0/24 | .
Disable Dist. Address: |192.0.18.0/24 .
: - Disable
Dst. Port: | |
Commert Dist. Port: -
Protocol: | 255 (all) [#] Copy
Copy Protocol: | 255 {all) ¥
Remove
|| Template Remove
{/enabled dizabled
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Saobracaj po novoj polisi

W Gasimo stare polise i pustamo nove

W Saobracaj mora da ide opet kroz tunel

File Edit View Message Tools Help
M8 &8 B 8 N4

Reply All Sender Forward Trash Spam Next

From: FabrikaM server<mother@fabrikam.com> “ 4
To: userdl@contoso.com

Subject: Poruka I

Date: Fri, 09 Sep 2016 01:50:00 +0200

Sistem: Fabrikam
Filter Rules  MAT |I"-I'Iangle Service Pots  Connections = Address Lists  Layer7 Protocols

S|

[Find | |¥]

Sada je sep/09/2
IE”EI Ig |l:lu Reset Counters ||l:ll:l Reset All Counters |
# | |Action Chain Src. Address Dst. Address  |Proto...|Src. Pot | Dst. Port  |In. Inter...|Out. Int... | Bytes \Packets || ¥
0  «+faccept  srcrat 152.0.18.0/24  192.0.19.0/24 0B 0
1 lrdstnat  dstnat 192.0.18.12 3608 [
2 lFscnat smcnat 198.51.100.12 )] 0
Policies Groups Peers  Femote Peers  Mode Configs  Proposalz  Installed SAs |Keys sers
SPI ¢ |Src. Address | Dst. Address | Auth.... |Encr. Al... | Cumert B... | -
6bc257c 203.0.113.25 203011317 shal aeschc 4496
fd997c9 203.0.113.17 203011329 shal aeschc K372
Strana 41

::i‘|a|QOWCh




Site-to-Site IPSec
kada jedna strana ide kroz NAT




Jedna strana je iza NAT rutera

rutera

® Udaljeni korisnik prolazi kroz NAT

\1 010101

o “Trange Frange Comp

192.168.1.2 192.168.1.1

2

ADSL CPE router
Access Router

P
L

MeqalSP Network

Contoso Router

1| 203011317
—.

gii‘algot:ech

W Treba da se povezemo sa firmom koja ima IPSec ruter iza drugog
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® Dalja strana verovatno nema fiksnu IP adresu

W Javna adresa sa druge strane moze da se promeni u bilo kom
trenutku

W |PSec uredaj mora da prode kroz NAT — menja se saobracaj

m Kvalitet saobracaja moze da bude los

f.‘\algotech
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IKE faza | na strani iza NAT-a

® Na udaljenoj strani se sve pravi po
istoj proceduri, posto mi imamo
javnu IP adresu

® Moramo da ukljucimo opciju NAT
traversal

W Sve ostale parametre zadajemo
da budu identiCni na obe strane

::i‘|a|QOWCh

7 | IPsec Peer <203.0.11317> ==
Address: [203.0.113.17 | OK
Pott: 500 | Canesl
Auth. Method: |pre-shared key #] [ Aoply
Secret: |T|E|r1ge'l | :
Disable
Certificate: | || ¥ |
Copy
Remote Certificate: | || ¥ |
Remaowve
Exchange Maode: |mair1 || +* |
Send Initial Cortact
MAT Traversal
Proposal Check: |abe'_.r || ¥ |
Hash Algorithm: |md5 || ¥ |
Encryption Algarthm: |3des || ¥ |
DH Group: | modp1024 IE3
[ | Generate Policy
Lifetime: | 1d 00:00:00 |
Lifebytes: | | hd
DPD Interval: 120 [#]s
DFD Madmum Failures: |5 |
disabled
Strana 45




IKE faza | na nasoj strani

Na nasoj strani moramo da psecheer=0000/0-

napravimo pravilo koje Address | : oK
: : . Port: | 500 —
dozvoljava bilo koju adresu ' Ll
Local Address: |:: |4 Apply

. o Auth. Method: |resharedk ||i| :
® Moramo da uklju¢imo opciju R Disabl

NAT traversal Comment

Secret: |T|E|nge'l |

B Sa nasSe strane moramo da Remove

uklju€imo opciju Generate

policy
Policy Template Group: |defauft || * |
® |Iskljudujemo opciju Send e = [#]
_ | Send Initial Contact
Inltlal ContaCt MAT Traverszal
MyID: late  [[#]:] |
Proposal Checl: ||:1||::n£'.f:.r || ¥ |
Hash Algorithm: |rnd5 || ¥ |
- Encryption Algarthm
|| des ddes || zes-128
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IKE Il parametri

Ove parametre pravimo na isti

nacin kao i kod obi¢nog IPSec

saobracaja

Nasa default polisa mora da pokrije

sve parametre udaljenog uredaja

| IPsec Proposal < default= E
MName: |defauh | oK
- Auth. Algorthms Tt
md5 || shat
L] ol Aeply
- Ener. Algorthms Disable
L] ol [ | des
Copy
ddes [ | aes-128
[ | aes-1592 || aes-256 Remove
Lifetime: |D'I]:EI-'I]:[PD | -
PFS Group: |modp1024 Ed
|disabled

|Psec Proposal <default:

j-.v‘algot;ech

Mame: oK

- futh. Algorthms Cancel

md% shal

[] sha256 [] sha512 Aoply

L] Dizable
- Encr. Algorthms o

Ul ol [ | des e

Jdes aes-128 cbo Remove

aes-15¢ cbe aes-206 cho

[ blowfish [ twofish

[ | camellia-128 [ | camellia-192

[ | camellia-256 [ | aes-128 ctr

[ | aes-192 cir [ | aes-256 ctr

| aes-128 gem [ | aes-192 gem

|| aes-256 gem

Lifetime: |D'I]:3'I]:D'I]

PFS Group: | modp1024

enabled \defaul
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Polisa sa nase strane se ne
pravi, vec Ce je uredaj sam
napraviti prilikom povezivanja

® Dodajemo zaobilazenje NAT-a
za udaljeni opseg u ip
firewall nat sekciji

W Pocetna adresa na udaljenoj
strani je privatna IP adresa
Izlaznog interfejsa

) \m.mm

\‘*_. Trange Frange Comp
192.168.1.2

132.168.1.1

A05L CPE router

j-.v‘algot;ech

i

& | New IPsec Policy E
Action: |enc:ﬁrpt ||i Cancel
Level: |require "3 Apply
|Psec Protocols: |esp " + Dissble
Tunnel
SA Src. Address: [192.168.12 Copy
SA Dst. Address: [203.0.113.17 Remove

Proposal: |de*fauft

Pricrity: |D

disabled
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a—g & i I

Back Forw Home Reload Save Stop Book  Tools 0ord

Contoso WWW server

Ovo je demo WYY server.

K.aristili smao D05 bazirani EL-MOS, Ethernet HT TR/FTF Server,
tAikrotik MUK Beograd 2016
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L2TP/IPSec za
,drumske ratnike*




Povezujemo udaljene korisnike

® Korisnik je kod kuce, na putu, u gradu...

m Zelimo zasticenu vezu

Udahenikomstk 82 ek sl

y
L

MegalSP Network

Contoso Router

101 203.011317

—
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Pripremamo nas ruter

® Ovo je L2TP/IPSec instalacija i

L2TP Server

podeSavamo samo L2TP deo \vliEnabled oK
Max MTL: | 1450 | —
B Deo vezan za IPSec ¢e Maxx MRU: [1450 |
automatski biti generisati MRRU: | -
Keepalive Timeout: |3'I] | -
Default Profile: |default-enmrptiun || ¥ |
Max Sessions: | | w7
Authentication: mschap? [ | mschapi
Poec e
EE Use |Psec
Policies Groups Peers |H&mnt& Peers Mode Configs P Psec Secret: |Contoso123 |
*| =] ][ T | Allow Fast Path
Address ¢ |Port Propos... |Hash Al...|Encrypt. .. —
X 203011323 = . o000 obey  shal =~ &esZo6
D 500cbey  shal  3desa.. .
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Podesavamo klijente

- Contoso Properties

| General || Ophions || Securit_l,l| Metworking .ﬁ.dvanced|

Type of WPM:

Autarnatic:

Autamatic
PFTP M
L2TP IPSec VPN

Thiz connection uzes the following items:
7 Metwork Monitor Driver

S Internet Pratocal [TCPAR]

g File and Printer Sharing for Microsoft Networks
g (o5 Packet Schedulsr

JE Client for Microzaft Metworkz

v
[ Inztall... ] [ ninztall Froperties
Dezcription
Metmon Packet capture driver that allows the Metmon U ta
acquire packets from the local network.
L ok ] [ Cancel

f»»‘\algot‘.ech

r-

§ Contoso Properties

| General | l:]ptinnsl Security | Metwaorking | Sharing|

Type of VPN:

Paint to Paint Ti
Automatic
Poirt to Pairt Tunneling Protocaol (PPTP

aver £ Tunneling Protocol with IPsec (LZTP/IPSec)
Secure Socket Tunneling Protocal (SSTP)
|[KEv2

ing Protocal (PP TP -

Authertication
(") Use Extensible Authentication Protocal {EAP)

Properties

i@ Allow these protocols

[] Unencrypted password (PAF)
Challenge Handshake Authertication Protocol (CHAP)
Microsoft CHAP Version 2 (M5-CHAF v2)

[] Automatically use my Windows logon name and
password (and domain, if any)

| oK || Ccancel
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Podesavamo IPSec deljeni kljuc

W Za IPSec fazu nam treba deljeni klju¢

IPSec Settings

Ilze pre-zhared key for authentication

ke Contosol 23

Advanced Properties

LITP

@ Use preshared key for authentication
Key:  Contoso123|

) Use certificate for authentication

[J] verify the Mame and Usage attributes of the server’s certificate

A=
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Nalozi za L2TP tunel

W L2TP VPN je deo PPP servisa
W PPP servisi imaju svoju bazu korisniCkih naloga ili koriste RADIUS

® Ovi nalozi nisu povezani sa IPSec kljuem

: FIFIFI
Inteface PPPoE Servers Secrets |F‘mﬁ|&a Active Connections  LZTF Secrets

(=] [« 8% | | PPP Authertication & Accounting

Name  / |Password |Service |CallerlD |Profile Local Address | Remote Address | Last Logged Out
________ userll  remote(1 any default-encryption Sep/02/2016 13:44:09
Quserl?2 remotel? any default-encryption Sep/02/2016 18:43:55
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Povezujemo Klijente

® Iniciracemo VPN konekciju sa klijenata

# (Contoso Status = Contoso Status =
| General | Detailz |
Property Walue Property Value
Dievice Name WwittN Miniport [L2TF) WAN Miniport (LZTP)
Device Type wph Device Type vpn
Server lpe PPF Authenticati MS CHAP V2
Tranzports TCPARP ErL: Enﬁ canen [Peec: AES 178
Authentication MS CHAP 42 “rypHen sEE
IPSEC Ercyption IPSec, ESP 3DES Compression (none)
Compression [hiane] PPF multilink framing off
FPF rmultilink, framing Off Client IPv4 address 10,193,51.22
Server [P addrezs 10,132 51.21 Server IPv4 address 10.198.51.23
Far Metwork Adapter Used  MegalsP
Crigin address 172,12.23.21
Destination address 203.0.113.17
=| | T
MName ¢ | Service |Caller 1D Address Uptime
L ®userdl  2p 172122323 |chcides3 ede) +hmacind5) | 101985120 00243
L &puserd2 |2t 172122321 |cbelaes) + hmaci(shal) 10.158.51.22 00:03:40
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Testiramo klijente

W Povezacemo se na Web server, Cime simuliramo pristup
unutrasnjem mreznom servisu (npr. Sharepoint Portal)

‘2 Contoso WWW server - Microsoft Internet Explonern

Fle Edit View Favorites Tools Help a
Q- 0 [9 [F @ 2 % & € Contoso WWW server - Windows Internet Explorer =R
Address | @] http:ffwww, contoso, comy @O ® |&] hitp://www.contos.. ~| B | 42| X || Bing N
| ¥ Favorites |@Contosow.lw server |_| o~ v [ deh v Pagev Safety~ ”
Contoso |— ;

Contoso WWW server
Orro 1e deme WWOW server.

K oristili sto DOS bazirari EZ-NOg, Ff | OV je demo WWW server.

Dobrodosli na Mi Koristili smo DOS bazirani EZ-INOS, Ethernet HTTP/FTP Server.

Dobrodosli na Mikrotikk MUM Beograd 2016

@ Dane

-

Done a Internet | Protected Mode: On G v H100% v _
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IPSec kao zastita za
druge vrste tunela




Pustamo tunel bez Sifrovanja

m Povezali smo se preko nekog tunela koji nema Sifrovanje (IP-1P)

B Ovo mozemo da koristimo i kada zelimo automatski prelaz na drugi

_—
\-\—

=
_—1

192.0.2.10

Fabrikabd zerver

link
AT Fabrik.atd LAN
tegal 5P Server =
203.0.113.1
Contaza Mail Server tegalSF Metwark.

i Ny

L A
198 51 100,12 Contozo Router Fabrik.abd RBouter

&
1383.51.1001) 202011317 203.0.1713.23 132.0.2.1

5
A

~=
-]

Contozo LAM

:»i"aIQOWCh
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Sta nam je cilj?

¥ Pravimo tunel koji nema Sifrovanje, ali moze da se rutira, izmedu
dve tacke na Internetu.
W Treba da uradimo sledece korake:
W dodajemo novi virtuelni interfejs IP-tunel,
@ dodelimo mu adresu
B postavljamo statiCku rutu ka udaljenoj mrezi

M podeSavamo IPSec u transport rezimu

:‘]algot;ech Strana 60




Podesavamo IP-IP tunel

B Podesicemo IP tunel na obe strane

Interface < Contoso>
General | Traffic

i

MName: |Currtnso

Type: | IP Tunnel

MTU: |1480

L2 MTU: |

Local Address: |203.0.113.29

Remote Address: |203.0.113.17

ce <FabrilkaM:

disabled minning

rol | Status Traffic

Py
’Zi.‘\algobech

Cancel Mame: | Cancel
Aoply Type: |IP Tunnel | Apply l
MTU: - - '
Actual MTU :1431] | | =
La :
ot ][ |
o =
Remove | (cal Address: [203.0113.17 -
ote Address: [203.0.113.29 | Torch
Torch
“sec Secret: | |~
Keepalive: | | b
DSCP: [inhert K
nt Fragmert: |r1|:: " ¥ |
Clamp TCP MSS
[] Mlow Fast Path
enabled running
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Testiramo tunel

obavlja nesmetano

W Inbox - Outlook Express - 10| x|
J File Edit Miew Tools Message Help |
=g 1
[P S X 8- B-
&= Inbox

Folders x | ¢ a ] % | From | subject | Received  © | -]
|‘..;_i| Outlaok Express =t abrilkam server Poruka of11/2016 12:06 AM |
El--@ Local Folders 24 FabrikaM server Paruka 9/9/2016 1:50 AM

o &1 Inbox (55) i FabrikaM server  Poruka 9/9/2016 1:40 AM

- Outbox B4 FabrikaM server  Poruka 9,/9/2016 1:30 AM

..... S Sent Thems B FabrikaM server  Poruka 9,/9/2016 1:20 AM ;l

L (d Deleted Thems . " T —

rom: FabrikaM server To: whishopi@contoso.com

""" (& Drafts Subject: Poruka

=
l |2 sistern: Fabnlkeahd Server
Contacts ™ x |
Sada je sepd11/2016 w 00:05:53
There are no contacks to ] P
display. Click on Contacts
ko create a new conkack,
=

61 message(s), 55 unread @ Warking Online 5

j»-‘v‘algot;ech

® Ukoliko je sve dobro podeseno, tunel se podigao i komunikacija se
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Packet Sniffer Settings

General  Streaming FIHEH'|

oK 1. 08 00 27 16 2f d4e 08 00 27 28 53 2 08 00 45 o0 .. ' ~N.. '(S.. . E. =
1. 00 42 00 00 40 00 3f 04 o3 80 cb 00 71 1d 1. @7 .. . .q
interfaces: [TETHEMM|¥|$ | | Cancel |D: 2 0 =7 40 00 7f 06 Oe 1.:16.:0 00y o.E. 6.. @ . ...
II: £ 33 64 Oc P4 10 00 6e 49 Ob 2o 17 v3d al. .
MAC Address: = Aoply | D ‘D48 B0 18 fo—sT-(3 47 00 0D 55 53 45 52 20 77 B ... TSER w
1. 62 69 73 6B 6f 70 0d Oa hishap
MALC Protocal: I:I - Aot
. .
IP Address: = Stop
IP Protocal: -
—
Connections
Direction: [any  |¥]
backet <203.0.113.29:5203.0.113.17>
Protocals
stopped [
Jata:
0000 0% 00 27 16 2f 4= 08 00 27 28 53 =2 0% 00 45 00 .. ' /N..  '(S. . .E -
0010 00 4a 00 00 40 00 3f 04 c3 80 cb 00 71 1d ch 00 .J..@.7. .. . g
0020 71 11 45 00 00 36 00 =8 40 00 7f 06 Oe lc <0 00 o.E..6.. @ . . .. ..
0030 02 7e cb 33 64 Oc 04 10 00 6e 49 0b 2c 25 98 =f .~ 3d... .nl..%.
0040 bd ad 50 18 fa B1 30 59 00 00 50 41 53 53 20 6d . . P...07 . PASS n
0050 61 69 6o 31 32 33 0d 0a EEEI
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Dodajemo IPSec zastitu

B Pravimo IPSec tunel u transport rezimu

¥ Tunel se pravi izmedu javnih adresa oba rutera

B U ovom rezimu se mogu koristiti samo host adrese (/32)

IFPsec Policy <203.0.113.17:0-203.0.113.25:.0= IPsec Policy <203.0.113.17:0-203.0.113.25.0=
General |A,;;|-_ign oK General Action | oK -
Src. Address: | | Cancel Action: IE' Cancel
Src. Port: | g Apply Level: |require [E2 Aoply | |
Dst. Address: |203.0.113.29 | —— IPsec Protocals: |esp =] Disable 5
: L] Tunnel 1
Dst. Port: | | b Comment . | | Comment
Protocol: |255{a||} ”;| = SA Src. Address: [203.0.113.17 -
. il | A Dst. Address: [203.0.113.29 | v
Templat ]
ST Remave ] Proposal; |Fabika|'u'| || * | Remove
&
Priority: |0 | :
i
\enabled enabled 1
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IPSec se uspostavio

Policies Peers Remote Peers Proposals Installed SAs

iTi Flush

SP 4 '5nc. Address Dst. Address | Auth.... |Encr.... |Cument B...
E 137447 203011317 203011325 shal aes FT202
E 8242067 203011329 203.011317 shal aes 3530
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Sniffer Packet <203.0.113.29-:203.0113.17>

¥ Na MegalSP ruteru viSe ne mozemo da uhvatimo detalje saobracaja

j-...*algc:nt;ecl'l

General P Packet
Raw Data
4 |00o0: 08 00 27 16 2f 4= 08 00 27 28 §3 =2 08 00 45 00 .. ' . »H.. '(5...
O010: 00 &8 00 00 40 00 3f 32 =3 34 b 00 71 1d b OO0 h. . @ Y2 4. .q...
{ [0020: 71 11 08 24 2c &7 00 00 00 05 =3 d2 fb 52 de al g. . §.g9.. ..... E..
0030: b8 fb fb dz 83 =2 78 75 G5Sa 21 ca 42 44 <5 a6 a? ... ... xu £ BD.
oo40: £f 58 50 28 7f 65 £9 86 3b 10 78 3b =7 ab 27 ac iPi .= = ..
o0s0: 1b d2 16 94 27 fd =ef 04 85 =1 b2 71 93 dd =5 24 ... ."'.. =
O0e0: 58 21 =3 db 4f 12 09 55 9z d9 =1 37 40 72 £f1 be X! . . 0.0 CFar
on70: =7 79 bb 06 59 e=a v
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Demo

o
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Resavanje problema

Pr=r
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Zaobilazenje izlaznog NATa

W |IPSec saobrac¢aj mora da ode u tunel

W Potrebno je da se izuzme od izlaznog NAT-a

® Ova pravila moraju da budu na vrhu liste

# | Firewall E
Filter Rules NAT | Mangle Service Pots Connections Address Lists Layer7 Protocols
g = |« 3% 3 | T | 00 ResetCounters |00 Reset Al Courters Find al E3
# |  |Action |Chain |Src. Address  |Dst. Address | Proto... |Src. Pot  |Dst. Port  |[In. Inter...|Out. |+ |
0 Jacc... scnat  10.10.10.0/24  198.51.100.0/24
1 #l mas... srenat 10.10.10.0/24 ether1
Firewall
Filter Rules MNAT | Mangle Service Ports Connections Address Lists  Layer/ Protocols
(= ||| 52 T | | i= Reset Courters || 0o Reset All Counters | Find | al 3
# | |Action |Chain |Src. Address |Dst. Address | Proto...|Src. Pot | Dst. Pot  |In. Inter...|Out. Int... Bytes \Packets| ¥
0 wacc... scnat  192.0.18.0/24 152.0.159.0/24 0B 0
1 wacc... senat 198.51.100.0... 10.10.10.0/24 0B 0
2 +|"dst-... dstnat 192.018.12 0B 0
3 +|"src-... srcnat  198.51.100.12 0B 0
‘I»-‘V\algot:ech Strana 69




Ukoliko se ne uspostavlja faza '

22

22:
22:

22

22:
22:
22:
203.0.

:37:
37:
37:
:37:
37:
37:
37:

37
37
37
37
37
37
37

ipsec,debug,packet
ipsec,debug,packet
ipsec,debug,packet
ipsec,debug,packet
ipsec,debug,packet
ipsec,debug,packet
ipsec,debug,packet

113.29[500]

® Proverite da li u dnevniku dogadaja imate ovakve redove

76 bytes from 203.0.113.17[500] to 203.0.113.29[500]
sockname 203.0.113.17[500]

send packet from 203.0.113.17[5600]

send packet to 203.0.113.29[500]

src4 203.0.113.17[500]

dstd4 203.0.113.29[500]

1 times of 76 bytes message will be sent to

® Ako se pojavi promena porta na 4500, a ni jedan od rutera nije iza
NAT-a, onda jedna strana ne aktivira pravo IKE | pravilo

® Ukoliko imate vise Internet linkova na istom ruteru, postavite
statiCku rutu ka drugoj strani u ip routes

| ‘ algotech
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Ukoliko se desi da se saobracaj ne razmenjuje, uklju€icemo dnevnik
dogadaja za IPSec protokol

® Ukoliko hvatamo dogadaje u memoriju, povecacemo memorijski
dnevnik na bar 1000 linija

® Najbolje je snimiti dogadaje na disk ili poslati na SysLog

W QObratite paznju da li postoji ovakav deo u dnevniku dogadaja

Sep/08/2016 22:35:03
Sep/08/2016 22:35:03
Sep/08/2016 22:35:03
Sep/08/2016 22:35:03

Sep/08/2016 22:39:03
Sep/08/2016 22:35:03

" algotech

memony
memony
memony
memony

memony
memony

ipsec, debug, packet
ipsec, debug, packet
ipsec, debug, packet
ipsec, debug, packet

ipsec, debug, packet
ipsec, debug, packet

get a src address from 1D payload 152.0.2.0[0] prefeden=24 ul_proto=255
get dst address from D payload 158.51.100.0[0] prefeden=24 ul_proto=255
suitable 5P found:158.51.100.0/24[0] 192 .0.2.0/24[0] proto=any dir=out
{prota_id=ESP spisize=4 spi=00000000 spi_p=00000000 encmode=Tunnel
regid=1:1)

ftms_id=AES-LCBC encklen=25%6 authtype=hmac<shal)
total 5A len=h2
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Neke znacajnije poruke u dnevniku

® U slucaju problema uvek pogledajte dnevnik dogadaja za IPSec

15:10:41 ipsec IPsec-SA request for 203.0.113.17 queued due to no phasel found.
15:10:41 ipsec initiate new phase 1 negotiation: 192.168.1.2[500]<=>203.0.113.17[500]
15:10:41 ipsec begin Identity Protection mode.

15:10:43 ipsec NAT detected: ME

15:10:43 ipsec KA list add: 192.168.1.2[4500]->203.0.113.17[4500]

15:10:43 ipsec ISAKMP-SA established 192.168.1.2[4500]-203.0.113.17[4500]
spi:18a2d5a3ff1490d1:ee323f57fbd6ae25

15:11:12 ipsec initiate new phase 2 negotiation: 192.168.1.2[4500]<=>203.0.113.17[4500]
15:11:12 ipsec NAT detected -> UDP encapsulation (ENC_MODE 1->3).

15:11:13 ipsec phase2 negotiation failed due to time up waiting for phasel. ESP
203.0.113.17[500]->192.168.1.2[500]

15:11:13 ipsec delete phase 2 handler.

15:11:13 ipsec fatal NO-PROPOSAL-CHOSEN notify messsage, phasel should be deleted.

15:17:56 ipsec Adjusting my encmode UDP-Tunnel->Tunnel

15:17:56 ipsec Adjusting peer's encmode UDP-Tunnel(3)->Tunnel(1)

15:17:56 ipsec IPsec-SA established: ESP/Tunnel 203.0.113.17[4500]->192.168.1.2[4500]
spi=160904474(0x997351a)

15:17:56 ipsec IPsec-SA established: ESP/Tunnel 192.168.1.2[4500]->203.0.113.17[4500]
spi=138579378(0x8428db2)
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Zakljuéak
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Pricali smo o ovome

Govorili smo o IPSec servisima

¥ Napravite dokument sa parametrima za obe strane

W Pokazali smo kako se pravi site-to-site IPSec tunel

W Pokazali smo kako se pravi IPSec tunel kroz NAT

B Pokazali smo kako se pravi L2TP/IPSec tunel za udaljene korisnike

W Pokazali smo kako se pravi IPSec tunel za zastitu tunela bez
Sifrovanja

B Sta proveriti ukoliko imamo problem u komunikaciji?
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Sta dalje?

Konsultujte uputstva proizvidaca
® Pogledajte Mikrotik Wiki za viSe informacija i studije slucCaja

B Pratite moj blog https://mivilisnet.wordpress.com/

® Kontaktirajte predavaca preko e-poste:

sstanisic@algotech.rs

s.stanisic@hotmail.com
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Hvala na paznji !!!



