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be3onacHOCTb 1I0KaNbHbIX
pecypcos

OCHOBHble NPUHLUMbI MeXceTeBOoro skpaHa MikroTik:
1) BbINoNHEHME NpPaBMA C HOMEPAMM OT MeHbLlero K 60nbluemy
2) Jlornyeckas cxema cootseTcTBUA «Ecnn»-«To» (if, then)
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MpoeKkTupoBaHMe cxembl 6e3onacHocTH

[MpoeKTnpoBaHMe A0CTYNa K pecypcam no ABYM NPUHLUMNAM:
1) Pa3pelweHo Bce, YTO He 3anpeleHo — 061eA03BOINTENbHbIN
™n
2) 3anpeuleHo BCe, YTO HE Pa3peLLEHO — pa3peLlnTenbHbIn TUN
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MpoekTMpoBaHue cxembl 6e3onacHoOCTU

OBLUEAO3BONUTENBHBIA TUM  PA3PELMTENBHbIV THN
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Pa3pelleHO BCe YTO He 3anpeLleHo

TaKaAa nornyeckaa cxema B OCHOBHOM mucnosb3yetca ISP.

Ncnonb3yetca ansa obecnevyeHna Aoctyna K rnobanbHoOM
cetu Internet.

MWHMMMU3AUMA BO3MOMKHbIX NP06siem ¢ 4OCTYNOM K
pecypcam.
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Ucnonb3osaHue “address list” B RouterOS

1) No3BonAT GOpMUPOBATL CMUCKU aApPeCcoB AN
MCNO/Ib30BaHMUA

2) Mo3BOAIAIOT MMHUMN3UPOBATb KOMYECTBO NPABUN

3) MoryT opmMUnpPOBaTLCA KaK BPYUYHYHO, TaK N ANHAMUYECKH.

- Wi on
Sescions  Settings Dashboard

X5 || 4| | Safe Mode Session:

H (mip
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Llenouku Input\output\forward

Input — ucnonbayetca Ana onpeaeneHUs NakeTa, agpPecom Ha3sHAYEHUA KOTOPOro
ABNAETCA HEMOCPEACTBEHHO MapLpPyTU3aTop. (TPaPpUK NPUXOAUT HA MUKPOTUK)

output — ncnonbayeTtca A4nsa onpeaeneHua naketa, oTNpPaBUTEIEM KOTOPOTo ABNAETCA
MapLLpyTM3aTop (Tpaduk oTnpaBaAaeT cam MUKPOTUK)

forward — ncnonb3yetca ansa onpegeneHna nakeTa, KOTOPbIA MapLLIPYTM3ATOP AOMKEH
nepeHanpasuTb (HAaNpPUMep: U3 IOKA/IbHOM CETU B UHTEPHET UK 06paTHO)
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PortKnocking

1) MONHOCTbIO 3aKPbITbIN AOCTYN K MAPLUPYTU3ATOPY «M3 BHE» A0 «MPOCTYKNUBAHUAY.

2) BO3MOKHOCTb Pa3rpOHUYEHHOro A0CTyNna NP UCNOAb30BaHUM PA3HbIX
nocneaoBaTe/IbHOCTEN «MPOCTYKNUBAHUAY

3) Wcnonb3yeTca TONbKO LienoyKa input

4) B0O3MOXHOCTb MCMNOJIb30BaHUA NPAKTUYECKM 1t06Oro yCcTpomncTBa AN reHepaumm
«MPOCTYKMUBAIOLWMX» MAKETOB

Bo3morkHa ntoboe KoimyecTBo NOpToB AJ1 KNPOCTYKUBAHUAY.

icnonb3oBaHMe NOPTOB ABYX MPOTOKOJIOB A8 «NPOCTYKMBaHUA» no noptam - TCP\UDP.
MOKHO MCNONb30BaTb KAKON-TO OAUH NPOTOKO/1 UM OAHOBPEMEHHO 0ba.

BeccyéTHOE KoNM4ecTBO BO3MOXKHbIX KOMOMHaUM. (B KaxKaom nNpoTokose no 65536
NopTOB ).
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PortKnocking

/ip firewall filter

add action=add-src-to-address-list address-list=knock-stage-1 \
address-list-timeout=5s chain=input dst-port=10000 protocol=tcp

add action=add-src-to-address-list address-list=knock-stage-2 \
address-list-timeout=5s chain=input dst-port=20000 protocol=udp \
src-address-list=knock-stage-1

add action=add-src-to-address-list address-list=knock-success \
address-list-timeout=30m chain=input dst-port=30000 protocol=tcp \
src-address-list=knock-stage-2

add chain=input src-address-list=knock-success

add action=drop chain=input disabled=yes
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PortKnocking

Sessions  Settin gs Dashboard

|8 Interfaces Fitter Rules | MAT Mangle Service Pots Connections  Address Lists  Layer7 Protocols
1 Wireless 00 Reset Counters || 00 Reset All Counters
w1 o) )| u |
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PortKnocking mobile client

Android i0S

el Aok ] 3 R % .l 52581 1505

H %
KnockOnD Ee3

Port Knocker = =
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home
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PortKnocking desktop client

KAneHT, KoTopbin ByaeT « NPOCTYKMBATLCA» MOXKeET ObITb YCTaHOB/EH U Ha Nt0bYIO0
aecktonnyto OS. Hanpumep Windows, MacOS, Linux, Unix n apyrue.
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ICMP Knocking

MoKeT 6bITb MCNOAb30BaH A1 OTKPbITUA AOCTYNa, HAaNPUMep, AN APYroro yCTPoOMCTBa
Mikrotik. B Tom cny4ae, Korga Heobxoammo opraHn3oBaTb, gonyctum PPtP coeanHeHue,
K PPtP-cepBepy, opraHn30BaHHOMY Ha YCTPOMCTBE noa ynpasaeHnem RouterOS

OTtanyaetca ot ctaHgapTHoro PortKnock Tem, 4To B AaHHOM cMCTEMe NCMONb3YHOTCA He
HOMepa NopToB., a pa3mep ICMP nakeTta. Korga Hecko/nbKo nocneposatenbHbix ICMP-
NaKeToB C 3apaHee onpeaesieHHbIMU pa3mepamm «OTKPbIBAOT» AOCTY.
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ICMP Knocking

/ip firewall filter

add chain=input src-address-list=knock-success

add action=add-src-to-address-list address-list=icmp-knock-1 \
address-list-timeout=5s chain=input packet-size=68 protocol=icmp

add action=add-src-to-address-list address-list=icmp-knock-2 \
address-list-timeout=5s chain=input packet-size=39 protocol=icmp \
src-address-list=icmp-knock-1

add action=add-src-to-address-list address-list=knock-success \
address-list-timeout=30m chain=input packet-size=115 protocol=icmp \
src-address-list=icmp-knock-2

add action=drop chain=input
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ICMP Knocking Client

B KauecTBe KAMEHTA 414 KMPOCTYKNBAHMA» MOXKET BbiCTynaTb ntobasa OC,

noaaep»kmBatowlan BoamorkHocTb ICMP — echo 3anpocos (ping)
B 3aBMCMMOCTM OT HaCTPOMKM BPEMEHU, MOXKHO 3a4aTb MHTEPBaAA NakeToB 60 cekyHA 1,

ecnun nonbdyetecb OC Windows, oTnpaB/isiTb NaKeTbl BPYYHYIO.
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ICMP Knocking Client

0bmeH naketamu ¢ 172.16.16.1 no c 68 AMW AAHHBIX :
MpeEslleH WHTEPEAT OXMAAHWA ANA 3anpoca.

TaTWCTHKA Ping ana 172.16.16.1:
oTnpaenedo = 1, jue 0, noTepano
(10 5]
ontrol-C

ers'\Deneb=ping 172.16.16.1 -1

0bmen naketamu ¢ 172.16.16.1 no c 39 baWTamu AaHHbX:
MpeeLilled MHTEPEAT OMWAAHWA AIA 3ANpPOC

TaTWCTHKA Ping ana 172.16.16.1:
NakeToB: oTngaeneno = 1, nonyueno = 0, noTepsaHo

(10

eneb=ping 172.16.16.1 -1 115

Obmen naketamm c 172.16.16.1 no c 115 6 aMM AAHHBIX
MpeeslleH WMHTEPEAA OXMWAAHWA ANA 3anpoca.

TaTWCTHKA Ping ana 172.16.16.1:
oTnpaenedo = 1, jue 0, noTepano = 1
(10 5)
ontrol-C

32 bamTamu aaMH
<1mMc

uncno ban epemA<lvc TTL=64
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RouterOS ICMP Knocking Client

:if ([:len [/interface find name=tunnel-pptp
running=no disabled=no ]] > 0) do={

/ping address=217.197.241.18 count=1 size=68
/ping address=217.197.241.18 count=1 size=39
/ping address=217.197.241.18 count=1 size=115

}

name=tunnel-pptp — uma nHtepdeica pptp KAMeHTa, yctTaHaBANBAEMOTO A0
yCTpOMCTBa.
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Connection State

CyuwiectyeT 4 OCHOBHbIX TUMA COCTOAHNA COEANHEHUA:

1) New

2) Established Firewall MikroTik ©
3) Related
4) Invalid

/
Il

?

- invalid - established
- new - related

e T — L/ 0 2
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ICMP Knocking

Connection State

1) NMo3BOAAET CHU3NTb BbIYUCAUTENBHYIO HArpy3Ky MapLUpyT13aTopa

2) NMo3BoAsieT NOAKM0YATLCA U MCNO/Ib30BaATh COeANHEHUA BObLIE BPEMEHMU
pa3pelleHHoro npasuaamu portknocking’a

3 )OTAnYHaA BO3MOKHOCTb YTODObI OTKPbITb AOCTYN Ha HECKO/IbKO CEKYHA, 3a Bpems
KOTOpbIX byaeT npom3BeaeHO NOAKNOYEHUNE K YAANEHHOMY CEPBUCY UIN TYHHE/IbHOMY
CepBEpPY M OCTaBaATbCA «MOAKNOYEHHBIMUY NPU 3aKPbITUM BPEMEHHOTO pa3peLlleHns Ha

NOAK/NHOYEHUA.
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Port Scanning prevention

J1oCcTaToOYHO cepbe3HOo ycnamnBaeT obulyto 6e30nNacHOCTb, 0COBEHHO NPU NCMONb30BAHUN
BmecTe ¢ portknocking’om

Jip Firewall filter
add action=drop chain=input comment="drop port scanners” src-address_list="port scanners’

add action=jump chain=input comment="port scanning check" jump-target=port-scan protocol=tcp

add action=add-src-to-address-Tist address-list="port scanners" address-Tist-tTimeout=2w

1= — comment="Port P5D scan” protocol=tcp psd=21,3s,3,1
add action=add-src-to-address-Tist address-Tist="port scanners” address-list-timeout=2w
chain=port-scan comment="NMAP FIN Stealth scan” protocol=tcp tcp-flags=Ffin,!syn,!rst,!psh,'ack,!'urg
add action=add-src-to-address-Tist address-Tlist="port scanners” address-list-Timeout=2w
chain=port-scan comment="5YN/FIN scan" protocol=tcp tcp-flags=Fin,syn
add action=add-src-to-address-Tist address-list="port scanners” address-Tist-timeout=2w
chain=port-scan comment="5S¥MN/R5T scan” protocol=tcp tcp-flags=syn,rst
add action=add-src-to-address-Tist address-list="port scanners" address-list-timeout=2w
chain=port-scan comment="FIN/F5H/URG scan” protocol=tcp tcp-flags=fin,psh,urg,!syn,!rst,!ack
add action=add-src-to-address-Tist address-list="port scanners" address-Tist-tTimeout=2w
chain=port-scan comment="ALL/ALL scan" protocol=tcp tcp-flags=fin,syn,rst,psh,ack,urg
add action=add-src-to-address-Tist address-Tist="port scanners” address-list-timeout=2w
chain=port-scan comment="MNMAP NULL scan" protocol=tcp tcp-flags=!fin,!syn,!rst,!psh,!ack,'urg
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Bawu sonpocesi?

Web: http://wifimag.ru/teaching/
Email: dk@trtg.ru

Tel: +7(495)226-37-87

Tel: 8(800)250-37-87

KomnaHuna WiFimag nposoaut Habop B rpynnbl 415 NPOBEAEHMA TPEHUHIOB MO KypCcam:
MTCMA, MTCWE, MTCTCE, MTCRE

MNpepBapuTenbHble AaTbl NPOBeAEHME — OKOHYaHMe Hosabps.

Bonee TouHasa nHdopmauma Ha Hawem caunte - http://wifimag.ru/teaching/
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Cnacubo 3a sHumaHue!
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