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[MOCTAHOBKA 3A0AHNU

® OBbEANHUTL AOMALLHUE CETU

® B KAXOOW CETU CBOW LU/HO3
® B Kaxaon cet ceo DHCP-cepBEP
® OOMH LUMPOKOBELLATE/IbHBIA AOMEH A1 BCEX YCTPOWCTB

®* "MpO3PAYHAA" MAPLLPYTU3ALMUA MEXIY POYTEPAMMU




TEXHOJIOTMA OBbEAUHEHUA

® BbIBOP CETM NOBOABLLWE (HANPUMEP /20)

® HAPE3KA AZIPECOB 13 NOMMYECKMX /24 NOACETEN (AOMALLHMUE CETWN)
® HOBbI MOCT HA KAXAOM POYTEPE (LLUMPOKOBELLATE/IbHbIA JOMEH)
® DHCP-CEPBEP HA KA¥XAOM MOCTY C HEMEPECEKAIOLLMMCA MYIOM

® KAK MUHUMYM OAuH nyennyHbin IP-aapec ana VPN

* EOIP nosepx VPN

® EAWHbBIA TOPU3OHT HA MOCTY A4 BCEX EOIP

® 3AMPET HE NOKANbHLIX DHCP YEPE3 DST-NAT MOCTA

® BKNKOYEHWUE B PABOYUIA MOCT MOPTOB C NO/Ib3OBATENAMM MO CMbICNY



[MPOBJIEMATUKA

® TPEBYETCA 3HAHUE U ONMbIT HACTPOMKU
® T[IPOrPECCUPYIOLLAA CIO¥XHOCTb KOHOUTYPALIUA
® MHOMECTBO OOHOTUMHbBIX MEKUX OAEUCTBUIA

® MACCA 3HAYEHUI, KOTOPBIE B HEM3SMEHHOM BUAE AONXHbI EblTb YCTAHOBAEHbI HA
[IBA I BOJEE YCTPOMCTBA (NMAPO/IU, MPUOPUTETbI MAPLLIPYTOB, UAEHTUOUKATOPL

TYHHENEN U T.4.) RESAL
® BO/bLAA BEPOATHOCTb OLUMBKA %
® BECKOHEYHAA OTNAAKA 2 %

® CNOXHOCTb NOAAEPMKM MPU NOBABJEHUN HOBOM CETU




PELLUEHWUE

® ABTOMATUYECKAA TEHEPALIMA TOTOBbIX CKPUNTOB

® PA30BAAl KOHOUTYPALIMA BA30BbLIX MAPAMETPOB HE TPEBYHOLLASA MYBOKUX 3HAHUI
® [OTOBbIE CKPUMTbI ANA BCEX YCTPOWUCTB MPY MEPBUYHOM HACTPOMKE

® [OTOBbIE CKPMUMTbI ANA BCEX YCTPOUCTB NPU AOBABNEHUM HOBOW CETU

® JIEFKOCTb YPOBHA CKOMMUPOBATb-BCTABUTb



TIKLAN

TIKLAN — NPUNOMEHUE /17 ABTOMATU3ALIMN OBbEAMHEHUA CETEN

® J10CTYMHO OH/IAMH: HTTPS://SECQ.RU/TIKLAN

® J10CTYMHO B UCXOAHWKAX: HTTPS://GITHUB.COM/DEEMRU/SECQRU

®*  MUWHUMANBHBIE TPEBOBAHUA: 2 POYTEPA U 1 NyBANYHbIN IP-AQPEC
® T[1ONHOCTbIO PABOYAA KOHOUTYPALMA MO YMONYAHUIO

¢ [1OCTATOYHO 3ANO/IHUTb NYB/INYHbIE IP-aAnpECA

— bridge name

4 HELP:
— broadcast domain -

Bl B B - router count 2 Tt e o e e e TN S

* Just correct public ip addresses
* In the end you get "TikLAN" bridge
192.168.160.1 — 192.168.175.254 — address pool = W R G R, EHar

n is available on github

— tunnel id seed

192.168.160.1 — 192.168.160.254 — VBN pool * Contact — deemfdeem.ru

— password seed

-

= TOmEE e 4 PPP Server (Tik-01)

. interface 12tp-server server set enabled=yes
B - poblic address 25 secret add mmeetTAELATok. 020 pasevor
profile="default-encryption” local-addres:
address=192.168.160.162 route: 2.1
(22 | = 9e=n) mwms interface 12tp-server add name="TiKLAN-L2TP-Server-Tik-02" user:
ip neignbor discovery set "TiKLAN-L2TE-Server-Tik-02" discover=no

02092ded d235a850"
2.168.160.161 remote—

160.0/24 192.168.160.162 107
TiKLAN-Tik-02"

192.168.161.1 — LAN address _
# EoIP (Tik-01)

192.168.160.161 | — VDN address interface eoip add name="TikLAN-EoIP-Tik-02" remote-address=192.168.160.162
tunnel-10-52833 keepalive=7,

192.168.161.10 — 192.168.161.254 — DHCP pool ip neighbor discovery set "TikLAN-EoIP-Tik-02" discover=no

# EoIP to Bridge (Tik-01)
interface bridge port add bridge="TikIAN" interface="TikLAN-EoIB-Tik-02"
norizon=26

# EoIP filter DHCP (Tik-01)
interface bridge nat add chain=dstnat in-interface="TikLAN-EOTP-Tik-02" mac-
Drotocol=ip ip-protocol=udp Src-port=67-68 action=drop



https://secq.ru/tiklan
https://github.com/deemru/secqru

AOEMOHCTPALUWA PABOTDI

®* WMEETCA 4 CETU U 3 NYBAUYHbIX IP-AQPECA
® OCTABMM KOH®UIYPALMIO MO YMOMYAHUIO
® 3ANOMHUM NYBAUMYHBIE IP-AAPECA

® COXPAHMUM KOH®OUIYPALMIO KHOMKOM “LINK”

® (OTKPOEM IOTOBbIE CKPUMTHLI B ®OPMATE RAW
® MCNONb3YEM CKPUNTbl HA COOTBETCTBYIOLLIUX POYTEPAX
® T[1POBEPUM MNONYYUBLUMNCSH LLNPOKOBELLATE/IbHbIA AOMEH

® TIPOTECTUPYEM PA3PbIB COEAMHEHMA MEXAY ABYMA POYTEPAMMU



TIKLAN CHAPYXMH

Tik-01:
192.168.161.1/20

DHCP Pool:
192.168.161.10 -
192.168.161.254

Public IP:
7.7.7.1

Tik-03:
192.168.163.1/20

DHCP Pool:
192.168.163.10 -
192.168.163.254

Public IP:
7.7.7.3

Internet ’

Tik-02:
192.168.162.1/20

DHCP Pool:
192.168.162.10 -
192.168.162.254

Public IP:
T T, 2

Tik-04:
192.168.164.1/20

DHCP Pool:
192.168.164.10 -
192.168.164.254




TIKLAN BHYTPU

Tik-01:
192.168.161.1/20

DHCP Pool:
192.168.161.10 -
192.168.161.254

Public IP:
T:7:7:1

Tik-03:
192.168.163.1/20

DHCP Pool:
192.168.163.10 -
192.168.163.254

Public IP:
7.7.7.3

TikLAN
192.168.160/20

Tik-02:
192.168.162.1/20

DHCP Pool:
192.168.162.10 -
192.168.162.254

Public IP:
7.7.7.2

Tik-04:
192.168.164.1/20

DHCP Pool:
192.168.164.10 -
192.168.164.254



CNACMBO 3A BHUMAHUE

»

KOHTAKT 418 BOMPOCOB U 3AMEYAHWUN; DEEM @ DEEM.RU



mailto:deem@deem.ru

