Co3aaHue BMPTYa/lbHOM YaCTHOM CeTHU
yepes pa3HbIX NpoBaMepoB.
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Tpeb6oBaHUA K ceTH

1) EauHoe (2 npocTpaHCTBO BCEX XOCTOB B ceTH. (mask /
23)

2) [leneHue KaxAblX CErMEHTOB Ha AMana3oHbl. (mask /24)

3) Hesasucmnmoe mncnosbsosaHne DHCP-cepBepoB KaXabiM

CErMEHTOM
4) HeueHTpa/iM30BaHHbIM BbIXO B UHTEPHET KaXKA0ro
«CermMeHTa».
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CxeMa nocTpoeHuAa ogHopaHrosom L2-cetu
I3
g?
192.1Lg§|22.x/23 192.1L2;|t|z‘1‘.x/23

2307 Taaes

LAN3

192.168.1.x/23 192.168.3.x/23

WIFI o»)) MAG



KoHdurypupoBaHue LeHTpasibHOro yCTPpOMCTBa

1) HacTtpowuka PPTP-cepBepa Ans NOAKNOYEHMM.

2) HacTtpoMKa eoip-coeANHEHUM.

3) HacTtpoMKa 1 KOHpMIryprpoBaHMe «BpuarKa».

4) OpraHusauma duabTpoB Ha «Opuaxe» ANa U30NAUnU
DHCP.
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Hactponka PPTP-cepBepa ana nogkatouHeHUM.

/interface pptp-server server
set authentication=pap,chap,mschap1,mschap2 default-
profile=pptp-in-default enabled=yes

/ppp secret
add name=chaplin password=**PASSWORD** profile=required-

encription remote-address=172.19.19.250 service=pptp
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Hactponka PPTP-cepBepa ana nogkatouHeHUM.
e

Interface  PPPoE Servers Secrets Profiles Active Connections L2TP Secrets
v — (71| | Y| | PPP Scanner || PPTP Server || SSTP Server | L2TP Server
’ 'Name | Type \Actual MTU L2 MTU |Tx |Rx _
DR 4-®<pptp-poohliy> PPTP Server Binding 1450 1432 bps Obps
DR <¢-><pptp-silient> PPTP Server Binding 1450 1432 bps Obps
DR <-®<pptpkalinka> PPTP Server Binding 1450 28.2 kbps Obps
DR <-><pptp-samsonovi> PPTP Server Binding 1450 744 bps Obps
DR <¢-®<pptpbogachev> PPTP Server Binding 1450 1432 bps Obps
DR <-><pptpfedorov> PPTP Server Binding 1450 688 bps 712bps
DR <-®<pptpfenic PPTP Server Binding 1450 1432 bps Obps
DR <-»<pptp-chaplin> PPTP Server Binding 1450 1432 bps Obps
DR <-»<pptp-ananas> PPTP Server Binding 1450 1432 bps Obps
DR <-><pptpkotovskiy> PPTP Server Binding 1450 1432 bps Obps
DR <¢-®<pptpjob> PPTP Server Binding 1450 402 8kbps 179.5 kbps
DR <-»<pptp-admiral> PPTP Server Binding 1450 1432 bps Obps
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HacTpoiKa eoip-coe AMHEHMUM.

/interface eoip
add allow-fast-path=no comment=192.168.0.0 !keepalive local-address=\
172.19.19.1 name=eoip-chaplin remote-address=172.19.19.250 tunnel-id=250
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HacTpoiKa eoip-coe AMHEHUM.

Interface <eoip-chaplin>

General | Status
Name:

Type:

MTU:

Actual MTU:

L2 MTU:

MAC Address:
ARP:

ARP Timeout:

Local Address:
Remote Address:
Tunnel ID:

IPsec Secret:

Keepalive:

DSCP:

Dont Fragment:

enabled

Traffic
eoip-chaplin
EolP Tunnel

1408
65535

enabled

172.19.19.1
172.19.19.250
250

00:00:10 .10

inherit

no
v| Clamp TCP MSS
Allow Fast Path

running

slave

+

ol

+

Cancel

Disable



HacTtpouKa u KoHdMrypmpoBaHue «6praxKa.

/interface bridge

add mtu=1500 name=Llocal.bridge
/interface bridge port

add bridge=local.bridge interface=eoip-chaplin
add bridge=local.bridge interface=ether1
add bridge=local.bridge interface=ether2
add bridge=local.bridge interface=ether3
add bridge=local.bridge interface=ether4
add bridge=local.bridge interface=ether5
add bridge=local.bridge interface=etheré
add bridge=local.bridge interface=ether7
/interface bridge settings

set use-ip-firewall=yes
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HacTtponka M KoHurypmpoBaH1e «o6puaxKa».

Bridge =] E3
Bidge Ports | Fiters NAT Hosts
+ =]h
Interface Bridge Priority (h... |Path Cost |Horizon |Role Root P v
DI 422 4Ghz-hotspot hotspot bridge 80 10 disabled port »
DI 425Ghz-hotspot hotspot bridge 80 10 disabled port
4eoipjob job bridge 80 10 designated port
+teoip-admiral local bridge 80 10 designated port
4beoip-ananas local bridge 80 10 designated port
4beoip-bogachov local bridge 80 10 designated port
4+eoip-chaplin local bridge 80 10 designated port
4-eoipfedorov local bridge 80 10 designated port
4deoipfenix local bridge 80 10 designated port
| 4deophust local bridge 80 10 disabled port
+deoipkalinka local bridge 80 10 designated port
+deoipkotovskiy local bridge 80 10 designated port
4-Peoip-poohly local bridge 80 10 designated port
| teopppcblog local bridge 80 10 disabled port
4+beoip-samsonovi local bridge 80 10 root port
| 4eopsandyrma local bridge 80 10 disabled port
+beoip-silient local bridge 80 10 designated port
4tethert local bridge 80 10 designated port
4bether2 local bridge 80 10 designated port
| Adether? local bridge 80 10 disabled port
| 4detherd local bridge 80 10 disabled port
| 4tdethers local bridge 80 10 disabled port
| Adethet local bridge 80 10 disabled port
| Adether7 local bridge 80 10 disabled port
4vian-voipjob voip bridge 80 10 designated port
4+tvian-voipkalinka voip bridge 80 10 designated port -
L »
26 items
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OpraHusauusa @UabTPOB Ha «opuaXxKe» Onaa U30naLnmn
DHCP.

/interface bridge filter
add action=accept chain=input comment="dhcp allow rule” dst-address=255.255.255.255/32 dst-port=67-68 in-bridge=local.bridge in-interface=\
ether1 ip-protocol=udp mac-protocol=ip
add action=accept chain=input dst-address=255.255.255.255/32 dst-port=67-68 in-bridge=local.bridge in-interface=ether2 ip-protocol=udp mac-
protocol=ip
add action=accept chain=input dst-address=255.255.255.255/32 dst-port=67-68 in-bridge=local.bridge in-interface=ether3 ip-protocol=udp mac-
protocol=ip
add action=accept chain=input dst-address=255.255.255.255/32 dst-port=67-68 in-bridge=local.bridge in-interface=ether4 ip-protocol=udp mac-
protocol=ip
add action=accept chain=input dst-address=255.255.255.255/32 dst-port=67-68 in-bridge=local.bridge in-interface=ether>5 ip-protocol=udp mac-
protocol=ip
add action=accept chain=input dst-address=255.255.255.255/32 dst-port=67-68 in-bridge=local.bridge in-interface=etheré ip-protocol=udp mac-
protocol=ip
add action=accept chain=input dst-address=255.255.255.255/32 dst-port=67-68 in-bridge=local.bridge in-interface=ether7 ip-protocol=udp mac-
protocol=ip
add action=accept chain=input dst-address=255.255.255.255/32 dst-port=67-68 in-bridge=local.bridge in-interface=eoip-admiral ip-protocol=udp
\
mac-protocol=ip
add action=drop chain=input comment="dhcp blocking rule” dst-address=255.255.255.255/32 dst-port=67-68 in-bridge=local.bridge ip-
protocol=udp \
log-prefix="rogue dhcp request” mac-protocol=ip
add action=drop chain=forward dst-port=67-68 in-bridge=local.bridge ip-protocol=udp mac-protocol=ip
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OpraHusaums cbmanpos Ha «6puaxe» Ana U3onaumm
DHCP. =K

Bridge Ports Fiters | NAT Hosts

o+ (51| | Y| | 0o Reset Counters || 00 Reset All Counters al ¥
# | |Action |Chain Interfaces/In. Interface | Intefaces... Bridges/In. Bridge  Src. MAC Address... Dst

... dhep allow rule

0 «facc... input etherl local bridge

1 «facc... input ether2 local bridge

2 «facc... input ether3 local bridge

3 facc... input etherd local brdge

4 facc... input etherd local bridge

5 «facc... input ether local bridge

6 «facc... input ether7 local bridge

7 «&facc... input eoip-admiral local bridge

.- dhep blocking rule

8 Hdop input local bridge

9 HKdop forward local bridge
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KoHdurypupoBaHue KJIMEHTCKUX YCTPOMUCTB

) Hactpomka kaneHTtckoro PPTP-nogkntoueHms.

HacTpoika npoBepku coeanHenua PPTP 1 «nNpocTyKuBaHMs» ANS
NOAKII0YEHMA

HacTpoika u KoHpurypmpoBaHue EolP-TyHens.

HacTtpoika npoBepku EolP gns nepenogknioveHms B cayyae «pa3pbiBa».
HacTpoika «6puaxa» Ha CTOPOHE KJIMEHTA

HacTpolika pmabTpoB «6pmaxka» ana 6nokmpoBaHmsa IGMP-TpadumKa.

N —
—

o U1 AW
N N '
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Hactponka kamneHTckoro PPTP-noakntoueHus.

/interface pptp-client
add connect-to=domination.pro disabled=no mrru=1600 name=diman-pptp
user=chaplin password=**PASSWORD**
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HacTtpouKa KamneHtckoro PPTP-nogkatoveHus.

WIFI o))) MAG

Interface <diman-pptp> =] E3

Connect To:

User:

Password:

Profile:

Keepalive Timeout:

Allow:

General Dial Out | Status Traffic

domination pro

chaplin

default-encryption
60

Dial On Demand
Add Default Route

e Distance: |0

v|mschap2 v mschapl
v| chap v|pap

enabled running

I
e
3
3

Status: connected




HacTpoika npoBepKu coeguHeHHU
PPTP

:if ([:len [/interface find hame=diman-pptp running=no disabled=no ]] > 0) do={
/ping address=217.197.241.18 count=1 size=***
/ping address=217.197.241.18 count=1 size=***
/ping address=217.197.241.18 count=1 size=***

3
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HacTpoika npoBepKu coeguHeHHU
PPTP —

Name: pptp_check

Start Date: [Sep/28/2016 Cancel |
Start Time: |startup 3] Apply
Interval: |00:00:30 r
Disable
Owner: Deneb Comment
Policy: v/ ftp v/ reboot Copy
v read v/ write
v/ policy v/ test fiemove
v password v/ sniff
V| sensitive romon
dude
Run Count: |12659
Next Run: |Sep/28/2016 14:30:34
On Event:

if ([Jen [/interface find name=diman-pptp running=no disabled=no J] > 0) do={
/ping address=217.197.241.18 count=1 size=
/ping address=217.197.241.18 count=1 size=
v"pmg address=217.197.241.18 count=1 size=

Y

enabled
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HacTtponKa n koHdurypmposaHme EolP-TyHens.

/interface eoip
add allow-fast-path=no !keepalive local-address=172.19.19.250 name=diman-eiop
\

remote-address=172.19.19.1 tunnel-id=250
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HacTtponKa n koHdurypmposaHme EolP-TyHens.

WIFI o@)) MAG

Interface <diman-eiop> =1 E3

General  Status

Name

MTU
Actual MTU

ARP

Tunnel ID

IPsec Secret

Keepalive

Dont Fragment

enabled

Type:

L2 MTU:

MAC Address:

ARP Timeout:

Local Address:

Remote Address:

DSCP:

Traffic
diman-eiop

EolP Tunnel

1408
65535

enabled

172.19.19.250
172.19.181
250

00:00:10 .[10

inhert

no
v| Clamp TCP MSS
Allow Fast Path

running

slave

«

«

«




Hactpouka npoBepku EolP ana nepenogkntouyeHmsa B cayyae
«paspbiBa».
:local PingCount 3;

:local Checklp1 192.168.1.1;
:local Checklp2 172.19.19.1;

:local check1 [/ping SChecklp1 count=SPingCount];
:local check2 [/ping $SChecklp2 count=SPingCount];

:if ((Scheck1=0) && (Scheck2=3) && ([:len [/interface find name=diman-eiop disabled=no ]] >
0)) do={

:log warning "No ping through tunnel, trying to restart eoip-interface!”;

/interface set diman-eiop disabled=yes

:delay 30s

/interface set diman-eiop disabled=no

3
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Hactpoika npoBepku EolP ana nepenoaknioyeHus B caydae
«pa3pbiBa>.

Name: |eoip-check
Start Date: |Sep/28/2016
Start Time: |startup E3 Apply

Interval: |00:02:00

Owner: Deneb

Policy: |v|ftp v| reboot Copy

v read v write
v/ policy v test
v password |V sniff
v/ sensitive romon
dude
Run Count: 3171
Next Run: Sep/28/2016 14:44:34
On Event:

docal PingCount 3;

Jocal Checklp1192.168.1.1;
Jocal Checklp2 172.19.19.1;

Jocal check1 [/ping $Checklp1 count=$PingCount];
Jocal check2 [/ping $Checklp2 count=$PingCount];

i ((?chedd:O) &8 (Scheck2=3) && ([{en [/interface find name=diman-eiop disabled=no ]] > 0))
do=

Jog waming "No ping through tunnel, trying to restart eoip-interface!";

/interface set diman-eiop disabled=yes

‘delay 30s

,"mtetface set diman-eiop disabled=no

4

enabled
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HacTtpouKa «6puarKa» Ha CTOpPOHe

K/INeHTa

WIFI o»)) MAG

/interface bridge

add mtu=1500 name=local.bridge
/interface bridge port

add bridge=local.bridge interface=wlan1
add bridge=local.bridge interface=ether2
add bridge=local.bridge interface=diman-
eiop



HacTtpouKa «6puarKa» Ha CTOpPOHe
KJIMEHTA

Bridge = &3
Bidge Poris |Fiters NAT Hosts
S =N
Interface ' | Bridge Prionity (h... |Path Cost |Horizon |Role Root Pat...| ¥
4+tdiman-eiop local bridge 80 10 root port 20
tdether2 local bridge 80 10 designated port
| 4bwlan7 local bridge 80 10 disabled port
3items
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HacTtpouKka dbuabTpoB «opuara» Ans
6nokupoBaHma IGMP-TpaduKa.

/interface bridge filter
add action=drop chain=output mac-protocol=ip out-bridge=local.bridge \
out-interface=diman-eiop packet-type=multicast
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HacTtpouka ¢puabTpoB «opuaxa» ans
6nokupoBaHma IGMP-TpaduKa.

Bridge Fiter Rule < O] x] Bridge Fitter Rule <> O] x|

General | Advanced ARP STP Action .. General Advanced |ARP STP Action ...

Chain: |output ¥ W} 4~ VAN Cancel
VLAN ID: v

- Interfaces Aoply pe
In. Interface: N/ VLAN Priority N7

Out. Interface: [ [diman-siop 3| Disable VLAN Encop . e Disable

= © o e [ ot |
n. Interface List [ oy ] 802.3 SAP ¥ hex Copy
| - s
Out. Interface List: vl 8023 Type: ¥ hex Remove

4 Bridges

In. Bridge: v Reset Counters SRR — Reset Counters
3| Y— —

Packet Type: [ |[muticast

Out. Bridge: local bridge ¥ - Reset Al Counters ‘ v- Limit Reset All Counters
- Time
In. Bridge List v
Out. Interface List: v

¥~ Src. MAC Address
- Dst. MAC Address

4~ MAC Protocol
MAC Protocol-Num 800 Gip) ¥ hex
a P
Src. Address: v
Dst. Address: v
Protocol. v
¥~ Packet Mark

- Ingress Priority

enabled enabled
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PesynbTaTt |2 ckaHa WinBox’om
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Connect To
Login:
Password.

Session: |<own>

Note

Group

RoMON Agent

Add/Set

Managed Neighbors
Y | Refresh
MAC Address

15tems

IP Address

192.168.0.1
192.168.1.1
192.168.1.2
192.168.1.3
192.168.1.4
192.168.2.1
192.1684.1
192.168.5.1
192.168.6.1
192.168.7.1
192.168.7.2
192.168.8.1
192.168.9.1
192.168.10.1
192.168.11.1

WinBox v3.5 (Addresses)

Identity

Chaplin
Domination-Core
Domination-AP
Admiral-SXT
Admiral-ShitOK
IFenix!

Poohliy

Ananas

fedorov
1Samsonovi!
1Samsonovi-AP!
IKalinka!
'BogachevD!
silient

kotovskiy

— (=

v Keep Password

v Secure Mode

v Autosave Session

v| Open In New Window
Browse..

L

¥

Connect To RoMON

Version

6.37 (stable)
6.37 (stable)
6.37 (stable)
6.37 (stable)
6.37 (stable)
6.37 (stable)
6.37 (stable)
6.37 (stable)
6.37 (stable)
6.37 (stable)
6.37 (stable)
6.37 (stable)
6.37 (stable)
6.37 (stable)
6.37 (stable)

IPvdonly | ¥

Board ¥
RB951Ui-2HnD
CCR1009-8G-15-15+
RB962UIGS-5HacT2HnT
RB SXT 5HnD
RB951Ui-2HnD
RB351Ui-2HnD
RB751U-2HnD
RB951Ui-2HnD
RB951G-2HnD
RBSXTLTE3-7
RB751U-2HnD
RB941-2nD
RB751U-2HnD
RB3S41-2nD

RB%41-2nD



ARP Tabnuua c agpecamm ms3
«yAaNIeHHbIX>» CerMeHToB

ARP List = E3
+ =)0 ¢

IP Address MAC Address Interface v
D a job bridge
D a job bridge
D a job bridge
D a job bridge
D a job bridge
D a hotspot bridge
D a hotspot bridge
D 1192.168.0.1 local bridge
D 1192.168.0.101 local bridge
D 1192.168.1.2 local bridge
D ©3192.168.13 local bridge
D 1192.168.1.4 local bridge
D ©3192.168.1.10 local bridge
D 1192.168.1.14 local bridge
D 1192.168.1.74 local bridge
D ©192.168.1.236 local bridge
D 1192.168.2.1 local bridge
D 1192.168.2.2 local bridge
D 119216841 local bridge
D 1192.168.5.1 local bridge
D ©3192.1686.1 local bridge
D 1192.168.7.1 local bridge
D 1192.168.8.1 local bridge
D ©192.168.8.104 local bridge
D 1192.168.9.1 local bridge
D ©3192.168.10.1 local bridge
D 1192.168.11.1 local bridge
D ©192.168.88.253 local bridge

;1 192.168.0.0/16 network broadcast address

©1192.168.254.254  FF:FF:FF:FF:FF:FF local bridge

29 tems
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Bawu sonpochi?

Web: http://wifimag.ru/teaching/
Email: dk@trtg.ru

Tel: +7(495)226-37-87

Tel: 8(800)250-37-87

KomnaHna WiFimag nposoauT Habop B rpynnbl ANA NpoBeAeHUA TPEHMHIOB NO

KypCaM:
MTCMA, MTCWE, MTCTCE, MTCRE
Bonee ToyHasa MHdpopmMaLMa Ha Hawem camTe - http://wifimag.ru/teaching/
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