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o710 0611as npobdniema IT. Bl AoMKHBI!
ObITb YBEPEHLI, OTKYAa 6EPETE 1 Kyaa
OTHPaBASETE NHMDOPMALMIO.

SalliTa KaHa/la poyTepa
SalliyTa KaHana KaneHTa
SalliTa PecypCcoB B CEeTu




pPobHIEMA

v GEPSE//D]0g. KaSPErSKA )/ SECUty-WEEk=1624/1226 7).
<<‘-Ieprlﬁ PblIHOK YTrHAHHbIX RDP>»

PR i
i W 1
>

MHpOpMaums ansg gocrtyna K ogHomy m3 70
C INLLUHUM TbICAY CEPBEPOB MO BCEMY MUPY
no npotokony RDP


https://blog.kaspersky.ru/security-week-1624/12262/
https://blog.kaspersky.ru/security-week-1624/12262/
https://blog.kaspersky.ru/security-week-1624/12262/

HCTPYMEHTHI

v NMap

v WireShark

v Fingl (on android-based smartphone)
v MikroTik “Torch” tool ©

v Some bruteforce tools to get passwords



HCTPYMEHTbI

v ttpSsE //WWWLSHOEaRL0).

(MY ctps://wwwshodan.io

Login or Register

The search engine for

arch engine for Interne

Create a Free Account Getting Started

Explore the Internet of Things
dan to dis

See the Big Picture


https://www.shodan.io/
https://www.shodan.io/

ek-nmcT (What about You?)

4 Vicnonb3yerca M4 nonb3oBatend “admin®™ 2
J Vlcnonbayetca HITP ang ynpaBieHnd?
- Cny»x6a neighbor Hal Bcex MHTEpMENCaX?

- Br/itodeH AOCTY K YIPaBAEHWIO Ha BCEX
NHTEPdENCax?

J BrmoyeH MAC-Winbox & MAC-Telnhet Ha Bcex
NHTEPMDENCAaX ?

- CpoenaHi Dst-NAT (portmap) 6e3 address-list ?
- SNMP' community — “Public™?



OCTOSHVE MapLIpPYTN3aTOPOB
Mikroliik B coceaHnx CeTax

- .



POBHWU 1 ©OBEKTHI ~allUTh

Router security

e

\4

N

3awmTa L2

1.Pub/Local interface
list

2.MAC-Address
3.MAC-Telnet
4.MAC-Winbox
5.RoMon
6.ARP-tables

7.Use VLANSs for
management

3awuTta L3/L4

1.Pub/Local
networks list
2.Neighbor list
3.Trusted address
list

4.Firewall

5.Port change
6.NO simple port

mapping

3alnTa npoyee

1.Strong password
2.Encrypted
communication
3.Routing protocol
proper config
4,SNMP ACLs and
communities

5.L7 filters

6.Log analyze




NHVMaJIbHBIE 3aia¥ll SalllTbl

1. CKpbITb TV YCTPOMCTBA MapLUpyT3aLImM

2, CKpbITh MHHOPMALWIO CHELMMUYHYIO s BEHAOPA.
Mozesnb, BEPCMIO MPOLUVBKY, ATy NPOM3BOACTBA W T.11.

3. CkpbITh H®MopMaLuyio o [0: Bepcuio OC, Homep bunaa,
BEPCUY paboTarolyx Ciy>K6 v ApunoXXeEHN.
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e3onacHocTb L2 & MAC

1. MAC afpec coaepxmT NHdMopMaLnio O NPOV3BOAVTENE
yCTpoyicTBa. CMEHWUTE €ro. byabTe 0CTOPOXHbI, N3bEranTe
KOH®AVKTa MAC-aapecos.

(/interface ethernet set etherl mac-address = :0d:0e:0a)

v

= X XX XX

1 G

NAArr<r <o s

- '\ DIDILI0IT
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e3onacHocTb L2 & MAC

1. MAC afpec coaepxmT NHdMopMaLnio O NPOV3BOAVTENE
yCTpoyicTBa. CMEHWUTE €ro. byabTe 0CTOPOXHbI, N3bEranTe
KOH®AnKTa MAC-aApecosB. (/ etherl

=0a:0b:0c:0d:0e:0r)

2. MAC-telnet, MAC-Winbox MILET CrelyanbHbIe Kaapbl Cpean
MOCTYNALIMX Ha NHTEPDENC. ST0 MOXXET HEMHONO
CHVIXaTb NPOMBBOANTENBHOCTL. OTKArUNTE cny»6bl MAC

Ha BHEWHWX 1 Ha HalfPY>XEHHbLIX MHTepcbeﬁcax (/
[ find default=yes | =trusted_interface.)

3. YcraHoBute onuuyo ARP “reply only”, n 3aHecute MAC
arivHKa v nHTepdenc B Tabanuy ARP. 3alumta oT

NOAMEHDLI allJINHKA.
(/ etherl =reply-only.)

12



e3onacHocTb L2 & MAC

BHeluHuii uHTepdeiic Yyxoi vendor-id!

(/interface ethernet set etherl mac-
address =0a:0b:0c:0d:0e:0f )

BHeLWHNM MHTepcbeﬁ‘ BHewHn nHrepdenc

MAC- Pina“-‘b
Bb\\a“o

(K



SallivTa Ka)Kaoro

A Quick Set

1 CAPsMAN

| Interfaces
Wireless

|| New Terminal
MetaROLUTER

'lh Fartition

| = Make Supout if
& Manual
@ New WinBox

B B

MAC-services

BTest Server
Bandwidth Test
Email

Flood Ping
Graphing

IP Scan

MAC Se
Netwatch
Packet Sniffer
Ping

Ping Speed
Prafile
RoMON

Telnet

Torch
Traceroute
Traffic Generator
Traffic Monitor

-HTEPdEVCA

Mo ymonyanuto Discovery BKJTIOMEH Ha Ka)xaomM HOBOM MHTepdeNnce.

Discovery services

As Quick Set

1 CAPsMAN

| Irterfaces
Wireless

ARP
Accounting
Addresses
Cloud

DHCP Client
DHCP Relay
DHCP

DNS

Firewall
Hotspot

IPsec

| = Make Supout rif
& Manual
@ New WinBox

=

Traffic Flow
UPnP
Web Proy

MNeighbor List

JI._IL allearo1-gre
L allegro2-gre
A bridgeocal
n

15 items (2 selected)
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eighbor — yTeyka nHdopMaLnm

Neighbor service pachpocTpaHdeT MHMoOPMaLIVIO:

» O MoAEenv YCTPOVICTBa;

» O Bepcun OS;

»O MAC n IP agpecax;

» 06 Uplime, Hannumn IPV6 v npodyee

)Kenarolye MoACMOTPETL 3a COCEAIMM MO CETW APONarom
nexoaaLmy Tpaduik neighbor discovery service ©

15



eighbor — yTeuka nHMopMaLmn

yKenarlye NoACMOTPETL 3a COCEeAdMI MO CETY AENaloT TaK:
©

[ip: firewall filter chain=output action=drop protocel/=udp dst-
PO=5678 out-interace=\\an

CDP/VDP

16



eighbor — CDP npoTokosn |2

DuneTpyercd no MAC: Ha 6pympke

M mikrotik-cdp-neighbors.pcapng

File Edit View Go Capture A e Statistics  Telephony Wireless  Tools

tEEaaas

Source Destination Protocol  Length Info
Routerbo_el:35: CDP/VTR/DTP/PAgP/UDLD cop 167 Device ID: MT-Toml Port ID: bridge-hap
192.168.88.1 255.355.255.255 MNDP 151 41759 » 5678 Len=189
D g Broadcast ARP 42 Who has 192.168.3.2542 Tell 192.168.3.2
Checksum: @x8da8 [correct]
Device ID: MT-Toml

z 17
Number of addr 1
IP address: 192.168.88.1
= Port ID: bridge-hap
4 (Capabilities
Type: Capabilities (@x8084)
Length: 8
4 Capabilities: @x20088801
i i = ] outer: Yes
Transparent Bridge: No
urce Route Bridge: No
vitch: No
= Host: No
IGMP capable:
Repeater: No
4 software \
Type: Software version (@x@@85)
Lengt 19
software version: 6.36.2 (stable)
Platform: MikroTik

2R

ml. ..
R
~hap. ...
6.36.2 (
...Mikro

]
LS ol

(]




e3onacHocTb L2 & MAC

1. Y6eauTtecs, uto cayxba RoMon BBIKJTHOYEHA Ha
BHELLUHWX MHTEPMENCcax, T.K firewall MoXXer HE noMoYb

A5 Quick Set
T CAPsMAN
| Interfaces

T Wireless

‘Ei Bridge

Curent 1D:

BTest Server
Bandwidth Test
Email

Flood Ping

Graphing

RoMON Forts =l E3

etherZ-masterdocal yes
etherdslavedocal yes

IP Scan
MAC Server
Netwatch
Pack:

|| New Terminal
MetaROUTER

| Make Supout rif Fing

& Manual B

@ New WinBox FeiE

E et
SMS
Telnet
Torch

4 items (1 selected)

Traceroute
Traffic Generator
Traffic Monitar




alliyTa TYHHENEN

[GRE/IPIP

1. OBbLIYHO AaHHEIE NMEPEAAOTCH B OTKPLITOM BUAE,
NHKaMCYMMPoBaHHLIE B ellle oanH naker 1P

2. icmonb3ymte wndpoBaHne IPSEC (RoS >6.30)

i Quick Set
1 CAPsMAN
| Interfaces

|| New Terminal
5 MetaROUTER
#5 Partition

| = Make Supout rif
& Manual

@ New WinBox

E et

Interface  Bthemet

Actual MTU:
L2 MTU:

EolP Tunrel  IP Tunnel GRE Tunnel | VLAN VRRP

Local Address: [1.1.1.

Remote Address: |2.2.2.

|IPsec Secret:

Keepalive:

DSCP:

Dont Fragment:

het %]
£

Clamp TCP MSS

Bonding

LTE

19



E30MacHOCTb [L3. Pecypchbl ceTen

1. Yoeantech, Uto BHELIHME nHTepdenchl HE coeanHsatoncs B
OpymK C AOBEPEHHBIMY MHTEPMENCaMM YIPaBAEHNS

2. [poBepbTE HACTPOMKV daepBosia, AN UCKIOYEHVS
dhopBapAVHra B management-noAceTb.

KnueHntckas ClNAa MeHea)XMEeHT-CeTb

AaHHble, UHTEpHeT §

20



SallyTa cayx6 3/ 4
UDP’ (- agnification attack

1. 3noaen ornpasnsder UDP-3anpoc ¢ SRC IP-address »epTBb!

2. DNS/NTP’ cepep orBeyvaer 6onbluym UDP-nakerom
XepTBe

3. JKeptBa nonaaaer noa DDeS-ataky 6ombLuymy
UDP-niaketamy ot cepBepa Mikrolik, ¢ 53 nan 123 noprta

I Attacker ' 1 Mbit

UDP:53
TCP:53

Victim 10-30 Mbit UDP:123

21



SallyTa cayx6 3/ 4
UDP’ (- agnification attack

I Attacker 1 '

IAttackerZ '
IAttacker3 '

I Attacker 4 '

I Attacker N '

Victim

1 Mbit

1 Mbit
1 Mbit
1 Mbit
1 Mbit

50-150 Mbit

UDP:53
TCP:53

UDP:123




SallyTa cayx6 3/ 4
dEPBOJII [O-YMOMYaHNIO

» PexoMeHayeTca 3akpbliBatb BCE, UTO ABHO HE paspeLLEeHo

Firewsall Off x|

Fiter Rules | NAT Mangle Service Ports  Connections  Address Lists  Layer7 Protocols

+= vlx] o)
(# | |Adion |Chain  |Src. Address |Dst Address |Proto..|Src.Pott |Dst Port |in.inter..|Out.Int..|Bytes  |Packets |~ =
1X &t 21 251 0B 0

input

inpit 6 ) OB
.. |[input 0B 0
... input 235 KB 4
... input 21518 KiB 68 856
... input 20073 MB 2082575
... input etherl-... 13.7 MiB 155 746
... input ctherl-... 352 B 5

inpt = 10.0 MiB 7847

11 tems out of 19 (1 selected)

23



SallyTa cayx6 3/ 4

UDP' (- agnification attack selution
»  3aKkpeITb Nopthl 123 udp, 53 tcp&udp 13 VIHTEpHET.

Aar Quick Set
1 CAPsMAN
|8 Intefaces
T Wireless
;‘L"E Bridge
=F PPP

== Switch
°Ia Mesh

|| New Teminal
=4 MetaROUTER
"L' Partition

| Make Supout rif
& Manual

@& New WinBox

B 5

Fitter Rules | NAT

Accounting
Addresses
Cloud

DHCP Cliert
DHCP Relay

DN

wall
Hotspot
IPsec
Meighbors
Packing
Pool
Routes
SMB
SNMP
Services
Settings
Socks
TFTP
Traffic Flow
UPnP
Web Proxy

New Firewall Rule
General Advanced Extra Action | Statistics

Action:
[ Log

Log Prefic: -

General |Mvanced Exra Action Statistics

Chan:

Src. Address:

Apply
o e
S — =
Dt Pot: [Jl53123 |«
Any. Port:
P2P:

Cop:

=
Reset All Courters

Reset Counters
Resst All Courtters
In. Interface:

Out. Interface:

Packet Mark:
Connection Mark:
Routing Mari:

Routing Table:

Connection Type:
Connection State:

Connection NAT State:

24



SallyTa cayxo 3/14

UDP’ - agnification attack selution

»  OrpaHnuntb TpadyK Ha udp:53 udp:123' daepBo/ioM

A& Quick
1 CAPsMAN
|8 Interfaces

Accounting
Addresses
Cloud
DHCP Cliert
DHCP Relay
DHCP Server
DNS

all
Hotspot
IPsec
Neighbors
Packing
Pool
Routes
SMB

L=

& Manual
@ New WinBax

E Ba

Traffic Flow
UPnP
Web Proxy

General |Mvanced Exra Action Statistics
Chain:
Src. Address:

Dst. Address:

Protocol

Src. Port:

Dst. Port

Any. Port:
P2P:
In. Interface:

Out. Interface:

Packet Mark:
Connection Mark:
Routing Mark:

Routing Table:

Connection Type:
Connection State:

Connection NAT State:

p

Comment
Copy
Remaove
Reseat Counters

Reset All Counters

New Firewall Rule

General Advanced Edra |Pc.tior1 Statistics

—¥- Connection Limi

—¥- Src. Address Type
—w- Dat. Address Type
~w-PSD

—w»— Hotspot

—w— |P Fragment

=l E3

Reset All Courters

25



SallyTa cayx6 3/ 4
UDP' (- agnification attack selution

» Jiaeathb AocTyn k DNS TonbKo A0BEPEHHEIM Y3/iaM
» Vcnonb3oBaTthk BHeELIHE DNS-cepBeps! (e.x. google DNS)

An G et
1 CAPsMAN
| Interface DHCP Metworks | Leages Options Option Sets = Alerts

*+||= |9 T
Domain WIN
ARP
Accounting
Addresses
Cloud
DHCP Client

»

L L] 3

Firewall Domain:

Hotspot

4 4 4 O

4

Boot File Name:

L1

DHCP Options:
DHCF QOption Set

Traffic Flow

UPnP 26

Web Proxy




Ny>k6a

OTKpPBITVE AOCTYNa NoIb30BaTENEN K cny»kbe FTP. Moxer
6bITb OfacHBIM!

[IpyMep 6aHHepa npy Telnet-noakareYeHmi:

“220 MikroTik-951 ETP server (MikroTik 6.36.3) ready”
» [lokasbIBaeT npov3BoAnTENs

» [loKka3bIBAaET MOAENDb YCTPOVCTBa ®

» [[lokaskiBaeT Bepecuio RouterOS ®

» MOXXHO MOMBITATBLCA 3arPy3nUTh CBOV MAKEThI TUMNA
“system™?

lpuraallenve ang noadopa napoien?
3a/nThb SCript.rsc.auto?

27



1 CAPsMAN
|8 Interfaces
1 Wireless
EE Eridge
= PPP

itch

| New Teminal
PS5 MetaROUTER

| & Make Supout if
& Manual
@ New WinBox

B et

allyta WebFig ni API

» Hittp mepepaer AaHHBIE B OTKPLITOM BUAE
» HttpS no-ymonyaHmio He paboTaeT
Mg pabotbl HTTTPS Hy>keH ceptudykat. Jilobon ©

Histony
Identity

LCD

LEDs
License
Logging
NTP Client
NTP Server
Packages
Password
Ports
Reboot
Reset Configuration
Resources
Routerboard
Scheduler
Scripts

Shutdown

st

CAPsMANLC...

CAPsMANC...

lssuer:

Country:

cal ]~
CACRLMost: | |+

State:
Locality:
Organization:

Unit:

Common Name:

Suject Al Name: [ONS  [#]:

N



allyta WebFig ni API

< Quick Set
3 CAPsMAN
|8 Interfaces
L Wirsless
‘;‘S Bridge
=E PPP
=2 Switch
“Ia Mesh

74 MetaROUTER

f= Partition

| & Make Supout rif
& Manual

@& New WinBox

B

> YCTaHaB/IVBaEM CEPTUMWKAT K CAY>KOe, MEHSEM [OPT

@ api
@ api-ssl
@ ftp
ARF @ ssh
@ telnet
@ winbox
Addresses @
Cloud
DHCP Client
DHCP Relay

DHCP Server

DNS e
Frewal | mlebleFom: [ %
Fotspet Cetiicate: [cet1 _[¥]~

|Psec
enabled

Accounting

Meighbors
Packing
Pool
Routes
SMB
SNMP

29



alyTa Jiyxo

Cxema Aocryna And Hactodumx aaAMUHOB ©
CobcrBeHHasd ACL cepByca MOXET UMETH YS3BMOCTH.

! HecTaHg.
nopt daepBon

Filter no
2

address-list

OTaenbHbIA .
Vlan/vpn port-knoking

30



Irewall — npobpoc MepPTOoB

» DST-NAT + Address-List
» Forward + Address-List

Aar Quick Set
3 CAPsMAN
|## Interfaces

Fiter Fules NAT Mangle Service Pots  Connections Address Lists |Layer? Protocols

1 Wireless

@ Moln
ARP @ MoYnes
@ trusted
@ trusted
Addresses @ trusted
Cloud Olbeit

[otnisted |
DHCF Client

DHCP Relay
DHCP Server
DNS

Firewall

Hotspot

Accounting

IPsec
Neighbors
Packing

New Temminal
MetaROLUTER
"'. Partition FEE
Routes
SME

SNMP

| 4 Make Supout rif
& Manual

@ New WinBox
E Exit Services

31



irewall — npebpoc MopToB

» DST-NAT + Address-List
» Forward + Address-List

& Quick Set
5 CAPsMAN
(¥ Interfaces Fiter Rules  MAT | Mangle Service Ports Connections Address Lists  Layer7 Protocols

General |Advanced Extra Action Statistics General Advanced |Em:-| Action | Statistics General Advanced Bdra Action | Statistics
Cran: gt 3] S, Adcross Lit: [I[mod 3] Acon:
Accounting
ScoAddess: | |« Det. Address Lit: OLog

Addresses

Layer7 Protocal:

ERCE Protocal: tep) {
DHCF Relay Content:
i Sec. Par
DHCP Server Connection Bytes:
- .

e —————— Connection Rate:
Per Connection Classifier:
Hotspot In. Interface: Reset Al Counters

Src. MAC Address:

IPsec Out. Interface:

Neighbors Out. Bridge Port:
Packing Packet Mark: -
23 n. Bridge Port:
"L_ Patition Pool Connection Mark:

| Makce Supout rif FILEE Routing Mark: IPsec Policy:

SMB

& Manual Routing Table:
= S

& New WinBox LT .
E- Exit ice Connection Type: Priority:

Ingress Priority:

32



Irewall' — nMpsgyYeM NHMO 0 CUCTEME

» NetMap — CkaHep 6e30HacHOCTH.

» [IbimaeTca onpeaenatb Bepenio OC
OLeHVBaeT ciy>xebHble Moss, pasMepsb!
Ka[APOB W MPOUVYIO CAY>KEOHYI0 NHMOPMALIMIO

CKpLIBAEM BEPCUIO CUCTEMBI. I3MEHSeM nong:
TTL , DSCP/TOS, DF, IPv4 Options

KK}



Irewall' — nMpsgyYeM NHMO 0 CUCTEME

CKpbIBAaEM BEPCUIO CUCTEMBI M MIaTMOPMbI XOCTOB B CETW.
IameHsgem nongd: TTL , DSCP/TOS, DF, IPv4 Options

1 CAPsMAN
|8 Interfaces

General Advanced Bdra Action
1 Wireless

E"f‘,: Bridge

=E Dst. Address:

=L PFP ) s - Log Prefix:

ch
Protocal: x) MNew DSCP (Tt

Src. Port:

Any. Port: < pack Reset Counters
ark routing
P2pP- assthrough Reset All Cotrtars
et
In. Interface: for

Out. Interface:

Packet Mark:
Connection Mark:
Routing Mark:
Routing Table:
a | & Make Supout rf : )
4 9 Connection Type:
‘ & Manual

Connection State:

@ New WinBox
B e Connection NAT State:




Paznnumng mexxay 1'0S n I:S

IDS IPS

AKTVBHO pPearvipyeT Ha

OVKC/PYETIOA0SPNTENPHBIE MOA03PUTENBHBIE AENCTBUS

ﬂeﬁCTBVIFI W LUJIET ONOBEILUEHNA

3allMILIAET PECYPChHI CETH

Cava He 3allyilaeT pecypchbl
MOXKET BO34ENCTBOBATb Ha

y aTaKYIOLIEro

He Bo3aenCcTBYET Ha aTaKyHoLIEro

CoCTOSgHME CUCTEMBI MOXKET

COCTOAHVE CUCTEMBI HE MEHATBECA

N3MEHFETCH
AKTUBHaAg cycTeMa

[laccuBHaA c/cTemMa 35




Irewall — nopT-noBYLLKa

» Hencrnonb3yemsivi well known service nopT
BbI3bIBAET 6aH Mpy MONbITKE MOAKIOYEHNS.

Connect to TCP 3389 ? > Blacklist

3aHocymM Src-IP. B Address-List “Blacklist™

BpemMs npucyTciByS BbIBUPaEM COiacHO CBOEW
HoinTnke 6es3onacHOCTM

/ip firewall filter action=add-src-to-address-list address-list=blacklist address-
lIst-timeout=0s chain=input protocol=tcp dst-port=3389 comment="RDP

cracker”
36



irewall — fail2ban

> SalUMLIGEM MPOCTON MOYTOBMK Ha BUHAE OT
bpyTdopca POPS.

rAnnA~ + +A TrD nAavrk 11N

“PASS Pupkin”

MikroTik
Firewall

[ip firewall filter chain=forward action=add-dst-to-address-list protocol=tep /
address-list=Blacklist address-list=timeout=120s src-port=110 /

content=-ERR Authentication failed log=no log-prefix=""
37



irewall — fail2ban

> 3allMLLIEM NMPOCTOVI NOYTOBVK Ha BUHAE OT
bpyTdopca POPS.

[ip firewall filter chain=forward action=add-dst-to-address-list protoce/=tcp /
dst-address-list=Pop3} stage3f address-list=BlackList address-list-timeout=0s;src-port=110}/
content=-ERR Authentication failed log=no log-prefix=""

[ip firewall filter chain=forward' action=add-dst-to-address-list protocol=tcp /

dst-address-list=Pop3_ stage2 address-list=Pop3{ stages: address-list-timeout=1m src-port=110"/
content=-ERR Authentication failed log=no: log-prefix=""

/ip firewall filter chain=forward action=add-dst-to-address-list protocol=tcp /

dst-address-list=Pop8| stageil address-list=Pop3,_stage2 address-list-timeout=1m) src-port=110/
content=-ERR Authentication failed/log=no log-prefix=""

[ip firewall filter chain=forward' action=add-dst-to-address-list protocol=tcp /
address-list=Pop3_stagel address-list-timeout=1m src-port=110 /
content=-ERR Authentication failed log=no log-prefix=""

38



irewall — fail2Zban

> 3allMLLIEM NMPOCTOVI NOYTOBVK Ha BUHAE OT
bpyTdopca POPS.

/ip firewall filter chain=forward /
action=add-dst-te-address-list protocol=tcp /

dst-address-list=Pop3_stage3 address-list=BlackList /
address-list-timeout=0s src-pert=110/

content=-ERR' Authentication failed log=no: log-prefix=

[IpaBnAo MyHanBLHORO 6aHa. Ha CKoIbKO BPpEMEHW BaHNT?

address-list-timeout=0s

39



irewall — fail2ban

> [IpyKkienBaeM MovIMaHHbIX TapakaHoOB
HaBcerga ©

1. bepem o oAHoMy aapeca 13 dynamic-list
2. [lobaBnsemM no oaHoMy. B static-list

» :foreach i in=[/ip firewall addr find list=dynamic-list ] \
do= { :set w [/ip fire addr get $i address] ;
[ip fire add rem [/ip fi add find address=$w] ;
[ip fire add add list=static-list address=$w }

40



ACrpeAeneHne dMYHKLMA

JKOHOMMM PECYPChI MPOLIECCOPA, AEMErPYSI YHKLUMM

Log -> Remote

Soswa
Tpaguk '\ DICICIEICT
2 !
o)) g r
e éb '\ D00
= S
2 x \
%
NC I\ LI000
= \
Syslog-Cepsep 3 \@Nav\xx\o -
AHann3 coobLeHN -> CKpUNThI ] '\ LICIEIEIET
A
Ma\'\p«
(=] \(0

[lepeHOoC Harpy3ku !
CPU



ACrpeAeneHne dMYHKLMA

JKOHOMMM PECYPChI MPOLIECCOPA, AEMErPYSI YHKLUMM

Tpaduk e e a

V] : _- p‘b\
CUrHaTYpHbIN = - \&Ov\a\'\ y
aHanm3 - SLlc
wps!
TpauKa " wowe
Pad CoobuieHuns e

\ = 1 Syslog-Cepsep
MOLWHbIM CPU CobbITUS - > CKPUNTHI



CbIJIKN

Attp://wikiimikretik.com  — JAoKyMeHTallys OT BEHAOPA
nttps://www.shodan.ior  — [MoMCKOBUK YS3BUMBIX YCTPOVCTB
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