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Yro HaM HYXHO!

1. Open source
2. Equroe mpuaoxenye JUist Beex
log.

3. BO3aMOMHOCTB Aanars CBOU
AHATH3ATOPRI.

4. Busyanusanus.

5. Beb npunoxenue.
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[Ipobiema log

1. Cno)xHo unTaembiv popmar
2. HeT LieHTpaM30BaHHOIO
cbopIirka

3. HeyzmoOHbIl hopmaT moucka
4. 171 KaXK0ro KOHKPeTHOTO
TIPUIO’KEHUST pa3/InuHbIe
TIPUIOXKEeHUST 1711 00paboTKU
JIOTOB.
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YT0o HaM HYXKHO !

1. Open source
2. EqviHOe npuiioyKeHue 11 BCeX
log.

3. BO3MOXHOCTB /la/iaTb CBOU
aHa/Iu3aTophbl.

4. Busyanusarusi.

5. Beb npunoxenue.
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Elasticsearch

logstash 1 kibana
P ELK

@ 1asticsearch - cucrema
W Ho/THOTEeKCTOROTO MOMCKa
UH(OpMaL1H.

- ogstash - cepBep cOopKH,
(UbTpaLMy U TIepeHaripaB/ieHus
MH(MOPMaLIUH.

ibana - Be6 nHTEpdelic moucka
Y BU3ya/IU3alliy JIaHHbIX U3
Elasticsearch
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logstash-netflowd* mikrotik D 24,853,558 hits

Selected Fields September 29th 20186, 23:27:17.268 - September 30th 2016, 23:27:17 268 — by 30 minutes

fype

<
netflow.in_bytes d
netflow.tcp_flags 400,000
netflow.i4_src_port s I I I I
netflow.i4_dst, 1
low.i4_ds1_por L
) a0 16 O 0@ 12 00 i 1 1.0

netflow protacal

Count

a ner 3
netflow.ipvd_next_hop @timestamp per 30 minutes

netflow.ipvd_dst_addr e
netflow.ipvd_sre_addr Time netflow.ipv4_dst_addr netflow.in_bytes netflow.ipvd_next_hop natflow.ipv4_src_addr netflow.l4_dst_port netflow.l4_src_port netflow.protocol netflow.tcg
Available Fields n » Septembar 30th 2016, 15:58:00.000 192.168.10.18 2.91768 192.168.10.18 192.168.10.1 33,252 5,247 17 0
Poputar » September 30th 2016, 15:58:00.000 192.168.10.18 2.917GB 192.168.10.18 192.168.10.1 33,252 5,247 17 0
host » September 30th 2016, 15:58:00.000 192.168.10.18 2.917G8 192.168.10.18 192.168.10.1 33,252 5,247 17 o
@timestamp
» September 30th 2016, 23:02:37.000 213.24,83.182 1.27268 95,165.192.145 192.168.1.221 43,448 33,133 [ 2
@version
d » September 30th 2016, 23:02:37.000 213.24 83.182 1.272G8 95.165.192.145 182.168.1.221 43,448 33,133 L] 2
_Index * September 30th 2016, 23:02:37.000 213.24.83.182 1.272G8 95.165.192.145 192.168.1.221 43,448 33,133 6 2
soore » September 30th 2016, 06:48:05.000 192.168.0.177 1.177G8 182.168.0.177 182.168.26.5 9,103 61,512 6 194
_type
* September 30th 2016, 06:48:05.000 192.168.0.177 1.177GB 192.168.0.177 192.166.26.5 9,103 61,512 6 194
neftflow.dst_mask
netflow first_switched » September 30th 2016, 06:48:05.000 192.168.0.177 1.17768 192.168.0.177 192.168.26.5 9,103 61,512 6 194
netfiow.fiow_seq_num » September 30th 2016, 13:29:05.000 18B8.225.21.208 776.591M8 B87.245.157.129 192.168.3.12 B0 65,018 6 2
netflow fowset_id
£ » September 30th 2016, 13:29:05.000 188.225.21.208 778.591M8 87.245.157.129 192.168.3.12 80 65,018 L} 2
netflow.in_dst_mac
» September 30th 2016, 13:29:05.000 188.225.21.208 778.591me 87.245.157.129 192.168.3.12 BO 65,018 6 2
netflow.in_pkis
netflow.input_snmp » September 30th 2016, 10:08:40.000 192.168.26.130 686.513M8 1592.168.26.130 182.168.27.10 50,220 34,587 6 18
netiow i g5t adde_posinat » september 30th 2016, 10:08:40.000 192.168.26.130 686.513m8 192.168.26.130 192.168.27.10 50,220 34,567 6 18
netflow.pv4_src_addr_postnat
» September 30th 2016, 10:08:40.000 192.168.26.130 686.513M8 192.168.26.130 152.168.27.10 50,220 34,567 ] 18
netflow.l4_dst_port_posinat
» september 30th 2016, 05:49:37.000 192.168.26.130 683.288M8 192.168.26.130 192.168.27.10 63,236 34,567 6 16

netflow4_src_pori_postnat



Salecied Fislds
nost
request_type
sIc_ip

Quick Count € 500

192.166.1.1

192.168.1

192 166,124

192 168 18222

192 166 1.4

Visualize { 1 waming )

urt
Avzilable Fisids
{@omestamp
@version
id
index
_score
_fype
taclity
facllity_labet
message
prioiity
severlty
severity_label

tags

aa

aa

aq

aa

Time

September

sepamber

September

Septambar

sepramber

Seprember

September

September

September

Septembar

septembar

Seprember

soth

30th

ioth

30th

30th

30th

30th

30th

30th

30th

aoth

s0th

2018,

2016,

2016,

2016,

2018,

2016,

2016,

2016,

2016,

2018,

3:24:24.958
23:24:24.958

23:24:24.958

, 23:17:30.838

23:17:30.838

23:17:30.838

23:17:30.828

23:17:30.628

23:17:30.828

23117:30,064

23:17:30.064

23:17:30.064

nost
10.100.0.103
10.100.0,203

10.100.0.103

10.100,0.103

10.100.0.103

10.100.0.103

10.100.0.103

10.100.0.103

10.100.0.1203

10.100.0.103

10.100,0.103

10.100.0.103

September 23rd 2016, 23:30:43.543

September 30 2016, 23:30:43.543 — Dy 3 hours

@timestamp par 3 hours
A
sre_ip urt

192.168.1.176  http://icm.avira, com/7Ingorod=rufbarn;productid=199%anp; prodversion=1.,12. léanp ;firstinstallation=201
502044amp: Fndsnr=cf7b110be0431eTe4ad0ad17 S6Te3f 8617 e 160 sndamn  operat iont yoe=update

192.168.1.076  htei//icm.avira.con/7 Inger ed=rudara:productid=19%4amn :prodversion=1. 12, dkamp i firstinstallation=201
502048amp; rndsnrecf?b110be0d3le e 4a400d17 SEFeIFEE1 70 1Gcdakann:operationt d

182,168.1

182.168.1.24  http://srv.ea.tensor.ru/sbiswen’

/.83, TeNsor.ru/shismon/

182.168.1.24 htrp://sry.ea.tensor. ru/shismon,
192 v, 84, Lensor . ru/auth/
182.166.1.24 .ea.tensor.ru/auth/
182.168.1.24  hitp://srv.ea.tensor.ru/auth/

192,168.1.24 http://srv.es.tensor.ru/sbismon

192.168,1,24  NLTR://SrV.&8.TENSOr,ru/sbismon;

192.165.1.24  hrn ‘sbismon/

web-proxy D 371,516 hils

request_type

GET

GET

GET

POST

POST

POST

POST

POST

POST

POST

POST



logstash-mikrotik-login*

Salected Fields October 1st 2016, 00:30:43 209 - October 1st 2016, 01:00:43 208 — by 30 seconds

program ¢
host
message g '

[
severity_label

Available Fields u
35:00 00:40:00 0450 oo,
@timestamp 0:40:00 B i
@timestamp per 30 seconds
@version
-~
Id
Time message program severity_label host

_index
PR » October lst 2016, 00:35:25.000 Tlegin failure for user admin/7 from 10,100.0.234 via winbex MikroTik Error 10,255.0.1
type » oOctober 1st 2016, 00:35:25.000 Tlogin failure for user admin77 from 10.100.0.234 via winbox mikroTik Error 10.255.0.1
tacility
tacilily. 1abel » October 1st 2016, 00:35:25.000 login failure for user admin?7 frombo.mo.o.zﬂ via winbox MikroTik Error 10.255.0.1
acility_lal
lngsource » oOctober lst 2016, 00:35:25.000 login failure for user admin77 from 10.100.0.234 via winbox MikroTik Error 10.255.0.1
priority

» October 1st 2016, 00:35:24.000 Tlogin failure for user admin77 from 10.100.0.234 via winbox MikroTik Error 10.255.0.1
severity
tags » october lst 2016, 00:35:24.000 Tlogin failure for user admin77 from 10.100.0.234 via winbox mikroTik Error 10.255.0.1
timestamp . = .

» October 1st 2016, 00:35:24.000 Tlogin failure for user admin77 from 10.100.0.234 via winbox MikroTik Error 10.255.0.1
ype

» oOctober 1st 2016, 00:35:24.000 Tlogin failure for user admin?7 from 10.100.0.234 via winbox mikroTik Error 10.255.0.1




» @ 5um of netflow.in_bytes

s

CustomLabel
38 147TMB

4 Advanced
+ Add metrics

buckets ki
£ xoaxis a
Aggregation
Terms v 19.07308
Field A Aralyzed Field
netfiow.ipvd_src_addr v
8.53TMB
Qrder By
metric: Sum of netflowin_bytes v
Order Size 08

Sum of netflow.in_bytes

5

a

Descending v 20

CustomLabel

162.168.27.143
192,168.27.248
192.188.27.245
192.168.27.144
192.168.21.34
192.168.27.188
182.168.27.201
192.188.21.13
192.168.21.61
192.168.27 131
192.168.27.208
192.168.27.145
192.168.27.134
1621882717
102.188.27 200
192.168.27.184
192.168.27.221
192.168.27 205

102.168.27.2:

162.168,127.175

netflow.ipvd_src_addr: Descending
~




netflow.in_bytes

CustomLabel

buckets
3 split chart

Aggregation

Terms

Field

netflow. jpvd_ds!_addr

Order By

metric. Sum of netflow.in_bytes

Order Size

Descending v 25

CustomLabel

P Add sub-buckets

4 Advanced

A Analyzed Field

A

netflow.ipvd_dst_addr: Descending = Q

1982,168.127.238
192.168.127 183
192.168,127.188
192.168.127.204
192.168.127.230
192.168.127.219
192,168,127 254
192.168.127 252
192.168,127.240

192.168.127.253

Export: Rew & Formatted &

2 E

Sum of netflow.in_bytes =
47 GESMB

47.01MB

37.77eMB

30.268MB

27 ATZMB

25.061MB

24.24MB

23.8MB

22 4TEMB

18.736MB

s @192.168.127.238
@ 192.168.127 183
@ 192 168.127 188
@ 192.168,127 204
@ 192.168.127.230
®192.168.127.219
@ 192.168.127 254
@ 192.168.127.252
@ 192.168.127.240

Page Size 10 v













