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Hawa 3aaaya v aTanbl ee pelweHus:
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MoarortosKa I12tp. Hactponka nHtepdenca

UHTepdenc nonyyaet HaCTPOUKHU
no DHCP.

loCcTyn B UHTEpHeT
ocyuwiecrenaerca yepes 12tp-
TYHHEeNb.

DHCP Client <etherl-gateway:

DHCP Status QK
IP Address: |10.166.8.6/22 Cancel
Gateway: Apply
DHCP Server: |212.92.145.145 _
Dizable
Expires After: [13d 23:159:27
Comment
Primary DNS: | 212.92.145.145 Copy
Secondary DM5: | 212.52.145.150 Remaove
Primary NTP: TRETEE
Secondary NTP: —
CAPS Managers:
enabled Status: bound
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MoarotoBKa I2tp. Hactponka nurepdenca

DHCP Client <etherl-gateway:

DHCP Status 0K
e e Ean::el .......
MpoBanaep ucnonbdyet DHCP- Gateway: —
O”LLV“‘O 121 plnﬂ yCTaHOBKM DHCP Server: (21292145145 Disable
MapLUIpyTOB KO BHYTPEHHUM Bxpires Ater: [13d 23:19.27 Comment
pecypcam. Tak Kak MikroTik paboTtaeT Primary DNS: [212.92.149.149 Copy
No CTaHAApTam, TO NPU HAIMYNN ITOMU i Remove
ONUUUN HEe YCTAaHAaB/IMBAETCA MapPLWpPYT Primary NTF: elease
No YMOMYaHMUIO. Secondary NTP: i
(RFC 3442) e

enabled Status: bound
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MoarorosKa I12tp. Hactpouka DHCP-client

DHCP Client <etherl-gateway:

DHCP | Status oK
Inteface: "3 Cancel
llse Peer DM5 Apply
| Use Peer NTP
Disable
- DHCP Options: |hostname ||3 -
e Add Default Route = no ~ | | Comment
clientid |+ = Cony
(910 He paboTaeT) S
Add Default Route: |no "% Remove
Default Route Distance: |20 Releasze
Henew
enabled Status: bound
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MoaroroBKa I12tp. HactpoukKa uHtepdenca

Cospgaem ctatnyeckne mapwpyTtbl K DNS n L2TP cepsepam:

3 home] > :put [:resclwve tp. 2. Server=212.92.149.149]

adminf@Monero
172.18.224.14
[adminfMoneron
172.18.224.10

[admin@Moneron
172.18.224.106
[adminf@Moneron
172.18.224.10%

3 home] > :put [:resclve tp. 2,1 3erver=212.92.149.149]

3 home] > :put [:resclve tp. 2.l Server=212.92.149.149]

Routes | Mesthops Rules VRF

+|[=] [~][x 7
Oist. Address ¢ | Gateway Distance |5Scc
ISP1 BRAS
AS . P17218.2240/24  10.166.8.1reachable etherlgateway ] LA
oo ISP1 DMNS
AS P 212.52.145.148/30 10.166.8.1 reachable etherl-gateway 1
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Hactpouka I12tp-client Ha R1
L2TP-client: Pe3ynbTrar:

Interface <ISP1> Interfface  <ISP1>

— |Eiaus B o ol Ou Status |T e
Connect To: |1 Cancel Last Link Down Time: Cancel
User: [ Apply Last Link Up Time: |Feb/02/2016 13:52-00 Apphy
FEI_S_EI:“_“_H_:I:_ ------------------------------ --:h-' Dizable Link Downs: |0 Disable
: : _Profi F|° | Comment
A Pmﬂle .I.S Pl Proﬂ I.e. ................. " +- ™ Uptime: |1d 09:26:05 Comment
live Timeout: |60 - Co
Keepalive Timeo Py Encoding: Copy
Remove
|| Use IPzec
N ——— MTII- [14R0 | Remove
IPsec Secret: .
MpoBepKa AOCTYNHOCTH PECYpPCoB C NOMOLbIO ping:
|| Dial On Demand ) . ) _
.Ej --------------- “+ | [admin@Moneron's home] > ping yva.com count=5 interface= ISP1
', 0dd Defauk Route | spp mnST SIZE TTL TIME STATUS
Default Route Distance: |0 0 &§2.36.20.55 56 238 TTms
1l 62.36.20.55 o6 238 T7Tms
2 62.36.20.55 56 238 TTms
3 62.36.20.55 o6 238 T7Tms
4 §2.36.20.55 56 238 TTms

gent=5 received=35 packet-loc33=03% min-rtt=77Tms avg-rtt=77m3 max-rtt=77ms
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HacTtpoiKa peKypcMBHOM
MmapLpyTtusaumm Ha R1 C nomouubto Winbox...

I o General | Attibutes 2 .
General | Attributes : o
3% Dst. Address: [8.8.88 7 % | |recursive via 127.0.2.1 ISP1
R ; Ry Y Y Y S s s EEREEEEEREEEER S ——————————————1
b) Gateway? [127.0.2.1 ¥ | .|reachable ISP1 e I L O .
SRR . CheckdGateway: |ping
Check Gateway Type: |unicast
Type: |unicast
Digtance: |1
Distance: |1 Scope: (30
c) f Scope: [15 d]llj'arget Scope: |15
Target Scope: |10 Routing Marl:

...M71IN KOMAHAHOMN CTPOKM:

add check-gateway=ping distance=1 gateway=8.8.8.8 target-scope=15
add comment="Recursive gateway" distance=1 dst-address=8.8.8.8/32 gateway=127.0.2.1 scope=15
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HacTtpoiKa peKypcMBHOM
MmapuwpyTtmsaumm Ha R1

H]:_Dst.ﬁnddress: Ra88 b) 4 Gateway: 8.8.88 * |recursj'|.re via 127021 1sp1
e ” R R C a R B EBEEEERBEEBEEEEE ¥ ‘-I- ---------------- [l
b) Gateway? |127.0.2.1 ¥ | < reachable 1sP1 Jonmnnnne
SRR r CheckGateway: |ping ;
Check Gateway Type: |unicast

Interfface  <ISP1>

FPP Profile -<ISP1-Profile>

General | Protocols Limits Queue  Scripts oK TR RN s 0K
Name: | 1SP1-Profile | — Last Link Down Time: Cancel
Local Address- | | - Apply Last Link Up Time: |Feb/02/2016 13:52:00 Apply
Remote Address: 127021 ||~ 3| oo Local Address: [0 e
el EndgE||T. £ oo Adevese: 125037
enabled running Status: connected ¢
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HacTponka peKypcuBHOM
MmapuwpyTtmsaumm Ha R1

Utorosasa Tabanua mapwpyrusaumm Ha R1:

Route List =] E3
Routes | Nexthopes Rules VRF
+|=| || 32 7 Fnd [ |®
Cist. Address ¢ | Gateway Distance |Scope Target Scope Pref. Source |
As ] P 0.0.0.0/0 8888recursive via 12/02115P1 1. I 13
... Recursive gateway
AS P888E8 12702 reachable ISPY_. | 15 o
DAC P 10.166.8.0/22 ether1-gateway reachable 0 10 10 10.166.86
DAC P12702A1 ISP1 reachable 0 10 10 46.251.81.179
. ISP1 . BRAS
AS 17218 224 0/24 10.166.8.1 reachable etherl-gateway 1 30 10
oo ISP1 DINS
AS = 212.92.145.148/30 10.166.8.1 reachable ether1-gateway 1 30 10

He 3abbiBaem co3aartb npasuno NAT!

/ip firewall nat add chain=srcnat out-interface=ISP1 action=masquerade
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Hawa 3aaa4va U NOCTaHOBKaA Lienu

HactpouKa OSPF c nepepacnpeageneHmem
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YTOUHEHHAA cXema CeTU Cc aapecamm U nHtepdeicamm
10.10.0.0/29

Internet
OSPF
L2TP 4G modem
(main ISP) (backup ISP)
.1/ ethera .2 | etherl
idge/ mini
PCl-e

Internet

Address List

+ — il | R | ? Find Workstation + = o || &5 W Eirnd
Address ¢ | Network Inteface - / Address 7 | Metworlk Intesface -
+ OSPF link . OSPF link
............ °10.100.1/23 101000 etherd e £1010.02/29  10.10.0.0 ether
D # .Iu.IEEEE-IIE .Iu.IEEEu Eﬂ:hef'l.gatewa}r Workslation ‘ I”dﬁcnrlf ..............................................................................................................................
D 7r46.25181179 127021 I5P1 \ 5192168881/ 192168880  bridge
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Hactpounka OSPF:
a) pobasnaem noaceTu Ha R1...

Routing —

L Lo . itances ek Reas  Area Forges i Lks | Neg
OSPF - P - + = v % O |7
Networks % Fodrg) 1. T Network [ Ares

@ Ssem | Bap

!I{]ueu&a Filters

[ Files MME

Network:!10.10.00.29 5.1 ok 10.

e

oy

. |backbaone || +

’%
g
o
—

Mew Terminal
Ll Make Supout rf
& Manual

G Mew WinBox

B it
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Hactpounka OSPF:

a) nobasnaem noacetu ..MHaR2
Routing —
OSPF — D
Networks || = ||| 8 T Cing
Address 4 | Network Interface -
Heobxoaumo, 4tobbi - OSPE link
poyTep R1 3Han o ) “E’E;E{L;i]ﬂlf?ﬂ 10.10.0.0 etherT

CYLLLEeCTBOBAaHWUMU HalueM 25192.168.88.1/_ 192168880  bridge

AOMALLHEeN NnoaceTU 3a

poyrepom R2! nstances N Aress Area Ranges Vitual Links  Neighbors
= |« T
Metwork ¢ | Area

AR10L100 == = backbone
2192168 23 0/24 _bac:‘rcbnne
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Hactpounka OSPF:
b) HacTpansaem nHtepdeucoi

3ameTKa:

BFD — BcnomoratenbHbIn
npoToKoA. [lo3Bonaer
0bHapyXunTtb npobnemy
JIMHKA B pa3bl bbICTpee,
yem cpeacrtsamu OSPF

Ha R1...

o G
LWE‘TFEICEEJ Instances Metwords Areas  Area Ranges Vitual Links  Meighbors  MBMA Meighbors  Sham Links ...
|| = ||| 22 i Find
L. |teface s |Cnst |F‘|'i|::||'i’r3,.r |Fu.rtherrtic... |.Pu.rthenticatiu... Metwork Type |Instance |.ﬁrea |"||r
I‘.;D etherd ;i 10 1 none — broadcast default backbone
[=1EI|@ New OSPF
General |Status oK General |Siatus 5. |
Interface: |e=therd 3J- { En;:.r } Interface: |E.-ther4 ||3| Cancel
Cost: |10 | Iﬂ Cost: |10 | PApply
N Y N
Priority: |1 | > J;_::- Priorty: | | Disable
Authertication: |nune | Authentication: |nnne || 3|
Comment
Authertication Key: | | Authertication Key: | | 7 Co
PY
Authertication Key ID: |1 | | | Authentication Key ID: |1 |
Remove
Metworl: Type: |bmadcast | Metworl: Type: |bmadcast || * |
Instance ID: |D | N Instance |1D: |ﬂ |
|| Passive Q_Pisslvg_‘
(] Use BFD 4. I:h Use BFD )
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Hactpounka OSPF:
b) HacTpanBaem nHtTepdeincobl

3ameTKa:

BFD — BcnomoratenbHbIN

npoToKoA. [lo3Bonaer
0bHapyXunTtb npobnemy
JIMHKA B pa3bl bbICTpee,
yem cpeacrtsamu OSPF

...n Ha R2

[=]|E3
Interfaces | Instances Metworks Areas  Area Ranges Vidual Links  MNeighbors MNBMA Meighbors | ...
=] 2|52 T Find
|Irrterface ! |Cust |F‘|'i|::a|'i’r3,.r |.Pu.rthentic... |.Pu.rtherrticatiu... |Ne=twnr|-: Type |Instan::e |.Pu'ea |""'
] ﬂbn’dge 10 1 none _— broadcast default backbone
D &etherl 10 1 none """"‘ broadcast default backbone
=1E3| | Mew OSPF
General |,'Eitatus oK GGeneral | Status oK
Interface: |ether? | Copy Interface: E Cancel
Cost: [10 N Cost: |10 ] Apoly
Priority: |1 | Priorty: | | [ Drsabie
Authertication: |none | Authentication: |none E3
Commert
Authentication Key: | | = Authentication Key: | | w7
N Copy
Authertication Key ID: |1 | Authentication Key ID: |1 |
= Remove
Network Type: |bmadcast | Metwork Type: |bmadcast || * |
Instance 1D: |D | Instance 1D |1] |
|| Passive || Passive
fm mmm mmm
|| Use BFD | lvl Use BFD )
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Hactpouka OSPF:

) 3aMmeTKa:
C) HaCTpanuBademM Instances

 Tun onumun (1 naun 2) He nmeet
3HAYeHUA B JaHHOM Cy4ae.

=] |
Interfaces  Instances |N5twur‘r{s Areas  Area Ranges Vitual Links  Meighbors  NBMA Meighbors ... Interfaces  Instances |Nstwur‘r{s Areas  Area Ranges Vitual Links  Neighl
*j|=] v]ix] |8 |V qa M=) [2][] [@] [7
|Name 4 |H::|Lrter | |F-lur1r1ir1g| |""" |Name ¢ |HﬂLftE-‘f | |F-lur1r1ir1g|
#2 default 0.0.0.1 yes * #defaul 0.0.0.2 yes
OSPF Instance <default> OS5PF Instance <default:
General | Metrics MPLS  Status 0K General | Metics MPLS  Status 0K
Mame: |defauh | Cancel Name: |defauit | Cancel
R1: | N A A P —
(" Redistrbute Defauit Roue: EJ’; Disable Redistrbute Defautt Route: |never %] | | Disable
Redistribute Connected Routes: |r1u " ¥ Comment Redistribute Connected Routes: |r1u " ¥ Comment
Redistribute Static Routes: |no |* Copy Redistribute Static Routes: |no |* Copy
Mo diacl.as PR Po.ace. oo =11 - I Db dm DID D e | ;mm = (- |
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Hactpouka OSPF:

d) pe3ynbrar:

R1:

R2:

Routing —

Virtual Links ~Meighbors ‘NEIMANeidbors Sham Links LSA Routes AS Border Routers  Area Border Routers .

|Ir15tar1ce |Hnuter D

OSPF —

|P~ddress

|Ir|terface State Changes |Adjacency /| State |
6

®defaut  0.0.0.2

10.10.0.2

etherd 00:04:31 Full

Neighbors:

Route List

=] E] | Route List

Virtual Links ~Meighbors |NEMHNeiq"bors Sham Links  LSA Routes AS Border Routers  Area Border Routers ...

Fird

|State |
00:03:40 Ful

|Ir|terface
etherl

|Mdress
10.10.0.1

|Ir15tar1ce / |F{outer|D
#default  0.0.0.1

|State Changes |Mjacenc:.f
5

Routes | Nexthops Rules VRF
IP— (=] || = T [Frd [ =]l =] [2]|% T [Find [ [a_|[#]
Routes: osPF [#] [ [#] [yes =] [+][=] [ Arer_]||losPF [ ] s [#] lyes (%] [+][-]
Dst. Address + | Gateway Dis;me_ l5cope v Dst. Address | Gateway Mistance. [Fouting Mark |+
DAo P 152.168.83.0/24 10.10.0.2 reachable etherd - _112, 20 DAo P 0.0.0.0/0 10.10.0.1 reachable etherl o _111],

BHuMmaHue: y Bcex OSPF maplipyToB
distance=110, mbl He MOXXeM U3MEHUTb 3TO.
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Hawua 3aaa4va 1 atanbl BbINOJIHEHUA

HactpoiKa OSPF c nepepacnpeageneHmem
MapLpyTa Mo YMOAYAHUIO

3. LTE

Internet

4G modem
(bachp ISP)

1. P

Transparent
wireless bridge

Internet

L2TP
(main ISP)

2. OSPF

Hactpoiika I2tpu  R1 —

Workstation
PEeKypCUBHOU Hactpounka sToporo

MapLipyTUusaumu ﬁa\ i‘ npoBaigepa

Workstation -
Workstation
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Hactpoum pe3sepsHbiit KaHan: LTE-modem

DHCP-client: UTtorosasa Tabamnua mapwpyrtmsauum Ha R2:
¢ |UseP.. |Add D..|IP Address  |Expires After | Status |k Route List
yES yES 152168 42 5. 00:52:41 bound
— Routes | Nexthops Rules VRF
DHCP Cliert <#tel1:>
DHCP |aatu5 oK e || = ||| 22 i
Interface: MMM ¥ | Cancel Dist. Address ¢ | Gateway Distance ||
vl Use Peer DNS Apply 0s FOO0OOMD 192.168.42 129 reachableftel 130
[l Use Peer NTP DAc [ 0.0.0.0/0 10.10.0.1 reachable ether 110
- _ | [ Disabe DAC 101000729  etherl reachable 0
DHCP Options: |hostrame | # & | = DAC PP 192.168.42.0/... el reachable 0
dentid  [¥|% | [T DAC P 192.168.88.0/... bridge reachable 0
[ _M:E]efiﬁ i':'”t'3_|'-"f o _||;| Remove
S L o — He 3abbiBaem co3naTtb npasuno NAT ans
Renew BTOPOro nposaiaepa:
/ip firewall nat add action=masquerade \
chain=srcnat out-interface=Itel
enabled Status: bound
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YTO Mbl B TOre Hactpounu?

Ha poytepe R1 Ha poytepe R2
* Pewwnnu npobnemy c 121 DHCP option * Hactpounu OSPF c BkntoueHHbim BFD Ha
e Pewwunu npobnemy c AUHAMUYECKUM 6ecnpoBogHOM NUHKe.
Remote Address * HacTtpounu pesepsBHbIi KaHa/ C N/1aBalOLWUM
e Hactpounu peKypCMBHYIO MapLLUPYTU3aLUIO mapwpyTtom no ymondanuto (floating route)

Yyepes TYHHe/Ib C NPOBEPKOUN AO0CTYNHOCTU
WHTepHeTa ¢ nomoubio check gateway=ping

* Hactpounu OSPF c BkntoyeHHbIim BFD Ha
6ecnpoBOoAHOM NINMHKE U NepepacnpeaeneHnem

MapLUPYTa N0 YMOYAHUIO.
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Hawa 3aaa4va U NOCTaHOBKaA Lienu

HactpoiKa OSPF c nepepacnpeaeneHmem
MapLpyTa Nno YMOAYAHUIO

3.

Internet

1. P E

Transparent
wireless bridge

Internet

L2TP
(main ISP)

(backup ISP)

Hactpounka 2tpu R1 —

Workstation
PEeKypCUBHOU I:l Hactpounka sBToporo
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Workstation -
Workstation
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MposepKa paborocnocobHocTu 1.

"

MpoBangep_2

Workstation
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MposepKa pabotocnocobHocTu 2.

3.8.8.8 @

MpoBavigep_1 MpoBangep 2

—/*/f OSPF

L2TP\UP

Workstation

Workstation
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Bonpocobli?
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Cnacubo 3a BHMMmaHue!
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