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060 MHe

MikroTik-Courses.ru: Beaywmm TPEHUHI-LUEHTP
MikroTik 8 Poccnn n CHI

3a 2 roga paboTbl:

- 0byyeHo 286 cneuunanuctos ( M3 HUX 28 B VIpKyTCKe, 26 BO BraansocToke )
- BblgaHo 428 cepTudukaTos ( n3 HUx 43 B UpKyTcKe, 41 Bo BhaamBocToke)
- 4 ctpaHbl CHI

- 14 ropopos

- Teorpadua ot KannHunHrpaaa oo BnaanBocToka
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Llenb npe3eHTaummn

[ToKa3aTb BO3MOXHOCTN 060pya0BaHUA
MikroTik B 0bnacTn orpaHmn4yeHmna NponycKHOU

CNOoCcoBbHOCTU U NpMopUTU3aLMNM TpaduUKa. byayT
pPaccMmoTpeHbl BO3MoXHocTn RouterOS, WMM
Ha 6ecnpoBOAHbIX IMHKAX, a TaKXe
BO3MOXKHOCTU switch-chip Ha KommyTaTopax
cepun CRS n RB260

q MikroTik
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HemHOro Teopumu

YacTo B noBcegHeBHOM paboTe ceTeBoro Uiam CUCTEMHOIO
aJMUHUCTPaTOpa BCTaeT BONPOC 06 orpaHUYEHNM CKOPOCTH
NMbo NpUopmuTHU3aLmMm onpeaeneHHbIX TMNoB TpadpuKa B
YCNOBUAX OrPaHUYEHHOM MOAOChl NPONYyCKaHUA:

- TpadPuUK, 4YyBCTBUTENLHDBIN K BPpEMEHU 3aaepKKu (delay):

- TpapPuUK, YyBCTBUTENIbHbIN K KONeOaHUAM BpeMeHM
3aeprKKu (jitter)

- TpadpPuK, YyBCTBUTENbHbLIN K noTepsam (packet loss)

- TaK)Ke TpebyeTcA BblAENATb rapaHTUPOBAHHYIO NOAOCY
NPonyCcKaHuA

q MikroTik
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HemHOro Teopumu

* Kakou TpadunK Mbl MOXKEM
NPUOPUTU3NPOBATL?

* TONbKO NCXoaAaLnmn, Ha BXOoAALLNA
Mbl MOBANATL He moxkem ©

q MikroTik
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HemHOro Teopumu

* [lpmnoputnsauma — ato bydpepmnsaumna Tpaduka c
oTbpacbiBaHMeM (drop) Tex nakeToB/Kaapos, KOTOpble
UMEIOT HU3KUU NpruopuTeT

* To ecTb Mbl He NepecTaBAsiemM NopPAAOK cneloBaHMUS
naketos/Kaapos!

e 3agep)KKa Npu NpPoxoxaeHMU naketa/Kagpa yepes
bydep 3aBUCUT OT ero pasmepa: yem bonblue pasmep
bydepa, Tem meHblue Mmbl oTbpacbiBaem TpapuKa, HO
Tem bosblle 3a4eprKKa, n HaobopoT. [NNoabupaeTcs
3KCNEPUMEHTA/IbHO

q MikroTik
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HemHOro Teopumu
Shaping vs Scheduling
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5 Rate limiting & Specific
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QoS B RouterQOS

* B MikroTik RouterOS cyuwecTtsyeT 2
noaxoaa K peanunsauunm Qos:

* Simple queues ( npocTble ouepean )
* Queue tree ( pepeBo oyepenen )

q MikroTik
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QoS B RouterQOS

* Simple queues ( npocTble ouepean )

44 Routing X
<57 System I
& Queues e
|| Files

L. Leg

M. Radius

& Tools I
| New Teminal
= MetaROUTER
#5 Patition

| - Make Supout rif
& Manual

Anekceit YyauH

Queue List

+:x

El

Simple Queues ’hterfaceQueu&c ' Queue Tree Queue Types

00 Reset Al Counters

'Name Target Upload Max Limt | Download Max Limit | Packet Marks
B queuel § 192.168.11.1 §1IM M
B queue2 | 152.168.112 f2m 2M
B queue3 § 192.168.11.3 §3M 1 T [ ——
.......... B queved §192.168.11.4 § 4M 4M
B queueb ¥ 5M 5M
¢ L
5items 0 B queued 0 packets queued

MikroTik
Courses
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QoS B RouterQOS

Simple queues ( npocTble oyepeam ):

ObpaboTKa B nopaaKe c/e0BaHUS
[MpocToTa, yaobcTBO KOHPUTYPUPOBAHUA
Bo3morkHoCTb 0bomnTUCh 6e3 packet mark ( target)

Xopouwo obpabaTbiBatOTCA MHOToAAEPHbIMM
npoueccopamu (cemencteo poytepoB CCR)

TnnnyHoe npnumeHeHue: orpaHNYeHne CKoOpoCTH
ANA KOHKPETHbIX Nosib3oBaTenen no ux IP-agpecy

q MikroTik
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QoS B RouterQOS

=3 PPP SEEE. (57

== SWcn intefface  PPPOE Servers  Secrets | Profiles  Active Connections  L2TP Secrets
o0
et N[#][=] [][ <] [=] [¥] [ Ppp AhenticationaAccounting |
=== - Name / |Password  [Service [Caller ID | Profile [Local Address | Remote Address |Last Logged Out -
< MPLS J user T any 10M 10.0.0.1 10.0.0.2 i
4 Routing I
<c2 System f
& Queues
| Files
| Leg
& Radius [=]/E3|
2\ Took k Name: [user
|| New Teminal —
= MetaROUTER Eomnct. | > i
4 Pattion oo B =
] : Caller ID: Bt 3 b—
L; :ake Supout rif Pef [ ” Disable @mﬂ {pe/be): |1&n/10’n ) ! - l Comment |
anual rofile: | 10M 2 " [—|
& New WinBox | - Only One i
B e« Local Address: [10.0.0.1 |- Copy Cro Cyes  defaul
Remote Address: [10.0.0.2 [BS
Routes: | I 2.
Limit Bytes In: | | P
Limit Bytes Out: | | -
Last Logged Out: | |
enabled

MikroTik
Courses
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QoS B RouterQOS

* Queue Tree ( 4epeBo o4vepenen )

o System I Queue List
[
!Queues i  Queue Tree IQueueTyp&g
| Files | 82 I 00 Fesg “Znen, | 00 Reset All Counters nd
- tog |Name / | Parent Packet Marks ¥\ | Priority imit At (... Max Light YAvg. R... |Queued Bytes |Bytes  |Pack| ¥
&' Radius 2 main alobal Obps 0B 0B
& Tools I Bbackgound  main background 0bps 0B 08B
) & e-mail main e-mail 0bps 0B 0B
@ New Teminal Btcp_sql main tcp_sql 0bps 0B 0B
" MetaROUTER £ voice main voice Obps 0B 0B
I5 Partition
o Make Supout rif
B Manual
9 New WinBox
B Ea ¢ s
5items 0 B queued 0 packets queued

. q MikroTik
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QoS B RouterOS
* Queue Tree ( aepeBo o4vepenen )

main
(parent queue)

" N\~

max = 10M

background e-mail tcp_sql voice
(child queue) (child queue) (child queue) {child queue)
at=2M at=4M at=3M at=1M
max = 10M max = 10M max = 6M max = 2M
priority = 4 priority = 3 priority = 2 priority = 1

Limit at = CIR (committed information rate) = rapaHTUpoBaHHaA CKOPOCTb
Max limit = MIR (maximum information rate) = MmakcumanbHaa CKOPOCTb

. q MikroTik
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Knaccnopukauma n mapKkUpoBKa

e [lna Toro, yToObl TPAPMK NONan B oMepeab, HYXKHO

ero BblAeNNTb N MPOMAPKMPOBATb CNeLnasibHON
MeTKOM

* B RouterOS ecTb 3 TMNa BUPTYa/IbHbIX METOK,

KOTopble CYLWEecTBYIOT TO/IbKo BHYTPU OC, He BbIXxoAS
3a npeaenbl poyTepa:

- mark connection

- mark routing (policy routing)

- mark packet (QoS)

* MapKupyem Tpaduk mbl B Tabanue Mangle:
[ip firewall mangle

q MikroTik
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Knaccnopukauma n mapKkUpoBKa

* Knaccnpumumpyem * MapKkunpyem

New angie Fuie EE
General | Advanced Extra  Action  Statistics General  Advanced ExtaAction | Statistics
can: v . .
Src. Address: | v e s Aoply
Src. Port: | v Copy Passthrough
p2p: [ v Reset All Counters
In. Interface: [ |ether1-masterfocal ¥ -
Out. Interface: | d
Packet Mark: N
Connection Mark: | R
Routing Mark: | |
Routing Table: v
Connection Type: ‘7 v
Connection State: | %
Connection NAT State: ~
enabled [enabled

MikroTik
¥ | Courses
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INPUT

Fasttrack

Prerouting

=

INTERFACE

IPSec

Decryption

Anekcent YyauH

Postrouting

IPSec

Local
Process IN

F_.I

<

Policy
no

Interface

HTB <

Local
Process OUT

|.____
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Fasttrack

New Firewall Rule

New Firewall Twile

General | Advanced | Bxira | Action | Statistics | | oK | General /Advanced Bxra Action | Statistics oK |

| Cencel ]  ECil fastirackc connection _____|EIN Cancel |

\\ Apply | m ) Apply |

I \ Disable | I Disable l

Protocol: DE] - | .1 Comment | | ot I

Se.Pot: [ |~ Copy | | Copy |

Port: [1{5060.5061 | ’/, Remove I I Remove I

Any. Port: ~ | | ResetCounters | [ Reset Counters |

pp [ | | [[Resct A Courten | [[Feset A1 Courters |
in.inteface: [ |~
Out.inteface: [ |~
PacketMark: [ |~
ComnectionMark: [ |~
RoutingMarc: [ |~
Routing Table: [ |~
ComnectionType: | |~
ComnectionState: [ |~
ConnectionNAT State: [ | =

Ienabled ‘enabled

: ’l MikroTik
Anekcen YyaunH
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Anekceit YyauH

QoS B SWOS

noute‘rnmn IEIIESP

MikroTik
Courses
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QoS B SWOS

Ingress Shaping ( orpaHn4yeHue BXoAsLEN CKOPOCTU
Ha NopTy ) Aenaetcsa Yyepe3 ACL

MikroTik SwOS —

| Link | sFp | Forwarding H Statistics || VLAN | vians H Static Hosts | Hosts H SNMP HEH System |

From: [J1[12[03M400s00sre | Gear | | Cut| | Infert
Ycnosus : S— S -
MAC Src: | \ MAC Dst: | | Ethertype: \ hex
VLAN: [any ~] VLAN ID: | | Priority: l 1
1P Src: | \ IP Dst: | | Protocol: | | DSCP:[46 |
= S—
ORedirect To (1120304005 see Clmirror Rate: 500k | JleticTBuA Set VLAN ID: | | Priority: | |
From: [(J1(J200384 050 sFe Clear | | cut| | Insert |
MAC Src: l \ MAC Dst: | | Ethertype: [ ‘ hex
VLAN: [any ~] VLAN ID: | | Priority: | |
1P Src: \r } IP Dst: | I Protocol: [ '\ DSCP: ‘ ‘\
ORedirect To (110200304005 sep CImirror Rate: [200k | Set VLAN ID: | \ Priority: |

[MopAaaoK cnegoBaHUA NPaBUA UMEET 3HaYyeHune!

q MikroTik
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Forwarding

Portl

QoS B SWOS

Port2

From Port 1 D EI
From Port 2 D
From Port 2 @
From Port 4 E E]
From Port 5
From SFP EI
Port Lock
Port Lock [l
Lock On First m ]
Port Mirroring
Mirror Ingress D D
Mirror Egress D |:|
Mirror To @' O
Bandwidth Limit

Egress Rate

Anekcei YyanH

{30m

-

Y10b6bI OrpaHMUYNTL CKOPOCTb
ncxopauwlero (egress) TpaduKa,
3aX04MM Ha 3aKnagKy
Forwarding

Tem cambiMm MOXHO genaTtb
NpPoOCTblie NOANTUKM QOS
cpeacTBamMu KOMMYTATOpa, He
Harpy*<aa mapLpyTusaTop
oyepegamn simple queue nam
gueue tree!

Ewe oanH natoc
ncnonb3sosaHmA ACL Ha
KOMMYTaToOpe — KOMMYTaTop
NPUMEHAET MNONTUKMN K
TpadUKy Ha ckopocTn nopTal

MikroTik
Courses 21



VLAN Priority n none DSCP

* Kak npnoputesnpoBaTb TpaduK B ceTn? Ha
OCHOBAaHWUM KaKMX NapameTpoB?

 Ha 2-m yposHe B Ethernet-kaape moxxet
npucytcteoBatb VLAN tag, a B aTom tag’e, nommmo
VLAN ID, ectb none Priority ( 0-7 ). ObpabaTbiBaeTcs
AaHHOe rnojsie KoMMYTaTopaMm

* Ha 3-m ypoBHe B 3aronoBKax |IP-nakeTa ecTb none
DSCP (0-63), obpabaTbiBaeTcs NpeNMYLLECTBEHHO
MapLpyTU3aTopamm, HO U KOMMYTATOPbI TOXEe MOTyT
ero CYnTbIBaTb

q MikroTik
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Mpunoputmnsauma Tpadmka End-to-end

* KaK npnoputnusnposaTb TpaduK Yepes BClo ceTb? Ha
OCHOBaHMM KaKMX NapameTpoB?

q MikroTik
Anekceli YyauH ¥ ! Courses
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Mpunoputmnsauma Tpadmka End-to-end

* KaK npnoputnusnposaTb TpaduK Yepes BClo ceTb? Ha
OCHOBaHMW KaKMX NapameTpoB?

>

Anekceit YyauH

MikroTik
Courses
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VLAN Priority n none DSCP

Layer 2 |EEE 802.1Q and IEEE 802.1p Frame

Preamble | Startframe |, ‘ SA | Typ Data FCS

delimiter

3 bits used for Cas
(|EEE 802.1p user priority)
I

Layer 3 |Pv4 Packe

'-.:Eersic:n ' en | ID | Offset | TTL | Proto | FCS | IP-SA | IP-DA | Data
ngth
- e
._F__,,-ﬂ""-f ____________—————____
7 g 5 4 3 2 1 0
\ J \ J
~ v
IP precedence Flow control
\ J for DSCP

m
v

g

MSBs called IP precedence

Anekceit YyauH W 1
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VLAN Priority n none DSCP

 Kak nomeuatb ( “Kpacutb” ) TpadukK, nognexalimm
NPMOPUT3aLUN? BAnKe K UCTOUYHUKY.

* Ha 2-m ypOoBHE Mbl MOXEM Ha KOMMYTATOpPE
nameHuntb VLAN Priority ana tpaduKa, Bxoaallero B
NopT, Aanblue 3TOT TPAPUK NONAET NO CEeTH
T3rMpPoBaHHbIM ( 3TO HaZ0 yYnUTbIBATD )

* Ha 3-m ypoBHe MOXXHO nameHutb none DSCP, B8 MS
Windows 3To genaetca rubko yepes “QoS Ha ocHoBe
noAnTUK” ( ecnm KoMmnbloTEP HE B JOMEHE, TO HYXKHO
npasuTb peectp © )

q MikroTik
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VLAN Priority nu none DSCP

 [ne moxHo nameHutb none DSCP B nakeTte?

VIIKIol 1K

Anekceit YyamH W I Courses
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VLAN Priority nu none DSCP

 [ne moxHo nameHutb none DSCP B nakeTte?

* B Ttabnuue /ip firewall mangle:

45 Quick Set -
1 CAPSMAN Fiter Rules NAT Mangle | Service Ports Connections  Address Lists  Layer7
| Interfaces (=] [«]|%2]| [(3| | | | 00 Reset Counters || 00 Reset All Counters
1 Wireless
&5 Bridge
&2 PPP
= Switch
13 Mesh

5 1P
/) MPLS Log Prefix: | v Disable

[.
v l..
42 Routing I
S : New DSCP (TOS}: [46 = Seii
e Passthrough Copy

& Queues
Remove

|__| Files
|| Log Reset Counters

£ Radius Reset All Courters
& Tools |

’l MikroTik
Anekcelt YyauH W | Courses 28




MikroTik Central Office
Router

VLAN Priority n none DSCP

Ty
- "€l vig Inte,

net MikroTik Branch

Router

Server

Distribution level

L T - Cloud foyter |
. M YRYY RN RRRw Qi e |
:
i
e
]
b
VLAN_2 ‘
Tagged (trunk) H
port \

Access level

VLAN_2
Untagged (access)

Workstation

Local (Backup)
Server

IVIIKRIVI IR
Anekceit YyauH

Courses
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RommyTaTopsbl cepun CRS

’[ MikroTik
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QoS Ha KommyTaTtopax cepmnn CRS

 Kommytatopbl cepumn CRS obnagatot orpomMHbIMMU
BO3MOXHOCTAMM M paboTatoT noj, ynpaBneHnem
RouterQS

* KaxKabIM NOPT MOXKHO 0TBA3aTb OT switch-chip’a n
cAenaTb HeE3aBUCMMbIM (MAPLLPYTUSNPYIOLLNM)

* JloCTynHbI pa3Hble MOAENN ANA Pa3HbIX 3343y (
ToNbKO ¢ SFP-nopTtammn, KoOMbMHUPOBaAHHbIE
SFP/Gigabit Ethernet, c WLAN )

* B nnaHe QoS kommyTatopsbl CRS no3sonatoT
aenatb NnoANTUKKN bonee rubkmumn, yem B SwOS

q MikroTik
¥ ! Courses



QoS Ha KommyTaTtopax cepmnn CRS

* Ha KaXXgom nopTty KOMmyTaTopa eCcTb 8
oyepenen: queue’7 MMeeT BbICLLNNK
npuopwuteT, queueO — HM3wWmnn. Oyepeau
NPUMEHAIOTCA K Tpad UKy, BbIXOAALLEMY U3
nopta ( egress ).

* KaK y)Xe roBopuaocsb Bbllle, cyllecTayeT 2
noaxoaa K QoS: shaping n scheduling. Shaping
YKECTKO OrpPaHUYMBAET CKOPOCTb TPAPUKQ,
Scheduling npuoputusnpyet TpaPpukK

q MikroTik
¥ ! Courses



QoS Ha KommyTaTtopax cepmnn CRS

MikroTik Central Office
Router

Tun
Ne/ Vig In ters
. ot

MikroTik Branch
Router

'
'
VLAN_2_PRIO=6 -> scheduling H S ; 4
VLAN_2_PRIO=7 -> scheduling . Distribution level
VLAN_2_PRIO=1 -> shaping 3 mb/s %
‘.
~..°-o..

L |
W vvvy veww veww iiid
'
K
L]
' VLAN_2_PRIO=6
¥ VLAN_2_PRIO=7
VLAN 2 ‘. VLAN_2_PRIO=1
= '
Tagged (trunk) ' Access level
port .

”

VLAN_2
Untagged (access)
ports

Local (Backup)

Server
Workstation

Anekceli YyauH W 1 COUI'SES
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QoS Ha KommyTaTtopax cepmnn CRS

HacTpolika ingress-nopta (onyckaem HacTponky VLAN ©):

oJ[q] i T

A Quick Set

i CAPsMAN

@ Interfaces

3 Wireless

5 Bridge

=3 PPP
l%—-‘ Switch [ Switch Ports

15 Mesh Pots | Tunk | Port soltion  Fort Leakage

less) IP [¥

</’ MPLS [*

|Name / |VLAN Type  |Isolation Profile  |MAC Based V...| Egress VLAN Mode |

ﬂ Routing r etherl-masterdocal network port 25 no unmodified
@ Sytem 1 e e o it
g Queues |etherd-slavedocal  network port 29 no \unmodified
[] Files etherSslavedocal  network port 25 no unmodified

= etherbslavedocal  network port 29 no unmodified
U Log ether7slavedocal  network port 25 no unmodified
H Radius ether8slavedocal  network port 29 no unmodified

3 sfp-sfpplus1-slave... network port 25 no unmodified

X Tools sfpplus2-slavedocal network port 29 no unmodified
[ New Teminal switch1-cpu network port 31 no unmodified
= LCD

E MetaROUTER

% Partition

3 Mk = 11 tems (1 selected)

e Supout

LLAAY IR~ I I AY

Anekceli YyauH ¥ ! Courses



QoS Ha KommyTaTtopax cepmnn CRS
HacTpouKa ingress-nopTa:

Switch Port <ether3-slavedocal>

[ ] Change PCP
[ ] Change DSCP

[v| DSCP Based DSCP to DSCP Mapping

PCP&DEI Map Drop Precedence: |0-15:green

PCP&DEI Map DSCP: |0-15:0

PCP&DEI Map Dei: |0-15:0

CPADEI Map Priority: |1:1
6:6
77

000000

IVEENZD Wi ITN

Anekcelt YyauH Wy l Courses



QoS Ha KommyTaTtopax cepmnn CRS

HacTtpomnka egress-nopTa (scheduling):

Generic | Ingress VLAN Egress VLAN = Mimoring QoS QUGUGSITPIDS Counters

Priority To Queue: |1 H1 }:
E s ¢ | ey
7 |57 '
Per Queue Scheduling: |strict priority (38 v .
strict priorty [E3§ v -
[strict priorty =] v &
|strict priority =] v &
|strict priority =] v -
e ety 5l va
e oy 54 v

|strict priority (38 v &

4

v A AREAYIR - I B AY
&~ | Courses
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QoS Ha KommyTaTtopax cepmnn CRS

HaCTponKa shaper’a:

|| 0] | Safe Mode | Session:[192.168.88.111]

Anekceit YyauH

4% Quick Set
3 CAPSMAN
i Interfaces
I Wirless
&4 Bridge
= PPP

| Swich P Switch QoS

% Mesh Shaver |Inges Pt Polcer QoS Groups | QoS DSCP Map | PolcerGoS Map.

s 2L [#[[=] [+][%] [¥]

ML " | Gos [Pot + [Target [Meter Unit [Rate |Burst
&3 Routing I Settings " ether2slavedocal  queue 1 bit ' E'R

Switch Shaper <ether2-slavedocal>

Port: IetherZ-sIave-Iocal ”J
Target: |queue 1 3]

Rate: |3M
Burst: IO

[ ok |
| Concel |
Meter Unit: ¢ bit ¢ packet
| oy |

enabled

¥ | Courses
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QoS Ha KommyTaTtopax cepmnn CRS

* Ha KommyTtaTopax cepum CRS2xx, a TaKXxe B
moaenn CRS112-8G-4S ecTb MOLWHENLLUN
MHcTpymeHT: ACL, no3BonAtowmMmn, NOMMMO
npoyero, 6onee NpocTo n rubKo co3gasBaTb
nonntmnkum Qos.

q MikroTik
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QoS Ha KommyTaTopax cepun CRS:
HacTpoWnKa ingress-nopTta

0K
’E = Cancel
ke . Apply
[ | Change PCP
[_| Change DSCP

DSCP Based DSCP to DSCP Mapping

PCP&DEI Map Drop Precedence: [D—15:green ] =7
PCP&DEI Map DSCP: [0-15:0 =

PCP&DEI Map Dei: |0-15:0 |$

PCP&DEI Map PCP: [0-15:0 |$

PCP&DEI Map Priority: | | %

’l MikroTik
Anekcelt YyauH ¥ ! Courses




QoS Ha KommyTaTtopax cepun CRS:
Hactponka ACL

||| 4| | SafeMode | Session:[192.168.88.111

3 CAPsMAN
|8 Interfaces
i Wireless
54 Bodge
=% PPP
= Switch P Switch ACL Rule <>
°rg Mesh MAC |VLAN 1P Action Bypass
:; ::PLS Table: Iingness "ﬂ | Cancel I
S :j Invert Match | | Apply |
s Src. Ports: -
: O Dst. Ports: I I -
=] Fles —w— Src. MAC Address
e ~w- Dst. MAC Address Remove
B Dst. Addr. Registered: | | >
& Tools MAC Protocol: 200 (ip) =]~
[ New Terminal
Lo Drop Precedence: | |~
F‘j MISROUTER Custom Fields: [ I -
@ Partition
| 2 Make Supout rf
MikroTik

Anekceli YyauH ¥ ! Courses



QoS Ha KommyTaTopax cepun CRS:
Hactponka ACL

< Tools

(&8 New Teminal
=] LCD

= MetaROUTER
#2. Partition

| Make Supout rif
&P Manual

& New WinBox

Anekceit YyauH

Switch ACL Rule <>

= MAC VLA [Ip Acton Bpase.
Ports
ViD:
e Lookup VID: | b
Service VID: | | -
e ~
Service DEI: | | =
Service Tag: - Remove
@e®omer VID: | | -~
Customer PCP: |5 ]‘
Customer DEI: | | -
Customer Tag: Itagged or priority tagged I F -
Priority: | | =
IVIIKIrol 1K

¥ | Courses 41



QoS Ha KommyTaTopax cepun CRS:
Hactponka ACL

le‘ Switch It ACL Switch ACL Rule <> =] E3

e eal; FDBs MAC VLAN [P Action |Bypass
= 1P I* Ports
Action: Iforward
< MPLS I~ QoS
& Routing I Settings ;
<57 System ™ VLAN Policer: | |~ Disable
& Queues Leam SA: | | - =
|| Files
u Log New Service VID: I | o Remove
S Radius New Service PCP: | | -
& Tools ¥ New Service DEI: | | -
|&8| New Teminal
| LCD New Customer VID: I | o
=4 MetaROUTER New Customer PCP: l ] Wz
¥ Partition New Customer DEI: | | -
|, Make Supout rif
& Manual
O New WinBox
=
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QoS Ha KommyTaTtopax cepun CRS:
Hactponka ACL

S Groups | QoS DSCP Map Polcer GoS Map.

|Meter Unit |Rate | Burst l : |v
bit m 0

Switch Shaper <etherb-slavedocal>

X Tools >
New Teminal
= LCD

=4 MetaROUTER
@ Partition

| Make Supout rif
@ Manual

9 New WinBox
- ma

Port: |etherb-slavedocal |i] OK
Target: [queue 0 ¥ % Cancel

Meter Unit: (& bi
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WMM (Wireless Multimedia)

B 6becnpoBOAHbIX CETAX BO3MOXKHA NPUOPUTU3ALMA
Ha ypoBHe camoro npoTtokona 802.11

« WMM no3BonseT pa3genntb TpadumKk Ha 4 rpynnob,
Kagpbl U3 KOTOPbIX ByayT NOCbIIAaTbCA
becnpoBoaHbIM MHTEPHENCOM C Pa3HbIMU
3a4eprKKamu, NosbiLaA BEPOATHOCTb TOrO, YTO

paHblle c nHTepdenca B cpeay byayT yxoamTb
Kagpbl UX rpynnbl C HAUBbLICLLMM NPUOPUTETOM

e WMM He obecneynBaeT rapaHTUPOBAHHYIO NOJIOCY
nponycKkaHma!
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WMM (Wireless Multimedia)

Priority User Priority 802.1D Access Designation
(same as 802.1D | Designation | category (Informative)
user priority (AC)

Lowest 1 BK AC BK Background

2 . AC BK Background

0 BE AC BE Best Effort

3 EE AC BE Best Effort
14 5! 17 AC VI Video
Y 5 VI AC VI Video
highest 6 VO AC VO Voice
7 NC AC VO Voice

Anekceit YyauH
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WMM (Wireless Multimedia)

Kaap, nomeuyeHHblA MeTKoM priority

A 4
Mapping to Access Category

~ /N T

Voice Video Best Back-
Data Data Efforts ground
AC_VO AC_VI AC_BE AC_BK

Ouepeau

Y

AIFSN,
CWmin,
CWmax

e

MonbITKa OTNpaBKK Kagpa

MikroTik
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WMM (Wireless Multimedia)

e KaK BKJIHOUYUTDL
WMM

Ha MikroTik?

Anekceit YyauH

Interface <wiani~

erfggl Wireless | Dglb Rates Advanced HT HT MCS WDS | OK |
Mode: |ap bridge = I s |
Band: |5GHz-A/N |[= I P |
Channel Width: [20/40MHz Ce =]
| Disable |
Frequency: |auto |[#] MHz
v I Comment ]
SSID: | MikroTik | -~
Radio Name: L41 1U J I Simple Mode I
Scan List: |default ESE— I Torch I
Wireless Protocol: |any H?l I Scan... |
Security Profile: Iprofile‘l ][il l Freq. Usage I
- = I Align ]
Frequency Mode: |regulatory~doma|n ]| 3
: — | | Sniff . ]
Country: |mssna ]I ¥
Antenna Gain: ’D I dBi I Sacopet |
DFS Mode: Inone ”;]
Proprietary Extensions: |post-2.9.25 ]| 3
WMM Support: |enabled @
Bridge Mode: |enabled ]I ¥
VLAN Mode: [no tag =]
VLAN ID: [1 |
Default AP Tx Rate: | |+ bps
Defaul Client Tx Rate: | | bps
Default Authenticate
Default Forward
[] Hide SSID
Mutticast Helper: |defautt =]
Multicast Buffering
Keepalive Frames
!enabled |running running ap
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WMM (Wireless Multimedia)

* [ne Mbl CTaBUM MeTKy Priority?
* [ip firewall mangle

 [interface bridge filter
e Action B 06oux cnaydaax 1ot XKe: set priority

q MikroTik
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WMM (Wireless Multimedia)

Bridge Filter Rule <>
General | Advanced ARP STP Action ..

E3

Chain: [forwardl
—4- |nterfaces

In. Interface: [ || ether? [EIRS
Out. Interface: [||wlan1 |#|a &]
-4 Bridges Comment
In. Bridge: | v Cony
Out. Bridge: | |~ Remove
~w- Src. MAC Address e
~w- Dst. MAC Address
e
MAC Protocol-Num: [ 1[8006p)  [[#] hex
AP
Src. Address: | | v
Src. Port I | .
Dst. Address: | |
Dst. Port I | ¥
Protocol: [ 1|1 jcmp) [EIRS
~w- Packet Mark
~¥- Ingress Priority
|disabled

Anekceit YyauH

<

Bridge Filter Rule <>

K

i

cel
| liLog i
|~ Enable
|* Comment

Remove

| g
;5: 2

Reset All Counters

|disabled
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VLAN riority n Wireless Multimedia (WMM)

MikroTik
Access Point

VLAN_2
Tagged (trunk)
port «

VLAN_2
Untagged (access)
ports

Workstation

(=0l4d T NVIA
—
o}
3]
)
or}
)
[2)
by
(oot
kel

V/
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VLAN Priority n none DSCP

From: [}

[:M2(J2020s500see

VLAN:Iany .

IP Src:
DRedirect To DIDZDZ D4D5DSFP

From: D14D5DSFP

MAC Src:
VLAN:Ian',' .

1P Sre: |
Oredirect To (11200200405 Jsen

From: [J1[J2[]3 SFD

MAC Src:

VLAN:Ian',' .
IP Src: [
Oredirect To [J: (2002 040s50ssp

MAC Src

Anekceit YyauH

D Mirror

D Mirror

DMirror

<

MAC Dst: \
T

woss[ ]
Rate: l:}

MAC Dst: |
VLAN ID: |
1P Dst: | ]

Rate: ’:}

MAC Dst:
VLAN ID: |
10 Dst: |
Rate:

MikroTik
Courses

Ethertype:
Priority:
Protocol:

Set VLAN ID:

Ethertype:
Priority:
Protocol:

Set VLAN ID:

Ethertypa:
Priority:
Protocol:

Set VLAN ID:

UL

UL

UL

o] (][t

DsSCp: S

‘ Clear

Insert

MW




VLAN Priority n Wireless Multimedia (WMM)

3
N ttwian! bridge1 /

2items

Anekceit YyauH

Interface <wlan1>
General Wireless | Data Rates Advanced HT HTMCS WDS .

Mode: |ap bridge =]

Band: |2GHz-B/G/N [=]

Channel Width: |20/40MHz Ce [E3

Frequency: |2412 | #| MHz

SSID: |test| |~

Radio Name: |D4CAGDE847FA |

Scan List: |defautt (=] =

Wireless Protocol: |any “ﬂ

Security Profile: |profile1 =]

Frequency Mode: |manualxpower k2

Country: [no_coumry_set J[il
Antenna Gain: |0 | dBi G

Reset Corfiguration

DFS Mode: [none ”ﬂ

Proprietary Extensions: [post-2.9.25 Hi]

WMM Support: [enabled H 3]

Bridge Mode: [enabled “ 3]

3

VLAN Mode: [use tag
VLAN ID: |2

MikroTik
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VLAN Priority n Wireless Multimedia (WMM)

Bndge Fiter e < o]
General | Advanced ARE_STP  Acton  Staiics| | OK || | General Advanced ARP STP Action | Statistics oK |
#l || camce | Cancel |
~4- |nterfaces
In. Interface: I | 57 | ol l | = I
e > | Dsable | | Disable |
~4 - Bridges | Comment | | Comment |
In. Bridge: | | > | Copy I | Copy l
Out. Bridge: [ | bt | Remove I | Remove |
- Src. MAC Address [ ResetCourters | | Reset Counters |
-w—- Qg ¥ Address
e s | Reset All Courters | | Reset All Counters |
QAC Protocol-Num: [1(8100 (vian)
et
Src. Address [ "
. pot | ~
st. Address l | A
t on [ l v
Protocol I l o
~w- Packet Mark
~w- |ngress Priority
enabled enabled
q MikroTik
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Bonpochoi?

[lnwnTe Ha
training@mikrotik-courses.ru
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Mpurnawato Ha TpeHnHrn MikroTik!

* UpKyTCK:
* MTCNA: 28-30 mapTa
* MTCRE: 31 mapTa-02 anpens

* BnagnBoCTOK:
* MTCNA: 06-08 anpens

* MTCTCE: 11-13 anpens
http://mikrotik-courses.ru
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Cnacubo 3a Bawle
BHUMaHue!l

Anekceit YygmH

q MikroTik
¥ | Courses



