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3a4yem 3T10?

1 - PaboTta 90% komMmnaHuim 3aBUCUT OT OOCTYMa B CETb MHTEPHET
2 - Hn ogpnH npoangep He rapaHtupyet 100% ooCcTynHOCTL KaHana
3 - He paunoHasibHO KOraa BTOPOW KaHas1 MpoCcTamBaeT

4 - IHorpa ogHOro KaHaJjia He 4OCTAaTO4YHO A4 HYXX O, KOMMNaHU
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[MToyemy MikroTik n PCC?
MikroTik:

1 - locTynHOCTb 000OpPYyO0BaAHUS

2 - ACCOPTUMEHT

3 - Pyccko ropopsLada texnoanepxkka
4 - [mbkaga HacTpomnkKa

PCC (Per Connection Classifier):
1 - [lpocTOTa HACTPOUKHU

2 - [lOHATHOCTb PaboThl

3 - OTCyTCTBUE CKPUMTOB

4 - MacwTtabnpyemMocCTb
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Kak MO>XXHO peanu3oBaTtb Ha obopynoBaHun MikroTik?
1+—Distanee-

2 - ECMP (Equal cost multi-path routing)
3 - PBR (Policy Based Routing)

4 - PCC (Per Connection Classifier)
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[lpexxne yemM Ha4yaTb

1 - Mbl pacnpepnensemMm coeanHeHuns, a He NakeThbl
2 - Ham He cTtouT ncnonb3doBatb DNS npoBanaepa

3 - Mbl 0omKHbI yynTbiBaTh Hann4mne NAT
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NAT " HeCKkoJ1IbKO BHeLLUHX KaHaNnoB
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na padboTbl C MApLLUPYTU3AaTOPOM U3BHE

1 - Mapknpyem Bxoggdiuee nogkntoyeHme (connection-mark) B uernoyke input

2 - Ha ocHoBaHuM connection-mark mapkupyem mapLupyT (mark-routing) B uenoyke output
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[lpMep MapKNpPOBKWN

CLlI:

/\//le

[admin@MUM] /ip firewall mangle> print
Flags: X - disabled, I - invalid, D - dynamic

0 chain=input action=mark-connection new-connection-mark=connections-FirstISP passthrough=yves in-interface=FirstlISP log=no log-prefix=""

1 chain=output action=mark-routing new-routing-mark=route-FirstlISP passthrough=no connection-mark=connections-FirstISP log=no log-prefix=""

WinBox:

Mangle Rule <> O x|

General IAdvanced Extra Action Statistics

Chain:

Src. Address: | v
Dst. Address: I v
Protocol: I v

Src, Port: v
Dst. Port: | s
Any., Port: I s
P2pP: A

In. Interface: | | IFirstISP

Cancel

Apply

Disable

Comment

Copy

Remove

Reset Counters

Reset All Counters

Mangle Rule <>

General Advanced Extra Action IStatistics

Action: marl::. conneckion

| |Log
Log Prefix: v
MNew Connection Mark: connections-FirstISP EI
Passthrough

QK

Cancel

Apply

Disable

Comment

Copy

General |Advanced Extra Action Statistics

Chain: [ ”EI

Src. Address: v
Dst. Address: | o
Protocol: | o

Src, Port: v
Dst, Port: v
any. Pork: v
P2p: v

In. Interface: v
Out. Interface: | o
Packet Mark: | o

Connection Mark: D|connections-FirstISP ”EI -

Cancel

Apply

Disable

Comment

Copy

Remove

Reset Counters

Reset All Counters

General Advanced Extra Action IStatlstlcs

Action: | AL 0agls!

| Log
Log Prefix: | v
New Routing Mark: lroute-FirstISP E]
|| Passthrough

=] E3 Mangle Rule <> =] E3 Mangle Rule <>

Cancel

Apply

Disable

Comment

Copy
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Y10 Takoe PCC

PCC (Per connection classifier) - 310 k1accunpunkauma no coegnHeHnam Kotopas paboTtaeT crieayowmm
obpa3om:

Kaxabin IP-nakeT nmeeT 3aroyloBoK, B KOTOPOM €CTb ABa MoJis aapec:nopT UCTOYHUKA U aapec:nopT
Ha3Ha4YeHUs

C NOMOLLbIO anroputTMa XeLumpoBaHMs AaHHble U3 BbIOpaHHbIX NOSIen Npeodbpas3yeTcs B YHUKaNbHoe 32-0UTHOe
3Ha4YeHne

Icnonb3oBaHMe JAaHHbIX XewmpoBaH4d no3soJideT OTCOPTNpPpoOBaTb coeanHeHNHd Ha OCHOBE aapeca NCTOYHHUNKA,
nopTa NCTOHHUKa, agpeca Ha3Ha4eHUdA, nopTa Ha3Ha4eHNA NJIN NX pa3J'II/I'-IHOI7I KOMOUHauUmMu

C NOMOLLIO MapPKUPOBKN COeaMHEHUN DOPMUPYIOTCSH NpaBuia MapLLUpyTM3aLmmn, KOTopble HanpaBagaloT NakeThbl
B COOTBETCTBUM C Tabnmuen MmapLupyTmsawmm no ykasaHHoOMY UHTepdency
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Ha ocHOBaHMM Kaknx AaHHbIX MOXXHO COpTUpOBaThb TpaduK

|
—
S
o

Per Connection Classifier: src address

both addresses
Src. MAC Address: | |both addresses and ports

both ports

dst address

Out. Bridge Port: | |4t 2ddress and port

dst port
src address

In. Bridge Port:

src address and port

IPsec Policy:
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MaTtemMmaTuka pacnpeneneHuns
2-0=2
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Per Connection Classifier: src address

2-1=1

<
™)

Per Connection Classifier: src address

2-2=0
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[lpumep ceTn

k13

FirstiISP

192. 168 0.1
192.168.0.0/24

\/\ — SecondISP

MikroTik
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[lnaH HACTPOUKMN MapLUpyTU3aTopa

1 - Iponuncatb agpeca Ha nHrtepdpencax mapLupytmnsaropa

2 - Hactpoutb NAT Ha BHELLHME KaHasbl

3 - HacTponTb MapKnpoBKY COeANHEHN KOTOPbIE NpeaHa3Ha4YeHbl HENOCPEOCTBEHHO MAPLLUPYTN3aTOPY
4 - HacTtpouTb MapkKNpOBKY 1 pacnpeaenedmne coegmnHennin cpeacreamm PCC anga odbomx kKaHanoB

5 - HacTpouTb MapkKnpoBKY MapLUPYTOB

6 - [ponncaTtb MapLIPYTHI

7 - IlpenycMoTpeTb NpoxoxaeHmne Tpaduka B ciiydae otkasa 0gHOro n3 kaHanos
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[lponuwiem apgpeca n Hactpoukm NAT

[admin@MUM] /ip address> print
Flags: X - disabled, I - inwvalid, D - dynanic

H ADDRESS HETWORK INTERF ACE

0 10.0.1.2/24 10.0.1.0 FirstISP

1 10.0.2.2/24 10.0.2.0 secondIsP

2 192.168.0.1/24 192.168.0.0 LAN

+ e \5',’} S::i E ? Finct
Address 7 Network Interface v

............ °10.0.1.2/24 100,10 RS ISP
‘3’10.0.2.2124 10.0.2.0 SecondISP
l=‘l:1"’192.168.lfl.l.i'24 192.163.0.0 LAMN

[admin@MUM] /ip firewall nat> print
Flags: X - disabled, I - invalid, D - dynamic

0 chain=srcnat action=masquerade out-interface=FirstISP log=no log-prefix=""
1 chain=srcnat action=masquerade out-interface=35econdISP log=no log-prefix=""
Firewall =] E3
Filter Rules MNAT |Mangle Service Ports  Connections Address Lists  Layer7 Protocols
=] ||| k] | & [T Resel Counters || 00 Reset All Counters Fing all —
# Action Chain Src, Address |Dst, Address Protocol Src, Port  Dst, Port  |In. Interface Qut, Interface Bytes Packets v
....... 0 =lmasquerade  srenat e FirstISP 32.0KB 406
1 = masquerade  srcnat SecondISP 3045 B 38
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[lpoMapkupyem coeanHeHUsa ong poyrepa

/\//le

k16

[admnin@MUM] /fip firewall mangle> print
Flags: X - disabled, I - invalid, D - dynamic

0 chain=input action=mark-connection new-connection-mark=connections-FirstlISP passthrough=ves in-interface=FirstISP log=no log-prefix=""

1 chain=output action=mark-routing new-routing-mark=route-FirstISP passthrough=no comnnection-mark=connections-FirstIdP log=no log-prefix=""

Mangle Rule <> [=] E3 Mangle Rule <> [=] E3 Mangle Rule <> =] E3 Mangle Rule <>

General |Advanced Extra Action Statistics

Chain: |

E2

Src. Address: o
Dst. Address: v
Protocol: v

Src, Port: b
Dst, Port: v
any. Pork: v
PzP: v

In. Interface: || |FirstIsp

Cancel

Apply

Disable

Comment

Copy

Remove

Reset Counters

Reset All Counters

General Advanced Extra Action IStatlstlcs

Action:

Loqg Prefix:

New Connection Mark: Iconnections—FirstISP

mark connection

|Log

Passthrough

Cancel

Apply

Disable

Comment

Copy

General |Advanced Extra Action Statistics

Chain: ”E]

Src. Address: v
Dst. Address: v
Protocol: v

Src, Port: v
Dst. Port: v
any. Pork: v
P2P: v

In. Interface: v
Out. Interface: v
Packet Mark: v

Connection Mark: chonnections-FirstISP ”E] L

Cancel

Apply

Disable

Comment

Copy

Remove

Reset Counters

Reset All Counters

General Advanced Extra Action |Stat|st|cs

Action:

Log Prefix:

mark routing

| |Log

New Routing Mark: |route-FirstISP

|| Passthrough

Cancel

Apply

Disable

Comment

Copy
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Hactpoum 6anaHcupoBky Tpadpuka cpeanctsamu PCC

[aduin@MUM] /ip firewall mangle> print

Flags: X - disabled, I - invalid, D - dynamic

0 chain=prerouting action=mark-connection new-connection-mark=connections-FirstISP passthrough=yves dst-address-type=!local in-interface=LAN
per-connection-classifier=both-addresses:2/0 log=no log-prefix=""

Mangle Rule <> Mangle Rule <>

General |Advanced Extra Action Statistics General Advanced |Extra Action  Statistics
Chain: E] Src. Address List: g
Src. Address: | e Dst. Address List: | b
Dst. Address: v
Layer? Protocol: | v
Protocol: v
Content: | e
Src. Port: v
Connection Bytes: N
Dst. Port: v
Connection Rate: v
any. Pork: v
Per Connection Classifier: | | |both addresses |@ ' |2 | ,f|0 -
P2P: v
In. Interface: DlLAN ]E] -
Mangle Rule <> Mangle Rule <>
General Advanced Extra |Action  Statistics General Advanced Extra Action IStatisl:ics |
~v Connection Limit F-¥ad s Hllirnark connection
¥ Limit
~w Dst. Limit _Log
~ v Nth Log Prefix: v
~¥ - Time
~w Src, Address Type MNew Connection Mark: Iconnections-FirstISP ”i]
~ 4 Dst, Address Type Passthrough

address Type: [ + | +

Invert
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Cpenaem Mapkuv ajsiss MapLUpPyYTOB

1 chain=prerouting action=mark-routing new-routing-mark=route-FirstISP passthrough=no dst-address-type=!local connection-mark=connections-FirstISP log=no
log-prefix="""

Mangle Rule <> Mangle Rule <= Mangle Rule <>

General |Advanced Extra Action Statistics General Advanced Extra IAction  Statistics General Advanced Extra Action IStatistics

Chain: [EI ~v~ Connection Limit Action: |[E =y
=% Limit
Src. Address: | v o (]
~w— Dst, Limit Log
Dst. Address: v v Nth Log Prefix: | ¥
~wTime
Protocol: v ~w— Src, Address Type New Routing Mark: Iroute-FirstISP IE]
Src. Port: v ~4- Dst, Address Type __| Passthrough
e . address Type: I - ¢
Invert
Any. Port: e
P2P: v
In. Interface: v
Qut, Interface: b
Packet Mark: v
Connection Mark: | | connections-FirstISP E -
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C mangle 3aKkoH4YUNH

F1p firewall mangle

add

add
add

add
add
add
add
add

& A N
MikroTik "

action=mark-connection chain=prerouting dst-address-type='local in-interface=LAN new-connection-mark=connections-FirstlIiP per-comnection-classifier=\
both-addresses: 2/0
action=mark-routing chain=prerouting connection-mark=connections-FirstISP dst-address-type=!local new-routing-mark=route-FirstISP passthrough=no

action=mark-connection chain=prerouting dst-address-type=!local in-interface=LAN new-connection-mark=connections-3econdIiP per-connection-classifier=\
both-addresses:2/1
action=mark-routing chain=prerouting connection-mark=connections-35SecondI3P dst-address-type='local new-routing-mark=route-5econdISP passthrough=no

action=mark-connection chain=input in-interface=FirstISP new-connection-mark=connections-FirstIS5P
action=mark-routing chain=output connection-mark=connections-FirstlISP new-routing-mark=route-FirstI3P passthrough=no

action=mark-connection chain=input in-interface=3econdI3P nev-connection-mnark=connections-SecondIsP

action=mark-routing chain=output connection-mark=connections-SecondIiP new-routing-mark=route-3econdISP passthroudgh=no

Firewall

Filter Rules MAT Mangle lService Ports Connections Address Lists Layer7 Protocols |

0 = | = (Y Reset Counters || 00 Reset All Counters
¥ Action Chain Src, Address Dst, Address |Prot... Src, Port  Dst, Port  |In. Interface
........ 0 Zmarkconnection prerouting AN

1 & mark routing prerouting
2 & mark connection  prerouting LAN
2 # mark routing prerouting
2 & mark connection  input FirstISP
2 & mark routing output
2 & mark connection  input SecondISP
2 & mark routing output
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Co3paavm MmapLupyThbl

/1p route
add check-gateway=ping distance=1l gateway=10.
add check-gateway=ping distance=2 gateway=10.

routing-mark=route-FirstlISP
routing-mark=route-FirstlISP

routing-nark=route-5SecondISP

add check-gateway=ping distance=2 gateway=10.
add check-gateway=ping distance=1 gateway=10.
add check-gateway=pilng distance=2Z gateway=10.

1 [ -
1 e |
add check-gateway=ping distance=1 gateway=10.0.2.1 routing-mark=route-5SecondISP
1 ] B |
1 [ I |
1 [ |

Route <0.0.0.0/0= Dst. Address /| Gateway Distance Routing Mark Pref. Source
AS P 0.0.0.0/0 10.0.1.1 reachable FirstISP 1 route-FirstISP
General |ﬁttrlbutes AS > 0.0.0.0/0 10.0.2.1 reachable SecondISP 1 route-SecondISP
AS P 0.0.0.0/0 10.0.1.1 reachable FirstISP 1
Dst. Address: | ININENA 5 P 0.0.0.0/0 10.0.2.1 reachable SecondISP 2
Gateway: |10.0.1.1 % | [reachable FirstIsp a S P 0.0.0.0/0 10.0.2.1 reachable SfecondISP 2 route-FirstISP
S P 0.0.0.0/0 10.0.1.1 reachable FirstISP 2 route-SecondISP
— DAC P 10.0.1.0/24 FirstISP reachable 0 10.0.1.2
Check Gateway: |ping ¥ 4  pac  Pl10.0.2.0/24  SecondISP reachable 0 10.0.2.2
: — DAC P> 192.165.0.0/24 LAN reachable 0 192.163.0.1
Type: unicast *
Distance: |1 - a“ i
Scope: (30
Target Scope: |10 “main
Routing Mark: | route-FirstISP | a | route-FirstISP
route-SecondISP
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NToro

/ip address

add address=10.0.1.2/24 interface=FirstISP network=10.0.1.0

add address=10.0.2.2/24 interface=SecondISP network=10.0.2.0

add address=192.168.0.1/24 interface=LAN network=192.168.0.0

/ip dns

set allow-remote-requests=yes servers=8.8.8.8,8.8.4.4

/ip firewall mangle

add action=mark-connection chain=prerouting dst-address-type=!local in-interface=LAN new-connection-mark=connections-FirstISP per-connection-classifier=\
both-addresses:2/0

add action=mark-routing chain=prerouting connection-mark=connections-FirstISP dst-address-type=!local new-routing-mark=route-FirstISP passthrough=no

add action=mark-connection chain=prerouting dst-address-type=!local in-interface=LAN new-connection-mark=connections-SecondISP per-connection-classifier=\
both-addresses:2/1

add action=mark-routing chain=prerouting connection-mark=connections-SecondISP dst-address-type=!local new-routing-mark=route-SecondISP passthrough=no

add action=mark-connection chain=input in-interface=FirstISP new-connection-mark=connections-FirstISP

add action=mark-routing chain=output connection-mark=connections-FirstISP new-routing-mark=route-FirstISP passthrough=no

add action=mark-connection chain=input in-interface=Second|SP new-connection-mark=connections-SecondISP

add action=mark-routing chain=output connection-mark=connections-SecondISP new-routing-mark=route-SecondISP passthrough=no

/ip firewall nat

add action=masquerade chain=srcnat out-interface=FirstISP

add action=masquerade chain=srcnat out-interface=SecondISP

/ip route

add check-gateway=ping distance=1 gateway=10.0.1.1 routing-mark=route-FirstISP

add check-gateway=ping distance=2 gateway=10.0.2.1 routing-mark=route-FirstISP

add check-gateway=ping distance=1 gateway=10.0.2.1 routing-mark=route-SecondISP

add check-gateway=ping distance=2 gateway=10.0.1.1 routing-mark=route-SecondISP

add check-gateway=ping distance=1 gateway=10.0.1.1

add check-gateway=ping distance=2 gateway=10.0.2.1
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ondISP =

TxJRx Rate:
Tx/Rx Packet Rate:

FP Tx/Rx Rate:
FP Tx/Rx Packet Rate:

Tx/Rx Bytes:
Tx/Rx Packets:
Tx/Rx Drops:

Tx/Rx Errors:

Overall Stats Rx Stats Tx Stats Status Traffic

|
QK
421.5 kbps /129.0 Mbps Cancel
736 pls /2476 pls T
0 bps /28,6 Mbps Disable
Ul {2452 pis Comment
88,3 MiB j1812.1 MiB Torch
261 943 1628 777 Cable Test
0 j0 Blink
0 /0 Reset MAC Address

—

BT 421.5 kbps

Blrx: 29.0 Mbps

............. TIITIIIIIIIITITINIIIIIT0 00 ddddddddddddds

Reset Counters

i

Bl 7 Packet: 736 pjs
PR Packet: 2 476 pjs

Interface <FirstISP -

Overall Stats Rx Stats Tx Stats Status Traffic

Tx/Rx Rate:
TxJRx Packet Rate:

FP Tx/Rx Rate:
FP Tx/Rx Packet Rate:

Tx/Rx Bytes:
TxJRx Packets:
Tx/Rx Drops:

TxJRx Errors:

i

BT 368.4 kbps

Blrx: 27.2 Mbps

Wd333333333303333333330333033333333%41 44444

Oj| %
QK
368.4 kbps 1127.2 Mbps Cancel
629 pls |12 356 pjs T
0 bps 1127.3 Mbps Disable
Ul /(2370 pis Comment
15.4 MiEB 111082.9 MiB Torch
121 438 /1825 357 Cable Test
0 j0 Blink
0 j0 Reset MAC Address
Reset Counters

2 11111[1111'

U

Bl 7 Packet: 629 pjs
.Rx Packet: 2 356 p/s

£

|

|enabled

|running

link ok

|enabled

| running

link ok
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