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BeAYLWUN TPEHUHT-UEHTP
MikroTik B Poccun n CHI

3a 3 roga paborbl:

- 5 ctpan ( PO, PB, PK, KbiprbizctaH, NHamA )
- 30 ropopos

- [eorpadua ot KaanHuHrpaaa Ao BhaamnBoctoKa u ot
ApXaHrenbcKa A0 KanbKyTThbl
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Llenb npe3eHTaumumn

Monynapusauma IPve ©
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OcHoBHble ¢paKTbl 00 IPV6

- IPv4 appec: 32 6buta

Bcero mapLpyTmsmpyembix agpecos:
4.294.967.296

- |IPv6 appec: 128 but
Bcero mapipytmsnpyembix aapecos:

3,4x1038
( Ha 1 kKB. meTp 3emaun: 6,65x10%3 agpecos! )
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OcHoBHble ¢paKTbl 00 IPV6

- IPv4 appec: 32 6buta
192.168.0.1

- IPv6 appec: 128 but

2a06:¢3¢0:0000:0001:0222:64ff:fe19:f308
mnn 2a06:c3c0:0:1:222:64ff:fe19:f308
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OcHoBHble ¢paKTbl 00 IPV6

Kak 3anomHuTb IPv6 agpec? ©

NMapamerpbi 3anuck - comp AAAA 2306:¢3c0:0:1:. # 7?2 X
Wma  |compl |
Tun [AAAA (aapec Internet v6) ;l

Ampec |2a06:c3c0:0:1:222:64ff:fe19:f308 ]

ok | OTMeHa
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OcHoBHble ¢paKTbl 00 IPV6

DHCP-cepBep?..

He, He cabiwan
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OcHoBHble ¢paKTbl 00 IPV6

- SLAAC: Stateless Address Autoconfiguration:

2a06:¢3¢c0:0000:0001 : 0222:64ff:fe19:f308
Network Prefix Interface ID
64 6uTa 64 6uTa

- MOKHO 1 Bpy4HY0 ©
2206:¢3c0:0000:0001:0000:0000:0000:0001
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OcHoBHble ¢paKTbl 00 IPV6

- IPv4. CtaHpapTHaA AnnHa npeduKca And
JIOKaNbHOWU CeTW:

/24

- AQpecos: 254
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OcHoBHble ¢paKTbl 00 IPV6

- IPv6. CtaHpapTHaA AnnHa npeduKca And
JIOKaNbHOWU CeTW:

/64

- AfQpecos: 18.446.744.073.709.551.614

- Ha 1 nokanky, Kapn!!!
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OcHoBHble ¢paKTbl 00 IPV6

HacKkonbKO rotToBO KAMEHTCKOE 0bopyaoBaHue
nnsa pabotol no IPv6

?
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OcHoBHble ¢paKTbl 00 IPV6

Microsoft Windows:

Moaxkniouerne yepes:

& Intel(R) 82566DM-2 Gigabit Network Connection

Hactpouts... I

OTmeyeHHbIE KOMMOHEHTHI WCNONb3YTCA 3TMM NOAKNINYEHNEM!

gCnyXGa AOCTYNa K aitnam u npuHTepam ceTeit Micre _A_]
4. |ntel(R) Advanced Network Services Protocol

~&. HTC NDIS Protocol Driver

<& [poTtokon WHTepHeTa Bepcun 6 (TCP/IPvE)

& MpoTokon WHTepHeTa sepcum 4 (TCP/IPv4)

-+ [paisep B/B TONONOra KaHanNsLHOro YPOBHA

4. OTBETUMK 0BHEPYXEHMA TOMONOrMKM KSHaNBHOr0 YPOE v
| »

RO

YeTtaHoBUT... Yaanure I Ceoitctea |

— Ormcanue

TCP/IP Bepcum 6. Caman nosarHan sepcun |PpoTtokona,
06eCneymBaloLLan CBASb B Pa3HOPOAHbIX
B3aMMOCBA3aHHbIX CETAX.

CeoitcrBa: Mporokon MuTeprera sepom 6 (TCP/IPv6) J

OBwwme |

MapameTpbl IPVE MOXHO 3aaaBaTh aBTOMaTUHECKH, ECNM CETb NOAASPKUBAET TaKYIO
BO3MOXHOCTb. B NnpoTUBHOM cnyyae napameTpbl IPVS MOXHO y3HaTb y CETEBOro

aaMUHUCTPaTOPA.

O Monyunte IPv6-aapec asToMaTUHECKH

21

—{" Wcnonb3oBaTh cneayiowyi IPv6-aapec:

IPyb-aapec |
AnvHa npedrkca NoACeTH: I
OCHOBHOM WNHIZ! |

% MonyuuTs anpec DNS-cepsepa aBTOMATMHECKH
— Unonb30BaTh CREAYIOWME aapeca DNS-cepsepos:

[peancynTaete DNS-cepsep; I

AnbTepHaTHEHBIN DNS-cepEen: I

I” MoaTeepanTs napaMerpbl NpH BLXoae

JononHUTEnsHO. .. I

OK Ommena

OTmeHa |

Anekceit YyaunH
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OcHoBHble ¢paKTbl 00 IPV6

= .l 72% @ 13:15

. . < WpeHTudumkartopbl ycTpoiicTea
Android:

NUmsa TenedoHa
HTC Chirik

Homep mogenu
HTC 10

IMEI

IMEI SV
01

Cep. HOMep ycTpoiicTBa

Homep TenedoHa
HeunssecTHO

IMSI

IP-agpec
fe80::827a:bfff:fe3e:e1bb
10.0.204.203
2a06:¢3c0:0:1:827a:bfff:fe3e:e1bb
2a06:c3c0:0:1:b40f:e14e:fdb0:b45¢c
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Anekcei YyanH

MapuwpyTtmnsauma IPve
" HacTpomnkun IPv6 Ha MikroTik
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Knaccuyeckaa mapuwpytnsauma IPv4
NaKeToB

etherS

192.168.0.1/24 ether5

3 6172.1&.0.1/24
=

172.16.0.100/24

ether2

10.0.0.1/24

Route List = E3
Routes |Nexthops Rues VRF

#][=] [#]=] =] (7] [Frd__ ] [a_J3]

\Dst. Address 7 |Gateway |Distance  |Routing Mark | Pref. Source | ¥
DAC P 1000024 ether2reachable 0 1000.1
AS P 1721600/24 192.168.0.254 reachable ether 1
DAC P 192168.0,0/24 ether5 reachable 0 192.168.0.1

3tems

§ 10.0.0.200/24

. ’l MikroTik
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Knaccuyeckaa mapuwpyTtnsauma IPvé
NaKeToB

ethers

2a06:c3c0:0:2::2/64 2a06:¢3¢0:0:3::1/64

-9

CEEEED

[ |Dst. Address

/ | Gateway |Distance | | ¥

DAC P 2a06:c3c0:0:2::/64 _etherd reachable 7 0
AS P 2a06:c3c0:0:3:/64 2306:c3c0:0:2::1 reachable ether4 . 1
DAC P 2a06:c3c0:0:4:/64 ether2 reachable 0

y \ 3items
\ 2a06:c3c0:0:4::2/64
MikroTik

Anekceit YyaunH ’1
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Knaccuyeckaa mapuwpyTtnsauma IPvé
NaKeToB

ethers

2a06:¢3¢0:0:3::1/64

CEEEED

[ |Dst. Address

/ | Gateway |Distance | | ¥

DAC P 2a06:c3c0:0:2::/64 _etherd reachable 7 0
AS P 2a06:c3c0:0:3:/64 2306:c3c0:0:2::1 reachable ether4 . 1
DAC P 2a06:c3c0:0:4:/64 ether2 reachable 0

y \ 3items
\ 2a06:c3c0:0:4::2/64
MikroTik
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A eCTb 1M1 MaNbyUK?

- St .
- 3 r Tropreret e
g N\ -

=] |27 ]3% Y| | 00 Reset Counters || 00 Reset All Counters

# | |Action |[Chain |Src. Ad...|D|Protocol |S..|Dst. Pot  |In. Inteface  |Out. Inteface | Bytes
:» Download

25 LY pas... forward etherl-gateway bridgedocal
.1 Upload

26 5 pas... forward bridgedocal etherlgateway 3126 MiB 1243684

|Pv6 Firewall

Fiter Fues | ' Raw Connections Address Lists

(=] 7] s2 T | | 00 Reset Courters || 00 Reset All Counters |Find  |/[all
# | |Adion |[Chain |Src. Address |Dst. Address |Proto... |Src. Pot  |Dst. Port  |In. Inter...|Out. Int... |Bytes  |Packets |
0 K drop forward Btod 257 4 KiB 2790

::: Download
1 " pas... forward aod [PV6: 7680 MiB 3 727 457

.» Upload
2 Y pas... forward Gtod 63.0MB 453978

’1 MikroTik
Anekceit YyamH W | Courses 21




HacTtpounka IPv6 Ha MikroTik

Anekceit YyauH

Session Settings Dashboard

Package List

2 multicast .38.
Sntp 6.38.3
B routeros-mipsbe  6.38.3

B advancedt... 6.38.3
=1

Feb/07/2017 09:52:42

Feb/07/2017 09:52:42
Feb/07/2017 09:52:42
Feb/07/2017 09:52:42
Feb/07/2017 09:52:42
Feb/07/2017 09:52:42
Feb/07/2017 09:52:42
Feb/07/2017 09:52:42
Feb/07/2017 09:52:42
Feb/07/2017 09:52:42
Feb/07/2017 09:52:42
Feb/07/2017 09:52:42
Feb/07/2017 09:52:42
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HacTtpounka IPv6 Ha MikroTik

":"x‘:" IPvé " | Addresses IPv6 Address <2a06:c3c0:0:1::1/64>

< MPLS " DHCP Cliert Address: [2206:c3c0:0:1:1/64 | 0K
£ Routing " DHCP Relay From Pool: I ‘ - Cancel
t57 System " DHCP Server

Q Queues Frewal Interface: Ibridge~local I@ Apply
(] Files ND L1 EUIe4 Disable
.| Log Neighbors Advertise -

A Radius Pool

A Tools I Routes Sy
| New Teminal Settings Remove

’[ MikroTik
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HacTtpounka IPv6 Ha MikroTik

/IPv6 = Routes

IPv6 Route List =] E3
EIEEIE

[Dst.Addfees /]Gateway ]Distance []V
DAC | P 2a06:c3c0:0:2:/64 etherdreachable 0
AS P 2a06:c3c0:0:3:/64 | 2a06:c3c0:0:2::1 reachable etherd ] .
DAC P 2a06:c3c0:0:4::/64 ether2 reachable

3items

Anekceit YyauH
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HacTtpounka IPv6 Ha MikroTik

e [InHammM4yeckas mapLupyTusauma’?
* OSPFv3, RIPng
» System = Packages = Routing

MikroTik
Courses
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[ne B34aTb |IPv6 agpeca?

* Y cBoero nposangepa ©
* 3aperncTtpupoBaTb cBoto AS 1 noaceTb

* Bocnonb3oBaTbCA yC/yramu TYHHE/IbHbIX
bpoKepos

e “Koctbinn”: 6to4, Teredo

q MikroTik
¥ ! Courses



[ne B3aTb IPVv6 aapeca?

Y cBoero nposangepa ©
* 2 BapuaHTa:

1. DHCP-PD client

2. PPPoE + DHCP-PD client

MikroTik
Courses
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[ne B3aTb IPVv6 aapeca?

* Y cBoero nposangepa ©
1. DHCP-PD client

/NP I Release ” Renew |
7 Routing Ir: s |[Request |PoolName  |Pool Pr... |Use P... |Add D... | Prefix
<o System
& Gueues
[ Fles DHCP | Status
g RL:iu ce: |etherl-gateway 3 Cancel

S
—_— Clasess e )
New Terminal Pool 3 lpooﬂ l
=4 MetaROUTER e S &4 |
#- Parttion Prefix Hirt: | |
| - Make Supout rif
= e
@ New Wingox
l Exit Renew

enabled |Stalus: stopped

MikroTik
Courses
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[ne B3aTb IPVv6 aapeca?

* Y cBoero nposangepa ©
1. DHCP-PD client

DHCPv6 Client

| =] ||| 32 (=] ? Releasze Renew

Interface / |Request | Pool Name Pool Pr... |Use P... |Add D... | Prefix
ether2 prefix pool1 64 yes yes 2306:c3c0:0:10::./64

MikroTik
Courses 29
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[ne B3aTb IPVv6 aapeca?

* Y cBoero nposangepa ©
1. DHCP-PD client

|Pw6 Address <1764

IPv6 Address <2a06:c3c0:0:10::1/64>

(_Address: |2a06:c3c0:0:10:1/64 | ok |
From Pool: |PD°” " $| -~ Cancel From Pool: |pool1

Interface: |etherd =] Apply Interface: |ethers
] EUls4 (] EUls4 Disable
Advertise Comment Advertise

enabled Global enabled Global

MikroTik
Courses
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[ne B3aTb IPVv6 aapeca?

* Y cBoero nposangepa ©
2. PPPoE + DHCP-PD client

DHCPv#6 Client <pppoe-out1>

DHCP | Status
—

@e: |pppoeout1 ) “ 3]

Request: | | address (v prefix

Pool Name: |poo|1 |

Pool Prefix Length: |64 |

Prefix Hint: | v

i

Use Peer DNS
Add Default Route

g

enabled | Status: bound

’[ MikroTik
Anekceli YyauH W ! Courses
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[ne B3aTb IPVv6 aapeca?

* 3aperncrtpmnposaTb cBotO AS U noaceTb
https://www.ripe.net/membership/indices/RU.html

. RIPE NCC

} RIPE NETWORK COORDINATION CENTRE

Manage IPs and ASNs > Analyse Participate > Get Support > Put

You are here: Home > Participate > RIPE NCC Membership > List of Members > Members ordered by country code

Local Internet Registries offering service in Russian Federation

"A-Siti" Limited Liability Company

"A.B.N." JSC

"AB-Telecom" Ltd.

"Abkhazian Telecommunication Company" Ltd
"ActiveHost RU" LLC

"Adant LLC"

"AMT GROUP TELECOM" Limited Liability Company

’[ MikroTik
Anekceli YyauH ¥ ! Courses 32



https://www.ripe.net/membership/indices/RU.html
https://www.ripe.net/membership/indices/RU.html
https://www.ripe.net/membership/indices/RU.html

[ne B3aTb IPVv6 aapeca?

* 3aperunctpupoBaTb cBoto AS U noaceTb
1. AS HOMmep

2. MopceTtb /48
( 65536 cTaHOapTHbIX noaceTen /64! )

3. AHOHCcMpoBaHMe ceoen cetn n AS no npotokonay BGP

MikroTik

Anekcelt YyauH Wy 1 Courses 33




Anekceit YyauH

[ne B3aTb IPVv6 aapeca?

’[ MikroTik
¥ ! Courses

¥% Routing " BFD \
woystem r | BGP goregates VPN4 Routes  Adve
&
= Find
Files IGMP Proxy
= |Router ID  |Out Fiter |Confeder... |Corfeder... [Custer D | |+
.l Log MME ¥
S Radius
K Tools >
| New Teminal
= MetaROUTER
ﬁ Partition
4 Meka paa ["] Redistribute Connected
&) Mot (| Redistribute Static
9 New WinBox [| Redistribute RIP
B B [] Redistribute OSPF
["] Redistribute Other BGP Remove
Out Filter: [ ”’3|
Confederation: | | ¥
Confederation Peers: | |+
Cluster ID: | | »
Routing Table: | | v
Client To Client Reflection
[ lgnore AS Path Length
|enabled

34



i

System

& Queues

Files

.| Log

B Radius

K Tools

{3 New Teminal
#4 MetaROUTER
@ Pattition

| J Make Supout rif
& Manual

O New WinBox

B Bt

Anekceit YyauH

I’

[ne B3aTb IPVv6 aapeca?

BFD

:c

'\

ers
IGMP Proxy
MME
OSPF
OSPFv3
PIM
Prefix Lists
RIP
RIPng

<

MikroTik
Courses
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& Tools P
& New Teminal
= MetaROUTER
#5 Partition

| Make Supout if
& Manual

Anekceit YyauH

[ne B3aTb IPVv6 aapeca?

oks Aggregates VPN4 Routes Advertisements

|7 [ Refresh || Refresh A1 || Resend |[ Resendl | [Fr0 |

| Remote Address

|[Remote AS |M...[R... [TTL/Remote D  [U[¥]

2001:470:12:1a9::1

6939 n0 no d.. 216668454 OO

¢

1item (1 selected)

<

MikroTik
Courses
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[ne B3aTb IPVv6 aapeca?

BGP Peer <HE> BGP Peer ~''”.

Update Source: |none
Cisco VPLS NLRI Length Format: |auto bits

s: (2001:470:12:139::1

Remote AS: |6939

’[ MikroTik
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[ne B3aTb IPVv6 aapeca?

IPv6 Full View: ~¥28 merabant O3Y Ha RB751G-2HnD

52! IPv6

</’ MPLS

&% Routing

i2; System

’ Queues

|__| Files

) Log

. Radius

A Tools

@) New Teminal
= MetaROUTER
@ Partition

| . Make Supout rif
& Manual

l\

S B [

I\

DHCP Client
DHCP Relay
DHCP Server
Firewall

ND
Neighbors
Pool

IRoules
Settings

Anekceit YyauH

|Pv6 Route List

| = ||| 3] |T
| Dst. Address / |Gateway \Distance | BGP AS Path
DAb P 2001::/32 fe80::d842:5436%6to4 reachable 20 6539
DAb | P 2001:4:112::/48 fe80::d842:5436%6to4 reachable 20 6939,112
DAb P 2001:200::/32 fe80::d842:54367%6to4 reachable 20 6939,2914,2500,2500
DAb | P> 2001:200:900::/40 fe80::d842:5436%6to4 reachable 20 65939,2516.7660
DAb P 2001:200:3000::/35 fe80::d842:5436%.6to4 reachable 20 6539,1280.4650
DAb P 2001:200:c000::/35 fe80::d842:5436%.6to4 reachable 20 6939,7500,23634
DAb P 2001:200:000::/35 fe80::d842:5436%.6to4 reachable 20 6535,2516,7660
DAb P 2001:200:2101::/48 fe80::d842:54367%6to4 reachable 20 6939,9355,7660
DAb P 2001:200:2103::/48 fe80::d842:5436%6to4 reachable 20 65939,9355,7660
DAb P 2001:200:e104::/48 fe80::d842:5436%.6to4 reachable 20 6539,9355,7660
DAb | P 2001:218::/32 fe80::d842:5436%.6to4 reachable 20 6539,2914
DAb P 2001:218:2200::/40 fe80::d842:5436%6to4 reachable 20 6939.2914,4713,18255
DAb | P 2001:218:3004::/48 fe80::d842:54367%6to4 reachable 20 6935,2914,20540,20540
DAb | P 2001:218:8000::/38 fe80::d842:5436%6to4 reachable 20 6939.2914
76 P 298]:220::/35 fe80::d842:5436%6to4 reachable 20 6939,17832
36086 items )

’[ MikroTik
¥ ! Courses
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[ne B34aTb |IPv6 agpeca?

Bocnonb3oBaTbCA ycayramMu TYHHeIbHbIX bpoKepos

Public static IPv4

Tunnel Broker

-

IPv4 Internet
IPv6 Internet

6-to-4 Tunnel

’[ MikroTik
¥ ! Courses 39
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[ne B3aTb IPVv6 aapeca?

- Bocnonb3oBaTbca ycayramm TyHHENbHbIX OpoKepoB

[ Interfaces Interface <Btod>

4= Wedes General | Status  Traffic

S8 |

4 PPP Name: l&o4| | Cancel

= Swich Type: |6to4 Tunnel | | Poply |

Z o pls e

= 1P ) Actual MTU: |1480 |

52/ IPvE J L2 MTU: |65535 |

o

ST P -

S -
Qu

é H:es IPsec Secret: | v

) Log Keepalive: | |v

. Radius

A Tools "

| New Teminal

= MetaROUTER

@ Partition

| 2 Make Supout rf

& Manual

9 New WinBox :

MikroTik
Courses
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[ne B3aTb IPVv6 aapeca?

Bocnosib3oBaTbCs ycaAyramm TYHHeEIbHbIX 6poKepoB:
- https://tunnelbroker.net

Hurricar~ Ziccuric Free IPvo Tunnd: 2~oker - Internet Explorer

/Ol_“g *y @Hurricaneﬂec‘h’icFreeIPvG... X | ) Telegram Web I l

HURRICANE ELECTRIC

INTERNET SERVICES

Tunnelbroker Login Hurricane Electric Free IPv6 Tunnel Broker
Username: ‘
]
| 1 IPv6é Tunnel Broker
Password:
?
I : 'l Check out our new usage stats!
And then hit up our new Forums!
Forgot Password
e Welcome to the Hurricane Electric IPv6 Tunnel Broker! Our free tunnel broker se

MikroTik
Courses 41
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https://tunnelbroker.net/

[ne B3aTb IPVv6 aapeca?

- Bocnonb3oBaTbca ycayramm TyHHENbHbIX OpoKepoB

HURRICANE ELECTRIC
INTERNET SERVICES

Create New Tunnel

Main Page
Account Info
Logout

+ If you are trying to reclaim a tunnel simply use your last IPv4 address here. If you have
any issues please email ipv6@he.net.
Create Regular Tunnel .4 « If you have a public ASN and wish to setup a full BGP feed, please use this form

instead.

IPv6 Portscan

IPv4 Endpoint (Your side):

You are viewing from: "00.30
Available Tunnel Servers: —Asia

O Hong Kong, HK
O Singapore, SG
O Tokyo, JP

—Europe
O Amsterdam, NL
O Berlin, DE

U
ondon, UK

O London, UK

O Paris, FR

O Prague, CZ

O Stockholm, SE

O Warsaw, PL

O Zurich, CH

—North America

O Ashburn, VA, US
O Chicago, IL, US
O Dallas, TX, US
O Denver, CO, US
O Fremont, CA, US
O Fremont, CA, US

MikroTik
Anekceli YyauH W ! Courses




KaKk caenatb MUp nyywe?

BKAOUYNUTL OAHOBPEMEHHO Ha KaXXaoMm poyTtepe
IPv4 n IPv6 mapuwpyTtnusauyuio
( Dual Stack )

’l MikroTik
Anekceli YyauH W ! Courses
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KaKk caenatb MUp nyywe?

BKNOUYNTb O AHOBPEMEHHO Ha KaXKaom poyTepe
IPv4 n IPv6 mapuwpytmnsauunto
( Dual Stack )

Y10 (KTO) mewaeT atomy?

’[ MikroTik
Anekceli YyauH W ! Courses
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Anekcei YyanH

KaKk caenatb MUp nyywe?

[Monb3oBaTtenu?
HET! ©

Nm BCe paBHO!

’l MikroTik
¥ | Courses
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Anekcei YyanH

KaKk caenatb MUp nyywe?
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KaKk caenatb MUp nyywe?

A 3ayem?

OTcyTCcTBME 3HAHUM

Ha IPv6 He 3apaboTaTtb aeHer

ObopyanoBaHue He no3soaseT BHeapuTb Dual Stack

bunnunHr He ymeet paboTaTb c IPv6)

P
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[Tpn3bIB K NpoBangepam!

PebsaTta, 6epute MikroTik n sBHegpanTe IPv6!
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[Tpn3bIB K NoAb3oBaTenAm!

TPEBYUTE




Bonpochoi?

[lnwnTe Ha
training@mikrotik-courses.ru
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¥ | Courses
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Xopowero aHA!

Cnacmbo 3a Balle
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