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BBenoeHue

OpHon n3 Hanbonee YacTo BCTPpeYaloWMXcs 3aaad ABnseTcs
dbunnbTpaumsa n/nanm N3MeHeHne 3arosioBka nakerta npm
noMoLin yHKUMoHana npepoctasnsemoro |IP Firewall
MapLipyTmuaaTopa.

CTtaHoapTHbIN hanpBosin paboTaeT Ha TPETLEM YPOBHE
mopenn OSI. Npu atom mapuwpyTmnsatop sasnsetcs |P-
LLUNKO30M OS5 MPOXOoAsLLMX Yepes HEero nakeTos.

lHorga Ham Hapgo ynpaBnsaTb TPaPKoM Ha ypoBHe L2

B aTon npeseHTauumn 6yaoyT paccMoOTpPeHbl Kak 0COBEHHOCTH
peannsaumn, Tak 1 NpMepbl peanbHbIX KOHDUIypaLnii




[MoyHUMN paboThl

e Transparent Flrewall ouneTpyeT Tpadmk npoxogsimnm
yepes MapLipyTmnsartop, Kak yepes L2-ycTponcTao.

e [lna aToro Heobxoammo 4ToObI ethernet-nopThl, Mexay

KOTOPbIMW NNaHnpyeTcs obpabaTtbiBaTb TPapUK Obiin
obbeanHeHsbl B Bridge.

e MapLlupyTmnsaTop npu aToMm MOXET He MMeTb |IP-aapeca.

192.168.0.0/24 192.168.0.0/24

Transparent Firewall
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[MoyHUMN paboThl

e Kak TOJIbKO Bbl 006beanHuUIM nopTbl B Bridge, y Bac
NOSIBNAETCSH BO3MOXXHOCTb nosib3oBaTtbea Bridge NAT un

Bridge Filter

 Bridge NAT noseonset nameHsate MAC-agpeca
oTnpasuTens n nosiydartens ethernet-cdppenma

e Bridge Filter nossonget punbTpoBaTh NAKETDI
OCHOBbIBasACb Ha 3aronoBke ethernet-cdopenma




Bridge NAT

e CyuwecTtByeT aBe uernoykuy NAT.

e SRC-NAT meHsieT MAC-agpec otnpaButens penma.
Kak npaBunio Ncnosb3yeTcs OS89 MacKMpoBKN peanibHOro
MAC-agpeca otnpasutens dppenma

e DST-NAT meHsieTr MAC-agpec nonyyarens nakerta. B

OCHOBHOM MNCMNOJb3YyEeTCH OJ1I9 TOro, YTobbl HaNpPaBUTb
dbpenm Ha yCTPOUCTBO OTIMYHOE OT TOro, Kyaa OH
no/mKeH Obl1 nonacTb M3HaYanbHO.




Bridge NAT

Eridge Porks Filkers MNAT ’Hosts

e || = [«*]|| 22| 3| | | | 00 Reset Counters || 00 Res:
# | |.Q.n:ti-:-n |Chain |Interfac... |Interfac... |Sr-:. MAC Add
Mew Bridge NAT Rule =] E3

General ‘Advanced ARP STP

Zhain: |

[=

8] 4

Cancel

A IC T —

~¥— Bridges

—w— Src, MAC Address

—w— Dst, MAC Address

—w— MaC Protocol

~w—1Ip

—w— Packet Mark

—¥— Ingress Priority

Apply

Disable

Carnmenk

Copy

Remove

Reset Counters

Reset all Counters

enabled

Bridge Porks Filkers MNAT ‘Hosts

|| = ||z =] |T

oo R

esek Counkers

00 Res

# | |Action |Chain

|InterFa-:... |InterFa-:... |Sr-:. MAC Adc

Mew Bridge NAT Rule =] E3

ARP  STP  Action ‘Statistics

Action: |accept *

arp-reply
drop

Log Prefix: F'St'l'lﬂt
jurnp

log

mark packet
passthrough
redirect
return

sek priority
src-nak

QK

Cancel

Apply

Disable

Carnmenk

Copy

Remove

Reset Counters

Reset all Counters

‘ enabled




Bridge NAT

[TpencTaBbTe cebe YTO Bbl YCTPOUINCH HA paboTy B 60bLUYIO
KOMMaHwuto.

B ceTn koMnaHum ecTtb 6onee cta hunmanoB MOAKIIHOYEHHbIX K
LleHTpa/IbHOMY MapLUpyTU3aTopy.

[MpenblayLwLnin CUCTEMHbBIN aaMUHUCTPATOP HEOOCTYIEH.
Bbl He 3HaeTe Nnapons HM OT OJHOro N3 MapLUPYTU3aTOPOB
Bam HeobxoaMmMo BEPHYTb CETb B YNpaB/ieMOe COCTOSAHME

lcnonb3yeTcst MHOro cTaTnyeckon agpecauun. NogmeHa agpeca
LL03a He noaxoauT



Bridge NAT

192.168.1.0/24 192.168.2.0/24 192.168.N.0/24

¢

Ul% @
Router 2

Routwr 1

192.168.0.0/24 @

Core-Router
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Bridge NAT

[1ns BocCTaHOBNEHUS yrpaB/ieHNs1 CETbIO caenaem
chepytoLlee

[lobaBrm B ceTb HOBbIN Core-Router

[ob6asum Transparent Firewall pacnonoxms ero mexkgy
ceTtbto 192.168.0.0/24, Ctapbim n HoBbiM Core-Routers

Bypnem no ogHOMYy MapLpyTU3aTopy Nogkato4daTb CO
cbpocomM KoHdUrypauum Ha HoBoe AP0

[119 KOPPEKTHOr0O NPOXOXOAEHNSA NAaKETOB OQHOBPEMEHHO
co3pgasas npasuno DST-NAT B 6pupgyxe
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Bridge NAT

- -

N
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192.168.N.0/24 S
N
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2.168.1.0/24
N /

by

(==

Rogdter N

Routsr 1 outer 1

Core-Router Core-Router

IP=192.168.0.1/24 Tfanspafert Firewall IP=192.168.0.2/24
MAC=11:11:11:11:11:11 MAC=22:22:22:22:22:22

192.168.0.0/24
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Bridge NAT

* Tenepb Heobxoammo HacTpouTb transparent Firewall Tak,
4TOObI OH NakeT naywun Ha noaceTb 192.168.1.0/24
nepeagpecoBbiBasl HA HOBbIN MapLLUPYyTU3aTop

e [lpun 3TOM BCE A0/IKHO NPONCXOANTb MPO3pPadHO Ao
Tpaduka.

* BoT 31O NpaBuno:
add action=dst-nat chain=dstnat \
dst-address=192.168.0.0/24 mac-protocol=ip \
to-dst-mac-address=22:22:22:22:22:22
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Bridge NAT Rule <=
General ‘Advanced ARP  STP  Action

Bridge NAT

e /Inn oHo e B Winbox

Chain: ||:|stnat

[=]

Ik

Cancel

—w— Interfaces

Apply

—w— Bridges

—w— Src, MAC Address

Disable

—w— Dsk, MAC Address

Carnmenk

—a— MAC Protocal

MAC Protacal-Num: || |800 ip)

|E hex

Copy

—a- TP

Sre, Address: | |~
Src. Part: | R

Dst, Address: [ ]/192.168.0,0/24] |~
Dst. Part: | |
Pratocal: | v

Remove

Reset Counters

Reset all Counters

—w— Packet Mark

—¥— Ingress Priority

enabled
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Bridge MAT Rule <=
Advanced ARP  STP  Action ‘Statistics

Ackion: |dst-nat ”E

| Ilog

Log Prefix: | | b

To MAC Address: |22:22:22:22:22:23| |

K

Cancel

Apply

Disable

Zornment

Copy

Remove

Reset Counters

Reset all Counters

‘enabled




Bridge Filter

PaboTaeT Ha ypoBHe L2

[To3BonsieT PpunbTPOBATL NAKETbI OCHOBLIBASACH Ha
3aronoske L2 dppenma

Hanbonee 4yacTto ncnosib3yeTca anst yCtaHOBKW MOJIS
npuopuTeTa Pperma, KoTopoe 3aTeM MOXKET
ncnosnb3oBaTbes B npoTtokosie WMM becnpoBogHOro
NHTEpdenca

Tak >ke No3BONSET AenaTtb NPOCTbIe Npasuna
dunneTpaunn IP
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Bridge+IP Firewall

e Ecnn BaM HegocTaTtovyHO doyHKUMoHana Bridge Fliter, Bbl
MOXXETE pacLUpUTb ero, Npm NOMOLL BKJTKOYEHNS ONUUN
use-ip-firewall.

e Torpa Tpaduk npoxoasawmn 4yepes Bridge, Tak >e byaeTt
nonagatb B |IP-Firewall.

e OTO NO3BONSET 3HAYUTENBHO pacLUNpPUTb YHKLMOHAN
Transparent Firewall.
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Bridge+IP Firewall

Bridge ‘Pnrts Filtkers MAT Hosts

|| =| |=|| 32| [(2| || | Settings
Mame £ Type L2 MTL  |Tx Fx
R 4tbridge-local Eridge 65535 0 bps
Bridge Settings =] E3
vilse P Firewall ok

|| Use IP Firewall For YLAN
|| Use IP Firewall For PPPoE
Allow Fast Path Apply

Zancel

Bridge Fast Path Active
Bridge Fast Path Packets: |0

Bridge Fast Path Bytes: (0B

.
1 iter out of 2

/interface bridge settings set use-ip-firewall=yes
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Bridge+IP Firewall

e BknouyeHune |IP-Firewall nponcxogut Ha Bcex Bridge B
MapLupyTunsartope. HeT BO3MOXXHOCTU BKNIOYUTL 3TY
OnNuUIo TONbKO gNsa ogHoro, KoHKpeTHoro Bridge

e [locne BKNOYEHNS 3TON ONUNN MEHAETCS NOPSA0K
npoxoxxaeHna Tpaduka sBHyTpu Bridge
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Bridge+IP Firewall

INPUT
INTERFACE

n-interfac
Bridge

yes

Bridge
DST-NAT

no

Layer -3

Prerouting
TN
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Bridge
Decision

OUTPUT
INTERFACE

2
o Interface
51 HTB
ol
Forward 21 no
,--U © JIY®S—"Use P
i \ Firewall
es \ - ‘
Use IP - : Bridge
Crewall no SRC-NAT
A
Bridge Brldge <
Forward Output




Bridge+IP Firewall

Prerouting

Bridge IP P IP
In-Interface DST-NAT . RAW-Filter Connection Mang!e
: Tracker prerouting

-

i Forward
Bridge | MaIrI? o IP IP
Forward ! 9 Filter Forward Accounting
. Forward

Postrouting

Bridge | P P P P
: Mangle ] Queue Tree .
SRC-NAT | Postrouting SRC-NAT Global Simple Queues

__________

'

Interface
Queue Tree

Out-Interface
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Bridge+IP Firewall

e BknoueHune pexunma use-ip-firewall ysennunesaet
BO3MO>XHOCTU 06paboTkn Tpadpumka Ha ypoBHe L2

e CTaHoBuUTCA QOCTYreH Becb pyHkumoHan IP Firewall n
Ouepenmn.

e Taknm obpaszom Mbl MOXKeM paboTaTb C punbTpaunen
naketoB, mapkunposkoun rnaketos NAT n oyepeasmu
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Bridge+IP Firewall

e B IP Firewall, ecnn

MnakeT

npuvwen Ha obpaboTky 13

Bridge, MO>XHO

NoSIb30BaTbCHA CBOMCTBaAMM
iIn-bridge-port, out-bridge-
port, in-bridge-port-list n
out-bridge-port-list ons

onpeaeneHnsa Tpac

DUKA

NpoXoasiLLero mexay
KOHKPETHbIMW nopTamMiu

Bridge
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Mew Firewall Rule

General Advanced ’Extra Action ...

Src, Address Lisk: [

Dst, Address Lisk:
Layer? Protocal:

Zonkent:

Connection Bytes:
Zonneckion Rate:

Per Connection Classifier:

Src, MAC Address:

Qut, Bridge Port:

In. Bridge Port:

In. Bridge Port Lisk:

ik, Bridge Port Lisk:

IPsec Policy:

K

Cancel

Apply

Disable

Zarnmenk

Copy

Remowve

Reset Counters

Reset all Counters




Bridge+IP Firewall

e B ceTtun Transparent Flrewall ctaBuTCca mexxny oByms
CeTeBbIMN YCTPOUCTBAMUN, TPAPUK MeXOy KOTOPbIMU
Heobxoamnmo obpaboTaThb.

e Hanbonee 4yacto NCNonb3yeTcsa ¢ uensmu punstpaummn
Tpadumka Mexxay y3namm BHyTpuU ogHoro L2 cermeHTa
NN C LeNbo ANarHOCTUKMN.

e [lanee paccMoOTpuUM npumMmepbl 3aaa4
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[lponmepbl 3a0au

basoBble HacTponkn RouterOS ona Bcex 3agay
[TopTbl Ether1 n Ether2 o6vegnHeHbl B Bridge-Local

BkntouyeHo ncnonb3osaHune |IP Firewall (use-ip-
firewall=yes)

MapLipyTnsatop MMeeT AO0NONHUTESNIbHLIN NHTEPdENC C
Bbixogom B NIHTepHeT (LTE, 3G, WiFi, Ether3...) (B
3apadax, rge aTo Heobxoanmo)
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QoS

e Heobxogmmo obecnevnTb MPonopLnoHasibHOe
pacnpenenieHne Harpysky Ha annoBbiv CEPBEP
opraHndauun. lNogkntovyeHHoro ¢ nopty Ether2

MapLUpyTM3aTopa

e [lna aToro mbl bygem ncnosib3oBaTb Transparent Firewall
n Simple Queue Tnna PCQ

Ether1 Ether2

Transparent Firewall .
P File Server

LAN 192.168.88.15/24
192.168.88.0/24

25



QoS

e Bce uTo HY>XHO O 3TOro caenaTb - HACTPOUTb
cooTBeTCcTBYOLWYO Simple Queue

® /queue simple
add max-1imit=1G/1G name=192.168.88.0/24 queue=\
pcg-upload-default/pcg-download-default \

target=192.168.88.15/32
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O

Mew Simple Queue Mew Sirmple Queue
General | advanced Statistics  Traffic  Total ... eneral Advanced | Statistics  Traffic Total ... a4
192.165.55.0/24  Packet Marks: = Cancel
192.165.85.15 2 ool
— Target Upload  Target Download Pt
D Limit &t: | unlimited * | |unlimited ¥ | bits/s Disable
Target Upload Target Download ol Priority: 8| a Comment
Maz Limit: | 1000M + | |1000mM * | bits)s € Bucket Size: (0,100 0,100 rakio —opy
Re N Queue Type: |pcg-upload-de| # | |pcg-downloac) # Remove
Burst Limit: |unlimited *+ | unlimited + | hits)s ——
— - Reset Reset Counters
Burst Threshold: |unlimited * | |unlimited * | bits[s ——
Reset A Reset all Counters
Burst Time: |0 0 5 —
T
—w— Time Torch
enabled enabled
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Filter

e HeobxogmMmo NpoTecTMpoBaTh pPaboTy dann-cepeepa s
npeabiaywen 3agadm npm 3% notepb NakeToB B CETW.

e [lakeTbl «TepatoTCAa» TONbKO B HanpaeneHnn Ether1->Ether?2

e [lna aToro HeobxoanmMo co3aaTb COOTBETCTBYHOLLEE
npasuno B /IP Firewall Filter

 /ip firewall filter

add action=drop chain=forward in-bridge-port=etherl\
out-bridge-port=ether2 random=3
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Firewall Rule <=

General Advanced |Extra Action  Statistics

Src. Address Lisk: | | -

Dst, Address List: | | -

Laver? Protocal: | ‘ -
Content: | | hd

Connection Bytes: | | -
Connection Rate: | ‘ -

Per Connection Classifier: | ‘ -
Src. MAC Address; | | -

Cut, Bridge Port: [ |ether2

In. Bridge Port: [ | |ether1

In, Bridge Port List: | s

Out. Bridge Port List: | s

IPsec Policy: | | -

Ingress Priority: | -

Priority: | | hd

DSCP (TOS): | -

TCP Ma5: | |~

Packet Size: -
Randorn: |3 ‘

—_ ]

Ok

Cancel

Apply

Disable

Comment

Copy

Remove

Reset Counkters

Reset all Counters

Filter

‘ Firewall Rule <=

General Advanced Exkra  Ackion |Statistics

Action: |drop

3]

5] 4

Cancel

Apply

Log Prefix: |

-
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Disable

Carnmenk

Copy

Remowve

Reset Counters

Reset all Counters




NAT

Y knneHTta ectb IP-PBX.
OHa noaknto4veHa no npoTtokoy SIP K onepaTtopy cBs3n

OOVH N3 onepaTtopoB NMPUHUMAaET perncTpaunto TpaHka
ToJSIbKO € nopTa 5060

B IP-PBX HET BOBMO>XHOCTU yKasaTb UCXOoOsLMN NOPT
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NAT

ECTb HECKOTbKO BapMaHTOB peLleHns 3Ton 3adadn

[lonro pyrartbcsi ¢ npoBangepom gobuBasicb
pas3peLleHns peructpaumm ¢ nrodoro nopTta

[ToMmeHATb NnpoBangepa

[TomensaTb IP-PBX Ha Ty, B KOTOPOW MO>XHO HAacTpPOUTb
ncxogawnnm nopT

HactpouTb Transparent Firewall n noctaBuTtb ero B
pas3pbIiB coegmnHeHus IP-PBX n ISP
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4 Ether1 BLS 1 7 o Ether2 -
rﬁ\i A n
7 1810101015 "lgz’ 100.100.100.100 [\ 7__ 1|

PBX (Office) PBX (ISP)

Transparent Firewall

e [lna peweHna aTon 3agaydn, HaMm HeobxoaMMo NCNoJsIb30BaTb
dbyHkunonan IP Firewall NAT, Co3naB Tam cnepgytoLlee
npaswnso

@ /ip firewall nat
add action=src-nat chain=srcnat \
dst-address=100.100.100.100 dst-port=5060 \
protocol=udp src-address=10.10.10.15 to-ports=5060
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MNAT Rule <10,10,10,15->100,100,100,100:5060=

eneral | Advanced Extra  Action ... o
Chain: |srcnat * Cancel
MAT Rule <10,10,10,15-=100,100, 100, 100:5060 =
' Y 0
S ER10.10.10.15 ApplY | pdvanced Extra Action | Statistics ... oK
Dst, Address: D 100,100,100,100 | & . . —
Disable Action: | src-nat * Cancel
Pratocol: [ |17 {udp) ¥ Comrment (Tiag Apply
Src. Pork: ¥ g Log Prefix: ¥ Disable
Dst, Port: [ ||5060 - Remave
Camrmenk
To Addresses: v
Ay, Pork: | |- Reset Counters c
OpY
' F
Remowve
ok, Inkerface: b
Reset Counters
In. Interface Lisk: bl Reset all Counters
Ok, Inkerface Lisk: b
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Sniffer

e Bam Heobxogmmo npoaHannManpoBaTb TpapuK NPOXoOaALLnN MeXay ABYMS
y3namu B L2 ceTun

e Camu Bbl HaxoguTechk yaaneHHo. To ectb Port Mirroring Ha KomMmyTaTope
BaM HE MOXXET NMOMOYb

e Takume 3agaym 0bbIYHO BO3HMKAKOT NPU HEOOXOANMOCTU

e Onpenenutb Npobriemy nogkitodeHns (Hanpumep SIP-TtenedoH He
pernctpupyetcs Ha IP-PBX

e [locMOTpPETb OLWMNOKM NPOTOKOSIOB
* [lpoaHannanpoBaTb NPOTOKOJT MEXOY KOHKPETHbLIM Y3/IOM U CEPBEPOM
e OTnpaButb Tpauk gns aHannsa Ha IPS v T.n.
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Sniffer

e 3apava. TenedoH He peructpupyetca Ha PBX. PBXy
npoBavaepa (gocrtyna HeT). Hago onpegenntb Nnpobnemy.

V-
Admin Laptop
192.168.0.15

EtherX

Ether2 Z
/ /ﬁ |
100.100.100.100

@ Ether1
m 10.10.10.15
]

Phone

PBX (ISP)
Transparent Firewall
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Sniffer

e [lnga peweHns aTon 3agavm Ham Heobxoamm Transparent
Firewall nmetommn gonosiHMTeNnbHbIN NHTEPdENC, YepPEeSs
KOTOPbI BO3MOXHa cBA3b ¢ 1K cuctemMHoro
agpMmnHuncTpartopa (MNMpamon nuHk, NIHTepHeTt, VPN 1 1.1.)

e Bocnonbayemcsa doyHkumen Sniff TZSP gna otnpaBku
OTNIOB/IEHHbLIX NakeToB Ha [1K agMunHucTpaTopa

@ /ip firewall mangle
add action=sniff-tzsp chain=forward \
sniff-target=192.168.0.15 \
sniff-target-port=3000
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Sniffer

Mangle Rule <=

zeneral |.ﬁ.d'-.-'anced Extra Action Skatiskics

Chain:
Src, Address:

Dst, Address:

Prokocol:
arc, Pork:
Dsk, Pork:
Any, Pork:

In. Interface:

Farward

.........................................................

K
* Cancel
........... i Apply

Mangle Rule <=

General  Advanced Extra  Action |Statistics

Ackion:

Log Prefix:

Sniff Target:

Sniff Targek Port:

37

-----------------

..................

sniff TZ5P

+l

[] Log

Cancel

Apply

Disable

192, 168.0.15

_amrnent

3000

Copy

Rermowve

Reset Counkters

Reset All Counters




be3on

dCHOCTDb

e B cuny ceBoero yHkumoHana, Transparent Firewall MoXXeT
MCMOJIb30BATbCH B 3/IOHAMEPEHHbIX Lenax, Taknux Kak:

e ATaka Bmga Man in the middle

e HenpaBoMepHbIN OOCTYMN K MHoOpMaLMn

(NpocnylwmBaHme nepero
cHUdduHra n, 3atem, cb
NHOW nepegaBaeMon NHC

BOPOB, NOCPencTBOM
opkn RTP-noTtoka, gocTtyn K

hopMaLuun, nepexsar

He3alWndpoBaHHbIX UK cnado3andpoBaHHbIX Naposen

A T.I1.

38



be3onacHoOCTb

* [lpn aTOM B CUNy TOro, YTO TaKOE YCTPONCTBO MOXET HE UMETb agpeca
BHYTPW CETU, pa3MepPbl YaCTN MapLUPYTN3aTOPOB HEBLICOKN N OHU MOTYT
nutaTtbcsa No PoE nnn ot PowerBank, ero obHapy>keHne MOXeET BbITb
3aTpyaHEHO.

e OCHOBHbIe MEeTObl 3aLUMNThbI

e OrpaHunuymBauTte konndyectso MAC-agpecoB Ha Access-nopTtax
KOMMYTaToOpOB

e COBMECTHO C OrpaHn4yeHmneM agpecoB ncnosib3ynte npotokon 802.1x

e lVlcnonb3ynte wundpoBaHne Tpadunka gaxxe BHYyTPU JIOKaSIbHOWN CETU
(IPSec)
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3akKJiroyeHuve

e Transparent Firewall obnagaeT BbicOknM pyHKLUMOHANOM,
Tak Kak oobegmnHaeT B cebe BO3MOXHOCTb

ogHOBpeMeHHON paboTbl Ha ypoBHSX L2 n L3 mopgenun
OSlI

e CylLlecTBYET psan 3a4ad, peLleHne KoTopbix 6e3
ncnonb3oBaHuna Transparent Firewall saTpygHeHO nnn
HEBO3MOXXHO

e B cuny BOSMOXXHOCTU MacKMPOBKW YCTPOWUCTBA, HY>KHO
bonee TWAaTeNbHO NOAXOONTb K 06ecneyeHunto
6e3o0nacHOCTU JTOKaIbHOW CETU
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Cnacunbo 3a BHMMaHume

Solution. OduumnanbHbIN gUCTpUbBLIOTOP 060pYA0BaHMA U NporpammHoro obecneuenua Mikrotik B CaHkT-lMeTepbypre.

Production.
I} warranty AyauT, NnpoeKTUpoBaHue, BHeApPEeHUE U Nogaep’KKa UHTerpauuoHHbiX pewenHuin B UT. CeptudumumnposaHHoe obyueHue.

www.spw.ru info@spw.ru 8 (800) 700 97 66



