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Multiwan

» ObecneunTb AOCTYN K MapLUPYTM3aTOPY
» OpraHun3oBaTb NMPaBUAbHbIN BbIXOA C MapLUpPYTU3aTOpa
» OAHOBpeMeHHbIM AOCTYN K pecypcaM «3a» NAT

» PacnpeaeAeHMe Harpyskm no KaHaAam
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Mikrorik.Me A o CTYI'I K

MapLUpYTU3ATOPY

* YnpaBAeHUe MapLLUPYTU3ATOPOM

* WinBox, ssh, snmp, icmp etc...
* HopmaabHasa pabota VPN
* Point-to-Point n IP TyHHeAn, a Takke IPSec

» A Takxe ppyrue cepsucbl CPU
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MapLUpYTU3ATOPY
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BbIXOA C MapLupyTMU3aTopa
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Mikrorik.Me A o CTYI'I K

MapLUpYTU3ATOPY

» Llenouka Prerouting

* Mapkupynte coeaAMHeHMe Ha BXOAE B MapLLpPYTU3ATOP
* YuuTbiBaliTEe B MAapKUPOBKE KAXKADbIU LLUAIO3

* YuunTbIBaMTE B MapKMPOBKE MHTEPPENC NMpOBaANAEPA

- ToAbkO AAA NakeToB connection-state=new

* AAs yAOBCTBa MMeHyMTe coepamMHeHus ¢ y4éToMm IP appeca watosa

- «Prerouting/GW/I1.1.1.1»



Mikrorik.Me A o CTYI'I K

MapLUpYyTU3ATOpPY

* Ha Bbixoae U3 MapLipyTU3aTOpa, BCe NakeTbl B UMEHOBAHHOM
COEAMHEHUU OTMPABASIEM B OTAEAbHYIO TabAMLY MapLUpYTU3aLMK

* Tpaduk AOAKEH BEPHYTbCSl B TOT Xe MHTepdEenC MapLLUpYTHU3aTOPa,

C KOTOpPOroO MpULLEA

* AaHHbIN TPadUK AOAKEH YUTU C TEM XKe SOUFCEe apApecoM, Ha
koTopbin destination appec oH NpULLEA
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/7
MapLUpYyTU3ATOpPY

/1p firewall mangle

add chain=prerouting dst-address=1.1.1.0/29 in-interface=etherl \

connection=-state=new action=mark-connection \

new-connection-mark=Prerouting/GW/1.l1.1.l passthrough=no
add chain=output connection-mark=Prerouting/GW/I1.l.1.1 \
action=mark-routing new-routing-mark=Next-Hop/I1.1.l.1 \

passthrough=no



Mikrorik.Me A o CTYI'I K

MapLUpYyTU3ATOpPY

» CospanTte TabAULy MapLpyTU3aLMK, TA€ YHUKAAbHOCTb

MapLupyTa onpeaeAsieTcs He IP appecom, a appecom
nexthop

* AaHHasa TabAaMua AOAKHA KCMOTPETb TOAbKO B
ceba

* [lpoBepka poctynHocTu wato3a check-gatawey He
MMeeT CMbICAQ
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/7
MapLUpYTU3ATOPY

/ip route

add gateway=1.1.1.1 routing-mark=Next-Hop/I.l1.1.I

/ip route rule

add action=lookup-only-in-table routing-mark=Next-Hop/I.l.1.1 \

table=Next-Hop/I.l.1.]
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MapLUpYyTU3ATOpPY

* Het HeobxoammocT NATUTb AaHHBIN TPaduUK
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BbIX0OA € MapLUpyTHU3aToOpa




Mikrorik.Me
BbIXOA C MapLUpyTMU3aToOpa

* [loakAlOYeHMe K BHELWHUM cepBMUCaM C
MapLUpYyTU3aTOpa

* VPN, IP TyHHeAn un IPSec

* OyHkumoHaA RouterOS, rae MOXHO yKasaTb

source uam local appec
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BbIXOA C MapLupyTMU3aTopa
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BbIXOA C MapLUpyTMU3aToOpa

* Llenouka Output

* HeT BO3MOXHOCTU ONpeAeAUTb UCXOAALLMN UHTEPPENC, AAS
OonpeAeAeHUsa BHYTpUCETEBOro TpaduKa

* Ucnoabszymnte npedpumkcbl BOGON Ara UICKAKOUEHMUSA BHYTPUCETEBOIO
TpaduKa

* YuuTbiBaMTEe KAXKAYHO MOACETD

* McnoAb3yinTe cyLecTBYIOLWLYIO UMEHHYIO TabAMLY MapLUpYTU3aLUK
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Bogon / RFC5735
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BbIXOA C MapLUpyTU3aTop &

a

/1p firewall mangle

add chain=output src-address=1.1.1.0/29 dst-address-list=!BOGON \

action=mark-routing new-routing-mark=Next-Hop/I1.1.1.1 \

passthrough=no
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BbIXOA C MapLUpyTMU3aToOpa

* Het HeobxoammocT NATUTb AaHHBIN TPaduUK

22
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BbIX0OA € MapLUpyTHU3aToOpa

Routes ‘ Nexthops Rules VRF
+|=| ][] =] 7]
Dst. Address  + Gateway Distance |Routing Mark Pref. Source
AS k00000 1.1.1.1reachable ethert0 1 Nedt-Hop/1.00.1
AS P 0.0.0.0/0 2.2.2.1 reachable ether11 1 Next-Hop/2.2.2.1
DAC P1.1.1.0/25 ether10 reachable 0 1.1.1.2
DAC P 2220/25 ether11 reachable 0 2222

AOCTaTOYHO AU AQHHbIX HACTPOEK AASl YNIPaBAEHUS

MapLLPYTM3aTOPOM!

>
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BbIXOA C MapLupyTMU3aTopa

Prerouting ‘
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BbIXOA C MapLUpyTMU3aToOpa

* HeobxoauM unicast akTUBHbIM MappyT B Tabanue MAIN
* Ucnoabsynte nycton Bridge, kak loopback uHTepdenc

» Coszpamte default route yepes loopback nHtepdeinc

* YKaxXuTe MakCMMaAbHYIo pabouyto distance AAS MapLupyTa

* Ucnoabsynte pref=-src ars onpeaeaeHus src |P appeca

OCTaAbHOIo TpaduKa
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BbIX0OA € MapLUpyTHU3aToOpa

/interface bridge

add name=Br-Loopback

/ip route

add gateway=Br-Loopback distance=254 pref-src=1.1.1.2
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Aoctyn «3a» NAT
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Aoctyn «3a» NAT

OAHOBpPEMEHHbIN AOCTYMN K BHYTPEHHUM CepBUCAM
CDN, SMTP,WEB, etc...

* DNS Round Robin, kak BapmaHT pacrnpeaeAeHus
BHELLUHEM Harpy3kuM Ha KaHaAbl, COBpEMeHHble bpay3epbl
3aMeYaTeAbHO paboTaloT ¢ AAHHOM TEXHOAOTMEN U
oTpabaTbiBalOT OTKa3
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Aoctyn «3a» NAT

HactponTe dst NAT Tak, Kak 06bIMHO 3TO AeAaeTe

)
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Aoctyn «3a» NAT

* }YKe cywecTByeT MapKMPOBAaHHOE COEAUHEHME
* Llenoyka Prerouting
* McKAOUMNTE MHTepdenc npoBanaepa U3 PUAbTpa

» OTnpaBAseTCsA B UMEHHYIO TabAMLY MapLIpyTM3aLmUM

30
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Aoctyn «3a» NAT /7

/ip firewall nat

add chain=dstnhat dst-address=1.1.1.2 protocol=tcp \
dst-port=80,25,443 in-interface=etherl action=dst-nat \
to-addresses=192.168.1.2
/ip firewall mangle
chain=prerouting in-interface=!etherl \
connection-mark=Prerouting/GW/I1.l1.1.1 \
action=mark-routing new-routing-mark=Next-Hop/I.1.1.1 \

passthrough=no

3
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Aoctyn «3a» NAT

HeTt Heobxoammoct NATUTbL AaHHbBIM TpaduK

3a Bac 3TO cAeAaeT connection=-tracker

B9
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Aoctyn «3a» NAT

Connection <5.19.245.3->1.1.1.1:80>

Src. Address:|5.19.245. 31165207 | Remove
Dst. Address: \1.1.1.1:

Reply Src. Address:| 192.168.0.100 ::

Reply Dst. Address: |5.19.245.3:65207

Protocol: :6 tcp)

Connection Type:
Connection Mark:
Timeout: |23:59:53

TCP State: iestablished

'seennepty assured :conﬁrmed :dstnat
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Aoctyn «3a» NAT

Connection <5.19.245.3->1.1.1.1:80>

General (i 0K
Src. Address: (5.19.245.3:65207
Dst. Address: mn D
Reply Dst. Address: m

Protocol: LG tcp)

Remove

Connection Type:
Connection Mark:
Timeout: |23:59:53

TCP State: iestablished

'seennepty assured :conﬁrmed :dstnat

54
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MikroTik Me peaonpeaeAuTb IP
Aapec

* BbIxoa xocTa U3 nop onpeaeAéHHoro IP appeca

* [lo3BoAsieT opraHM3oBaTb paboTy CAOXKHbIX
NPOTOKOAOB UAM |P 3aBMCMMbIX CEpPBUCOB

» Asterisk, 6aHkuHr, IPsec ¢ BHyTpeHHUX XOCTOB
etc...

36



MikroTik Me peaonpeaeAuTb IP

Aapec

- Lenouka Prerouting
* Ncnoabsynte address=list Aaa onpeaeAeHMs cnincKka XOCTOB
*  Aapec AucTbl UMeHynTe nHpopmatmeHo «via\l.l.1.2»

* KoAn4ecTBO BHYTpMCETEBBIX MHTEPPENCOB, MOXKET ObITb HOAbLLE YEM
OAMH

* Mcnoabsynte Bogon appec AUCT AAS UCKAIOYEHUSI BHYTPUCETEBOTO
TpaduKa

B



MIkiolikMe - MipeaonpeaeAnTts IP 4

7
Aapec

/1p firewall mangle

add chain=prerouting src-address-list=via/l.l.1.2 \

dst-address-list=!BOGONS action=mark-routing \

new-routing-mark=Next-Hop/1.1.1.|l passthrough=no

/ip firewall nat
add chain=srcnat routing-mark=Next-Hop/I.l.1.1 \

src-address-list=via/l.l.l1.2 action=src-nat \

to-addresses=1.1.1.2
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MikroTik Me peaonpeaeAuTb IP
Aapec

Heobxoaumo HacTpoutb src NAT AAf AaHHOrO
TMNa TpaduKa

B



Mikrorik.Me
Load Balance

* PacnpeAeAMTb HarpysKy rno KaHaAam

* ObecneunTtb BbIXOA ¢ Heobxoammoro |IP appeca

40
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Load Balance

* Per-connection-classifier
* Nth

 Random

- ECMP

25
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Load Balance / ECMP

Equal-cost multi-path
Round Robin

[lo3BOAsIeT pacnipeAeAnTb Harpysky Mexay next-hop
Ou4eHb NpOCTOM B HACTPOMKE
e |10 MMHYT XpaHMT B K3LLUeE BblI6ODp LLUAIO3A

McnoAb3ynTe raaBHyto TabAmMuy MapLipyTusaumu

2
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Load Balance / ECMP

/ip route

add gateway=1.1.1.1,2.2.2.1 pref-src=1.1.1.2

MAM

add gateway=1.1.1.1,2.2.2.1,2.2.2.1 pref-src=1.1.1.2

250
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Load Balance / ECMP

Heobxoanmo ybpatb orpaHuyeHue |0 MuHyT

2



Mikrorik.Me
Load Balance / ECMP
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Load Balance / ECMP

* Llenouka forward
* Toabko Ara connection-state=new
* YuutbiBanTe TabAMLY MapLUpYTU3aLMM

* YUUTbIBAUTE UCXOAALLMM MHTEPDENC

47
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Load Balance / ECMP

 Llenoyka Prerouting
* [OAbKO AASI MApPKMPOBaHHbIX COEAUHEHUM

* McnoAb3ynTe paHee cO3AaHHYIO TabAMLy
MapLUpYyTM13aLUM

43
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Load Balance/ ECMP 7

/1p firewall mangle

add chain=forward connection-state=new \
out-interface=etherl routing-table=main \
action=mark-connection \

new=-connhection-mark=ECMP/I.1.1.2 passthrough=no

add chain=prerouting in-interface=!etherl \
connection-mark=ECMP/I.1.1.2 action=mark-routing \

new-routing-mark=Next-Hop/1.1.1.| passthrough=no

3
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Load Balance / ECMP

Forwa

Output Interface
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Load Balance / ECMP

Heobxoanmo HacTpouTb src NAT AAs AaHHOro Tuna
Tpadumka

)
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Load Balance/ ECMP 7

/ip firewall nat

add action=src-nat chain=srcnat connection-mark=eCMP/I1.1.1.2 \

to-addresses=1.1.1.2

DY
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Load Balance

5)0
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Load Balance / Random

» [IpaBnaa B firewall TepMmHMpytoLme

* PaccuymTamTe nNpaBUAbHO MPOLEHTHOE COOTHOLEeHMe

* YUUTbIBANTE B PACUETE Y)KE OTOUAbTPOBAHHbDIE
MPOLEHTb!

 ToAbKkO AAS connhection=state=new

54
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Load Balance / Random

Output Interface

55
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Load Balance / Random 7

/1p firewall mangle

add chain=prerouting connection-state=new random=30 \
src-address=-list=BOGON S dst-address-list=!BOGONS \
connection-mark=no-mark action=mark-connection \

new-connhection-mark=RND/1.1.1.2 passthrough=YES

add chain=prerouting in-interface=!etherl \
connection-mark=RND/I.1.1.2 action=mark-routing \

new-routing-mark=Next-Hop/1.1.1.| passthrough=no

56
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Load Balance / Random ¢

/1p firewall mangle

add chain=prerouting connection-state=new \
src-address=-list=BOGON S dst-address-list=!BOGONS \
connection-mark=no-mark action=mark-connection \

new-connhection-mark=RND/2.2.2.2 passthrough=YES

add chain=prerouting in-interface=!ether2 \
connection-mark=RND/2.2.2.2 action=mark-routing \

new-routing-mark=Next-Hop/2.2.2.1 passthrough=no

5V
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Load Balance / Random

Heobxoanmo HacTpouTb src NAT AAs AaHHOro Tuna
Tpadumka

58
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Load Balance / Random

/ip firewall nat

add action=src-nat chain=srcnat connection-mark=RND/I1.1.1.2 \

to-addresses=1.1.1.2

add action=src-nat chain=srcnat connection-mark=RND/2.2.2.2 \

to-addresses=2.2.2.2

%)
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Load Balance / Random

[ l]pumep pacyéTa

20Mbps / |0Mpbs / SMbps
100% = 35Mbps

577% 1 28% 1 15%
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Load Balance / Random

* [lepeoe npasuao random=15 (5Mbps)
20+ 10Mbps=100%
* Bropoe npasuao random=33 (10Mbps)

* TpeTbe NpaBuAo, 6e3 random (20Mbps)

6l
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Bonpochbil?

 MikroTik.Me

* Vasilevkirill.com
* https://t.me/mikrotikme

* https://vk.com/mikrotikrus
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