OrpaHn4yeHne Ncnosib30BaHunS
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Llenb npe3eHTauun

MccnepoBaTtb npoTtokon BitTorrent n ero paclumpeHus
cornacHo ouuuanbHoON OOKYMeHTauum v npu nomoLum
Wireshark

[lokazaTb BO3MOXHOCTM  uUCMnonb3oBaHWA  Layer/
dunnbTpoB Ha RouterOS

OrpaHu4nTb CKOPOCTb CKayuMBaHWA @aurioB U3 CETU
BitTorrent

PeanbHbIN ONbIT 3KCnnyaTauum
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OcHoOBHasA 3aaava

* HE 3anpeTtutb, HO orpaHnyntb
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Mopnenb ceTn «KNUeHT-cepBep»
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OpnHopaHroBasi UM MUPUHIroBas CeTb
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[TupmnHrosasa (P2P) ceTb

 BitTorrent - P2P-

NMPOTOKOI,

npeaHa3HavyeHHbIU ang
obmeHa dannamm yepes

NHTepHeT

* ToppeHT-Tpekep
KOOpAMHUPYET OENCTBUSA
cKa4yuBaloLero u
pa3gatoLmx (cnaepos)

RouterOS.kz

BitTorrent-Tpekep naeHTUUUNPYET POt U conpoBOXAaET
0bMeH channamu

—
v 5E€d Seed \
i ..
ﬂ rw ] ﬂ (L] ki
4% 100%: 23% 100%: 19%% L%

e e e R

W\

KomnbloTep npu nomown BitTorrent-kineHTa oqHOBPEMEHHO
nosyyaeT 1 oTnpaBAsieT MHOXECTBO YacTel hannos



[1ntockl  MUHYCLI P2P ceten

['111oChI:

OTCYTCTBME OYepeaen Ha

3aKayKy

BbICOKaA CKOPOCTb (4em

bosnblue pa3narLmx,
TEM BblLLE CKOPOCTb)

OoKayka gaunnos (B
noboe BpemMst MOXHO
NPOAOIXUTb 3arpy3Ky)

MHOIo TpekepoB 0e3
perncTpaumm
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MUHyCbiI:

He cnabo 3arpyxaet
KaHan, ecnu He
orpaHu4mMBaThb, MHOIAA
Oaxe CTPaHUYKy
OTKPbITb COXHO

TpebyeTcs yCTaHOBKA
CTOPOHHEWN NporpamMmmbl
(bittorrent, utorrent,
transmission n 1. 4.)



[TonnTUKKN pal3peLueHnsd

3anpeLleHo Bce, YTO He Pa3pelueHo Bce, YTO He
pa3peLleHo: 3anpeLyeHo:
* O6bl4yHO NpuMeHsaeTcaB ¢ OBbIMHO NpUMEHSETCH B
KOpNOpaTUBHbIX CETAX CeTAax cepBuUC NpoBanaepa
+ BOMbLLOI HABOpP npu nponycke Tpadguka K
aboHeHTam

pa3peLluaoLmx npaBun
e HeckonbkK M NX
* bonee BbicOKada Harpy3ka SCKOTNIBKO 3anpeLiaiotl

Ha CPU "pasin
* MeHee BbiCOKaa Harpy3ka
Ha CPU
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[TopagoK onpeneneHna n orpaHnyeHnsa
P2P Tpaduka

Co3pnaHue appecHoro nucta (/ip firewall address-list), ans
XpaHeHus |P agpecoB paspatowmx — ,p2p-seeds”

[lo6asnenne FQDN TpekepoB B agpecHbIn NUcT — ,p2p-seeds”

Co3pnaHue cnucka Layer/ npotokosioB (/ip firewall layer7/-
protocol)

Co3pnaHue npasun obHapyxeHns P2P coeanHeHnn
[lob6aBneHne obHapyxeHHbIX |P aapecoB B afipeCHbIN NUCT

Mapkunposka coeauHeHnn wn naketoB ¢ |P apgpecamun un3
agpecHoro nucra

OrpaHunyeHne ckopocTtu (/simple queues unm /queue tree)
RouterOS.kz 10



Co3naHne agpecHoro nucta un godbasneHmne
FQDN TtpekepoB

] CNMCOK poccUiickKMx TOpPPEHT caiitos 2017 roga
Poccninckmne TOppeHTh!

JlyuiLumMe TOppeHT Hp. HasBaHwe Cceinka Mocetutenn Peructpauma CraTyc
CarTHI 1. Rutracker 83M [a o
2. LostFilm 29M Nla o
f_ﬂ.pyru_!:f CTEaI:hI Ef:“ ornolab (18+) 19.7M /Aa o
™ T ™ P
apoL.- _wriek.net 43
12.  HDClub 3.4M Aa o
13. HDReactor 2.9M Het &
14. Torrent Baza 2.8M Het o
15. RiperAM 2.7M Het &
16. PiratBit 2.5M Het &
17. Katushka ' 2.4M Het o
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Co3ngaHne agpecHoro nucta un godbasneHne
FQDN TpekepoB

v6.36 changes

*) firewall - allow to add domain name to address-lists (dynamic
entries for resolved addresses will be added to specified list);

Teminal
‘ip firewall address-list
add address= list=pip-3eeds
add address lizst=p2p-3eeds
add address= lizst=p2p-3eeds
add addresa= lizt=p2p-seeds
add addresa- lizt=pip-seeds
add address- list=p2p-seeds
add address- list=pip-3seeds
add address- list=p?p-3eeds
add address= lizt=plp-3eeds
add address= lizt=pip-3eeds
add addresa= lizt=pZp-3eeds
[antoxa@BT] >
*
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Co3naHne agpecHoro nucta n godbasneHmne
FQDN Tpekepos

Firewall =] &3
Fiter Rules NAT Mangle Raw Service Pots Connections Address Lists | Layer7 Protocols
& = | T plp-seeds | ¥
Mame Address Timeout Creation Time -
@ plp-seeds Sep/22/2017 22.51:23 -
O 2 pZp-seeds Sep/ 22207 225123
@ ppseeds Sep/d2/ 207 225123
O Q@ pip-seeds Sep/2220NT 225123
2 pZpsceds Sep/23r2NT 225123
O Q@ pip-seeds Sep/23 20T 225124

@MWW

i A WL ol

@ pip seeds Sep/dd T 225123
O ] p.'E‘[_:l-SEEdS Sep/ 22 20T 225124
2 pip-seeds Sep/22r2NT 225124
O @ pZp-seeds Sep/22/2017 225124
2 pin-seeds Sep/ /222017 22:51:24
] 2 pZp-seeds Sep/d2/ 207 22:51 24 -
25 items
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BcTtpoeHHbIn P2P matcher

v6.39 changes

l) firewall - discontinued support for p2p matcher (old rules will

become invalid);

Firewall

Fiter Rules NAT Mangle | Raw Service Pots Connections  Address Lists  Layer7 Protocols

e = [T Reset Counters || 00 Reset All Counters all ¥
# Action Chain Src. Address Dist. Address Proto... |Src. Port |Dst. Port | In. Inter... |Out. Int... |Bytes Packets -
.o P2P matcher
— p2p matcher is obsolete please use layer? matcher instead
0 £ add =rc to address list  forward 152.168.0.0/24 0B 1
.o P2P matcher
— p2p matcher is obsolete please use layer? matcher instead
1 C=F add dst to address list  forward 152 168.0.0/24 0B 0
2 tems

RouterOS.kz
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RouterOS Layer/

MeToa noucka gaHHbIX no wabnony B ICMP/TCP/UDP
NOTOKaXx

L7 matcher aHanuaunpyet nepsble 10 naketoB wunu
nepsble 2Kb coeanHeHns

L7 matcher ponxeH BnaeTb U BXOAAWMN N UCXOOALWNN
Tpaduk, T.e. HaxoauTbcsa B LUenodke forward, wnu
obas3aTenbHO B prerouting+postrouting

L7 3TO pecypcoeMKun npouecc

L7 wabnoHbl He3aBUCUMBbI OT perncTpa

RouterOS.kz 15



RouterOS Layer7/

e RouterOS L7 wabnoHbl cCOBMeCTUMbl C LabnoHamu
npoekta L7/-filter

&«

Protocols

bad third line in replaytv-1vs pat

(i) [7-filter.sourceforge.net/protocols

The pattern name 15 what you must use when 1ssuing 17-filter commands. The names below link to the pattern files. Select column headings to 50%

wiki name speed|quality| group |notes ﬂESl:riptiol:l
100bao 00 b 100bao - a Chinese P2P protocol/program - http:/'www 100bao.com
aim ool m [0 $ ATM - AOL instant messenger (OSCAR and TOC)
aimwebcontent o0 B |B% ATM web content - ads/news content downloaded by AOL Instant Messenger
applejuice o0 m b Apple Juice - P2P filesharing - http://www applejuicenet.de
ares ool m | W | = |Ares-P2P filesharing - http://aresgalaxv.sf net
armagetron @0 N LAl Armagetron Advanced - open source Tron/snake based multiplayer game
battlefield 1942 0 &% Battlefield 1942 - An EA game
battlefield2 0D = % Battlefield 2 - An EA game.
battlefield2142 200 $w Battlefield 2142 - An EA game.
bgp o0 P BGP - Border Gateway Protocol - REC 1771
biff 00 N 2 |= +|Biff - new mail notification
bittorrent o0 N ix | — |Bittorrent - P2P filesharing / publishing tool - http://www bittorrent. com
chikka 20 1 $'o | ® |Chikka - SMS service which can be used without phones - +//chikka com
N s e W Y vV ot —
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RouterOS Layer/

€& (@ |7-filter.sourceforge.net/layer7 -protocols/protocols/bittc Ed C Mouck w B8 4+ #

Bittorrent - P2P filesharing / publishing tool - http:/ wwwWw.bittorrent.com
Pattern attributes: good slow notsofast undermatch

Frotocol groups: pZp OopeEn sSource

Wiki: http: S www.protocolinfo.org/wiki/Bittorrent

Copyright (C) 2008 Matthew Strait, Ethan Sommer; See ../ /LICEMNSE

This pattern has been tested and is believed to work well.
It will, however, not work on bittorrent streams that are encrypted, =since
it's impossikle to match (well) encrypted data.

= A e G cHe e G e e

bittorrent

Does not attempt to match the HTTP download of the tracker

0x13 i= the length of "bittorrent protocol"™

Second two bits match UDP wierdness

Hext bit matches something Azureus does

Ditco on the next bkit. Could alsc match on "user—-agent: azureus", but that's in the next
racket and perhaps this will match mumltiple clients.

bitocomet—-=2pecific =2trings contributed by liangjun.

At G e A G e e

L)

~(\xl3bittorrent protocol|azver\x01%|get /scrape\?info hash=get /anncunce\?info hash=|get /client/bitcomet/|GET
/data\?fid=) |d1l:ad2:id20: | \x08 ' TB\) [RP]

# This pattern is "fast", but won't catch as much
#" (\xl3bittorrent protocol|azver\x01%|get /scrapeh\?info hash=)

RouterOS.kz 17



RouterOS Layer/

Firewall =lE
Fiter Rules MAT Mangle Raw Service Ports Connections Address Lists  Layer/ Protocols |
+| - T
@ | ilter Tl 3bittorent protocollazver«D]Sloet /scrape’%info_hash=get /announce’%nfo hash=lget /client bitcomet NGET /data’ ¥id=}d1:ad2id20:\«08 7P J[RP]
1 item
Jip fireus aperl-protocol +
add nam egeip="" (\\xl3bittorrent protocol|azver\\x01\5|get /scrape‘\\7infc hash=get /anncunce\\\?infc hash=|get 7\
client/bitcomet/ |GET /data\\\?fid=) |dl:ad2:id20: |\\x0E8"TEW\) [RE]"
[antoxal@BT] >
-
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OnpepenexHne P2P coegmnHeHnn u

MapKUpOBKa NakeToB

Filter Rules  NAT Mangdle | Raw Service Ports | Connections = Address Lists | Layer7 Protocaols

all

0B
0B
0B
0B
0B

L o =T Reset Counters || 00 Reset Al Courters
H | | Action Chain |Src. Address  |Dst. Address  |Connection Mark | Src. Address IJstlet.P-ddress List | Layer? Protocol | Mew Packet Mark |MNew Connection Mark | Bytes
0 =tadd smcto address list forward 152.168.0.0-°24 I!pr-seeds [7ilter
1 =t add dstto address list forward 152.168.0.0/24 Ip2p-seeds [7ilter
2 & mark connection farward |p2pseeds ¥ |pZpcmark
3 # mark connection forward pip-seeds II ¥ |pZpcmark
4 4 mark pachet forward ||:|2p-|:mark I FipEp-pmark
Hitems
Teminal
Sip firewall mangle
add acticn=add-src-to-address-list address-list=plp-seeds address-list-timecut=none-dynamic chain=forward dst-address=192.168.0.0/24 %
layer7-protocol=17-filter src-address-list=!p2p-seeds
add acticn=add-dst-to-address-list address-list=p2p-seeds address-list-timecut=none-dynamic chain=forward dat-address-list=!p2p-zesds \
layer7-protocol=17-filter src-addresa=192.168.0.0/24
add acticn=mark-connection chain=forward new-connection-mark=p2p-cmark passthrough=yes src-address-list=pZp-3eeds
add acticn=mark-connection chain=forward dst-address-list=pZp-3eeds new-connection-mark=pZp-cmark passthrough=yves
add acticn=mark-packet chain=forward connectiocn-mark=pZp-chark new-packet-mark=plp-pmark passthrough=nc

[antoxa@BT] >

Packets

]

¥

-

== = e R e I =

RouterOS.kz
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OrpaHu4yeHune ckopoctun P2P

Simple Queues | Interface Queues  Queue Tree  Queue Types
| =| « # 1 || 00 ResetCounters | 00 Reset All Courters nd
H | |Name |Targe¢ |L|plnad Mz Limit |anr1|nad Mz IJm'rtlFad-:ei Marks |T|::tal Mz Limit {bi... | |"

0 2FP2P 192.168.0.0/24 512

Simple Queus <P2P:

2k

pZp-pmark

1 item (1 selectd

General Advanced |Statistir.:s Traffic  Total Total Statistics 0K
Facket Marks: |m || | Cancel
Target Upload Target Download Apply
Limnit At: |ur1|im'rted || ¥ | |ur1|im'rted || ¥ | bits/s Disable
Priority: |8 | 8 | Comment
Bucket Size: (0.100 | |0.100 | ratio Copy
Queue Type: |defauft-small || ¥ | |defaurtﬁmall || * Remowve
Parent: |nnne || Reset Counters
Reset All Counters
Tarch
enabled

RouterOS.kz




TecTupoBaHue KoHduUrypauumn

Firewall

#][=] [¢]l%] [a] [¥]

Fiter Rules NAT Mangle Raw Service Pots Connections Address Lists | Layer7 Protocols |

Simple Queues |Haface{}_|um | Queue Tree | Queue Types |

Mame | Target

[EIEII&J@M_EEJ
Uplod o Lk Dowrload Vax ink Facket ke

Fn0 | [p2psseds | ¥
|Name Address 4 |Timeout |Creatior1 Time | -
D @ pZpsesds Sep/23/2017 00:21:51 -
D @ pZpseeds Sep/23/2017 00:21:05 |
0 @pZpseeds Sep/23/2017 00:23:56
O @pd Sep/23/2017 00:23:.40
O @pdp 5 Sep/232M700:21:17 L
o @ seeds & & Sep/2352017 00:23:35 *
1522 tems a
Queue List =

Simple Gueue <P2P:

1 item (1 selected) |u B queued |u packets queued

General Advanced  Statisics  Traffic | Total Total Statistcs | oK |
Target Upload Target Download | Cancel |
Rate: [35.3 kbps | [521.6 kbps | | Poply |
[N |?4 ps | |54 ps | | Disable |
| Comment |
| | | Cﬂp}f |
et I ==
- | Reset Courters |
| Reset Al Courters |
| i } | Torch |
Bl Upload Packets: 74p/s
Eeeae
|enabled
RouterOS.kz 21



TecTupoBaHmne KoHUrypauumn

s Pazmep CocToAHWe JdocT.., Jarpyska Otgava Bpemn Bocnpol
1 1457k Jarpyska 13.4 % .lll 1021.2 KBEfs 1.2EKB/s 21 mn..,
2 1.45TE Jarpyska 7.1% -lll 4949 Kb/= 1.1KB/s 25 mn...
3 136 1B 3arpyska 3.1% | 353.5 KB/s 0.7KB/s 55 mu...
4 144TE 3arpyska 3.5% _.ll 63.6 KB/ 23.TEB/s Buld..
5 136TE Jarpyska 8.4 % -lll B04.6 KEB/s 29KB/s 33 mu...
L4
Daline Whdopmayns AL Mupel Tpekepel CkopocTe /
P Knuent Dnaru % 3arpy3ka Otaauwa  3anp.. OTaaHo  3arpyseHo
[uTP] MediaGet2 2.01.3673 d EP 100.0 133.6 KB/s 7|0 4.57 MB
[uTP] MediaGet? 2.01.3731 DEP 100.0 106.8 Kb/= 0.0KB/s 1010 13.6 MB
[uTP] MediaGetd 2.01.3673 D EP 1.4 KB/s 940 2.53 MBb
[uTP] MediaGet2 2.01.3673 DEP 70.6 KB/s 0.1 KB/s 127|0 23.4 MB
pTorrent 3.4.9 DE 38.8 Kb/s B1]0 10,1 MB
[uTP] pTorrent 3.5 DEP 57.7KB/s 500 3.21 MB
[uTP] pTorrent 3.5 DEP 32.9 Kb/s 99 |0 4.34 MB
[uTP] pTorrent 3.5 D HEP 48.6 Kb/s 2110 18.3 MB
[uTP] MediaGet2 2.01.3673 DEP 43,7 KB/s M40 16.0 MB
[uTP] pTorrent 3.5 DEP 43,7 Kb/s 4210 1.34 MB
[uTP] pTorrent 3.5 D HEP 43.6 Kb/s 10 .54 MBb
[uTP] MediaGet2 2.01.3673 DEP 34.1 KB/s 650 6.62 MB
L [T FediaGet? 201 3737 N FPR A3 8 KRS o0 428 KR
DHT: 719 yznoe (oBuoenenwne) | M 3.3 ME/c B: 534.0 ME O 37.8 KB/c B: 7.6 MBE
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RouterOS Layer/

Filter Rules MNAT Mangle Raw Service Ports Connections Address Lists Layer/ Protocols

+|=] =¥

|Name ] |F{egem |T
@ Announce  get Jannounce’%nfo_hash=
@ Azver “azverls

@ BitToment  bittoment protocal
@ Bitcomet  "get /client/bitcomet/

@ DHT “d1: d2id20:
@ FID “GET /data¥id=
@ HP I7PWIRF]

@ Scrape get /scrape’dinfo_hash=
@ | Titter “c1 3bittorrent protocollazver=l1giget /scrape’7info_hash=get /announce’%info_hash=iget /client/bitcomet/IGET /data Hid=}d1:ad2id201=08 7P )[RP]

Sitems
Jip firewall layer7-protocol -+

gdd name=17-filter regexp=""(\\xl3bittorrent protococl|azver\\xz0l\%|get /scrape\‘\?infoc_hash=get /anncunce‘\\\?info_has\
h=|get /client/bitcomet/|GET /data‘\“\?fid=) [dl:ad2:id20: %\x08"TE%\) [RF]"

gdd name=Scrape regexp="get /scrape\i\\?info hash="

gdd name=Announce regexip=""get Sfannounceii\\?info _hash="

gdd name=Bitcomet regeip=""get /Jclient/bitcomet/"

gdd name=FID regexp=""GEI /Sdata‘\\\?fid="

gdd name=DHT regexp=~dl:.d2:idz20:

gdd name=RAzver regexp=""azver\0143"

add name=RPF regexp="%08"T7E\\) [RP]" —

gdd name=BitTorrent regexp="\l3bittorrent protocol”

[antoxalBT] > -
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OnpepeneHune P2P coegnHeHnn v
MapKMpPOBKa MNakeToB

Firewvall =] E3
Filter Rules  NAT Mangle | Raw  Service Ports  Connections  Address Lists | Layer7 Protocals
& = | T Reset Courters || 00 Reset All Courters all ¥
# | | Action Chain |Src. Address  |Dst. Address  |Connection Mark | Src. Address List| Dst. Address List | Layer? Protocol | Mew Packet Mark |Mew Connection Mark | Bytes Packets |+
{ =tadd srcto address list forwand 152.168.0.0/24 lpZp-seeds Announce OB 1]
1 £t add srcto address list forward 152.168.0.0/24 lpZp-seeds Azver OB 0
2 et add srcto address list forward 192.168.0.0/24 Ip2p-seeds Bit Toment | 1114 B 2|
3 ot add srcto address list forward 152.168.0.0:24 IpZp-sesds Bitcomet 0B 1]
4t add src to address list forward 152.163.0.0-24 IpZp-sesds DHT I 4B 2 I
h add src to address list forward 152.163.0.0:24 IpZp-seeds FID OB 1]
¢ add srcto address list forward 152.163.0.0:24 IpZp-seeds RF 0B 0
7 =t add srcto address list forward 152.168.0.0/24 IpZpseeds Scrape OB 1]
8 tadd dstto address list forward 152.168.0.0/24 lpZp-seeds Announce OB 1]
5 tadd dstto address list forward 152.168.0.0/24 lpZp-seeds Azver OB 0
10 =t add dstto address list forward 152.168.0.0/24 Ip2p-seeds Bit Toment | 2.1 KB 75 |
11 = add dst to address list forward 152.168.0.0/24 IpZp-seeds Bitcomet 0B 1]
12 Cadd dst to address list forward 192.168.0.0/24 lpZpseeds DHT I 373 KB EEI}l
13 = add dst to address list forward 152.168.0.0°24 IpZp-seeds FID 0B 1]
14 = add dst to address list forward 152.168.0.0.°24 pZp-seeds RF 0B 0
15 ctadd dst to address list forward 152.168.0.0/°24 lpZp-seeds Scrape OB 1]
16 " mark connection forwand plpseeds p2p-cmark 222 MiB 24 482
17 4" mark connection farward plp-seeds p2p-cmark 3351.0 KiB 72 663
i 18 # mark packet forward p2p-cmark pZp-pmark 254 MiB 47103
15 tems
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Cneundoukaums BitTorrent

€ (8 https;//wiki.theory.org/index.php/BitTorrentSpecification#Handshake El & Pouck z

Handshake

The handshake is a required message and must be the first message transmitted by the client. It is (49+len({pstr)) bytes lo
handshake: <pstrien=<pstr=<resernved=<info_hash=<peer id=

s pstrlen: string length of <pstr=, as a single raw byte

» pstr: string identifier of the protocol

« reserved: eight (8) reserved bytes. All current implementations use all zeroes. Each bit in these bytes can be used fo
Bram suggests that trailing bits should be used first, so that leading bits may be used to change the meaning of trailin

« info_hash: 20-byte SHA1 hash of the info key in the metainfo file. This is the same info_hash that is transmitted in tr

« peer_id: 20-byte string used as a unique 1D for the client. This is usually the same peer_id that is transmitted in track
Azureus).

In version 1.0 of the BitTorrent protocol, pstrien = 19, and pstr = "BitTorrent protocol”.

ake immedi initiator

ly
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Wireshark BitTorrent

| | bittorrent
Mo, Time Source Destination Protocal Length Infa
| 145.. 2817-89-23 81:11:25,685529 192.165.8.254 BitTorrent 122 Handshake

2449, 2817-89-23 81:11:45,479171 192.168.8.254 BitTorrent 122 Handshake
272.. 2817-89-23 81:11:49, 533868 192.168.8.254 BitTorrent 122 Handshake
526.. 2817-69-23 61:12:31,533778 192.168.8.254 BitTorrent 122 Handshake
636.. 2817-89-23 81:12:47,656471 192.165.8.254 BitTorrent 122 Handshake

£

192.168.8.254, Dst:

Frame 14579: 122 bytes on wire (976 bits), 122 bytes captured (976 bits) on interface @

Ethernet II, Src: QuantaCo 5d:e2:aa (@8:9e:81:5d:e2:aa), Dst: Routerbo b@:3a:7b (4c:5e:@c:b@:3a:7b)

Internet Protocol Version 4, Src:

Transmission Control Protocol, Src Port: 53378, Dst Port: 6881, Seq: 1, Ack: 1, Len:
¥ BitTorrent
Protocol Name Length: 19
Protocol Name: BitTorrent protocol
Reserved Extension Bytes: 2000000220100085
SHAL1 Hash of info dicticnary: 789ad8ed4aBbd69865516T16881bbee57a6a428e1
Peer ID: 2d5554333530302d8cab96267825c2a3f6leelse

B8

4dc Se Bc b8 33 7b 88 92 81 5d =2 az B8 68 45 a8 RS
B8 6c 57 99 49 49 88 B85 BB 88 cB al 88 fe 1W.@. ..
dé 7a 1la el 9e 5T T1 69 d3 a9 dc 61 @ 138 “nFa
@l @84 c3 f5 8a Eq 13 42 69 74 54 6f 72 72 65 B2 vouuuas B itTDFFEHI
r-;l 28 78 72 6f 74 6f 62 6T 6c |00 68 B8 BA 88 18 t protoc al

B8 85 78 93 dB8 ed4 a8 bd /9 86 55 16 f1 68 81 bb i '
BEsE ee 57 a6 ad 28 el 2d 55 54 33 35 38 38 2d Bc ab WL (L-U T3588-..
@E7a 98 26 78 25 c2 a3 fe le el Se N .

RouterOS.kz
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DHT

* DHT (Distributed hash table — pacnpepeneHHasa xaLi-
Tabnuua) — 3TO NPOTOKOS, MO3BOMSAKLIMA OUTTOPPEHT-
KNWeHTaM HaxoaumTb Apyr apyra 6e3 mncnosib30BaHUS
Tpekepa

 KnueHtbl ¢ nopaepxkon DHT obpasytor obuiyto DHT-
ceTb WU nMomoratoT Apyr Apyry HanTu y4acTHUKOB OAHUX W
Tex Xe pa3gau
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Cneuudukauna DHT

 DHT 3anpocsbl (Queries)
-~ ping
- find_node
- get_peers

- announce_peer

http://www.bittorrent.org/beps/bep 0005.html

RouterOS.kz
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Cneundukaumsa DHT

ping

The most basic query is a ping. "q" = "ping” A ping query has a single argument, "id" the value is a 20-byte string
containing the senders node ID in network byte order. The appropriate response to a ping has a single key "id” l
containing the node ID of the responding node.

arguments: {"id" : "Sguerying nodes ids>"}
response: {"id™ - "Cgueried nodes ids>™}

Example Packets

ping fuery = {"t":"aa", "y":"g", "g":"ping", "a":{"id":"abcdefghij012345E€THS5"}}
bencoded = dl:ad2:id20:abodefghijll2345€785%elgd:pingl:t2:aal:yl:-ge

Be=pon=ze = {"t":"aa™, "y":"r", "r": {("id":"mmopgrstuvwxyszl2345ET}}
bencoded

dl:rdz:-id20-mmopgrsturwxyslidadfel-sd-aal:-yl:re
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Cneundoukauma DHT

find_node

arguments, "id" containing the node ID of the querying node, and "target” containing the ID of the node sought by the
queryer. When a node receives a find_node query, it should respond with a key "nodes” and value of a string containing
the compact node info for the target node or the K (8) closest good nodes in its own routing table.

arguments: {"id"™ : "<guerying nodes id:>", "target™ @ "<id of target node>™}

response: {"id"™ : "Ygueried node=s id>", "node=" : "<oompact node info>"}
Example Packets
find node Query = {"t":"aa", "y":"g", "g":"find node™, "a": {"id":"abodefghij0l23456THSY, "target":"mnopgrstuvwxyzlla
-

)
Find node is used to find the contact information for a node given its ID. "q" == "find_node” A find_node query has two 3

bencoded = dl-adZ-id20:abodefghij0liaaseTi5€targetilmnopgraturwxyslidddifel gi:-find nodel-td:aal-yl-g=

Be=pon=e

"™ :"aa™, "y":"r", "r": {"id":"012345€78%akbcdefghij™, "node=": "def43E..."}}
dl:-rd2:id20:012345€785%abodefghij5:nodesS:defd456. . el t2:aal:yl:re

bencoded
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Cneundoukauma DHT

get_peers

Get peers associated with a torrent infohash. "q" = "get_peers” A get_peers query has two arguments, "id" containing
the node ID of the querying node, and "info_hash” containing the infohash of the torrent. If the queried node has peers
for the infohash, they are returned in a key "values” as a list of strings. Each string containing "compact” format peer
information for a single peer. If the queried node has no peers for the infohash, a key "nodes” is returned containing
the K nodes in the queried nodes routing table closest to the infohash supplied in the query. In either case a "token”

key is also included in the return value. The token value is a required argument for a future announce_peer query. The }f

token value should be a short binary string.
arguments: {"id" : "<guerying nodes id»", "info hash® : "<20-byte infohash of target torrent>"}
respon=e: {"id" : "¢gueried nodes id®", Ttoken” :"<opague write token®”, "value=" : ["<peer 1 info =tring®", "<peer 2
or: {"id" : "<gueried node=s id>", "token™ :"<opague write token>", "nodes"™ : "<ocompact node infox™}

Example Packets:

get peers fuery = {"t":"aa", "y":"g", "g":"get_peers", "a": {"id":"abocdefghij0l12345€TH85", "info_hash": "mnopgrstuvwxyzl
bencoded = _dl:adl:id20:abocdefghijdl12345€67055:info_hash20 mnopgrsturvwxyzl23456el - gS:get _peersl-t2:aal: 31 o=

Be=pon=e with peer= = {"t":"aa™, "y":"r", "r": {"id":"abocdefghij012345€785%", "token™:"aceu=nth", "values™ [Taxje._ u™,

bencoded T dl-rd2-id20:abodefghij0lza23€7853 - tokenlaceusnthé:valuesléaxje uf:idhtomesl: td:aal:yl re

Be=pon=e with clo=zest nodes = {"t":"za", "y":"r", "r": {"id":"abcocdefghij212345€785%", "tobken™:"aceu=nth", "node=s": "def

bencoded T dl-rd2-3d20:abedefghii0laaeie7853 inodesS defdif. . . Sotokenf-aceusnthel td:aal:-yl-re
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Cneundoukauma DHT

announce_peer

Announce that the peer, controlling the querying node, is downloading a torrent on a port. announce_peer has four
arguments: "id" containing the node ID of the querying node, "info_hash” containing the infohash of the torrent, "port”

o™ ~ining ™ art gy"—"ntaqer?ncbthe_'_'f"ﬁ";pmiu.edjp.rEEVnEElnf “eviousgit pameemary, Tf}ﬂhﬂ"'ﬂd‘“} f &

SUTT ArgUMENe owue. JE 2N0MED &1 5 ue JUFCE pure 0 the Jub packet sno. . 2 usew as the pe. portinsea .

This is useful for peers behind a NAT that may not know their external port, and supporting uTP, they accept incoming
connections on the same port as the DHT port.

argument=: {"id" : "<guerying nodes id>",
“implizd_Pnrt“: <1 or 1>,
"info hash"™ : "<20-byte infohash of target torrent>",
"port"™ : <port number:,

"token™ : "<opague token>"™}
response: {"id™ @ "<gueried nodes id>"}

Example Packets:

announce peers fuery = {"t":"aa", "y":"g", "g":"announce peer™, "

bencoded = _dl:ad2:id20:abodefghij0l2345€6785% :info _hash20:<br />

a": {"id":"abodefghij0l2345€785", "implied port™:

mnopgrsturwxyzld 4564 portibéifleS-tokenl i apeusnthel gli: announce peerl:t2:aal:yl:ge

Be=pon=e = [Tg":"gg®, "y"omgm, Wpw:

benocoded

r {"id" : "mnopgreturwxysl2345E™ } }

dl:rd2:id20:mnopgrsturrxyzsli3d45Eel t2:aal:yl:-re
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Wireshark DHT

| M [bt-dnt

Mo, Time Source Destination Protocol Length Info
245 2017-89-23 @81:59:15,544592 192.168.68.254 BT-DHT 145 BitTorrent DHT Protocol
249 2817-69-23 81:59:15, 788258 192.168.6.254 BT-DHT 145 BitTorrent DHT Protocol
256 2017-69-22 61:59:15,732819 192.168.08.254 BT-DHT 121 BitTorrent DHT Protocol reply=8 nodes
251 2917-69-22 61:59:15,878676 192.168.6.254 BT-DHT 121 BitTorrent DHT Protocol reply=8 nodes
387 2817-89-23 81:59:22,568497 192.168.8.254 BT-DHT 145 BitTorrent DHT Protocol
371 2817-69-23 61:59:25,553829 192.168.6.254 BT-DHT 145 BitTorrent DHT Protocol

User Datagram Protocol, Src Port:

v BitTorrent DHT Protocol
Request arguments: Dictionary...
Request type: find_node
Transaction ID: bc@Seaas
Version: 5554abic
Message type: Request

F

52525, Dst Port:

Dst:
28368

192.168.8.254

Frame 249: 145 bytes on wire (1160 bits), 145 bytes captured (1168 bits) on interface @
Ethernet II, Src: Routerbo b@:3a:7b (4c:Se:@c:b@:3a:7b), Dst: QuantaCo _S5d:e2:aa (B5:9e:81:5d:e2:a3a)
Internet Protocol Versionm 4, Src:

@@ 83 7T ea
@@ fe cd 2d
3a B9 84 32
4e eb 98 fs
BS 74 32 38
2 68 B8 28
69 Be B4 S
@@ 31 3a 76
85

28
1f
38
d7
3a
Bl
be
34

Beee O8 9e @1 5d e2 aa

5 E]
9@
3a
b3
dc
Sle]
&6t
3a

d4c Se Bc b8 3a 7b 88 86
B4 11 1 b8

g8 6f f7 d4 64 31 3a 6Bl
dc 29 9 ba a2 ef 2d 73
51 d3 6d 4d 36 3a 74 6l
29 ff 94 @8 88 6c 78 @8
B8 6@ &8 65 31 3a 71 39
B4 65 31 3a 74 34 3a bc
55 54 ab 8c 31 3a 79 31

45
ce
B4
5@
72
aa
3a
a5
3a

5 lE]
asd
32
9a
67
5d
BE
5 lE]
71

sool]oal® 5o8ifc
...... R P

.E.

-...0 .ldl:adzl

Mawuun Q. mMa:targ
et28:.). ...1p..]
vonf@..” Teligl:f
ind_node 1:t4:...
A:va:uT .. 1kyl]
[=]
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TecTupoBaHmne KoHUrypauumn

NZ  LAmn Pazmep CocToAHWE Aoct... 3arpy3ka Otgada Bpems Bocnpow
1 1.45TE 3arpyska 26.4 % -lll 2203 KE/s 1.3 KB/ s 25 mu...
2 1.45TE 3arpyska 18.3 % _..I 1.1 ME/s 2.6 KB/s 18 mn..
3 1.36TE Sarpyska 12.9 % _||I 563.9 KB/s 0.2 KE/s 33 mu...
4 144 Tk Jarpysea 9.1 % .lll 230.6 Kb/ 122 KB/ 9u 1 ..
5 1.36 1B 3arpyska 21.1 % il 921.6 KB/s 20KB/s 21 mu...
£
Paline Whdopmauna AL Mupel Tpekepe CropoCTe /
P Kanent Dnaru Y Jarpyska Otaaua  3anp.. Ctaano  3arpyseHo
[uTP] MediaGetZ 2,01.3731 D XEP 100.0 03KB/s &4|0 1.25 Mb
[uTP] MediaGet2 2.01.3725 D[ HXEP 100.0 1710 430 KB
pTorrent 3.1.3 D HXE 100.0 4|0 144 KE
pTorrent 3.4.2 D HE 100.0 410 16.0 Kb
[uTP] pTorrent 3.5 D HXEP 100.0 2|0 43,0 Kb
pTorrent 3.5 d HXE 100.0 0.1 KB/fs 144 KB
[uTP] pTorrent 3.5 d EP 100.0
[uTP] pTorrent 3.5 d HXEP 100.0
pTerrent 3.4.1 d HXE 100.0
[uTF] pTorrent 3.5 d HXEP 100.0
[uTP] pTorrent 3.0 d XEP 100.0
[uTP] pTorrent 3.5 d XEP 100.0 176 KB
TR uTnrrent 1 5 A HEP 100 16 0 KR
DHT: 733 yznos : 3.6 Mb/cB: 644.1 ME 0 22.8 Kb/c B: 7.6 Mb
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dnaru plTorrent

D — B gaHHbI MOMEHT ckaumBaeTca (3auHTepecoBaH U AOCTYMNEH)

d — Baw KnueHT xo4eT ckayaTb, HO MNP He XOYeT OTAaBaTh (3anHTepecoBaH, HO 3aHSAT)
U — B gaHHbIn MOMEHT OTAaeTcs (3auMHTEpPEeCcOBaH 1 AOCTYMEH)

u — Nup xoyeT y Bac ckayaTb, HO Bbl elle He oTaaeTe (3anHTepecoBaH, HO 3aHAT)
E — lNnp ncnonb3yeT wndposaHne NpoTtokona (Becb Tpaguk)

e — [Nup ncnonb3yeT WndpoBaHue NpoTokona (Npu coeguHeHnn)

X —Tup 6bin pobaeneH Yepe3 o6meH nupamu (Peer Exchange, PEX)

H — Mup 6bin nobaeneH yepe3 DHT-ceTb

h — INup nogkntoynncsa ¢ ncnonb3osaHnem UDP-hole punching

P — NMup nogkntounncs yepe3 uTP

| — Bxopgsdullee nogkriodeHne

S — MNwnp "ycHyn" (HyneBasa akTUBHOCTD)

O —lNup ocBoboxpaeTcs n ckopo byaeT rotoB pa3gaBaTb

K — INnp xo4yeT Bam oTaaTb, HO Bbl HE XOTUTE CKaunBaThb

? — Baw KnNueHT rotoB 0TAaTh, HO NUP HE XOYET NosyyaTb

L — JTokanbHbI nnp (6bin HanaeH vyepe3 "lNonck nokanbHbIX NMPoB")

F — Mup 6bin 3ameyeH B nepenaye "6utoro" Kycka (He 06a3aTenibHO NNOXoN NMp, NPOCTO OblN BOBEYEH)
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BEP — BitTorrent Enhancement Proposal

* DHT — Distributed Hash Table — pacnpepeneHHas
xewl-tabnuua

* PEX — Peer EXchange — pacwunpeHune BitTorrent-
npoTokona ana obmMeHa cnMckamm y4acTHUKOB

* UWTP — Micro Transport Protocol — TpaHCnopTHbIN
NPOTOKON C KOHTpornem goctasku (nogobHo TCP) Ha
ocHoBe npotokona UDP

http://www.bittorrent.org/beps/bep 0000.html
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Cneundukaumsa PEX

Pt 1‘\‘\\
€ (@ bittorrent.org/beps/bep_0010.html E1 ¢ Q Moug

handshake message

The payload of the handshake message is a bencoded dictionary. all items in the dictionary are optionall
names should be ignored by the client. All parts of the dictionary are case sensitive. This is the define
dictionary:

|na.me ||:|es.cr1' ption i

s 6EB1

w “uTarrent 1.2°

and in the encoded form:

dl:mdll1:LT metadataileé&:uT PEXildeel:pi&B8E8lel:vwl3: Yuo2hxbE5Torrent 1.2e

To make sure the extension names do not collide by mistake, they should be prefixed with the two {or

on. T
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Wireshark PEX

| | Apply a display f

Packet bytes Marrow & Wide ¥ | [] Case sensitive String * | |ut_pex

Ma, Time Source Destination Protocal Length Info
i 2287 2817-89-23 11:27:88,595358 192 . .1658.68.1 192.168.68.254 TCP 1832 8291 - 49861 [PSH,
i 2288 2817-89-23 11:27:85,595362 192.1658.8.254 192.168.68.1 TP 54 49861 + 8291 [AC

2289 2817-89-23 11:27:85,595489 192.165.8.254 TCP 585 61384 » 57659 [PS

2218 2817-89-23 11:27:85,595521 192.168.8.254 TP 312 57659 » 61384 [PS
: 2211 2817-89-23 11:27:88,595826 192.165.8.254 BT-uTP 62 uTorrent Transpor
! 2212 2817-89-23 11:27:88,596155 192.168.68.254 UDP 138 BB88 - 2718 Len=9
£

Internet Protocol Version 4, Src: , Dst: 192.168.8.254

¥ Transmission Contreol Protocol, Src Port: 61384, Dst Port: 57659, Seq: 118, Ack: 188, Len: 531
Source Port: 61384
Destination Port: 57659

- ' -

p02@ @@ fe ef c8 el 3b 15 75 a4 bl @1 9f @8 c3 50 18  ..... Pell .. P.
PO3@ @1 @2 a8 @5 9@ @@ bd 30 9 @b 9e dl 9d c1 93 31  ....... = 1
32 3a p3 6f Ad 7@ Ac % 74 65 5T 61 67 6f 69 32  2:comple te agoi2

65 31|33 6d 64 31 31 3a| 75 7@ 6¢c 6T 61 64 5f 6f el:mdll: |upload o

fe 6c 70 6O 33 65 31 31 3a 6c 74 5T 64 6f 6e 74 nlyi3ell :1t dont

68 61 76 65 69 37 65 31 32 3a 75 74 5f 68 6f 6c  havei7el 2:ut_hol

65 78 75 6e 63 68 69 34 65 31 31 3a 75 74 5T 6d  epunchi4 ell:ut m

65 74 61 64 61 74 61 69 32 65 36[3a 75 74 5 78| etadatai 2ed:ut _p|

| 65 78|69 31 65 31 38 3a 75 74 5f 63 67 6d 6d 65 |exileld: ut_comme

6e 74 69 36 65 65 31 33 3a 6d 65 74 61 64 61 74 ntiGeel3 :metadat
61 5f 73 69 7a 65 69 31 34 39 35 32 65 31 3a 7@ a_sizeil 4952el:p
69 36 31 33 38 34 65 34 3a 72 65 71 71 69 32 35  i61384e4 :reqqi2s
35 85 31 3@ 76 31 33 3a ce bc 54 6f 72 72 65 Be S5el:wl3: ..Torren
74 2@ 33 2e 35 32 3a 79 39 65 t 3.52:y piS7650e
36 3a 79 &6 72 69 7 G5 8@ G:yourig 4:[...e.
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RouterOS Layer/

Fiter Rules MAT Mangle Raw Service Pots Connections Address Lists  Layer7 F'rntnculs|

+|=| |E T

|Name 4 |Hegexp
@ BitToment  hittoment protocal
@ DHT “d1:.d2id20:
@ ut_pex Smd11:%ut_pex.”:

Jitems
Terminal E E
-

Jip firewall layer7-protocol
gdd name=DHT regexp=~dl:.d2:idZ20:
gdd name=BitTorrent regexp="*%l3bittorrent protocol”

gdd name=ut pex regexp=.*:mdll:.*:ut pex.*:
[antcxa@BT] >
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OnpepeneHne P2P coegnHeHnn v
MapKMpOBKa MNakeToB

¢ Pots  Connections  Address Lists  Layer? Protocols

JI
eset Courters || 00 Reset All Counters all ¥
. Address Dist. Address Protocol |Connection Mark | Src. Address List |Dst. Address Li Mew Packet Marde | New Connection Mark Bwtes | Packets |
152.168.0.0/24 6 ftcp) IpZpseeds ut_pex 8.6 KiB 13
152.168.0.0/24 & ftcp) lpZpseeds it [oment beh B 10
152.168.0.0/24 17 fudp) IpZpseeds DHT 0B 0
192.168.0.0/24 6 ftcp) pZpsesds | ut_pex | | 10818 3|
ii 52.168.0.0/24 & ftcp) IpZp-seeds Bit Toment 4104 B 38
J168.0.0/24 7 {udp) IpZp-seeds DHT 16.9 KiB 132
pZpseeds pZp-cmark JBBE 2 30583
<_ pip-seeds pZp-cmark: 2075 KB 2 842
{( pZp-cmark: pZp-pmark: 28549 h 945
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TecTupoBaHmne KoHUrypauumn

NZ  Aran Pazmep CocToAHWE Jocr.., 3arpy:ka Otaaua Bpemn Bocnpou
1 14576 3arpyska 29.3 % all 446.1 Kb/s 0.6KB/s 2u3..
3 145TE 3arpyska 21.3 % _.ll 2.2 Kb/= 0.2EB/s 1564
3 1.36T6 3arpyska 15.7 % il 601.4 KB/s 11KB/s 53 mu.
4 14476 3arpyska 11.5 % il 8013 KB/s 1.7KB/s 1u56..
5 1.36 7B 3arpyska 24.2 % il 15.4 KB/s 03KB/s 22ud.
<
Daine WMudopraaumn At Mwnpe Tpekepl CrkopocTb /
P Knuent Wnarw % 3arpysk Otgaua  3anp.. OtgaHo 3arpyseHo
8 [uTP] pTorrent 3.3 OEP TO66—# 304.5 KBfs 0.3KB/s 55|0 4,26 Mb
L [uTP] TTANEMISEIOn &3¢ CrEF oo 217.8 KE/s 0.1KB/s 25|0 4,28 MB
13 [uTP] pTorrent Mac 187  DP 100.0 HKB/s 0.1KBE/s 158|0 6.71 MB
B8 [uTP] MediaGet2 2.01.3725 DP 100.0 A KB/s 3|0 144 KB
T2 [uTP] Zona 2.0.0.6 DPp 100.0 1.7 KB/s 82|0 256 Kb
{0 [uTP] Zona 2.0.0.6 DPp 0.9 KB/s 140 43,0 Kb
25 [uTP] Zona 2.0.0.6 Dp 0.6 Kb/s 12|0
pe Zona 2.0.0.6 D 0.5 Kb/s 01KR/s 121|0
34 [uTP] Zona 2.0.0.6 Dp 0.1 Kb/s 126 |0
226 [uTP] pTorrent 3.3 Dp 0.0 Kb/s 2|0 32.0KE
Zona 2.0.0.6 d 32.0KBE
Zona 2.0.0.6 D 2|0
hdediafaet? 201 2R84 A 271 kAR

DHT: 743 yznoe

RouterOS.kz
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LT P — Micro Transport Protocol

* TPAHCMOPTHbLIA MPOTOKON C KOHTPOSIEM [OOCTaBKU
(nopobHo TCP) Ha ocHoBe npoTtokosia UDP

* npefHa3HavyeH anda 6onee 6bLICTPOro cKauymMBaHus, Tak
Kak pabotaeT no npotokony UDP

* YCKOPEHNE [OCTUraeTcs 3a CYET TOro, YTO TOPPEHT-
KNMEHT 6ep€ET Ha cebs BbINOMHEHUE HYXHbIX QYHKLWUN,
OTCYTCTBYHOLIMX B UDP, Hanpumep, KNMNEHT
nepenpoBepsaeT LUENOCTHOCTb AaHHbIX U, ecnn 6nok
HEBEPEH, CKauMBaeT ero 3aHOBO
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Cneundukaumsa UTP

€& (0 bittorrent.org/beps/bep_0029.html

header format

version 1 header:

a 4 a 1€ 24 az
e P ——— - B et B et +
| type TEE mxten=ion | connemcti |:|:|.1._:i.|:|. |
e - e e et +
| timestamp mi |
B et e — e m - B et B et +

All fields are in network byte order (big entljan).

version

This is the protocol version. The current version is 1.

ection_id

RouterOS.kz
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Cneundukaumna puTP

type
The type field describes the type of packet. i

It can be one of:

€ (@ bittorrent.org/beps/bep_0029.html E:IE

5T _DATA =10

regular data packet. Socket is in connected state and has data to send. An 5T_DATA
ST_FIM =1

Finalize the connection. This is the last packet. It closes the connection, similar to i
never have a sequence number greater than the sequence number in this packet. Th?

number as eci_pkt. This lets the socket wait for packets that might still be missing a
receiving the 5T _FIM packet.

5T _STATE =2

State packet. Used to transmit an ACK with no data. Packets that don't include any pa
seq_nr.

5T_RESET = 3

Terminate connection forcefully. Similar to TCP RST flag. The remote host does not
connection. It is stale and should be terminated. t

ST SYN = 4

Connect 5YM. Similar to TCP 5YH flag, this packet initiates a connection. The sequen
connection ID is imitialized to a random number. The syn packet is special, all subse
t for re-sends of the 5ST_SYM) are sent with the connection |

connecton (ex
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Wireshark puTP

[ [bt-utp
Mo, Time Source Destination Praotaocol Length Info
94 2817-69-23 12:21:41,4585668 192.168.8.254 BT-uTP 62 uTorrent Transport Protocol Type: Syn
led 2817-89-23 12:21:41,4662682 152.168.8.254 BT-uTP 62 uTorrent Transport Protocol Type: Syn
F 182 2817-89-23 12:21:41,468778 192.168.8.254 BT-uTP 62 uTorrent Transport Protocol Type:
0 133 2817-89-23 12:21:41,586982 BT-uTP 62 uTorrent Transport Protocol pe State
E 135 2817-89-23 12:21:41,587442 192.168.8.254 BT-uTP 138 uTorrent Transport gtBcol Type: Data
E 199 2817-89-23 12:21:42,4785682 192.168.6.254 BT-uTP uTorrent port Protocol Type: Syn
<

Frame 182: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface
Ethernet II, Src: Quantalo_5d:e2:aa (@8:9e:81:5d

Internet Protocol Version 4, Src: 192.168.8.254, Dst:

User Datagram Protocol, Src Port: 8888, Dst Port: 6358

v uTorrent Transport Protocol V1 (28 bytes)

@2l = Version: 1

aleg .... = Type:

Next Extension Type:

Connection ID: 15275

Timestamp Microseconds:

15e:Bcib@:i3a:7h)

o Extensicn (@)

B54226839
Timestamp Difference Micrgseconds: @
Windows Size: 1848576

Sequence number: 24858

ACK number: @

LY
4c S5e Bc bB 33 7b B8 92 @1 Sdie2 aa B3 B8 45 88 L~..:{.. .]....E.

@0 38 35 67 @0 00 50 11 00 00 ¥ a8 @0 fe d4 4a  .B5E.... ....... 3
920 ca b6 1f 90 f8 5d @@ 1c 60 d5 41 |p@ 3b ab b @b  ..... 1.. “[ak--.
038 ca 77 00 80 00 00 00 10 00 0@ 5d T2 00 00 e -
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Firewall

RouterOS Layer/

Fiter Rules MAT Mangle Raw Service Pots  Connections Address Lists  Layer? F'Fﬂ’[ﬂﬂﬂ|5|

.

E?

| Name / | Regexp

@ uTP_FIN 1 .{2}.{4} {4} 141120 12}
@ uTP_RESET ™1 42}.{4}.14} {4}.{2} {2}
@ uTP_STATE 71 {214} .14} 14} 12} {2}
@ uTP_SYN A {2} 14 4 422
& Bit Toment bittorrent protocal

@ DHT “d1:.d2id20:

@ ut_pex Smd17: Tt _pesc.”™

7 items

fip
add
add
add
add
add
add
add

firewall layer7-protocol

name=DHT regexp=~dl:.d2:id20:

name=BitTorrent regexp="%l3bittorrent protocol”
name=ut_pex regeip=.*:mdll:.*:ut_pex.*:

name="%BITE_FIN" regexp=""%11\00.{2}.{4}.{4}.{4}.{2}.{2}1"
name="%B3TEF_STATE" regexp="~!\00.{2}.[4}.{4}.[4}.{2}.[2}"
name="%B3TF_RE3ET" regexp="~1\00.{2}.[4}.{4}.[4}.{2}.[2}"
name="%B3TEF 3YN" regexp=""B\00.[2}.[4}.[4}.[4}.[2}.[2}"
[antoxa@BT] >

=]
-+ |[x]

+

RouterOS.kz
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OnpepeneHune P2P coegmnHeHnn v

MapK1UpoBKa NakeToB

=] E3
ice Ports  Connections  Address Lists  Layer7 Protocaols
s Heset Courters || 00 Reset All Counters all ¥
{\SSI'C. Address Dist. Address Protocol |Connection Mark | Src. Address List |Dst. Address List | Layer? Protocol |Mew Packet Mardc |Mew Connection Mark | Bytes Packets |+
152.168.0.0/24 & fcp) Ipdp-seeds ut_pex 0B 0
% 152.168.0.0/24 6 fcp) IpZp-seeds Bit Toment 0B 0
152.168.0.0-24 17 {udp) lpZp-geeds OHT DB 0
152.168.0.0-24 17 {udp) lpZp-zeeds uTP_FIM DB 0
152.168.0.0-24 17 {udp) InZp-seeds uTP_RESET 1] ] 1]
152.168.0.0-24 17 {udp) lpZp-geeds uTP_STATE DB 0
i 152.168.0.0-24 17 {udp) lpZp-geeds uTP_5YM DB 0
{ 152 .168.0.0/24 & fcp) IpZp-seeds ut_pex 0B 0
~ 192168 .0.0/24 B ftcp) IpZp-seeds Bit Toment 108 B 1
152.163.0.0/24 7 judp) lpZ2p-seeds OHT 739.5 KB BT
52.168.0.0:24 7 judp) InZp-seeds uTP_FIM )] 1]
152 168.0.0/24 7 judp) InZp-seeds uTP_S¥YM 151 5 KiB 3232
152.163.0.0/24 7 judp) lpZ2p-seeds uTP_STATE DB 0
52.168.0.0:24 7 judp) InZp-seeds uTP_RESET 1] ] 1]
pép-seads pZp-cmark FET . ETED
pip-seeds p2p-cmark 331 MB 317 270
E\‘ pZp-cmark pZp-pmark 2671 ...  G46553
S
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TecTupoBaHmne KoHUrypauumn

NZ  Aran Pazmep CocToAHWE JocT... 3arpyzka Otpaua Bpemn Bocnpou
1 14576 arpysea 34.2 % _..I 18.3 KBE/= 0.5EE/s 1a6wu
2 145TB 3arpyska 27.4 % all 10.0 KB/s 03KB/s 1alwd
3 1366 3arpyska 22.4 % | | 16.5 KB/ 0.1KB/s 204 1.
4 144 7B 3arpyska 21.1 % all 271.6 Kb/s 5.9KB/s 2u6..
5 1.36TE Jarpyska 32.1% _||I 2.0 Kb/s 0KB/'s 1a6u
L4
Daine Wrpopmauma &L Mupel Tpekepel CropocTs
P KnueHt @naru % EEEFP}'?-KE Otgaua 3anp.. OtaaHo  3arpyseHo
:35de [uTP] iFerrent 22 B-eP 1068 270.0 Kb/s 0.3KB/s &7|0 59.0 MB
HTorrent 1.8.2 DX 100.0 0.2 Kbfs 2|0 32.0KB 16.0 KB
[uTP] Wuze 3.7.5.0 D xP 100.0 0.2 Kbfs 2|0 240 KB
pTorrent 3.3 D5 HXP 100.0 0.2 KB/s 10 830 Kb
Transmission 2.84 D XE 100.0 0.2 Kb/s 2|0 176 KB
Zona 2.0.0.6 D HX 100.0 0.1 Kb/s 410 496 Kb
[uTP] pTorrent 3.3 d XeP 100.0 0.1 KB/=
HTorrent 3.2 DH 100.0 0.1 KB/s 2|0 32.0KBE
TP] pTorrent 3.5 d [XP 100.0 64.0 Kb
uTP] pTorrent 3.5 d IXeP 100.0 312 KB
[uTP] pTorrent 3.5 d [XP 100.0 64.0 Kb
[uTP] pTorrent 3.5 dIP 100.0
nTnrrentd 2 5 00 | AN

DHT: 731 y=noe (oBHoBNEHWE]

RouterOS.kz

M: 309.0 KB/c B: 1.3TE

3: 129 KB/c B: 21.2 MB
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Teredo

* Teredo — ceTeBOM NPOTOKONM, NpeaHa3HaYeHHbIN ONA

nepenayn |IPv6 naketoB yepe3 cetu IPv4, nytém mx
nHkancynauum B UDP-pgentarpammel

* icnonb3yet UDP nopt 3544
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Wireshark Teredo

[i |ip~.rE.addr =: :35de
Ma, Time Source Destination Protocol Length Info
7985 2817-89-23 13:54:18,3848582 w 2881:8:4137:9e76:382.. BT-uTP 128 uTorrent Transport Protocol Type:

7986 2817-89-23 13:54:16,384436 28681:0:4137:9e76:382..

. BT-uTP 11® uTorrent Transport Protocol Type:=State

I 3834 2817-89-23 13:54:18,576881 .. 2601:9:4137:9e76:382.. TCP 182 14434 - 30880 [ACK fg=1 Ack=1 Win=65792 Len=8
i 8839 2017-89-23 13:54:18,578168 fee 2001:8:4137:9e76:382... TCP 285 14434 - 3@Be [RSHA, ACK] Seq=1 Ack=1 Win=65792
<
il
* Frame 7985: 128 bytes on wire (968 bits), 128 bytes captured (968 bits) on interface @
» Ethernet II, Src: Routerbo b®:3a:7b (4c:S5e:@8c:b@:3a:7b), Dst: QuantaCo Sd:e2:aa (@3:9e:81:5d:e2:
» Internet Protocol Version 4, Src: i, Dst: 192.168.8.254
» User Datagram Protocol, Src Port: 3545, Dst Port: 49348

Teredo IPv6 owver UDP tunneling
» Internet Protocol Version 6, Src: :35de, Dst:=2001:0:4137:9e76:3829:Thbfc:a478:3T28
» User Datagram Protocal, S Port: 14232, Dst Port: 5858
¥ uTorrent Transport Protocol™1 (3@ bytes)
vea. BBBL = Version: 1
e1es ... = Type:l Syn {4}'
Y

b il

geon @8 9e 81 5d e2 aa 4c @c be'ga 7b @3 @@ 45 @@ _~".]..L~ ..:{..E.
BE1F 88 Ga 69 BC B9 B89 34 11% 2e 28 dB 42 54 ee cB af Lji...4. . LBT...
BE28 88 fe 8d d9 c@ bc @8 56 adea ea.88 26  ....... Vo.m....B
@eze 11 78 C o - S
@43 35 de 26 @1 @8 88 41 37 ad 78 5. ...A7 .vB)...x
gesa  3F 28 37 98 1f 99 @8 26 96 6O 82 se 86 52 f9  ?(7....& ."A.P.R.
BEGE 54 2P OO 00 99 0P 99 33 90 P2 64 17 90 PO B8 B3 ....... 8 ..deu...
BE7E 49 B0 B0 08 00 B0 B0 B8

RouterOS.kz 50



RouterOS Layer/

[Tilx]
Fiter Rules MNAT Mangle Faw Service Pots Connections Address Lists  Layer/ Protocols
5 =) [T
Mame Fegesp -
@ uTP_FIN "1 .{2}.{4}.44}.141.{20.{2}
@ uTP_FIN_Teredo ™01 {2)44) 441 14 {20 42}
@ uTP_RESET ™1 {2}.14}.{4}.14:.{2} {2}
@ uTP_RESET Teredo ™1 .{2}.{4}.{4}.{4}1.{2}.{2}
@ uTP_STATE ™ {2} 14} 040 4 20420
@ uTP_STATE Teredo ™7 {2}{4}{4}.{4}.{2}.12}
@ uTP_SYN “A {2441 {444} {2} 42}
@ uTP_SYN_Tersdo oA {20414 4 20 20
@ BitTomert _ bittoment protocal .
apit. . o0 el e g . W 4 il e »
s -t - F . - - s s ™
¥ serlal uumbej_ 522604;122703-1 +
c.d:i name=DHT IEg‘ﬂhl‘:""ﬂl Ld2:1d20:
gdd name=BitTorrent regexp="\1l3bkittorrent protocol”
gdd name=ut pex regexp=.*:mdll:.*:ut pex.*:
gdd name="\BITP FIN" regexp=""%11\00.[2}.{4}.{4}.[4}.[2}.{2}
gdd name="%B5STP STATE" regexp="~!N\00.[2}.[4}.{4}.{4}.[2}.{2}"
add :1&I:.E="\BEIP_RESEI" regexp=""1\00.[2}.{4}.{4}.{4}.[2}.{2}"
gdd name="%BSTP SYN" regexp="~2\00.{2}.{4}.{4}.[4}.[2].{2]1"
gdd name=bittorrent Iere::ln:: regexp=""".*\13bittorrent protocol”
gdd name=DHT Teredo regexp="~".*dl:[alr]d2:id20:.*yl:[glr]e"
gdd name=ut pex Teredo """Qf"h]ﬁ‘ etL*imdll:L*iut _pex.*”
gdd name="\BITPF_S5YN Teredo” regexp=""".*BN\N0O.[2}.[4}.[4}.{4}.[2}.][21"
gdd name="\BSTP_STATE Teredo” regexp=""~".*!\00.[2}.{4}.[4}.14}.]{2}.{2
gdd name="\BSTP_BESET Teredo” regexp=""~".*1\00.[2}.{4}.[4}.14}.]{2}.{2
gdd name="3\BSTP_FIN Teredo"” regexp=""".*\11\00.[2}.{4}.[4}.[4}.{2}.{2
['::fhi@E 1 > *
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OnpepeneHne P2P coegnHeHnn v
MapKMpOBKa MNakeToB

Service Ports  Connections  Address Lists  Layer7 Protocols
Feset Counters || 00 Reset All Counters all ¥
Srz. Address Dst. Address Protocal |Connection Mark | Src. Address List |Dst. Address List | Layer7 Protocol Mew Packet Markc |Mew Connection Mark | Bytes Packets |+
HL 192.168.0.0/24 & tcp) IpZp-seeds ut_pex 0B ]
152.168.0.0.°24 17 {ud Ipdpseads ut_pex_Teredo 0B 0
"J YN WL q’....l'upf} e r"l:l'zp SR . E,f—- R e Y. = T Y D o
. pd.. <4 17 {udp, L TR iu .
192.168.0.0°24 17 {udp) IpZp-seeds uTP_STATE 0B 1]
152.168.0.04°24 17 {udp) IpZp-seeds uTP_STATE Teredo 0B 0
152.168.0.04°24 17 {udp) IpZp-seeds uTP_SYN 1110 B 23
152.168.0.0/°24 17 {udp) IpZp-seeds uTP_SYMN_Teredo g0 E 1
152 168.0 024 & tcp) IpZp-seeds ut_pex 0B 1]
152 168.0 024 7 {udp) IpZp-seeds ut_pex_Teredo OB 0
152.168.0.0/°24 & ftcp) IpZp-seeds Bit Toment 756 B 7
152 168.0 024 7 (udp) IpZp-seeds Bit Toment_Tereda OB 0
152.168.0.0/°24 7 {udp) IpZ2p-seeds DHT 28382 ... 2140
152.168.0. 024 7 {udp) IpZ2p-seeds DHT_Tereda 0B 0
152.168.0.0/24 7 {udp) lpZ2p-seeds uTP_FIM 0B 0
&4 192.168.0.0/24 7 {udp) IpZp-seeds uTP_FIN_Teredo | 72 B 7 |
rd 152.168.0.0/24 7 {udp) IpZp-seeds uTP_SYMN i !
152.168.0. 0724 7 {udp) IpZp-seeds uTP_SYN_Teredo | 5.3 KiB ] |
152.168.0 024 7 {udp) IpZ2p-seeds uTP_STATE 56 B 2
152.168.0.0/°24 7 {udp) IpZ2p-seeds uTP_STATE Teredo 0B 0
152.168.0. 024 7 {udp) IpZ2p-seeds uTP_RESET 0B 0
5 152.168.0.0/24 7 {udp) IpZp-seeds uTP_RESET Teredo 0B 0
rd pZp-seeds p2p-cmark 17256 . 35855
pZp-seeds p2p-cmark 17007 ... 36127..
p2p-cmark p2p-pmark 17326 . 36402
RouterOS .kz 52



TecTupoBaHmne KoHUrypauumn

N2 mn Pazmep CocToAHne JdocT... 3arpyzKa Otpaua  Bpems Bocnpaol

1 1.45TE rpyzka 37.1 % all 74 KB/fs 0.7KB/s 1a10wy

2 1.45TE iarpyska 33.1 % -lll 0.9 KB/ D4KB= 185y

3 1.36 TE 3arpyska 26.1% il 17.0KB/s 0.2KB/s 1645..

4 144TE 3arpyska 23.5 % .lll 8.9 EKB/s 03KB/'s 2a22y

5 1.36TE y3Ka 42,6 % -lll 11.5 KB/s 20KBfs 23ul.

£

Dainel Whdopmauna AL Mupe Tpekepsl CropocTh /

P KnueHt Tnaru % Otgaua  3anp... Otaano  3arpyseHo
Transmission 2,24 D XE 100.0 4|0 1.28 ME
pTorrent 3.4.2 D5 HX 100.0 1|0 128 KB
pTorrent Mac 1,87 | DH 100.0 310 560 KB
pTorrent Mac 1.8.7 | D HXE 100.0 3|0 1.25 MB
pTorrent 3.5 D HEP 100.0 2|0 112 KB
MediaGet2 2.01.3726 | D HEP 0.4 Kb/s 2|0 4.0 KB
pTorrent 3.5 D HEP 0.4 KB/ 2|0
Zona 2.0.0.6 D HXE 0.3 EB/= 5|0 448 KB
pTorrent 3.5 DH 0.2 KB/s 410 16.0KE
MediaGet2 2.01.3680 d HE 0.1 KB/= 0.1 KB/

MediaGet2 2.01.3673 d HE 0.1 Kb/s
pTorrent 3.5 DsH 0.1 EB/s 1|0 112 KB
bAediaiGet? 201 3731 A HP N1KRS =

DHT: 705 y=noe (oBuoenenne) | M 534.8 Kb/c

g: 519.5 MB

RouterOS.kz

: 5.8 Kb/c B: &0.6 Mb
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OnbIT 3KcnnyaTauun

300 Mbps

250 Mbps

200 Mbps

150Mbps [ Ry e gt g

100 Mbps [ e e e e - ; -it“h

50 Mbps

Obps 4
mmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmm

B EE RS EBRARYERREE R R E R REE R RS E R R Y E R R E R R B AR E R RS E R Y Il R B R B AR E R REENREE L REE rEREERAREERREERREELREER

R R B R T T B, B L e A T TP~ S S B S My = B S T . - S = L B = S S |

nocn MIH cpeq MakKc
MW ifinOctets 46 [cpen] 24415 Mbps 42,2 Mbps 13494 Mbps  281.75 Mbps
M ifOutOctets. 46 [cpen) 60.54 Mbps  26.89 Mbps 51.97 Mbps ~ 107.21 Mbps

Firewall

Fiter Rules MAT Mangle Raw Service Ports Connections Address Lists | Layer? Protocals

|| = | ] 5 T | Find | |pZp-seeds E3
|Name | Address 4 | Timeout Creation Time | -

[ @ pZpseeds Sep/23/201717:18:34 -

[ @ pZpseeds Sep /232017 16:47:18

[ @ pZpseeds Sep/23/2017 17:14:19

[ @ pZpseeds Sep/23/2017 17:03:36

[ @ pZpseeds Sep/ /2372017 16:459:31

[ @ pZpseeds Sep/23/2017 16:56:22

[ @ pZpseeds Sep/23/2017 16:45:34

[ @ pZpseeds Sep/23/2017 16:51:58

[ @ pZpseeds Sep/23/2017 16:58:40 -

102717 tems out off 16133949
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OnbIT 3KcnnyaTauun

Resources

CPU Frequency: |1000 MHz |
CPU Load: |7 % ||

Free HDD Space: |48.0 MiB |

Total HDD Size: |128.0 MiB |

Architecture Name: |ti|e |

Board Mame: |[I:H'ID?2—'IG-E‘.S+ ||

Version: |6.38.5 (stable) |

Build Time: |Mar/09/2017 11:32:49 |

Factory Software: | |

Uptime: oK

Free Memory: |10.7 GiB | PCI
Total Memony: | 15.8 GiB 5B
CPU: |tilegx | ey

CPU Court: |72 | =

RouterOS.kz
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OnbIT 3KcnnyaTauun

180 Mbps |
160 Mbps |-
140 Mbps |-
120 Mbps
100 Mbps
80 Mbps
60 Mbps R 112 N S 7= S TS 1773 1, RS S RS SR SNt Bt mas e e o
Sl AT R HRLR S ety S TR TR e U N
20 Mbps [ — ik P ———
o
488225838 g88R8FR8RgddedsgigsgifeeEiigEgigiiigigd§o
nccn MIH cpen MaKC
M ifinOctets.S [cpen]l  127.55 Mbps  11.17 Mbps 63,58 Mbps  170.98 Mbps
M ifOutOctets.S  [cpeq] 83.29 Mbps  10.55 Mbps 44,65 Mbps  124.01 Mbps
Time{02:39:22 Date(Oct/ 122017 CPL: 35% Memuw:lﬁﬂ-lz MiB Uptime:ddEB:E?:-iﬁ- E EI
Fireswall
Fiiter Rules MNAT Mangle Raw Service Pots Connections Address Lists |La}rer? Protocaols
*|| =] 7] T LFir | lp2pseeds  |¥ |
|Name |Address 4 |T|mE.-1::|Lrt |Creatinn Time | v
0 @ pZpseeds Oct /07720017 03:... Ed
0 @ pZpseeds OctAN72007 02 ||
D @ pZpseeds Qct /07,2017 03:...
0 @ pZpseeds Qct/072017 02:...
0 @ pZpseeds Qct /07720017 03:...
0 @ pZpseeds Qct/07/2007 02:...
0 @ pZpseeds Oct/0720017 03
0 @ pZpseeds Qct /0772017 03:...
0 @ pZpseeds Qct /072017 03:...
D @ pZpseeds Qct /07,2017 03:... ||
D @ plo-seeds Ot A7 2007 03 i
65826 items out of 2984417
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OnbIT 3KcnnyaTauun

Resources

Free Memory: |687.7 MiB | PCI
Total Memory: | 1518.6 MiB | USE
CPU: |e500v2 | el

CPU Count: |2 | =

CPU Frequency: | 1066 MHz |
CPU Load: |50 % ||

Free HDD Space: |62.0 MiB |

Total HDD Size: |128.0 MiB |

Architecture Mame: |powerpc |

Board Mame: |RB1100AHx2 ||

Version: |6.39.2 (stable) |

Build Time: |Jun/06/2017 08:01:04 |

Factory Software: | |

RouterOS.kz



Cnacmnoo 3a BHumaHune!

RouterOS.kz
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