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KoHpurypmposaHme VRF

Co3snaHue VRF
« /ip route vrf add routing-mark=<VRF-NAME> interface=<list-interfaces>

— <interfaces> - nepeyeHb nHTEepPericos Bxogawmx B VRF
— <VRF-NAME> - meTKa, ana mapknposBku mapwpytos n3 VRF

MpocmoTp Tabanupl mapwpytmnsaumm VRF
« /ip route print where routing-mark="<VRF-NAME>"
Mpumep:
/ip route print where routing-mark™~"<pattern>"



Static Route(Teopwus)

* /ip route add dst-address=<network>/<netmask>
gateway=<gateway> distance=<distance>
check-gateway=ping/arp routing-mark=<VRF-Name>

[Mpumep

* /ip route add dst-address=192.168.0.0/16 gateway=1.1.1.1
routing-mark=<VRF-Name>

» /ip route add gateway=1.1.1.1 routing-mark=<VRF-Name>



OpraHunsauma aoctyna B IHTepHeT
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Route Leaking

* B KayecTBe W/t03a A1 MapLLUpyTU3aLMK
MOHO MCMNO/Ib30BaTb:

— <ip-address>@main —agpec n3 Tabanupl main
— <ip-address>%interface — agpec n nutepdpemnc

— <interface> - ecnu ceTb NoaKAOYEHA K AaHHOMY
MapLLpyTM3aTopy.



Route Leaking (Mpnmepbi)

MapuwpyTmnsauma yepes Tabauuy main

» /ip route add dst-address=0.0.0.0/0 gateway=1.1.1.1@main routing-mark=<VRF-
Name>

MapLpyTusauma yepes CBA3KY W3 U MHTepdenc

» /ip route add dst-address=0.0.0.0/0 gateway=2.2.2.2%MTS routing-mark=<VRF-
Name>

MapuwpyTtrsaums yepes nHtepoeiic (direct connect)

* /ip route add dst-address=192.168.1.100 gateway=ether2 routing-mark=<VRF-
Name>


mailto:gateway=1.1.1.1@main
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Mikrotik Data Flow Diagram
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Rputepun ana so3spata B VRF

1) ip agpec, NopT Ha3HAYEHUA, NPOTOKOJ
tcp/ip, KOTopbIM ncnonbayet Nyb6ANKyembli
cepBuc

2) MapKupoBKa coegmnHeHus(connection mark)



Route Leaking (Bo3BpaTt B VRF)

* /ip firewall mangle add chain=prerouting
in-interface-list=WAN

[....CMNCOK KpuTepmes....]

action=routing-mark
new-routing-mark=<VRF-Name>



OpraHun3auua AocTyna B UHTEPHET U3
VRF

__ VRF:RED VRF:RED
;o ) 1.1.1.2

- 1.1.1.0/24
r WHTepHeT h(—@ VRFRouter
ey st INET-Router VRF:GREEN \
o 1.1.1.3 VRF:GREEN

— VRF.RED
l,- P . -.“;x
( WhTepHer € @
| ,x|
D _J_In‘.- . .>___A"_.-""‘J Rl

VRF:GREEN




OpraHu3auma AoCTyna K cepBucam
VRF 13 cetn nutepHer

*  BxogAawmin Tpaduk B VRF ponxkeH npmobpectn mapkmnposky <VRF-Name>
/ip firewall mangle add action=prerouting

[.... KpuTepun....]  ip(BHewHun)/nopt(

action=routing-mark new-routing-mark=<VRF-Name>

* [lpasuno DST-NAT
/ip firewall nat add chain=dst-nat

[.... KpuTepun....]  ip/port(BHewHnin) -> ip/port(BHYTpEeHHUN)

action=dst-nat to-addresses=<ip(BHyTpeHHUI)> to-ports=<port(BHyTpPEHHNI)>

* NAT gna ucxogAauwero TpaduKa
/ip firewall nat add chain-src-nat routing-mark=<VRF-Name> out-interface-
list=WAN action=masquerade




OpraHun3auua AocTyna B UHTEPHET U3
VRF

* [lpomapKuposaTb ncxogauwme coeguHeHna ns VRF

/ip firewall mangle
add action=mark-connection chain=postrouting
new-connection-mark=VRF-Name-CONN routing-table=VRF-CE1

* [lpasuno NAT ansa ucxoaawmx coegnHermnm ns VRF

/ip firewall nat
add action=masquerade chain=srcnat out-interface=WAN routing-mark=VRF-CE1

* [lpaBuno ona Bo3spaTa NaKeToB A1 NPOMaPKUPOBAHHbIX

coeamHeHnn B VRF

/ip firewall mangle

add action=mark-routing chain=prerouting
connection-mark=VRF-Name-CONN new-routing-mark=VRF-Name




VRF QOS

/ip firewall mangle add action=mark-packet chain=prerouting
comment=SHAPE:VRF-NAME routing-mark=VRF-NAME new-packet-
mark=VRF-NAME passthrough=yes

/queue simple

add dst=WAN1 max-limit=2M/2M name=VRF-NAME-WAN1 packet-
marks=VRF-NAME ta rget=""

add dst=WAN2 max-limit=2M/2M name=VRF-NAME-WAN?2 packet-
marks=VRF-NAME ta rget=""



[lobaBneHUe AMHaAMUYECKUX
mapwpyTtoB (CPE PE)(OSPF, BGP)

B ROS nmeeTtca BO3MOXKHOCTb MHTErpaumnm C
NPOTOKONaMU AMHAMUYECKOU MapLLUpPYTU3aLUU
OSPF,BGP

/routing ospf instance set 0 routing-mark="<VRF-Name>"
/routing bgp instance set 0 routing-mark="<VRF-Name>"

Mpumep B3aMMoAENCTBUA — cOeauHEHUE ¢ 0bopyaoBaHMem ¢ noaaeprkoit OSPF
(Switch L3, Quagga, .....)



VRF:OSPF (Mpumep)
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VRF:OSPF (Example)
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Troubleshooting
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VRF Troubleshutting

* /ping <address> routing-mark="<NAME>"
» /ip route check dst address=<address> routing-mark="<NAME>"

» /tool traceroute address=<ip> routing-mark="<NAME>"



be3onacHOCTb

Gateway yepe3 VRF HepgocTynHbl no L3, HO
AOCTYNHbI No L2

Ecnun otpaete VRF Bo BpaxaebHyto cpeny oTKAOHaem

/tool mac-server Ha vrf uHTepdelicax
/ip neighbor discovery interface/



