e3omnacHocTb B VikroTik

SalliTa PECYpPCOoB CETH
1 MapLUpyT3aTtopa



6o ' He

v PykoBoauTenb NT-cry>Kobi
v MikroTik certified engineer, consultant
v MikroTik Trainer

v CepmurkaTbl: ccha, mtcna, mtcre, mtcwe,
®3-152

v PaboTtato ¢ MUKpPOTMK ¢ 2008

v KoHTakThl: info@mikrotik-sibir.ru
https://vk.com/id228714012




PeEHNHI MIKkroTik

v MTCNA
v MITCRE
v MTCWE

BINKON

v' TPEHWHIW B ropoaax 3amnaaHon Cnbnpn v B KasaxcraHe

WWW. mikrotik-sibir.ru velcom-s.ru




E30l1adCHOCT b

» 570 00lIad npebtnema IT. Bbl A0/MKHbI
ObITb YBEPEHLI, OTKYAa 6EPETE 1 Kyaa
OTMNpaBMAgeTe NHHOPMaLIO.

» 3alliyTa KaHana poyTepa
» 3allyTa KaHana KianeHTa
» 3SalllyTa PECYpPCOoB B CeTun




pPobHIEMA

v hitps://blog.kaspersky.ru/security-week-1624/12262/
«YepHbIX PbIHOK YrHaHHbIX RDP>»
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MHopMauua ansg aocrtyna K ogHomy mns 70
C JIMLLHUM TbICAY CEepBEPOB N0 BCEMY MUPY
no npoTtokony RDP


https://blog.kaspersky.ru/security-week-1624/12262/
https://blog.kaspersky.ru/security-week-1624/12262/

CKanaums npobiembl

v htbpst//Wikileakstord)/Ciavzily.
«CIA Vault 7 — nHdopmaumsa o B3nioMax>»

NHopMaLmsa 0 B3/IOMaxX ThICAY YCTPOWUCTB,
OnepaLMOHHbIX CUCTEM U CNYxb.

PenopTbl 1 cny>xebHas nepenncka.

NHcTpyMeHTbl — Perseus, ChimayRed, TshPatcher

MonbITKK B3n10Ma yctponctB MikroTik:
RB1100, RB450, RB493, ...

B3/710M OpUEeHTUPOBaH Ha CEPBUCHI




HCTPYMEHTHI

v NMap
v WireShark

v Fing| (on android-based smartphone)
v MikroTik “Torch™ tool ©

v'Some bruteforce tools to get passwords



HCTPYMEHTbI

v https: //www.shodan.io/

(MY ctps://wwwshodan.io

’. SHODAN _ Q Explore Enterprise Access Contact Us Login or Register

The search engine for

search engine for Ir

Create a Free Account Getting Started

Explore the Internet of Things See the Big Picture

dan to dis f are connected to the Inte are just one

nd much 1


https://www.shodan.io/

ek-nmcT (What about You?)

J Vlcnonb3yenca 1Ms Mosb3oBarens admin® ?
J Vcnonbayenca HT TP ang ynpaBaeHns?
 Cny»xba neighbor Ha BCeEX MHTEPMECaX?

. BKitoUEH AOCTYN K YIPaBAEHMIO Hal BCEX
VMHTEPdENCaX?

J BriroueH MAC-Winbox & MAC-Telnet Ha Bcex
NHTEPMDENCAX ?

. CaenaH Dst-NAT (portmap) 6e3 address-list ?
Jd SNMP' community — “Public™?
J RouterOS < 6.37.5 ?



70 O3HAYaoT LUMdPHI

«15408-1», «15408-2», «15408-3» ?
«27/033-1», «270353-2>», «27/035-3» ?



TadHAdPTHEl U KOHUENLUWN

JITSM, ITIL, ISO 20000, ISO 38500, MOF
JTOCT P 15408-1(2,3)-2013

JTOCT P NCO/M3K 27033-1(2,3)-2014

- TpebosaHua ®CTIK

KaTtanor
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http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/113-gosudarstvennye-standarty/377-gosudarstvennye-standarty

TadHAdPTHEl U KOHUENLUWN

FOCT P UCO/M3K 15408-3-2013

FOCT P UCO/MB3K TO 15446-2008
FOCT P UCO/MB3K TO 18044-2007
[OCT P MCO/M3K 18045-2013
[OCT P MCO/M3K TO 19791-2008
[OCT P UCO/MB3K 21827-2010
FOCT P UCO/MB3K 27000-2012
FOCT P UCO/MB3K 27001-2006
FOCT P MCO/M3K 27002-2012
FOCT P MCO/M3K 27003-2012

[OCT P UCO/MS3K 27004-2011
[OCT P UCO/MB3K 27005-2010
FOCT P UCO/MB3K 27006-2008

FOCT P UCO/MSK 27007-2014
FOCT P MCO/MSK 27013-2014

FOCT P UCO/MBK 27033-1-2011
FOCT P UCO/M3K 27033-3-2014

FOCT P MCO/M3K 27034-1-2014
FOCT P MCO/M3K 27037-2014

FOCT P UCO/M3K 25100-2013

PexomeHgalm no ctaHgapTuaauguu P 50.1.050-2004
PexomeHngawm no ctangapTuaaguu P 50.1.053-2005
PeromeHaauumu no cTaHgapTuaauyuu P 50.1.056-2005

WhbopmalmonHan Texdonorva. MeTogel u cpeacTea obecnedenna BesonacHocTi. KpuTepun ousHkn BesonacHooTH MHCOPMaLUMoHHERX TexHonorwid. YacTe 3. KomnoHeHThl
noeepuA k DeaonacHocTH

WhbopmalmonHan TexnonorkA. Metogs! u cpencTea obecneuenna BesonactocTi. PykoBoacTeo no paspabotke npoduneld 3alumTel v 3a30aHuid no BeacnacHocT
WrdbopmaumonHan TexkonorkA. Metogs! v cpencTea obecneuenna BeaonacHocT. MeHeIMMERT MHUMAEHTOR WHCpopMaUMoHHOH BesonacHooTH

WMHdhopmaumoHHan TexHonorvA. MeTogel w cpeacTea obecneyenunA BeacnacHocTh. MeTogonorna oueHkM DeaonacHoCTH MHCDOPMAaLMOHHLLX TEXHONCTWA

WhdpopmavponHan TexnonoruA. Metoge! v cpencTea obecneuequa BesonaciocTi. OueHka De3onacHOCTH AaBTOMATHIUPOBAHHLIX CHCTEM

WHhopmaumoHHan TexHonoriA. Metogel u cpencTea obecneuequn BeaonacHocT. MNpoekTupoBaHue cucTem BesonacHocTi. Mogens apenocTu npouecca

WhdbopmalmonHan TexkonorkA. Metogs! u cpeacTea obecneyenna BeaonacHocT. CHCTEMBI MEHEIHMEHTa WHopMaUmorHoi DeaonackocTu. OBt ob3op 1 TEpMUHCNOrMA
WMHchopmaLpoHHan TexHonorvA. Metoasl u cpeacTea obecneuenua BeaonacHocTi. CHCTEMbI MeHeI¥MeHTa WHdopMaLMoHHo DeacnacHocTi. TpebosanuA
WMhdpopmaLonHan TexdonoruA. Metogs v cpeacTea obecneyenua BesonacHocTw. CBOA HOPM M NpaBKn MeHeRrMeHTa DeaonacHocTH

WHthbopmaumoHHan TexHonora. MeTtoge! w cpencTea obecneuenna BesonacHocTH. CUCTEMBEI MEHED¥MEHTE WHCGIOPMAUMCHHOH BeaonacHocTH. PyKCBOOCTED MO peannaauuu
CUCTEMbI MEHE[HMEHT MHAOPMaLMoHHEI BesonacHocTi

WMHchopmaumonHan TexHonorkA. Metoasl u cpencTea obecneueHun DeaonacHocTy. MeHepHMeHT wHopmauMoHHoii BeaonacHocTu. Mamepenus
WMHchopmaumonHan TexHonoruA. Metoael u cpencTea obecneuenun BeaonackocTi. MeHepHMeHT pucka uHopmMaluMoHHol DeaonacHoCTH

WHthopmalyoHHan TexHonorua. MeTogs! u cpeacTea obecneuequA BescnacHocTu. TpeBoBaHUA K opraHan, oCyLECTENAKWMM 3yAUT 1 CEPTU(UKALMID CUCTEM MEHEPKMEHT
WHpopMAaUMoHHOR BeaonacHoCTH

WhdbopmaumonHan TexkonorkA. Metoas! v cpencTea obecneuenna BesonacHocT. PykoBOACTEA NO ayOMTy CUCTEM MeHEIHMEHTa WHhopMaUMoHHo BesonacHooTH

WrbopmalmonHan TexkonoriAa. MeTtogsl v cpeacTea obecneyennn BeacnacHocTi. PykoBOOCTEO MO COBMECTHOMY MCNONML30BaHUK cTangapTor MCOMISK 27001 u MCO/M3K
20000-1

WhbopmaumonHan Texsonoria. Metogs: u cpeacTea obecneyenun BeaonackocTi. BeacnacHocTe cetelt. Yacte 1. OB3cp 1 KoHUeNUMK

WMHchopmaupoHHan TexHonorwA. MeTogel M cpegcTea obecneueqnA DesonacHocTw. BesonacHocTe ceTeil. “YacTe 3. 3TanmoHHbie ceTeBbie cUeHapuu. YTpoabl, MeTogbi
NPOEKTUPOBAHWA W BONPOCH! YPaBMEHWA

WhdbopmaumonHan TexkonorA. MeToge: u cpeacTea obecneyenua BeaonackocTi. BeacnacHocTe npunoswennit. Yacts 1. OBop u oblype noHATHA

WMhdopmavpontan TexdonoruA. MeTogsl u cpegcTea obecnevenwA BeaonacHocTw. PykoBogcTea no waoeHTudmkaumy, cBopy, NOMyYeHWD M XpaHeHWH CBWOETENLCTB,
NpefcTaeneHHsx B yudposolt dopme

WMHchopmaLpoHHan TexHonornA. Metogel u cpeacTea obecneuenua BesonacHocTi. OcHoBEI ODECNEYEHWA NPUBATHOCTH
JawwmTa wHchopmauwmy. CucTema obecnedernA KAUECTBA TEXHUEM 33WMTE! MHchopmalun. OBLme nonoweHua
WMHchopmaymoHHeie TexHonoru. OCHOBHEIE TEPMUHE! U ONPESEneHA B oBnacTi TEXHUYECKOR 3aLMThI MHopMaLMK

TexHuueckan 3awmTa uHibopmaLn. OCHOBHBIE TEPMUHB! M ONPEIeneHuA |:|

NpUMep KaTtanora Ha cante




OCTOSHVE MapLIpPYTN3aTOPOB
Mikroliik B coceaHnx CeTax

g .



POBHWU 1 ©OBEKTHI ~allUTh

Router security

“

\4

N

3awmTta L2

1.Pub/Local interface
list

2.MAC-Address
3.MAC-Telnet
4.MAC-Winbox
5.RoMon
6.ARP-tables

7.Use VLANSs for
management

3awuTta L3/L4

1.Pub/Local
networks list
2.Neighbor list
3.Trusted address
list

4.Firewall

5.Port change
6.NO simple port

mapping

3alnTa npoyee

1.Strong password
2.Encrypted
communication
3.Routing protocol
proper config
4,SNMP ACLs and
communities

5.L7 filters

6.Log analyze

14



NHVMaJIbHBIE 3aia¥ll SalllTbl

1. CKpbITb TN YCTPOVICTIBA MapLupyT3aLym

2. CKpbITh MHMOPMaLMIo CHELMUYHYIO A9 BEHAOPA.
Moaenb, BEPCHIO MPOLUVBKIK, AaTy MPOU3BOACTBA W T.M.

3. CkpbITb MHMOPMaumio o [10: Bepcnto OC, HoMep bunaa,
BEPCU paboTaroLLmX CYXKO 1 MPUINOXKEHWIA.

15



e3onacHocTb L2 & MAC

1. MAC afipec CoaepXunT NHMOPMALIIO O MPOV3BOANTENE
ycTpoviciBa. CMEHUTE ero. byabTe OCTopoXHb!, N3bEranTe
koH®AVKTa MAC-aapecos. B IPv6 MAC Toxe «BuaeH»

(/interface ethernet set etherl mac-address = i HIHIED

v

= X0 XX XX

1 G

NAArr<r <o s

- '\ DIDILICILT
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e3onacHocTb L2 & MAC

1. MAC afipec CoaepXunT NHMOPMALIIO O MPOV3BOANTENE
ycTpoviciBa. CMEHUTE ero. byabTe OCTopoXHb!, N3bEranTe
KOH®KTa MAC-aApecoB. (/ etherl

=0a:0b:0c:0d:0e:0f)

2. MAC-telnet, MAC-Winbox WILET CrelyanbHbIe Kaapbl Cpean
MOCTYNALIMX Ha NHTEPDENC. ST0 MOXXET HEMHONO
CHVIKaTh NPOMBBOANTENBHOCTL. OTKAroUNTE cny»6bl MAC

Ha BHEWHWX N Ha HalfPY>XEHHbLIX MHTepCbeﬁcaX (/
[ find default=yes | =trusted_interface )

5. YcraHosuTe onunto ARP “reply only”, v 3aHecute MAC
armnHKa W nHTeEpdenc B Tabavuy ARP. 3allinTa oT

moAMEHbI anvHka. OT nogmMeHbl DHCP.
(/ etheri =reply-only.)

17



e3onacHocTb L2 & MAC

BHeluHuii uHTepdeiic Yyxoi vendor-id!

(/interface ethernet set etherl mac-
address =0a:0b:0c:0d:0e:0f )

BHeLWHNM MHTepcI)eﬁ‘ BHewHn nHrepdenc

MAC-Pin guto
Bb\\a“o

18



3alliyTa KaX<aoro | ~-MHTEPMENCa

Mo ymonyaHuto Discovery BKJ/TKOYEH Ha kaxxaom HOBOM CTaTU4eCKOM
nHTepdence.

MAC-services Discovery services

Quick
L CAPsMAN 3 CAPsMAN

|8 Interfaces 8 Irterfaces

3 Wireless

T Wireless
£5, Bride 22 Bidge

ARP
Accounting

Meighbor List

Addresses
Cloud
DHCP Clignt
BTest Server - DHCF Relay Ak allegro2-gre
Bandwidth Te: h ' - - A bridgedocal
Email J h == DNS

Flood Ping :

Graphing

Firewall
Hotspot

IPsec

MNew Terminal
=5 MetaRC
#& Partition
| = Make Supout rif
& Manual & Manual
@ New WinBox & MNew WinBox

B ea ="

#5 Partition

| 2 Make Supout rif

15 items (2 selected)

Torch

Traceroute Traffic Flow
Traffic Generator UPRP

Traffic Monitor

Web Prosy

19



3allyTal KaXkAoro | ~-MHTEpMENCa

[NloBeaeHue Discovery ymonudaHuio meHaetca TOJIbKO YEPE3 KOHCOJ1b

Discovery services

/ip neighbors descovery settings

default=no

defatlt=fier-dynamic=no

20



eighbor — yTeyka nHdopMaLnm

Neighbor service pacnpocrpaHgeT NHDOPMaLVIO:
» O MOAEMV YCTPOVCTBa;

» O Bepcnn OS;

» 0O MAC n IP agpecax;

» 06 UpTime, Hannuum IPvV6 1 npoyee

YKenarolluye NoACMOTPETb 3a COCEASIMN [0 CETI APOMakoT
nexoaalmy Tpaduik neighbor discovery service ©

21



eighbor — yTeyka nHdopMaLnm

)Kenarlye NoACMOTPETL 3a COCeAIMI MO CETY AEaloT TakK:
©

[ip firewall filter chaln=output action=drop protocel/=udp dst-
PEE=5678! out-interace=\Wan

CDP/VDP/(LLDP from 6.38)

22



eighbor — CDP npoTokosn |2

OunbTpyercsa no MAC: Ha bpumke

M mikrotik-cdp-neighbors.pcapng

File Edit View Go Capture A Statistics  Telephony  Wireless  Tools

tEEaaas

Source Destination Protocol  Length Info
Routerbo_el:35: CDP/VTR/DTP/PAgP/UDLD cop 167 Device ID: MT-Toml Port ID: bridge-hap
192.168.88.1 255.255.255.255 MNDP 151 41759 » 5678 Len=189
Broadcast ARP 42 Who has 192.168.3.2542 Tell 192.168.3.2
Checksum: @x8da8 [correct]
Device ID: MT-Toml

z 17
Number of addr 1
IP address: 192.168.88.1
= Port ID: bridge-hap
4 (Capabilities
Type: Capabilities (@x8084)
Length: 8
4 Capabilities: @x20088201
outer: Yes
Transparent Bridge: No
urce Route Bridge: No
Switch: No
= Host: No
IGMP capable: No
Repeater: No
4 software
Type: S e version (@x@8as5)
Lengt
software version: 6.36.2 (stable)
Platform: MikroTik

2R

ml. ..
R
~hap. ...
6.36.2 (
...Mikro

[~ BT ¥
@ o
mom =
S




e3onacHocTb L2 & MAC

L. Cospaaem Bridge-WAN

2. Briatoyaem WAN-mHTepdenc
B 6pmmx

3. Cozaaem Bridge filter c
action drop

Bridge Fitter Rule <01:00:0C.CC-.CC:CC>

General | Advanced ARP STP Adion ..
Chan: (HFEEE  [3]
—&— |ntefaces ——m————————————

In. Interface:

Out. Interface List: v

—4&—Bridges ———————————————————————————
e ——

In. Eridge: | b

Out. Bridge: | |5

In. Bridge List: | Bl
—

Out. Inteface List: | -
-w- Sc. MAC Address ————
—a— Dgt. MAC Address -

Dst. MAC Mask: |FF:FF:FF:
~w- MAC Protocol -
T
~w Packet Mark

¥ Ingress F‘I'iﬂl'if}’ e

lenabled

Commert
Copy
Remove
Reset Counters

Reset All Counters

24



alliyTa TYHHENEN

[GRE/IPIP

1, O6bIYHO AaHHBIE NEPEARIOTCS B OTKPLITOM BUE,
MHKaMCYyIMPOBaHHLIE B elle oanH naker IP

2. Vicnonbaymre wndpoaHne IPSEC (RoS >6.30)

i Quick Set
1 CAPsMAN
| Interfaces

|| New Terminal
5 MetaROUTER
#5 Partition

| = Make Supout rif
& Manual

@ New WinBox

E et

Interface  Bthemet

Actual MTU:
L2 MTU:

EolP Tunrel  IP Tunnel GRE Tunnel | VLAN VRRP

Local Address: [1.1.1.

Remote Address: |2.2.2.

|IPsec Secret:

Keepalive:

DSCP:

Dont Fragment:

het %]
£

Clamp TCP MSS

Bonding

LTE

25



E30MacHOCTb [L3. Pecypchbl ceTen

1. Ybeantech, uto BHELWHWE nHTepdencs! HE coeanHsgoTes B
Opnmk ¢ AOBEPEHHBIMY MHTEPMENCAMM YHPaBAEHNS

2. [IpoBepbTE HACTPOVIKVI (DaepBosia, A UCKIOYEHVS
dhopBapAVHra B management-noAceTb.

Knuentckasa CIAa MeHea)XMEeHT-CeTb

AaHHble, UHTEpHeT §

26




SallyTa cayx6 3/ 4
UDP’ -mplification attack

1. 3nogen otnpaeager UDP-3anpoc ¢ SRC IP-address »epTBbl

2. DNS/NITP cepeep orBeyaeT 6ombluym UDP-rnakerom
XepTse

5. )KepTtBa nonagaer noa DDeS-ataky 6omabumm
UDP-maketamu o1 cepBepa MikroTik, ¢ 53 van 123 nopTta

I Attacker ' 1 Mbit

UDP:53
TCP:53

Victim 10-30 Mbit UDP:123

27



SallyTa cayx6 3/ 4
UDP’ -mplification attack

I Attacker 1 '

IAttackerZ '
IAttacker3 '

I Attacker 4 '

I Attacker N '

Victim

1 Mbit

1 Mbit
1 Mbit
1 Mbit
1 Mbit

50-150 Mbit

UDP:53
TCP:53

UDP:123




SallyTa cayx6 3/ 4
UDP’ -mplification attack

Protocol Bandwidth Amplification Vulnerable Command
Factor
DNS 28 to 54 see: TA13-088A[1]
NTP 556.9 see: TA14-013A (2]
SNMPv2 6.3
NetBIOS 3.8 Name resolution
S5DP 30.8 SEARCH request
CharGEN 358.8 Character generation request
140.3 Quote request
3.8 File search
16.3 Peer list exchange

Quake Network Protocol 63.9 Server info exchange

Steam Protocol 5.5 Server info exchange




SallnTa-ciayxo6 3/ 4
dEpPBOJINI, 10-YMOAHaHIO

» PekoMeHayeTcBaKkphiBamsBLe, UTO IBHO HE paspeLIEHO

Firewsall Off x|

Fiter Rules | NAT Mangle Service Ports  Connections  Address Lists  Layer7 Protocols

+=|[v] %] o
ElN Chain |Src. Address |Dst. Address |Proto...|Src. Pot  |Dst. Port |In.Inter. [Out.Int..|Bytes  |Packets | ==
16 | @ 6 fcp) 21 291 0B 0

input
input ) 0B
.. |[input B ) 0B 0
... input 23.5 KiB 4Mm
... input 21518 KiB 68 856
... input 20073 MB 2082575
... input etherl-... 13.7 MiB 155 746
impt etherl- .. 352 B 5
input F 10.0 MiB 7847

11 tems out of 19 (1 selected)
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SallyTa cayx6 3/ 4

UDP’ - mplification attack selution
»  3akpbiTb NopThl 123 udp, 53 tep&udp 13 IHTEPHET.

Aar Quick Set
1 CAPsMAN
|8 Intefaces
T Wireless
;‘L"E Bridge
=F PPP

== Switch
°Ia Mesh

|| New Teminal
=4 MetaROUTER
"L' Partition

| Make Supout rif
& Manual

@& New WinBox

B 5

Fitter Rules | NAT

Accounting
Addresses
Cloud

DHCP Cliert
DHCP Relay

DN

wall
Hotspot
IPsec
Meighbors
Packing
Pool
Routes
SMB
SNMP
Services
Settings
Socks
TFTP
Traffic Flow
UPnP
Web Proxy

New Firewall Rule
General Advanced Extra Action | Statistics

Action:
[ Log

Log Prefic: -

General |Mvanced Exra Action Statistics

Chan:

Src. Address:

Apply
o e
S — =
Dt Pot: [Jl53123 |«
Any. Port:
P2P:

Cop:

=
Reset All Courters

Reset Counters
Resst All Courtters
In. Interface:

Out. Interface:

Packet Mark:
Connection Mark:
Routing Mari:

Routing Table:

Connection Type:
Connection State:

Connection NAT State:

31



SallyTa cayxo 3/14
UDP' - mplification attack solution

»  OrpaHnunTh TPadVIK Ha udp:53 udp:123 @aepBosioM

A& Quick
1 CAPsMAN
|8 Interfaces

Accounting
Addresses
Cloud
DHCP Cliert
DHCP Relay
DHCP Server
DNS

all
Hotspot
IPsec
Neighbors
Packing
Pool
Routes
SMB

L=

& Manual
@ New WinBax

E Ba

Traffic Flow
UPnP
Web Proxy

General |Mvanced Exra Action Statistics
Chain:
Src. Address:

Dst. Address:

Protocol

Src. Port:

Dst. Port

Any. Port:
P2P:
In. Interface:

Out. Interface:

Packet Mark:
Connection Mark:
Routing Mark:

Routing Table:

Connection Type:
Connection State:

Connection NAT State:

p

Comment
Copy
Remaove
Reseat Counters

Reset All Counters

New Firewall Rule

General Advanced Edra |Pc.tior1 Statistics

—¥- Connection Limi

—¥- Src. Address Type
—w- Dat. Address Type
~w-PSD

—w»— Hotspot

—w— |P Fragment

=l E3

Reset All Courters

32



SallyTa cayx6 3/ 4
UDP’ - mplification attack selution

» [lapatb goctyn k DNS Tonbko JOBEPEHHBIM V3aM
» |lcrnonb30BaTh BHELLHWE DNS-cepBepsbl (e.x. google DNS)

Aa Quick Set
T CAPSMAN
| Interfaces DHCP Metworks | Leages Options Option Sets = Alerts

1 Wireless &= al |7

Address Gateway = Diomain WINS Sery v

ARP 10.5.50.1
Accounting

Addresses

Cloud

DHCP Client

DHCP Relay

DHCP Server

DNS

L3

»

L L] 3

Firewall
Hotspot
IPsec
Neighbors
Packing
Pool Mest Server:

CAPS Managers:

4 4 4 O

4

[ 2 Make Supout s Foutes Boot File Name:

& Manua SMB DHCP Options:
@ New WinBox ST DHCF Option
E- = Services

Settings

Socks

TFTP

Traffic Fow

UPnP 33

Web Proxy

L1




Iy k63

OTKpPBITVE AOCTYNa MNOJIb30BaTENEN K cny»kbe FTP. Moxer
6bITb OfacHBIM!

[Ipymep 6aHHeEpa npy Telnet-noakareYeHni:

“220 MikroTik-951 ETP server (MikroTik 6.36.3) ready”
» [lokasbIBaeT Npov3BoaVmEns

» [10Ka3bIBAaET MOAESb YCTPOUCTBa ®

» [[lokaskiBaeT Bepcuio RouterOS ®

» MoXKHO MONbLITaTbCa 3arpy3uTh CBOM MaKeThbl Tina
“system’™?

lpuraallenve ans noadopa napoien?
3a/NThb SCript.rsc.auto?

34



1 CAPsMAN
|8 Interfaces
1 Wireless
EE Eridge
= PPP

itch

| New Teminal
PS5 MetaROUTER

| & Make Supout if
& Manual
@ New WinBox

B et

allyta WebFig ni API

» Hittp mepefaer AaHHLIE B OTKPLITOM BUAE
» HttpS no-ymMonyaHmio He paboTaer
M5 pabotbl HTTPS Hy>keH ceptndukar. Jilobon ©

Histony
Identity

LCD

LEDs
License
Logging
NTP Client
NTP Server
Packages
Password
Ports
Reboot
Reset Configuration
Resources
Routerboard
Scheduler
Scripts

Shutdown

st

CAPsMANLC...

CAPsMANC...

lssuer:

Country:

cal ]~
CACRLMost: | |+

State:
Locality:
Organization:

Unit:

Common Name:

Suject Al Name: [ONS  [#]:

N



allyta WebFig ni API

< Quick Set
3 CAPsMAN
|8 Interfaces
L Wirsless
‘;‘S Bridge
=E PPP
=2 Switch
“Ia Mesh

74 MetaROUTER

f= Partition

| & Make Supout rif
& Manual

@& New WinBox

B

» YCTaHaBIVIBAaEM CEPTUMMKAT K Cy»kbe, MEHAEM MOPT

@ api
@ api-ssl
@ ftp
ARF @ ssh
@ telnet
@ winbox
Addresses @
Cloud
DHCP Client
DHCP Relay

DHCP Server

DNS e
Frewal | mlebleFom: [ %
Fotspet Cetiicate: [cet1 _[¥]~

|Psec
enabled

Accounting

Meighbors
Packing
Pool
Routes
SMB
SNMP
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Irewall — npobpoc MepPTOoB

DST-NAT + Standart ports. -2

» [laposib He criacaer on DDoS
» [laposib He cracaer o1 6aroB 1 YS3BUMOCTI Cy»6
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iIrewall — npobpoc MoepToB

» DST-NAT + Standart ports -
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Irewall — npobpoc MoepToB

DST-NAT + Standart ports. -

HE 3UTE NPOoBavAepPa — BaM C HMM Ellle paboraTb

e

o Ny rc

“SARA rc

| aVaVy W | rc

&~
aYal =

)

I Tir<r > E e

| NpoBavaep
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Irewalll = npebpoc o

» DST-NAT + Address-List
» Forward + Address-List

,i' uick Set
3 CAPsMAN
| Interfaces

Fiter Fules MAT  Mangle Service Pots  Connections Address Lists |Layer? Protocols

3 Wireless

% Bridge

e @ NoVn
vy ARF @ NoVn
== Switch 2 Notie
15 Mesh 3 nsied
Addresses O
Cloud @ trusted

[otrusted |
DHCP Cliert

DHCF Relay
DHCF Server
DNS

Hotspot

Accounting

MFLS
Routing

IPsec
Neighbors
Packing

|| New Teminal
MetaROUTER
f." Partition Pool

| J Make Supout.rf Routes

& Manual SMB
@ New WinBox SNMP
B e Senvices
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irewall — npebpoc MopToB

» DST-NAT + Address-List
» Forward + Address-List

& Quick Set
5 CAPsMAN
(¥ Interfaces Fiter Rules  MAT | Mangle Service Ports Connections Address Lists  Layer7 Protocols

General |Advanced Extra Action Statistics General Advanced |Em:-| Action | Statistics General Advanced Bdra Action | Statistics
Cran: gt 3] S, Adcross Lit: [I[mod 3] Acon:
Accounting
ScoAddess: | |« Det. Address Lit: OLog

Addresses

Layer7 Protocal:

ERCE Protocal: tep) {
DHCF Relay Content:
i Sec. Par
DHCP Server Connection Bytes:
- .

e —————— Connection Rate:
Per Connection Classifier:
Hotspot In. Interface: Reset Al Counters

Src. MAC Address:

IPsec Out. Interface:

Neighbors Out. Bridge Port:
Packing Packet Mark: -
23 n. Bridge Port:
"L_ Patition Pool Connection Mark:

| Makce Supout rif FILEE Routing Mark: IPsec Policy:

SMB

& Manual Routing Table:
= S

& New WinBox LT .
E- Exit ice Connection Type: Priority:

Ingress Priority:
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irewalll v IPv6

IPv6 ®aepBosi no-yMoMYaHIo myCT

IPv6 ®aepBosi noapasymesaetr ACCEPT

IPv6 3amnyCckaeTca Hal BCEX MHTEPMENCaX

IPv6 aBTOMaTVYECKN CO3AET Cebe NoKabHbIN aApeC

B IPv6 HeT NAT v moAceTt AOCTYMHbLI Yepes forward

ﬁ‘
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alyTa Jiyxo

CxemMa AocTtyna Anid Hactodwyx aaMyUHOB ©
CobcrBeHHasd ACL cepByca MOXET UMETH YS3BVIMOCTH.

HecTaHg.
nopt daepBon

Filter no
address-list

OTaenbHbIA .
Vlan/vpn port-knoking
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ONpPOC

K70 Takown
Joshaven Potter?

WWW.]JOShaven.com




OJIEBHALUKM OT mr. -otter

Joshaven Potter caenarn

v [oToBBIE

v ABTOOOHOBIAEMbIE

v /ICMOMHAEMBIE CKPUNTHI
«address-list»

1.OpenBl.org
2.SpamHaus.org
5.Dshield
4.MalcOde

[loctynHo A5 ckauveanvs Ha WWW.JOShaven.com
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Paznnumng mexxay 1'0S n I:S

IDS

DVKCVPYET NOAO3PUTENBHBIE
AEVICTBMS W LLIET ONOBELLEHNS]

CamMa He 3allmilaeT pecypchl

He BO3AENCTBYET Ha aTaKyroUEro

CocTogHVE CUCTEMBI HE
BMEHSETCS

[laccuBHa"A cycreMa

IPS

AKTVBHO peanvipyeT Ha
MOAO3PUTENBHBIE AENCTBUS

SallyILIaEeT PECYpPCkl CETH

MoyxeT Bo3Ae/CTBoBaTb Ha
aTaKyHLWIEro

CocTogHue CUCTEMbl MOXeT
MEeHIThbCS

AKTUBHaAA c/CTeMa
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Irewall — nopT-1oBYLLKa
(«Honeypot>»)

» Hewncnonb3yemsi well known service nopT
BbI3bIBAET 6aH NPy MONbITKE MOAKIYEHNS.

Connect to TCP 3389 ? - Blacklist

3aHocuM Sre-1P. B Address-List "Blacklist™

Bpems npucyTcTBus BbIGUPaEM COIIacHO CBOEN
HonuTVKe 6E30MacHOCTH

/ip firewall filter action=add-src-to-address-list address-list=blacklist address-
list-timeout=0s chain=input protocol=tcp dst-port=3389 comment="RDP

cracker”
47



ACrpeAeneHne dMYHKLMA

SKOHOMVM PECYPChI MPOLIECCopa, AENErMPYS dyHKLNN

Log -> Remote

Sy
Tpagux T Tl ol ol
e s
o) F r
] g o i il
= S
! x \
\%
\1\6\3&‘ recterSoOs
NO [GETaTATE
= \
Syslog-Cepsep . 0\:\’6““‘0 e
AHann3 coobLEeHN -> CKpUNThI 1 K '\ DI0I0ICIET
o\
MaHD‘
(e \(0

lNepeHOC Harpyskm
CPU



ACrpeAeneHne dMYHKLMA

SKOHOMVM PECYPChI MPOLIECCopa, AENErMPYS dyHKLNN

Tpaduk e e a

L = \
v g — “ﬁ\b
CUrHaTYpHbIN 3 - oo S,
aHaaTJZEs 1 ] W |\ DD
B\
Tpadmka - wowarh

CoobLueHus -
- 1 Syslog-Cepsep

MOLL{HbIN CPU Cob6bITUS - > CKPUMTI



bpaboTka cobbITiA

Hanpae/igeM AaHHLIE B SYSIog-CepBEp:

Log Action <remotes

Rules | Actions

MName: |remote

7 I e
s Topics @E Type: rem_cte

{
i \ e —
\ Durjmu Topics: firewall 7| - Remote Address: m
@) Prefix: - Remote Pot: 514 |
Q Action: remote | ¥ Src. Address: [192168] |
(@) BSD Syslog
(o)
E acilty: |3 ({daeman)
o
p
S
ps!

o 12 tems (1 selected)

1111

Syslog-Cepsep

Pcph
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bpaboTka cobbITiA

3a/1aeM NMpemnKke «PortScanbDetect»

Firewall Rule <=

Firewall Rule <> = E3 Firewall Rule <
General Advanced B4 | Action  Statistics

-~ Connection Lim ———————————— Action: E
Fs

General Advanced Bdra Action |Statistics

General | Advanced Bxra  Action  Statistics
Chain:

~w- Limit

~w- Dst. Limit

—w- Nth

¥~ Time

Src. Address:

Dst. Address:

—w- Src. Address Type

Src. Port: —w- Dst. Address Type

Comment

Dst. Port: ove
P2P: Reset Al Counters

In. Interface:

Delay Threshold: Copy
Low Port Weigtt:

High or Weight: _

Ot Interface: ¥ Hotspot Reset Counters

Reset All Courters

- |P Frag
In. Interface List:

=] E3
1K
Canc
Apply
oV

Out. Interface List:

Packet Mark:
Connection Mark:
Routing Mark:

Routing Table:

Connection Type:

Connection State:

Connection NAT State:
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bpaborka cobbITN CEPBEPOM

Byaer 3anylieH bash-ckpynT —/usr/sbin/onpoertscan.sh

P/ ELC/ISYSI0a.conl

#### GLOBAL DIRECTIVES ####
$template RFC3164fmt,"<%PRI%>%TIMESTAMP% %HOSTNAME% %syslogtag% %msg%"

##4## RULES ####
:msg, contains, “PortScanDetect" ”/usr/sbin/onportscan.sh;RFC3164fmt

VI3 CKpuMTa 3anyCKaeM YTO XOTVM: s
v Ansible o
v Curl, ssh@host g@‘e‘ y__r—
\{\0 |\ EIEIEIEIET
v SMS, e-mail 3 a\,\p“o\
= s

v [Ipyre CKpymThbl

Syslog-Cepeep o



OHKYpCc HackMe

3afada: Bovmn Ha ycrpouncerso o Wik c
aAMVHNCTPaTOPCKMI PpaBaMu U

CO3AdTb MOJIb30BATEJIA CO CBOUMI JIOTMHOM

ssid: hackme 83 n/ W
MikroTik IP: 192.168.88.1

Login: user
NO password
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CbIJIKN

» Http://wiki.mikretik.com  — HdoKyMeHTalusa oT BEHAOPA

» https://www.shodan.io:  — [oMCKOBUK YS3BMMBIX YCTPOVICTB
» hitp://wireshark.org — [1akeTHBIV cHNDdDEP

» http://WWW.Snort.org — Snort IDS

» https://www.nmap.org,  — CkaHep nmap

» https://vk.com/mikrotik_os — Fpymnmna noib30BaTeENeN
» Http://ferum.nag.ru — DopyM MO CETEBLIM TEXHOMOTNAM

» infe@mikretik=sibir.rt — Moy e-mail
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http://wiki.mikrotik.com/
https://www.shodan.io/
http://wireshark.org/
http://www.snort.org/
https://www.nmap.org/
https://vk.com/mikrotik_os
http://forum.nag.ru/
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